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ABSTRACT

Within the last decade, with the development of communication technologies and the
increasing growth in the internet has become insecure, so it created different
techniques to solve this problem. One of these techniques is the digital watermark,

which provides the protection of property rights.

In this thesis, we suggest new techniques of watermarking image aim to increase the
degree of robustness of the watermark against various attacks and to increase the
imperceptibility of the watermark image. Also these techniques aim to ensure the
watermark image using Arnold transform where the watermark is available only to a

legitimate user.

The proposed approaches of watermarking image based on DWT, DCT and SVD
have been applied on gray and color images in different color spaces like RGB, Y1Q
and YCDbCr. Therefore, we have seven proposed algorithms namely: a gray image
watermarking technique, an image watermarking technique in RGB color space
(using a gray watermark image), an image watermarking technigue in RGB color
space (using a color watermark image), an image watermarking technigue in YIG
color space (using a gray watermark image), an image watermarking technique in
Y1Q color space (using a color watermark image), an image watermarking technique
in YCbCr color space (using a gray watermark image) and an image watermarking
technique in YCbCr color space (using a color watermark image). The difference

between these algorithms is the type of watermark and the colorspace used (gray or



color image: RGB, Y1Q or YCbCr). To test the performance of proposed approaches,

we calculated the PSNR and the SSIM.

The best proposed approach which gives high robustness and imperceptibility of the
watermark image against different attacks is an image watermarking technique in
YIQ colour space (using a gray watermark image). And, the worst proposed
approach which gives low robustness and low imperceptibility of the watermark
image against different attacks is an image watermarking technique in YCbCr color
space (using a color watermark image). In addition, our proposed approaches give
high imperceptibility and high robustness of the watermark image when compared

with other techniques [17][22][23].

Through the results, it has been verified superiority of our proposed approaches on
many techniques. Our proposed approaches have high robustness of the watermark
against various attacks with high quality for the watermarked image and security of

the watermark image.

Keywords: Watermarking Image, robustness, imperceptibility, PSNR, SSIM.



Oz

Son on yil i¢inde, iletisim teknolojilerinin gelismesi ve artan biiyiime ile Internet
giivensiz hale gelmistir, dolayisiyla bu sorunu ¢oézmek ic¢in farkli teknikler
gelistirilmistir. Bu tekniklerden biri de sayisal filigran teknigidir. Sayisal filigran

temelde miilkiyet haklarinin korunmasini saglamaktadir.

Bu tezde, yeni teknikler kullanarak farkli saldirilara karsi filigran saglamligim
artirmak ve filigran goriintiisliniin fark edilemezligini artirmayi hedeflemekteyiz.
Arnold doniisiimii kullanan bu teknikler ile filigran gérintisisin sadece mesru bir

kullanict tarafindan kullanilabilir olmas1 saglanmaktadir.

DWT , DCT ve SVD dayali damgalama onerileri RGB , YIQ ve YCbCr gibi farkli
renk uzaylarinda gri ve renkli filigranlar kullanilarak uygulanmistir. Bu gergevede
yedi farkli algoritma onerilmistir. Bunlar, sirastyla: gri goriintii filigran teknigi, RGB
renk uzayinda bir filigran goriintli teknigi (gri filigran kullanilarak), RGB renk
uzayinda bir filigran goriintii teknigi (renkli filigran kullanilarak), YIG renk uzayinda
bir filigran goriintii teknigi (gri filigran kullanilarak), YIQ renk uzayinda bir goriintii
filigran teknigi (renkli filigran kullanilarak), YCbCr renk uzayinda bir goriintii
filigran teknigi (gri filigran kullanilarak) ve YCbCr renk uzayinda bir goruntl
filigran teknigi (renkli filigran kullanilarak). Bu algoritmalar arasindaki farklari renk
uzaylarindaki (RGB , YIQ ya da YCbCr) farklarla filigran tiirii arasindaki farklar (gri
ya da renkli) olusturmaktadir. Onerilen yaklasimlarin performansini test etmek igin

PSNR ve SSIM metrikleri kullanilmaktadir.



Onerilen yaklasimlar arasinda en yiiksek saglamlik ve farkli saldirilara karsi en
kaliteli filigran fark edilemezligi saglayan yaklasim (gri filigran goriintii kullanilarak)
YIQ renk uzayinda elde edilmisti. Ote yandan, onerilen yaklasimlar arasinda en
disiik  saglamhik ve farkli saldirilara karsi en diisiik kalitede filigran fark
edilemezligi saglayan yaklasim (renkli filigran kullanilarak) YCbCr renk uzayinda
elde edilmisti. Literatiirdeki alternatif tekniklerle ([17] [22] [23]) karsilastirildiginda,
onerilen yaklasimlar yliksek fark edilemezlik ve yliksek filigran saglamligi ortaya

¢ikarmaktadir.

Elde edilen sonuglar, onerilen yaklagimlarin literatiirdeki yaklasimlara goére olan
tistiinliigii dogrulanmistir. Onerilen yaklasimlar filigranli gériintiiniin yiiksek kalitede
olmasin1 ve fakli saldirilara karsi filigran saglamliginin giivenlik acisindan iist

seviyede oldugunu gostermektedir.

Anahtar Kelimeler: Filigramli goriintl, filigram saglamligi, fark edilemezlik,

PSNR, SSIM.
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Chapter 1

INTRODUCTION

1.1 Introduction

In recent years with the fast growth of technology and the increasing use of the
internet for data transfer shall provide for the protection of communication systems.
Where, the controlling and protecting sensitive or confidential documents and images
has become next to impossible. Therefore, the world today is based on the provision
of many of the techniques of information security, such as encryption and digital
watermarking. Digital watermarking is one of the most influential techniques to
detect misappropriated data and ensure copyright protection for the digital content

like texts, images, audios and videos from illegal manipulations [1][2].

Digital watermarking refers to the process of embedding or hiding the digital data
directly onto the digital content (multimedia) and that it can be extracted again. And
It has many proprieties such as cryptography, watermark is imperceptible and does
not affect the aesthetic of the digital content and robustness of the watermark against
different attacks such as the compression, rotation and scaling for digital image

watermarking [1][2][3].

Therefore, the quality of the technique is determined using some properties like
robustness, transparency and capacity. The watermarking technique is robust, if the

watermark is not significantly affected when exposed to various attacks like the

1



compression, scaling, rotation and noises then watermarking scheme is robust. The
transparency or imperceptibility means after embedding the watermark, the original
data should not be distorted. The capacity means the size of watermark which is

inserted into original data. More capacity means it can hide large size of information.

In this thesis, we suggest novel technique using digital image watermarking based
on three techniques that are DCT, DWT and SVD to hide the watermark image into
original image for the grayscale and color image in different space (RGB, YIQ and

YChCr).

Where, the security technique has been used to ensure the watermark image, so the
watermark is available only to a legitimate user, using encryption technique which

called Arnold transformation.
1.2 Objectives

The main objective of this thesis is to get the best results for the quality of the digital
image watermarking technology for color image in different color spaces, which is
divided into:

e The high robustness of watermark techniques against the various attacks like the
compression, noise, cropping, rotation and scaling.

e The high transparency or imperceptibility for watermark image after insertion the
watermark image into original image.

e The security of the watermark image using encryption technique (Arnold
transformation).

1.3 Contributions

In this thesis, the main contributions can be specified as follows:

2



e Promotion of protection of data, our thesis suggests new techniques for protecting
digital images, solving the problems of forgery and illegal manipulation. Therefore,
people can do business electronically.

¢ Proficient image archiving and retrieval, our thesis uses the encryption technique
which is Arnold transform to ensure the watermark.

e High robustness and imperceptibility of the watermark scheme, our thesis gives
high robustness against different attacks like compression, noises and scaling, in the
same time it gives high imperceptibility thereby high quality image.

1.4 Thesis Overview

Chapter 1 is the introduction of thesis includes brief review of digital watermarking
and explaining the advantages of digital watermarking and the main aims from this
thesis. Chapter 2 deals with definition of digital watermarking, properties and
applications of digital image watermarking. Chapter 3 is talking about the grayscale
image and different color spaces like RGB, YIQ and YCbCr. Chapter 4 is
explanation the three domains or techniques the DWT, DCT and SVD for
watermarking. Chapter 5 shows the embedding and extraction algorithms based on
DWT-DCT-SVD for grayscale image and color image (in different color spaces).
Chapter 6 there are experimental results for our techniques. The comparisons
between the different techniques have been shown in tables and graphs clearly.
Finally, chapter 7 is the conclusion of our proposed approaches based on results of

approaches and suggest more efficient and accurate method for future works.



Chapter 2

DIGITAL WATERMARKING

2.1 Introduction

The digital multimedia like the image, video and audio, can be protected against
copyright infringements using some techniques such as steganography and digital
watermarking techniques. Digital Watermarking is a technique to insertion of data
into digital multimedia, without affecting quality of the original multimedia.
Therefore, this technique has become useful tool for steganography, copyright

protection and content authentication [4].

Where, the digital watermarking technology plays an important role in preventing
copyright violation as it allows to place an imperceptible or invisible watermark
depending on the requirement in the multimedia data to detect malicious tampering

of the multimedia or data identify the legitimate owner [2][4].

Noise
Watermark embedder l/ Watermark detector
Input Watermark fn Watermark N Output
message encoder decoder message
Watermark Original Watermark
key  cover work key

Figure 2.1: Standard model for watermarking [2]



As shown by Figure 2.1, in the watermark embedder, a watermark encoder encodes an
input message using a watermark key. The encoded message or watermark will be
embedded into the original cover work. In the watermark detector, a watermark decoder
receives the noisy watermarked cover and decodes it using the same key to get the output

message (extracted message).

2.2 Digital Image Watermarking

The scheme of digital image watermarking divides into two stages: the embedding

process and the detection process as shown in following figures:

0~

Watermark
,

Figure 2.3: The detection process [5]

The embedding process is used for embedding the watermark image into the cover
image with the secret key to secure the watermark image. The output of this process
is the watermarked image. And, the detection process is used to recover the

watermark by using the same secret key [5].
5



2.3 Proprieties of Digital Watermarking

Digital watermarking can be characterized on the basis of several properties which
depend on the type of application. These properties include resistance of the
watermarking scheme to malicious attacks, the capacity of bit information and the
complexity of the watermarking scheme. In general, they are described as the
robustness, capacity, imperceptibility, security and other restrictions [5]. The main
properties of digital watermarking as following:

2.3.1 The robustness

The robustness is resilience of the watermark to the various attacks like the
compression, scaling, rotation and printing. The robustness of the watermark scheme
can be divided as following:

a) Robust:

The robust watermark schemes are ability to intentional or un-intentional attacks or
signal processing operations. This type of watermarking scheme uses in copyright

protection, copy control, fingerprinting, and broadcast monitoring.

b) Fragile:
In this type unlike robust watermark schemes, the watermark scheme can be distorted
at any type of modification. In addition, this type of watermark scheme can be used

in content authentication and integrity verification [2][4][5].

c) Semi-fragile:
This type of watermark scheme is fragile against malicious attacks, but robust against

incidental modifications. In addition, it is used for image authentication [5].



2.3.2 Imperceptibility

Imperceptibility watermark scheme (also known as invisibility) is a measure of the
similarity between the original image before watermarking process and the
watermarked image. And the watermark should be invisible. However, the challenge
is that imperceptibility could be achieved, but the robustness and the capacity will be
reduced, and vice versa. In some applications, the watermark is preferred to be a
visual watermark. Therefore, it is not always invisible [2][4][5].

2.3.3 Capacity (Payload)

The capacity watermark scheme is the size of data which will be embedded into the
original image. In addition, the capacity can be different depending on the
application that is designed for it. Where, in some applications need to one bit and
another applications need to big capacity [4][5].

2.3.4 Security

Security watermark scheme is the ability to resist against hostile attacks. These kind
of attacks aims to change the objective of embedding process. The kinds of attacks
are classified as following:

a) Unauthorized embedding.

b) Unauthorized detection.

¢) Unauthorized removal.

Depending on the use of watermark scheme, the certain feature should be available
in the scheme to resist various attacks. So, the watermark must be fragile or semi
fragile to detection any change for unauthorized embedding. And, it must be
imperceptible watermark for unauthorized detection. Also, the watermark must be

robust against the attacks for unauthorized removal [4][5].



2.4 Application of Digital Watermarking

Digital watermarking is used for the protection of ownership rights of digital media,
like images, video, audio, and other multimedia objects. It can be applied to various
applications such as content authentication, copyright protection, copy control,
owner identification and secret communication [4]. The main applications of digital
watermarking as following:

a) Copyright Protection

For intellectual property protection and copyright, the copyright data can be added
into the new production as a watermark. Where, the watermark can be extracted to
give the information about owner of this product. Copyright applications should be

imperceptible, require a high degree of robustness and but may have low capacity

[5].

b) Content Authentication

The objective of authentication applications is for detecting any modifications of the
data. In other words, the digital watermark contains data which can be used for
proving that the digital content has not been changed. This can be achieved with
fragile watermarks which have a low robustness to certain attacks such as

compression, but are destroyed by other attacks [2][4][5].

¢) Owner ldentification

The owner identification data can be embedded into image as a watermark that is a
visual or visible watermark (traditional form). However, this can be overcome using
some programs which modify the images. In order to overcome the problem,

invisible watermarks are used [2][4][5].



Chapter 3

GRAY-SCALE AND COLOR IMAGE SPACES

3.1 Gray-scale Image

The gray-scale (sometimes also called the white space) is a range of monochromatic
shades from pure white to pure black without apparent color. The intermediate
shades of the gray are represented by equal brightness levels of the three primary
colors red, green and blue, or equal amounts of the three primary pigments cyan,

magenta and yellow. The gray space has a single dimension or component.
3.2 Color Image Spaces

The colors are created by the primary colors of pigment and these colors define a
specific color space (also called as color models or color system). In other words, the
color space is an abstract mathematical space that describes the range of colors as
tuples of numbers such as RGB space which contains three color components. Each
color in the system is represented by a single dot. There are a different of color
spaces such as RGB, Y1Q, CMY and YCbCr.

3.2.1 RGB Color Space

RGB color space uses the three primary red, green and blue additive colors, all
possible colors can be made from mixing primary colors. RGB builds its space on
different colors of light added together, where the mixture of all three colors
produces white light as shown in Figure 3.1. RGB color uses in digital cameras and

monitors display [6].


http://techterms.com/definition/monochrome
http://whatis.techtarget.com/definition/brightness
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Figure 3.1: RGB color Space [7]

The conversion from RGB to Grayscale is given by formula:

Graygcale = 0.2989 * R+ 0.587 * G + 0.114 * B (3.2)
3.2.1 YIQ Color Space
The YI1Q color space is designed to separate chrominance from luminance. The Y-
channel contains luminance information (or the brightness) while I and Q channels
carried the color information. This space is used in a color television set then is
converted into RGB space for display on a screen [8]. The conversion from RGB to

YIQ is given by formula:

Y 0.299 0.587 0.114 ][R
[|=10596 -0.274 -0.322]|G (3.2)
Ql lo.211 -0.523 0312 11B
Also, the conversion from YI1Q to RGB is given by formula:
R 1 0956 0.621 1[Y
Gl=|1 -0.272 -0.647]|]|]1 (3.3)
B 1 —-1106 1.703 11Q
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3.2.2 YCbCr Color Space
YCbCr color space is used in digital photography and video systems. Where, Y is the
luminance (or light intensity) component and Cb and Cr are the blue-difference and

red-difference chroma components.

Y=255, Ch=Cr=128

cyan __-RGB color block
= 1

yellowy=~ - ¢ : ‘éi_i‘g-'/ray scalg
A |
: mayenta 555
A

J ' blue

re
» black Cb

255 ’ \
/ all possible YCbCr values
Cr

Figure 3.2: YCbCy Color Space [9]

The difference between RGB and YCbCr is that RGB represents the color as red,
green and blue, while YCbCr represents the color as brightness and two color
difference signals. where, the Y is the brightness or luma component, Cb is the
difference between blue and luma component and Cr is the difference between red

and luma component [9]. The conversion from RGB to YCbCr is given by formula:

Y 16 65.481 128.553 24.966 ][R
Cb|=|128|+(-37.797 -74203 112 ||G (3.9)
Cr 128 112 —93.786 —18.21411B
Also, the conversion from YCbCr to RGB is given by formula:
R 0.00456621 0 0.00625893 Y-16
G| =10.00456621 —0.00153632 —0.00318811||Cb —128 (3.5)
B 0.00456621 0.00791071 0 Cr—128
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Chapter 4

DWT, DCT AND SVD FOR WATERMARKING

4.1 Introduction

In general, there are many domains to encode the watermark image. The most
approach of watermarking is in spatial domain where the pixels are modified directly
to encode the watermark. Another domain is in frequency where the image is
converted into frequency domain and encode the watermark in low, median or high
frequency. The frequency domain such as DCT and DFT. Other domains include the

DWT, SVD and Hadamard domain.

For our proposed image watermarking scheme concepts of DWT, DCT, SVD and

Arnold Transform are used. These tools are discussed in this chapter one by one.
4.2 Discrete Wavelet Transformation (DWT)

DWT is used to decompose the input image into sub bands of different resolutions
that are low, middle and high frequency bands. The mean value of the filter is the
low frequency coefficient while wavelet coefficients are the high frequency

coefficients [10].

In one level DWT, an image is decomposed into four sub-bands which are
approximate sub-band (LL1), horizontal sub-band (HL1), vertical sub-band (LH1),
and diagonal Sub-band (HH1) [11][12]. One level DWT of an image as shown in

following figure:
12



pwt | L1 | LHL

Input Image

Y

HL1 | HH1

Figure 4.1: Decomposition structure “one level DWT" [15]

d
Figure 4.2: a) Gray-scale Lena image, b) decompose gray-scale Lena image one level
DWT, c) color Lena image, d) decompose color Lena image one level DWT
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4.3Discrete Cosine Transformation (DCT)

The discrete cosine transform is closely related to the discrete Fourier transform.
Where the one-dimensional DCT is useful in processing one-dimensional signal
such as speech waveforms, but in the digital image processing (two-dimensional), we
need to two -dimensional DCT [3][13]. The 2-D DCT definition for an input image

A and output image B is defined as following:

M-1yN m(2m+1)p nizn+)qy 0<p<M-1
Bpq = apq 2im 0 Zn=0 Amn €O S(T) COS(T)’OSqSN—l (4.1)
where,
1
Nk p=20
b = 4.2
’ \/z 1<psM-1 (42)
M
and,
1
' q=20
g = (4.3)

M and N are size of A, and the corresponding DCT coefficient Boo is often called the
DC coefficient. Figure 4.3 show (8x8) DCT blocks, where the horizontal frequencies
increase from the left to the right and the vertical frequencies increase from the top to

the bottom.

Figure 4.3: (8+8) DCT blocks [3]
14



4.4 Singular Value Decomposition (SVD)

The SVD is one of linear algebra tools. And, it is an approximation and factorization
technique that effectively reduces any matrix into a smaller invertible matrix, where
SVD of a rectangular matrix A is a decomposition of the form [14][15]:

Aty = Ut Smeny Vo) (4.4)
Where U and V are orthogonal matrices and S (sigma) is a diagonal matrix. The
columns of U are called the left singular vectors and the columns of V are called the
right singular vectors and the diagonal elements of S are called the singular values

(non-negative diagonal elements in decreasing order).
4.5 Arnold Transformation

Arnold Transform is commonly known as cat face transform and is a simple chaotic
method. It changes the position of pixels and if done several times, scrambled image
is obtained and is only suitable for square images. The decryption of image depends
on transformation periods. Period changes in accordance with size of image like
Figure 3.4. In addition, Iteration number is used as the encryption key. In other
words, when Arnold transform is applied, the image can do iteration, the iteration
number is used as a secret key for extracting the secret image [16][17]. Arnold

transform is defined as follows:

()=G 2Gmoan 49

Where (X, y) is the position of the pixels in the original image, (x', ') is the position
of the pixels after the Arnold transform and N is the size of an image. The watermark
image is scrambled using Arnold transform to ensure its security. Usually scrambling
transform (or Arnold transform) is used to encrypt the watermark. After a scrambling

transform, the watermark image becomes chaotic. The attacker can not extract the

15



watermark, if the key and the scrambling algorithm are not known. Therefore, the
Arnold transform gives a security for the digital content and robustness of the
algorithm because the spatial relationships of the pixels of an image have been

destroyed completely [17][18][19].

3
i ‘
10 12 23 24

Figure 4.4: Arnold transform applied to color
EMU logo with different iteration number

In Figure 4.4, Arnold transform has been applied to color EMU logo (32%32). As

shown, in 24Th iteration, the EMU logo reappears.
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Chapter 5

PROPOSED DWT, DCT AND SVD BASED
WATERMARKING TECHNIQUES

5.1 Introduction

This chapter shows seven methods, these methods are based on DWT, DCT and
SVD. In general, these methods encode the watermark image into the original image
in frequency domain in low frequency band (LL) by the combined DWT and DCT.
This gives more quality and robustness of the watermark technique against various
attacks. In addition, we use SVD to increase the quality and robustness of the

watermark technique.

Every method consists of two stages which is embedding procedure and extraction
procedure. After that, it will calculate the quality and robustness of the watermark
technique using the PSNR, SSIM and correlation coefficient (CC). The results of this

algorithm are available in next chapter.
5.2 Proposed Method I: Gray Image Watermarking Technique

This method consists of two stages; the first stage is the embedding procedure, in this
stage, the watermark image with size (32x32) will be embedded into the original
image with size (512x512) based on DWT, DCT and SVD as shown in Figure 5.1.
The second stage is the extraction procedure that is used to extract the watermark
image. In this method, the original image and the watermark image are gray-scale
images.

17



Original image

Gray image 512X512

v

One level DWT

v

DCT Blocks 8X8 on LL
band

v

Collect DC coefficients

32X32

Watermark embedding
process:

a)
X = S1 + alpha Wsc
SVD(X) = [u Spewv]
invese SVD (U1 spey V1)
b)
Change every DC value

in DCT Blocks with new
DC value

v

Inverse DCT Blocks 8X8

v

Inverse DWT

v

Apply SVD [U1l S1 V1] |-

Watermarked image

Watermark image

Gray image 32X32

v

Arnold transform

Wsc

t

Secret Key

Figure 5.1: The embedding procedure of proposed method |

Watermarked image

Gray image

v

One level DWT

v

DCT Blocks 8X8 on LL
band

¥

Collect DC coefficients

32X32

]

Apply SVD

[Uw, S w,V_w]

process:

X*—S1

Wse = alpha

Watermark extracting

X'=inverse SVD[u S_w V]

Where u, v and S1 are the

values in
embedding algorithm

the

!

Inverse Arnold
transform

< Secret Key

'

Extracted watermark

Figure 5.2: The extraction procedure of proposed method |
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5.3 Proposed Method I1: Image Watermarking Technique in RGB

Color Space using Gray watermark image

In this scheme, the original image is color image and the watermark image is gray-
scale image. In addition, this method divides into two stages the embedding
procedure and the extraction procedure as shown in Figures 5.3-5.4. In the
embedding stage, the watermark image with size (32x32) will be embedded into the
original image with size (512x512) in R "Red" component. In addition, the

watermark image is extracted from the watermarked image in the extraction stage.

Original image
Color image 512X512 Watermark embedding Watermark image
process:
' ) Gray image 32X32
One level DWT 8
X = S1+ alpha Wsc |

¢ SVD(X) = [U Sper V] Arnold transform

Separate into individual . N
IIi- L - invese SVD(U1 s,,,,,V1) Wse
I ) f
Select R component thange vy DE valiic Secret Key
in DCT Blocks with new

l DC value

DCT Blocks 8X8 on LL |
band Inverse DCT Blocks 8X8

: !

Collect DC coefficients -
Combined RGB components
32X32

Apply SVD [U1 S1 V1] |~ Inverse DWT

!

Watermarked image

Figure 5.3: The embedding procedure of proposed method 11
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Watermarked image

Color image

!

One level DWT

1 Watermark extracting
Separate into individual process:
R-G-B components X*=inverse SVD [uS_wv]
1 X851
Select R component Wsc = alpha

Where u, v and S1 are the
same values i  the

v

band
I :
Collect DC coefficients Inverse Arnold ] Secret Key
transform
32X32 1
Apply SVD Extracted watermark

[Uw, S w,V w]

Figure 5.4: The extraction procedure of proposed method Il

5.4 Proposed Method I11: Image Watermarking Technique in RGB

Color Space using Color watermark image

In this scheme, the original image and the watermark image are color images. In
addition, this method consists of two stages [the embedding procedure and the
extraction procedure]. In the embedding stage, the watermark image with size
(32x32) will be embedded into the original image with size (512x512) in RGB
components as shown in Figure 5.5. The second stage is the extraction procedure that

is used to extract the watermark image.
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G SVD(X) = [u Spep,v] .R_ Amold transform and
DCT Blocks invese SVD(U1 s,,,,V1)[G| separate ntoR-GB.
8X8 on LL band B Wse
) % e
Collect DC coefficients Chg‘§; s DIE vl I
32X32 and apply SVD [} n ocks with new P
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Collect DC coefficients Combined RGB
32X32 and apply SVD = components
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Figure 5.5: The embedding procedure of proposed method 1|
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> onLL band
4
Collect DC coefficients Watermark extracting
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v S embedding algorithm
Separate into individual [U_w.S_w,V_w] r
R-G-B components ‘
Combined RGB
B | DCTBlocks 8X8 components
on LL band ‘
L] Inverse Armold
Collect DC coefficients fansEor, <= Secret Key
and apply SVD =

v

Extracted watermark

[U.w,S_w, V_w]

Figure 5.6: The extraction procedure of proposed method 111

5.5 Proposed Method IV: Image Watermarking Technique in YIQ

Color Space using Gray watermark image

In this scheme, the original image is color image and the watermark image is gray-
scale image. In addition, this method divides into two stages [the embedding
procedure and the extraction procedure] as shown in Figures 5.7-5-8. In the embedding
stage, the original image with size (512x512) will be converted from RGB into Y1Q
color space, and then the watermark image with size (32x32) will be embedded into
the original image in Y component. In addition, the watermark image is extracted

from the watermarked image in the extraction stage.
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Figure 5.7: The embedding procedure of proposed method 1V
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Figure 5.8: The extraction procedure of proposed method IV

5.6 Proposed Method V:

Color Space using Color watermark image

In this scheme, the original image and the watermark image are color images. In
addition, this method divides into two stages [the embedding procedure and the
extraction procedure] as shown in Figures 5.9-5.10. In the embedding stage, the
original image with size (512x512) will be converted from RGB into YIQ color

space, and then the watermark image with size (32x32) will be embedded into the

24
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original image in YIQ components. In addition, the watermark image is extracted

from the watermarked image in the extraction stage.

o] DCT Blocks . -
8X8 on LL band Watermark embedding Watermark image
¥ process: 32X32
Collect DC coefficients a) ¥
Original image 32X32 and apply SVD B x =51 + alpha Wsc Convert RGB into YIQ
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SVD(X) = [U Spa V] Y — =
= tr
* ! DCT Blocks invese SVD (U1 s5;4,V1)| 1 S ortn A
Convert RGB 8X8 on LL band e—|  separate into Y-I-Q
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Change every DC vat
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2X32 and apply SVD | 1 S WIaCw :
One level DWT 32 ppl; DC value Secret Key
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] : ] i
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Figure 5.9: The embedding procedure of proposed method V
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Figure 5.10: The extraction procedure of proposed method V

5.7 Proposed Method VI: Image Watermarking Technique in

YCDbCr Color Space using Gray watermark image

In this scheme, the original image is color image and the watermark image is gray-
scale image. In addition, this method divides into two stages [the embedding procedure
and the extraction procedure] as shown in Figures 5.11-512. In the embedding stage,
the original image with size (512x512) will be converted from RGB into YCbCr
color space, and then the watermark image with size (32x32) will be embedded into

the original image in Y component. In addition, the watermark image is extracted

from the watermarked image in the extraction stage.
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Figure 5.11: The embedding procedure of proposed method VI
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Figure 5.12: The extraction procedure of proposed method VI

5.8 Proposed Method VII:

YCDbCr Color Space using Color watermark image

procedure that is used to extract the watermark image.
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In this scheme, the original image and the watermark image are color images. In
addition, this method consists of two stages [the embedding procedure and the
extraction procedure]. In the embedding stage, the original image with size (512x512)
will be converted from RGB into YCbCr color space, and then the watermark image
with size (32x32) will be embedded into the original image in YCbCr components.

The second stage is the extraction procedure The second stage is the extraction
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Chapter 6

EXPERIMENTAL RESULTS & ANALYSIS

6.1 Introduction

In this chapter, we will be to show the robustness of our algorithm against attacks
such as compression, scaling, rotation and noise .and also, we calculated the quality
of watermarked image using Peak Signal to Noise Ratio (PSNR), between the

original image and the watermarked image.

To calculate the robustness of the image watermarking technique, we used SSIM to
calculate the similarity between the original watermark image and the watermark

image recovered after one of the attacks.

We applied the algorithm on Lena image (gray, color) with size (512x512) as the
original image and emu-logo (gray, color) with size (32x32) as the watermark image.
In addition, we applied the algorithm on the gray and color spaces (RGB, YIQ and

YCDCr). In the last, the analysis will be based on these results.

6.2 Evaluating Robustness and Quality of the Image Watermarking

Techniques

In order to find the quality and the robustness of the image watermarking technique,
we use the peak signal-to-noise ratio (PSNR) and structural similarity index
measurement (SSIM). Where, the PSNR is measured between the original image and

watermarked image, and the SSIM is measured between the watermark image and
30



the extracted watermark after the attacks such as the compression, the scaling, the
rotation and the noise.

6.2.1 Peak Signal to Noise Ratio (PSNR)

The PSNR commonly used to measure the quality of images depending on difference

of pixels between two images; the PSNR (dB) is defined as in:

PSNR = 101og;, (2) (6.1)

For color image, the PSNR (dB) is defined as in:

PSNR = 10 logy ( 255% ) (6.2)
810 \[MSE(R)+MSE(G)+MSE(B)]/3 '

Where MSE is computed by averaging the squared intensity of the original (input)

image and the resultant (output) image pixels, the MSE is defined as in:

MSE = Ymnll1 (mn)—Iy(mn)]?

MXxN

(6.3)

Where M and N are size of input images, respectively and I1 (m, n) is the original
image, I> (m, n) is the resultant image (here the watermarked image) [20].

Note:

The original image and the resultant image are the same size.

6.2.2 Structural Similarity Index Measurement (SSIM)

Structural similarity index measurement (SSIM) is a novel method to measure the
quality of images and the similarity between two images. The SSIM will vary

between two values 0 and +1, the SSIM is defined as in:

SSIM(x,y) = [1(x,y)]% - [c(x, y)]® - [s(x, y)]Y

where, (6.4)
__ 2HxHytCy
I(XP Y) - u)z(u§7+cl ) (65)
20540y+
o) =t (6.6)
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O'Xy+C3

s(x,y) = (6.7)

Ox Oy +c5’
Where p, and p,, are the local mean, u, and p,, are the standard deviations and the

cross-covariance for images X, y. If a = B =y = 1 (the default for Exponents), and C3

= C2/2 (default selection of Cs) [21], the SSIM is defined as in:

SSIM(x,y) = Aoty te(2oy+co) (6.8)

(HE+pg+c) (MR +ug+c2)
6.2.3 Correlation Coefficient (CC)
The correlation coefficient (or cross-correlation coefficient) also used to measure the
quality of images and the similarity between two images. The correlation coefficient
will vary between two values -1 and +1, where +1 value means a perfect positive

correlation and -1 value means a perfect negative correlation, the CC is defined as in:

CC = 2mN[I1(m,n).I;(m,n)]

= 6.9
\/ZM,N[Il(m;n)]Z-ZM,N[IZ(m’n)]z (6.9)

Where M and N are size of input images, respectively and 11 (m, n) is the watermark
image, I> (m, n) is the extracted image.

6.3 Proposed Method | Results: Gray Image Watermarking
Technique

All of the proposed approaches are simulated by using MATLAB software. In this
section, the original image is gray-scale Lena image (512x512) and gray scale

watermark image is a gray-scale emu-logo (32x32).
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a
Figure 6.1: a) Gray-scale watermark image, b) Gray-scale Lena image

In this algorithm the watermark image is encrypted using Arnold transform with a

secret key (the iteration number) equal one.

a b
Figure 6.2: a) Gray-scale watermark image, b) Arnold transform apply on watermark
image "lIteration number=1"

In addition, the encrypted image is embedding into original image with strength
watermark value (or the embedding coefficient) alpha=0.1. After the embedding
stage, the result image that is called watermarked image is shown in following

figure:

Figure 6.3: The watermarked image
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To extract the watermark image from the watermarked image, we apply the

extraction procedure.

Figure 6.4: The extracted watermark

To test the performance of the proposed algorithm, we calculated the PSNR between
the watermarked image and the original image which equal 81.81dB. In addition, the
different of attacks are applied on the proposed scheme like the compression, the
scaling, the rotation, the noise, the cropping and sequential attacks (jpeg comp. 10%,
scaling 25%, rotation 45°, Gaussian noise 0.01 and the cropping 25%), to calculate
the robustness of the image watermarking technique. Also, we use the SSIM to
measure the similarity between the watermark image and the extracted watermark
after the attacks. Table 6.1 gives SSIM values of watermarking techniques for

different attacks.

Table 6.1: Robustness test of proposed method |

Attacks SSIM
Jpeg Comp. 10% 0.89
Jpeg Comp. 50% 0.97
Gaussian noise 0.01 0.94
Salt and pepper noise 0.95
Rotation 10° 0.76
Rotation 45° 0.79
Rotation 90° 1
Scaling 25% 0.98
Cropping 25% (1) 0.81
Cropping 25% (2) 0.75
Sequential attacks 0.72
Without attack 1
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In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:

Salt and pepper noise
0.01

Cropping 25% (1)

Cropping 25% (2) Sequential attacks
Figure 6.5: The watermarked images after the attacks
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Jpeg Comp. Jpeg Comp. Gaussian noise
10% 50% 0.01
Salt and pepper Rotation 10° Rotation 45°

noise 0.01

Rotation 90° Scaling 25% Cropping 25%

| &)

Cropping 25% Sequential
(2) attacks
Figure 6.6: The extracted watermarks after the attacks

®

6.4 Proposed Method Il: Image Watermarking Technique in RGB

Color Space using Gray watermark image
In this method, the original image is a color Lena image (512x512) and the

watermark image is a gray-scale emu-logo (32x32).

a b
Figure 6.7:a) Color Lena image, b) a gray scale watermark image

In this method, the watermark images is encrypted using Arnold transform with a
secret key (the iteration number) equal one as shown in Figure 6.2. In addition, the

encrypted image is embedding into original image with strength watermark value (or
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the embedding coefficient) alpha=0.1. After the embedding stage, the extracted

image and the watermarked image are shown in following figures:

a
Figure 6.8: a) The extracted image, b) the watermarked image

The PSNR value of proposed method equal 86.80dB. Table 6.2 gives SSIM values of

watermarking techniques for different attacks.

Table 6.2: Robustness test of proposed method 11

Attacks SSIM
Jpeg Comp. 10% 0.86
Jpeg Comp. 50% 0.94
Gaussian noise 0.01 0.93
Salt and pepper noise 0.01 0.94
Rotate 10° 0.75
Rotate 45° 0.77
Rotate 90° 1
Scaling 25% 0.97
Cropping 25% (1) 0.79
Cropping 25% (2) 0.79
Sequential attacks 0.70
Without attack 1

In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:
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Salt and peppf noise
0.01

Cropping 25% (1)

Cropping 25% (2) Sequential attacks
Figure 6.9: The watermarked images after the attacks
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Cropping 25% Sequential
2 attacks

Figure 6.10: The extracted watermarks after the attacks

6.5 Proposed Method I11: Image Watermarking Technique in RGB

Color Space using Color watermark image
In this method, the original image is a color Lena image (512x512) and the

watermark image is a color emu-logo (32x32).

a b
Figure 6.11: a) Color Lena image, b) color watermark image

In this method, the watermark image is encrypted using Arnold transform with a

secret key (the iteration number) equal one.
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a b
Figure 6.12: a) RGB color watermark image, b) Arnold transform apply on the
watermark image "lteration number=1"

In addition, the encrypted image is embedding into original image with strength
watermark value (or the embedding coefficient) alpha=0.1. After the embedding
stage, the extracted image and the watermarked image are shown in following

figures:

a
Figure 6.13: a) The extracted image, b) the watermarked image

The PSNR value of proposed method equal 81.62dB. Table 6.3 gives SSIM values of

watermarking techniques for different attacks.

Table 6.3: Robustness test of proposed method 111

Attacks SSIM
Jpeg Comp. 10% 0.85
Jpeg Comp. 50% 0.93
Gaussian noise 0.01 0.93
Salt and pepper noise 0.01 0.94
Rotate 10° 0.79
Rotate 45° 0.80
Rotate 90° 1
Scaling 25% 0.97
Cropping 25% (1) 0.82
Cropping 25% (2) 0.82
Sequential attacks 0.72
Without attack 1
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In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:

Salt and peppér noise
0.01

Cropping 25% (1)

Cropping 25% (2) Sequential attacks
Figure 6.14: The watermarked images after the attacks
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Jpeg Comp. Jpeg Comp. Gaussian noise
10% 50% 0.01

Salt and pepper
noise 0.01

Rotation 90° Scaling 25% Cropping 25%

)

Cropping 25% Sequential
2 attacks

Figure 6.15: The extracted watermarks

Rotation 10° Rotation 45°

6.6 Proposed Method IV: Image Watermarking Technique in YIQ

Color Space using Gray watermark image

In this method, the original image is a color Lena image (512x512) and the
watermark image is a gray-scale emu-logo (32x32) as shown in Figure 6. 7. And, the
watermark image is encrypted using Arnold transform with a secret key (the iteration
number) equal one as shown in Figure 6.2. In addition, the encrypted image is
embedding into original image with strength watermark value (or the embedding
coefficient) alpha=0.002. After the embedding stage, the extracted image and the

watermarked image are shown in following figures:

a
Figure 6.16: a) The extracted image, b) the watermarked image
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The PSNR value of proposed method equal 107.14dB. Table 6.4 gives SSIM of

watermarking techniques for different attacks.

Table 6.4: Robustness test of proposed 1V

Attacks SSIM

Jpeg Comp. 10% 0.96
Jpeg Comp. 50% 0.98
Gaussian noise 0.01 0.96
Salt and pepper noise 0.01 0.99
Rotate 10° 0.76
Rotate 45° 0.79
Rotate 90° 0.99
Scaling 25% 0.99
Cropping 25% (1) 0.79
Cropping 25% (2) 0.71
Sequential attacks 0.70
Without attack 0.99

In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:

i

-

l i
\

Salt and peppr noise Rotation 10° Rotation 45°
0.01
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Cropping 25% (2) Sequential attacks
Figure 6.17: The watermarked images after the attacks

Jpeg Comp. Jpeg Comp. Gaussian noise
10% 50% 0.01

Salt and pepper . o . o
noise 0.01 Rotation 10 Rotation 45

i 0
Rotation 90° Scaling 25% Cropping 25%

D)

Cropping 25% Sequential
(2) attacks

Figure 6.18: The extracted watermarks after the attacks
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6.7 Proposed Method V: Image Watermarking Technique in YIQ

Color Space using Color watermark image

In this method, the original image is a color Lena image (512x512) and the
watermark image is a color emu-logo (32x32) as shown in Figure 6.11. Also, the
watermark image is encrypted using Arnold transform with a secret key (the iteration

number) equal one.

a b
Figure 6.19: a) YIQ color watermark image, b) Arnold transform apply on the
watermark image "iteration number=1"

In addition, the encrypted image is embedding into original image with strength
watermark value (or the embedding coefficient) alpha=0.002. After the embedding
stage, the extracted image and the watermarked image are shown in following

figures:

a
Figure 6.20: a) The extracted image, b) the watermarked image

The PSNR value of proposed method equal 78.43dB. Table 6.5 gives SSIM values of

watermarking techniques for different attacks.
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Table 6.5: Robustness test of proposed method V

Attacks SSIM

Jpeg Comp. 10% 0.87
Jpeg Comp. 50% 0.96
Gaussian noise 0.01 0.93
Salt and pepper noise 0.01 0.97
Rotate 10° 0.79
Rotate 45° 0.82
Rotate 90° 0.98
Scaling 25% 0.97
Cropping 25% (1) 0.82
Cropping 25% (2) 0.75
Sequential attacks 0.73
Without attack 0.98

In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:

Salt and pepper noise Rotation 10° Rotation 45°
0.01
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Cropping 25% (2) Sequential attacks
Figure 6.21: The watermarked images after the attacks

Jpeg Comp.
50%

Salt and pepper noise

Jpeg Comp. 10% Gaussian noise 0.01

H 0 H 0
001 Rotation 10 Rotation 45
Rotation 90° Scaling 25% Cropping 25% (1)

_ Sequential
Cropping 25% (2) a(ztacks

Figure 6.22: The extracted watermarks after the attacks
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6.8 Proposed Method VI: Image Watermarking Technique in

YCDbCr Color Space using Gray watermark image

In this method, the original image is a color Lena image (512x512) and the
watermark image is a gray-scale emu-logo (32x32) as shown in Figure 6.7. And, the
watermark image is encrypted using Arnold transform with a secret key (the iteration
number) equal one as shown in Figure 6.2. In addition, the encrypted image is
embedding into original image with strength watermark value (or the embedding
coefficient) alpha=0.1. After the embedding stage, the extracted image and the

watermarked are shown in following figures:

a b
Figure 6.23: a) The extracted image, b) the watermarked image

The PSNR value of proposed method equal Inf dB.Table 6.6 gives SSIM values of

watermarking techniques for different attacks.

Table 6.6: Robustness test of proposed VI

Attacks SSIM

Jpeg Comp. 10% 0.91
Jpeg Comp. 50% 0.98
Gaussian noise 0.01 0.95
Salt and pepper noise 0.01 0.95
Rotate 10° 60.7

Rotate 45° 0.78

Rotate 90° 0.99

Scaling 25% 0.97
Cropping 25% (1) 0.82
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Cropping 25% (2) 0.75
Sequential attacks 0.72
Without attack 0.99

In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:

Salt and peppér noise
0.01

Rotation 90° Scaling 25% Cropping 25% (1)
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Cropping 25% (2) Sequential attacks
Figure 6.24: The watermarked images after the attacks

Jpeg Comp. Jpeg Comp. Gaussian noise
10% 50% 0.01

)

Salt and pepper

noise 0.01 Rotation 10° Rotation 45°
i 0
Rotation 90° Scaling 250  CTOPPINg 25%

D)

Cropping 25% Sequential
(2) attacks
Figure 6.25: The extracted watermarks after the attacks

6.9 Proposed Method VII: Image Watermarking Technique in

YCDbCr Color Space using Color watermark image

In this method, the color Lena image of size (512x512) is taken as the original image
and color emu-logo of size (32x32) is taken as a color watermark image as shown in
Figure 6.11. Also, the watermark image is encrypted using Arnold transform with a

secret key (the iteration number) equal one.

50



a b
Figure 6.25: a) YCbCr color watermark image, b) Arnold transform apply on the
watermark image "lteration number=1"

In addition, the encrypted image is embedding into original image with strength
watermark value (or the embedding coefficient) alpha=0.1. After the embedding
stage, the extracted image and the watermarked image are shown in following

figures:

a
Figure 6.26: a) The extracted image, b) the watermarked image

The PSNR value of proposed method equal 63.53dB. Table 6.7 gives SSIM values of

watermarking techniques for different attacks.

Table 6.7: Robustness test of proposed method VII

Attacks SSIM

Jpeg Comp. 10% 0.73
Jpeg Comp. 50% 0.86
Gaussian noise 0.01 0.82
Salt and pepper noise 0.01 0.87
Rotate 10° 0.55
Rotate 45° 0.59
Rotate 90° 0.92
Scaling 25% 0.90
Cropping 25% (1) 0.67
Cropping 25% (2) 0.59
Sequential attacks 0.50
Without attack 0.92
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In addition, the watermarked images and extracted watermark images after these

attacks are shown in following figures:

Rotation 90° Scaling 25% Cropping 25% (1)

Cropping 25% (2) Sequential attacks
Figure 6.27: The watermarked images after the attacks
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Figure 6.28: a-h) The extracted watermarks after the attacks
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6.10 The relation between the PSNR and the embedding coefficient

The following chart shows the relationship between the PSNR value and the

embedding coefficient (alpha). The PSNR value between the watermarked image

and the original image for gray and color image watermarking techniques.

PSNR Value
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Figure 6.29: The relationship between the PSNR value and the embedding

coefficient (alpha) (method I)
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Figure 6.31: a, b) The relationship between the PSNR value and the embedding
coefficient (alpha) (method IV and method V)
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Figure 6.32: a, b) The relationship between the PSNR value and the embedding
coefficient (alpha) (method VI and method VII)
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6.11 The relation between the SSIM and the embedding coefficient

The following chart shows the relationship between the SSIM value and the
embedding coefficient (alpha). The SSIM value is between the original watermark
image and the extracted image that is extracted after one of different attacks like the

compression, the noise, the scaling and the noise.

1
0.95 g ;2 ﬁ : :
0.9
=@==|peg comp 50% s
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Rotation 45 0.8
«=@==Gaussian noise 0=0.01
0.75
==@==Salt and papper noise 0=0.01
0.7

001 01 02 03 04 05 06 07 08 09 1
The embedding cofficient alpha

Figure 6.33: The relationship between the SSIM value and the embedding
coefficient (alpha) (Method 1)
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Figure 6.34: a, b): The relationship between the SSIM value and the embedding
coefficient (alpha) (method Il and method I11)
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Figure 6.35: a, b): The relationship between the SSIM value and the embedding
coefficient (alpha) (method IV and method V)

56



0.95
0.9
=@=Jpeg comp 50%
=
=@==Rescaling 25% @ 0.85
Rotation 45 0.8
—8—Gaussi ise 0=0.01
aussian noise o 0.75
==@==Salt and papper noise 0=0.01
0.7
1
0.95
0.9
0.85
e=@==)peg comp 50% 0.8
=
=@==Rescaling 25% @ 0.75
R ion 45 0.7
otation 065
e=@==(Gaussian noise 0=0.01 0.6

== Salt and papper noise 0=0.01 0.55
0.5

Zﬁ

001 01 02 03 04 05 06 07 08 09 1
The embedding cofficient alpha

001 01 02 03 04 05 06 07 08 09 1
The embedding cofficient alpha

b

Figure 6.36 a, b): The relationship between the SSIM value and the embedding
coefficient (alpha) (method VI and method VII)

6.12 Comparative analysis of the watermark techniques

This section analyses the robustness and imperceptibility of the watermark

techniques. Where, the SSIM is calculated during different attacks to know the

robustness of the watermark against the attacks. In addition, the PSNR is calculated

to know imperceptibility of the watermark. In other words, the watermark must be

invisible to get high PSNR value. However, when the imperceptibility is increased,

the robustness will be reduced, and vice versa as the previous Figures 6.29-36. The
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following chart shows comparing the PSNR results between the different watermark

techniques:

110
100
90
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70
60
50
40
30
20
10

PSNR

Image Watermarking Techneques

® Proposed Method | m Proposed Method Il m Proposed Method Il Proposed Method IV
® Proposed Method V. m Proposed Method VI ® Proposed Method VII

Figure 6.37 a, b): Comparing the PSNR results between the different watermark
techniques

From this chart, we can see YCbCr color image watermarking technique (color
watermark image) gives a least imperceptibility, but this value gives a good
imperceptibility thereby gives a good watermarked image quality and this technique
is less robustness against attacks as Figure 6.38. In addition, YCbCr color image
watermarking technique (gray watermark image) gives best imperceptibility and
good robustness ageist the attacks. The following chart shows comparing the SSIM

results between the different watermark techniques:
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Figure 6.38 a, b): Comparing the SSIM results between the different watermark
techniques

In addition, all the techniques give a good robustness against different attacks like
jpeg compression, Gaussian noise, salt and pepper noise and scaling, but against the
rotation attack gives less robustness. Also, the extracted watermark without attacks in
gray-scale and RGB color space techniques is the same original watermark, but the
extracted watermark in YIQ and YCbCr techniques is not same the original
watermark because there is small error value when the image is converted from RGB

color space into Y1Q or YCbCr color and back again into RGB color space.

In general, these techniques give high robustness against the different attacks, high
imperceptibility thereby high watermarked image quality and a security of the
watermark image using encryption technique (Arnold transformation). Thus, the

watermark image can be obtained only by a legitimate user.
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6.13 Comparative Between Our Proposed Methods and Other

Techniques

In this section, we did comparative between our proposed methods and other
techniques as following:

6.13.1 The Comparative I

In this comparison, the proposed technique [method I] has been applied on gray Lena
image with size (512x512) as original image and color logo image with size (64x64)
as watermark image to compare with [22]. The difference between the proposed
method | and [22]. In [22] can be summarized as follows: the first level DWT has
been used followed by DCT blocks on horizontal sub-band (HL). In addition, it has
been used sequence generation to generate 0 or 1 sequence which is embedded into
image. However, in the approaches: the first level DWT has been used then DCT
(8x8) blocks have been applied on diagonal sub-band (LL) followed by application

of SVD on DC components.

Figure 6.39: a) Original image, b) The watermark image

Table 6.8 gives PSNR values of our proposed techniques and the other technique in

[22].
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Table 6.8: Comparative PSNR values of different methods
Proposed method | | Paper[22]

61.24 35.63

Table 6.9 gives CC values of our proposed techniques and other technique in [22]

during different attacks.

Table 6.9: Comparative CC values of different methods during attacks

cC
Attacks ;rjtﬂ%fje? paper (22)
Jpeg Comp 90% 0.99 1
Gaussian noise 0.002 0.99 0.99
Salt and Pepper noise 0. 1 0.99 0.95
Cropping (128x128) 0.99 0.92
Without attack 1 1

Through the results, the existing method has high degree of robustness against
various attacks and low degree of imperceptibility (PSNR=35.63dB). In contrast, our
proposed schemes have high degree of robustness and imperceptibility in the same
time. Among the proposed approaches method 1 is superior.

6.13.2 The Comparative 11

In this comparison, the proposed techniques [method 11, method IV and method V1]
have been applied on color Lena image with size (1024x1024) as original image and
Gray Logo image with size (64x64) as watermark image to compare with [23]. The
difference between the proposed methods (method I1, method IV and method VI) and
[23]. In [23] can be summarized as follows: the forth level DWT has been used

followed by application of SVD horizontal sub-band (HL4). In addition, the existing
61



method has been applied on color image in YUV color space. However, in the
approaches: the first level DWT has been used then DCT (8%8) blocks have been
applied on diagonal sub-band (LL) followed by application of SVD on DC

components.

= o =

Figure 6.40: a) Original image, b) The watermark image

Table 6.10 gives PSNR values of our proposed techniques and the other technique in

[23].

Table 6.10: Comparative PSNR values of different methods

Proposed Proposed Proposed
method Il | method IV | method VI Paper(23]
69.66 96.23 68.17 51.95

during different attacks.
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Table 6.11: Comparative CC values of different methods during attacks

CcC
Attacks Proposed Proposed Proposed Paper[23]
method 11 method IV | method VI
Jpeg Comp 30% 0.99 0.99 0.99 0.99
Jpeg Comp 50% 0.99 0.99 0.99 0.94
Jpeg Comp 60% 0.99 0.99 0.99 0.97
Jpeg Comp 90% 0.99 0.99 0.99 0.99
Rotate 20° 0.98 0.99 0.98 0.92
Gaussian noise 20% 0.99 0.99 0.99 0.99
Gaussian noise 50% 0.96 0.97 0.97 0.99
Salt and Paper noise

20% 0.99 0.99 0.99 0.99

Without attack 1 1 0.99 1

Through the results, the existing method has high degree of robustness against
various attacks and medium degree of imperceptibility (PSNR=51.95dB). In contrast,
our proposed schemes have high degree of robustness and imperceptibility in the
same time. Among the proposed approaches method IV is superior.

6.13.3 The Comparative 111

In this comparison, the proposed techniques [method I11, method V and method VII]
have been applied on color Lena image with size (512x512) as original image and
color Cat image with size (64x64) as watermark image to compare with [17]. The
difference between the proposed methods (method 111, method V and method VII)
and [17]. In [17] can be summarized as follows: the third level DWT has been used
followed by application of SVD on diagonal sub-band (LL3). In addition, the
existing method [17] has been applied on color image in RGB color space. However,
in the approaches: the first level DWT has been used then DCT (8x8) blocks have
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been applied on diagonal sub-band (LL) followed by application of SVD on DC

components.

Figure 6.41: a) Original image, b) The watermark image

Table 6.11 gives PSNR values of our proposed techniques and the other technique in

[17].

Table 6.11: Comparative PSNR values of different methods

Proposed | Proposed Proposed
method Il | method V | method VII Paper[17]
65.14 80.82 51.67 33.20

Table 6.12 gives CC values of our proposed techniques and other technique [17]

during different attacks.

Table 6.112: Comparative CC values of different methods during attacks

CcC
Attacks Proposed | Proposed | Proposed Paper
method 111 method V | method VII [17]
Jpeg Comp 70% 0.99 0.99 0.99 0.89
Gaussian noise 0.1 0.97 0.96 0.82 0.85
Saltand Pepper 0.99 0.99 0.91 0.91
noise 0.01
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CcC

Attacks Proposed Proposed Proposed Paper
method 111 method V | method VII [17]
Gaussian filter 3x3 0.99 0.99 0.95 0.91
Gaussian filter 5x5 0.99 0.99 0.95 0.91
Median filter 3x3 0.99 0.99 0.93 0.91
Median filter 5x5 0.99 0.99 0.89 0.89
Mean filter 3x3 0.98 0.98 0.93 0.91
Mean filter 5x5 0.95 0.96 0.88 0.91

Through the results, the existing method has high degree of robustness against
various attacks and low degree of imperceptibility (PSNR=33.20dB). In contrast, our
proposed schemes have high degree of robustness and imperceptibility in the same

time. Among the proposed approaches method V is superior.
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Chapter 7

CONCLUSION

7.1 Conclusion

In this thesis, we suggest novel technique of image watermarking based on DWT,
DCT and SVD in different color spaces (RGB, YIQ and YCbCr) and gray-scale
image. This technique applied the DWT, DCT and SVD to make the watermarking
scheme more robustness against various attacks and more imperceptibility.
Therefore, we have seven proposed algorithms used this scheme. Our proposed
algorithms have been applied on Lena image with size (512x512) and EMU logo
with size (32x32). To test the performance of the proposed algorithms, we calculated
the PSNR and SSIM. The SSIM is calculated during different attacks to know the
robustness of the watermark against the various attacks. The PSNR is calculated to
know the imperceptibility of the watermark. In addition, we applied the Arnold
transform to ensure the watermark image. Thus, only a legitimate user can obtain the

watermark image.

Through the results, the best proposed approach which gives high robustness and
imperceptibility is an image watermarking technique in Y1Q color space using gray
watermark image. And, the worst proposed approach which gives low robustness and
imperceptibility is an image watermarking technique in YCbCr color space using

color watermark image.
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7.2 Future Work

According to the results which were discussed in the previous chapter, we propose to
improve our proposed algorithms to give high robustness against the rotation attack
and apply other encryption methods like hashing, symmetric methods and
asymmetric methods to give security. In addition, we propose to embed other digital

signal like audio into the image using the same scheme.
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