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ABSTRACT

Three electronic voting protocols aiming double perceptibility were considered in
this thesis. The most promising of them is double voter perceptible blind signature
based electronic voting protocol proposed by Baseri et al. However, it is found that
generally, the protocol might fail due to the selection of g, as generator of Z,_,
(where nc, is a product of pca andqca ) by the certificate authority as such
generator does not exist. Furthermore, h;and h, were chosen as generators of Z;, and
g1, 8> as generators of Z, (where p and g are two large prime publicly known) by the
certificate authority; thus, the modular p equality checks performed in the protocol
might fail because used in their exponents are congruent modulo q and not congruent

modulo Euler’s totient function of p. These failures are shown by providing

numerical counter-examples.

We proposed the way of fixing these problems. Firstly, we modified one of these

equalities such that g, can be selected randomly in Z Moreover, we included the

Nca*

public key of the certificate authority with random value ¢ selected inZ, ., in the

nca
message sent to the voting server by the voter; thus, identity of the voter is verified.
Secondly, we selected hy,h,, gjand g, inZ, of order q. This way, we might have

different values as exponent on both sides of the equality but shall be congruent
modulus p. Thus, all equality checks become valid. Lastly, we removed d andr,
from the message sent to the ballot-counting server by the voting server since these
are not used in revealing the identity of a dishonest voter. The modifications made
retained all security properties of the protocol including the double perceptibility

feature.



Keywords: Electronic voting, double perceptibility, blind Signature, RSA crypto-

system.



Oz

Bu tezde, cift algilanabilirligi amaglayan ii¢ elektronik oylama protokolii ele
alinmistir. Bunlar arasinda en umut verici olan1 Baseri ve dig. tarafindan onerilen ¢ift
segmen algilayan kor imza tabanli elektronik oylama protokoliidiir. Ancak, Zy_,
(nca Ogesinin pca Ve qca’nin birer dirtinii oldugundan) ireticisi olarak g, 6gesinin
sertifika yetkilisi tarafindan secilmesiyle, bu gibi bir {reticinin mevcut
olmamasindan dolay1 protokoliin basarisiz olabilecegi sonucuna varilmistir. Buna ek
olarak, sertifika yetkilisi tarafindan hyve h,, Z,’nin iireticisi ve g;,g, i€ Zg nin
tireticisi olarak segilmistir (p ve q bilinen iki biiyiik asaldir). Buna bagl olarak,
orneklerinde eslesik modulo q ve eslesik olmayan modulo Euler’in totient

fonksiyonu p kullanildigindan, protokoldeki modiiler p esitlik kontrolleri basarisiz

olabilir. Bu basarisizliklar, sayisal kars1 6rnekler saglayarak gosterilmistir.

Bu calismada, belirtilen sorunlarin ¢dziilmesine iliskin yollar énerilmistir. Oncelikle,

go'nin Z, ,’de rastlantisal olarak secilebilmesi i¢in bu esitliklerden biri
degistirilmistir. Ayrica, oylama sunucusuna se¢men tarafindan gonderilen iletideki

Z icerisinde ¢ random degeri secili olan sertifika yetkilisi ortak anahtari

Nca
eklenmistir. Boylece se¢men kimligi dogrulanmustir. Ardindan, q sirasiyla Zp
icerisinde hy, h,, g;ve g, secilmistir. Bu sekilde, esitligin her iki tarafinda eslesik
modulus p olan farkli degerler 6rnek olarak bulunabilir. Buna bagl olarak tiim esitlik
kontrolleri gegerli hale getirilir. Son olarak, diiriist olmayan bir segcmenin kimligini
belirleyemediginden dver, degerleri, oylama sunucusu tarafindan oy sayimi
sunucusuna gonderilen iletiden ¢ikarilmistir. Tiim degisiklikler, ¢ift algilanabilirlik

0zelligi dahil protokoliin giivenlik 6zelliklerini korur.



Anahtar Sozcukler: Elektronik oylama, ¢ift algilanabilirlik, kér imza, RSA kripto

sistemi.
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Chapter 1

INTRODUCTION

1.1 General Overview

Seeking people opinion is essential to critical decision-making; In order to achieve
this, a voting mechanism has to be designed. Voting as defined in [1] is an act of
freely expressing one’s choice among publicly available alternatives. In last years,
there have been debates whether e- voting systems can replace the traditional voting
system having found in most cases evidences of misbehaving of participating parties

in the latter.

Traditional base voting mechanisms are losing confidence in the fairness of the
election [2]. One such traditional voting mechanism is making a head counts to get
the number of people in support or against an opinion. Whichever has the greater

number of headcount (Against or in support) wins.

This type of mechanism is very porous, as the system is easily cheated since no
proper documentation are made. People can vote more than once since there is no

way to know who voted before.

Another example is a paper-based voting. In this case, people come on the day of

voting to a polling booth, registered and authenticated to collect a ticket (ballot



paper), and cast their vote at a poling cubicle. Lastly, voters can cast their vote in a
glass box in the presences of some jurisdiction and signed that they have voted.

As soon as voting stage is over, the glass boxes sometimes called ballot boxes are
opened publicly, ballot papers are counted and the result of the election is publish or
announce. One major problem of this method of voting system is that it consumes
time. The time for counting and the exactness of results needs improvement to fast
track the announcement and enforcement of decisions. Another problem with such
system is that it is prone to fraud; elections manipulation is possible with little or no

trace [3].

To some extent, people are quite not convinced that security properties of such
voting systems such as anonymity, confidentiality, authentication or verifiability
could be attained by the paper base election [4]. Until this day, this kind of voting

system is still widely used.
1.2 Electronic Voting System and Limitations

Electronic voting systems are beginning to gain more research interest due to the
advancement of information security that tend to provide solutions to the security
challenges faced by paper-based voting systems. Several studies have focused on this
area, and different author have modeled various aspects of cryptographic techniques
analytically with the aim of providing a robust electronic voting system. However,
this has not in any way increase the popularity of such system in our society. Most of
the proposed electronic voting system does not meet the safety standards they
claimed to offer. This can be attributed to lack of proper theoretical testing of the

underlying algorithm of the system.



Moreover, many of these cryptographic techniques being used could not provide an
acceptable, user friendly e-voting system. This is attributed to factors like fairness
(one voter one vote), privacy, authentication, forgery, verifiability, bribery and
coercion, correctness, time consumption, computational cost, availability of internet,

illiteracy of voters among others among others.

Furthermore, it is a common criticism that electronic voting systems have a usability
issue. It is often said that cryptographic e-voting systems are too complicated for the
typical voter [4]. The issue of trust has also been raised, since most voters do not
understand what happened behind the scene. This results in many proposed e-voting

systems like the one in [5] not had been used in the real election [4].

In this regards, researchers kept relating existing or create new cryptographic
techniques to design a potent and effective e-voting system with concerns for these

security fundamentals.
1.3 Problem Statement

The author in [6] proposed an electronic voting protocol that provides double
perceptibility of voter among other good features. However, Mateu et al. in [2] gave
a fair criticism of the scheme. It is said that the failure of [6] was because of the

publication of two elements g4, g, of large prime order [ chosen in Z,,. by CA;

nas

factoring of ny,g is possible by performing the greatest common divisor of

(91 — L) [2].



Mateu et al however proposed an e-voting protocol based on [7] and [8] offline E-
coin schemes. The two e-coin scheme does provide the double perceptibility of voter;

nevertheless, the clarity of how to achieve it was not defined [6].

This thesis does a theoretical investigation of [9] that provides the double
perceptibility of voter with other good security features, but fails due to wrong use of
Okamoto blind signature scheme and also use of congruency of modular arithmetic.
We provided solutions to these problems preserving the security features of the

protocol. The rest of this thesis was structured as follows;

Firstly, in Chapter 2, a brief definition of some security properties to be satisfied by
robust electronic voting systems were given; secondly, some standard cryptographic
techniques that had been used by different authors to provide a secure e-voting

platform were also alighted.

Secondly, in Chapter 3, we gave summary of Okamoto blind signature, which is the
underlying foundation of [9]. Furthermore, we showed deficiencies in [9] by
providing proof that the equality to be checked by the authorities might fail under the
assumptions of the protocol. To support our claims, we provided numerical counter

examples.

Finally, in Chapter 4, we proposed solutions to these problems and made
modifications to part of the scheme without any effect on its security properties and

in Chapter 5, we presented our conclusion and highlighted some future work.



Chapter 2

LITERATURE REVIEW

In this chapter, firstly, we gave a brief description of some standard security
properties to be satisfied by an electronic voting system. Secondly, we highlighted
some cryptographic techniques that could be used to achieve these security

properties, giving the advantages of blind signature over others.
2.1 Brief Definition of Security Properties of E-Voting System

There are some standard securities Properties of voting to satisfy with an electronic
voting system. These features include but no limited to the Privacy (Confidentiality),
Fairness, Verifiability, Correctness (Accuracy), Robustness, Democracy, Receipt-
Freeness. We regard the system as more secure if it can avoid forgery, bribery, and
coercion [10].

2.1.1 Privacy

We define privacy as keeping secret of identity (identity is untraceable). In electronic
voting or voting in general, it was assumed that no other participant/authority other
than the voter should know the content of the casted ballot. In another form, the

casted ballot should not be linked in any way to the voter who casted the vote [11].

In [12], to attain privacy, all ballot must be secret. Also, [13] wrote, “A secret ballot
protocol is said to be private if the confidentiality of the voter is preserved”. Privacy

is categorized into two in [11] :



a) Perfect Privacy: This is when no affiliation of participant e.g. authority,
excluding the voter who is to cast his vote, can acquire details of the voter’s
decision.

b) N-Privacy: This is when no N actors of the protocol, other than the voter, can

obtain any details on the voter’s ballot.

In order to provide the feel of secret balloting in paper-based voting system, this
property is highly required.

2.1.2 Exactness

Exactness or Correctness is clearly the most significant properties of any electronic
voting system. In a summary, if all election process participants are truthful and
behave as planned, thus the result of the process is to be the effective tally of the
casted vote. The author in [12] called this completeness which means all valid votes
are tallied accurately. The author in [14] gave another meaning as; an election is
correctly counted if and only if the actual counted ballot matches the tallied ballot

computed by the scheme.

Put differently, the result of a confidential balloting electronic voting protocol is
accurate if the announced result is equal to the exact or real outcome of the election
process. Though, its seems to be a straightforward explanation but factors like
invalid vote, time frame for casting ballot among others could make such protocol
violate this property.

2.1.3 Verifiability

As simple and straightforward as it is, a standard electronic voting protocol must be a
process that is verifiable to prevent incorrect result and distrust [1]. However, paper-

based voting does not provide such environment, but this would allow the voters to



build trust in the system knowing that they could verify if their vote was part of the
final tally [1].

There are majorly two types of verifiability, universal verifiability and individual
verifiability:

a) Universal (Public) Verifiability: In this case, an active/quiet participant can
be assured of the genuity or validity of distinct votes and the outcome of the
election process. It is not an easy property to attain [15].

b) Individual Verifiability: This is type verifiability where every valid voter
verifies that his or her vote was counted in the end of the election. This kind
of verifiability is straightforward to achieve [15].

2.1.4 Fairness

In order to achieve this, no participant including authorities should have previous
knowledge about a partial or total outcome of the election before the aggregating
stage [8]. Any knowledge (partial or total) on the election outcome could have an
effect on the decision of voters who are yet to cast their votes. The author in [16]
wrote; A secret ticket election is fair when no active or passive participant can
aqcuire tangible information on the aggregate outcome of the process before the
announcement phase.

2.1.5 Robustness

Rajaskova in his paper in [17] defined robustness as the threshold of faulty behavior
of n-combination of participant or authority can tolerate. No combination of active/
passive participator can halt the election process, and any not honest participant in
such process is revealed. Another author in [3] wrote that the robustness assure that

the electronic voting protocol can endure a definite number of false members.



2.1.6 Receipt Freeness

The concept of receipt-freeness in electronic voting is to prevent selling and buying
of votes; this ensures voters cannot be used as an intermidiary or manipulated to cast
votes. Author in [3] defined it as a process where voter must not be able to construct
a receipt that can prove how he or she voted.

2.1.7 Democracy

The essence of voting is to determine the opinion of people. We can only achieve
this if one and only one vote is counter to a voter. In order words, no voter should
vote twice. The author in [12] defined democracy as a way of preventing multiple
voting. Only eligible voter is allowed to cast ballot once, such that each voter has
equal power to determine the outcome of the process.

2.1.8 Additional Properties

The security features highlighted above are of most importance when designing an
electronic system, though they are not limited to these. We discuss some other
properties here that could make the system more secure.

a) Transmission cost: This is the total cost of transmission due to the number
of messages sent for all necessary computation and proofs [18].

b) Complexity of each round: This shows how efficient the scheme is during
election times.

c) Pre-Election Processing: Electronic voting protocol is more reliable and
secure, if a large amount of pre-computation could be carried our before
the election time [16]. This is not the case for most e-voting protocols.

d) Flexibility: An electronic voting scheme is flexible if it is adaptable with

respect to the number of participant or efficiency/ security tradeoff choice.



2.2 Cryptographic Techniques used in E-Voting

In order to achieve the security properties listed above, it is inevitable that we must
employ the used of cryptographic techniques. Though there have been many
arguments over the past years that cryptography cannot provide the necessary
protection needed in electronic voting protocols [16]. We listed and discussed below
some of the cryptographic techniques used in securing an electronic voting system.

a) Mixnet Encryption

b) Homomorphic Encryption

c) Secret Sharing

d) Interactive Zero Proof of Knowledge

e) Blind Signature
2.2.1 Mix-net Encryption
Chaum first introduced this encryption technique in his paper in [19], this method
involve mixing of messages or votes by sending them through a chain of commands
called Mixers. Each mixer scrambles the received votes before transfering to the next

mixer; this ensures the anonymity of the voter [19].

However, there are different kinds of mix-net but the scope of this thesis does not
cover such. Nevertheless, each mixer has a public key/ private key pairs. The ballot
has to be preprocessed in advance using the mix server’s public key. Each casted
ballot passes through the mix-net and decrypted by the sequent mix server’s private
key before the counting stage. The method provides correctness, privacy,
authentication, but the computational cost of large-scale election is high. The

diagram below shows how a typical mix-net encryption.



2.2.2 Homomorphic Encryption

Homomorphism is an algebraic property that has also been employed providing
necessary securities for an electronic voting protocol. It allows operations to be
performed on groups of encrypted votes not decrypting them. It is a complicated
mathematical procedure, but it does guarantee privacy, correctness, individual
verifiability. Pascal Paillier and David Pointcheval gave a definition in [20] as; For a
group of plain text M and ciphertext C, a process is Homomorphic if for any instance
E of the encryption scheme, given ¢; = E,; (my) and c¢;, = E,, (m,) there exist
anrsuchthatc; ® ¢, = E, (my @ m, ). Example of such encryption formed the
basis in RSA and EIGamal protocols.

This encryption scheme has not gained much ground in securing e-voting system
because of its computational overhead.

2.2.3 Secret Sharing

Secret sharing is an important cryptographic technique that could be used to provide
need securities for an electronic voting system. It involves a secret key shared with a
certain numbers of authorities in a way that no authority can construct the secret key
without the consent of other [21]. A secret key for encrypting or decrypting a ballot
is divided, and shared between N numbers of authority, such that any P out of N
authorities can reconstruct the secret key but not less than P authorities can

reconstruct the key.

It is possible that authorities can control the flow of election to manipulate the
outcome. In such cases, a secret sharing algorithm is used such that no single

authority can influence the election. The computational time and cost of having many

10



authorities and the fact that authorities can be bribed to collapse the entire system are
the main reason secret sharing has not gained much popularity with electronic voting.
2.2.4 Zero Prove of Knowledge

Zero knowledge prove demonstrates to a verifier that the validity of the statement is
true without revealing anything information about statement except that the
statement is true by the prover [22]. The author in [23] classified it into two as
Interactive and Non Interactive. In interactive zero-knowledge prove, the protocol
requires that the verifier make some input in the form of challenge questions. The
response to such challenge will convince the verifier that the statement is true if and

only if the statement is valid. It requires that both parties must be online.

However, the non-interactive zero knowledge proof, the prover proves the statement
regardless of the verifier being online or not. Both interactive and non-interactive
zero knowledge proof had been applied to electronic voting, but the latter is
considered faster than the former. The author [23] Presented an e-voting scheme with
non-interactive zero knowledge proof where the voter is consider the prover and the
election officials are consider the verifier. The encryption technique guarantee
anonymity, authentication.

2.2.5 Blind Signature

Chaum first introduced the protocol in 1982 as a form of digital signature. It allows a
person to get signature on a message without revealing any information about the
message to the signer [19]. A typical example from a world of paper document is
enclosing a message in a carbon-lined enclosure. The signer appends the signature on
the outside of the enclosure without checking the content of the message. A carbon
copy of that the signature is impressed on the message and a third party can verify

the signature.

11



2.3 Some Existing E-voting Protocols

There are different schemes that have employed different cryptographic methods to
achieve the security properties mentioned in Section 2.1. In this thesis, we only

reviewed those that used blind signature to achieve their security properties.

Chaum in [19] uses blind signature to attain privacy; although the ballot-counting
server knows the content of the ballot, but it cannot trace it back to the voter that
casted the voter due to the blinding factor. Moreover, each voter ballot is assigned a
unique identifier thereby making the voters to verify if their ballot were part of the
final tally. The authors in [12] and [25] used similar techniques to achieved accuracy,
verifiability, and authentication. However, these schemes do not negate the effect of

bribery and coercion.

The authors in [26] proposed a protocol that could provide the needed shield against
bribery and corruption. They employed private voting space and physical voting
booths as done with traditional elections to provide anonymity. Thus allowing voters
to vote freely instead of fearing the coercer whom they might have made promises to.
Unfortunately, the cumbersome of physical presence of voters and high cost of

voting machines made the protocol not applicable in real life.

Sako and Kilian in [27] proposed another scheme aimed to provide security against
bribery and forging of ballot under two assumptions. First, the channel of
communication is untappable. Second, the briber cannot force the voter to reveal his

vote. Unfortunately, the voter can use the ticket obtained to show how he voted.

12



The authors in [1] also discussed the issue of end-to-end verifiability; they proposed
a system that provides verifiability of casted vote without revealing the identity of
the voters to the verifier excluding the voter itself. Unfortunately, a greedy voter can
reveal his identity but this cannot affect the outcome of the election, since voter can

only verify if his vote is counted when election is over.

In real practice, there has been usage of electronic voting schemes in many countries
all over the world in small scale. The first know web voting protocol was called
Midac used in 1995 by the French government [28]. The system was used to run a
voting pool on the need to test on nuclear testing in the pacific region. The
Australian government did the first real used in the democratic settings; in October
2001 electronic voting was used in vesting vote were over sixteen thousand

parliamentarian participated in the election [28].

Estonia began the use of electronic voting in their 2005 local elections thus, became
the first country to use electronic voting to have legally bind a general election and it
was declared a huge success by the country [29]. Moreover it was also used in there

parliamentary election in 2011 where over two million people casted their online.

Furthermore, India introduced electronic voting into their system in 1982; they
further expanded the used in 2004 and 2009 when it was used in their parliamentary
election. So far, they are the only one to have recorded the largest number of voter

that participated in an election held with electronic voting [28].

13



Apart from Helios used mentioned in [5], the implementation details of practical real
world electronic voting protocols that were discussed above are unknown to the

public.

14



Chapter 3

ANALYSIS OF DOUBLE VOTER PERCEPTIBLE
BLIND SIGNATURE BASE VOTING PROTOCOL

In this chapter, we gave a brief summary of Okamoto blind signature protocol.
Furthermore, we analyzed and gave a review of the double voter perceptible blind
signature based e-voting protocol proposed by Baseri et al in [9]. The scheme was
found to have deficiencies, which we fixed in next chapter.

3.1 Okamoto Blind Signature Scheme

The scheme was introduced in [29] by Tatsuaki Okamoto in 1992. It was an
extension of a signature scheme proposed in [29]. It assumed that a user wants to get
message msg signed blindly by an authority; this way his identity is preserved. The
parameters used in this scheme are as follows: Two large prime numbers p and q are
chosen such that q|p — 1, two random numbers h; and h, are also chosen in Zp of
order g such that to solve the discrete logarithm problem in group G = (h;) = (h,)
with respect to bases h, and h, is difficult. The signer (authority) picks two privates
keys x4, x, and gets a public key y from a certificate authority [29].

y = hi* h}? mod p (3.1)

15



The corresponding signature for the message msg is the tuple (¢, pq,p1); the

signature is valid if it satisfies (3.2), where # is a one-way hash function.

e = H(h{*h5? /y®|Imsg) (3.2)

We illustrate the scheme with Figure 1 below. Authors in [30] proved the privacy of

this blind signature scheme in a random oracle mode and the un-forgeability of the

protocol.

(p' q, hl! hZJ X1, xz)

(y = hflhgzmod p,msg,p,q, hy, hy)

re; = u; +cxymodp
re, = Uy, +cx,modp

Authority User
U, Uy € Zy
a = h;*h,? mod p et e
1, %2, %3, q

le

a = ahi* hy~tmod p
c e =H(all msg)
c=¢&—tzmodq

req,re;
rejyprez ? c
hi*h,? _ay® modp

p1 = req +t;mod q
py = Te, +t,mod q

e L H(h P hyP? Jy%|imsg)
l

(&, p1, p2) Signature

Figure 1: Summary of Okamoto Blind Signature (Reproduced from [9]
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3.2 Review of Double Voter Perceptible Blind Signature Base
Electronic voting Protocol

The scheme was proposed to eradicate the weakness found in Rodriquez-Henriquez
et al protocol [9]. The author claimed that the protocol provides anonymity,
authenticity; eliminate the problem of double voting and forgery by a legitimate
voter. The foundation of the scheme is based on Okamoto blind signature.

The following authorities participates in the voting process; Voter (V), Certificate
Authority (CA), Authentication Server (AS), Voting Server (VS), and Ballot
Counting Server (BSC). We divided the whole scheme into 4 stages:

a) Stage 0 (Preliminary Stage): The certificate authority publishes the parameter
needed by other authorities participating in the protocol

b) Stage 1: The voter gets a voting ticket from the authentication server, whose
parameters are blindly signed by the authentication server.

c) Stage 2: The voter casts his vote with the voting server based on the
information received from the authentication server. The voting server checks
for validity of casted ballot and send it to the ballot-counting server.

d) Stage 3: The ballot-counting server receives the valid ballot, checks for
double voting and updates its database of received ballot. After voting has

ended, the ballot-counting server published result.
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We give a diagrammatic schema of the protocol with the following figures

Stage O: Preliminary Stagel: Tbtaining
stage Woting Tickets

Figure 2: Scheme [9] in Stages

Stage 2: Voting and
Collection of Tickets

Stage 3: Counting of
Valid Ballot

We elaborate further with the figures below on what happened in each stage of the

protocol.
CA
M1, M2, M3 M1. M3
V " Selects hl! h2 Order p-lE Zp y 9o > AS
Order n¢y-1€ Z,,,., (not existing)

Nca

g1, g2 Order q-1€ Zg,
Uy, u, € Z, calculate g;"*mod nc,
a = hi'h,>mod p

1= (go ")*mod n,

M1: hy, hay 91, 92, G0, P, q
M2: Certy, a, Iand (uy u,)®4s

M3: (eca,ica)(€as, Mas)i(evs, nys)

VS ’ M1. M3

Figure 3: Preliminary Stage
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AS CA

Selects private keys x4, x, and get
certificate on public key y from CA
P yy M4 M5: cert,
M4:y = hi'h3? mod p
Sends M4 to CA
M5

AS

v

Receives M5 from CA and
wait for voter’s message

Figure 4: Obtaining Voting Ticket (a)

\%
- AS
Vote receives M2 from stage 0 and
select By, fz,6,tuta 3, € Zg and Receives M6 from V and
Y € Zy, then computes computes
By = g%'modp M6 re, = uy + cx;mod q
B, = gfzmodp re; = u; +cx;modq
1D
A=(g,"92)"modp M7: e, Te,
— 14 irey,
¢ =Igymodnc, Sends M7 to V
a= ahi1 h;zy‘3mod p
e =H(allAl|B4[|B[IC)
C=&— t3
M7
MB: (c, Certy, I, (ug,uy)®as )as
Sends M6 to AS
\%

Receives M7 from AS and check

R h)? ! ay*mod p
pL=re;+tymodq

p2 = re; +t;mod q

e’ H(h"'h,** /¥¢|l A || B1|l B; || )
Check if blind signature on 4, B, B, C is
correct. Then construct

Ticket={ p4,p2 € By, B, A, CYand  proceed
to stage 2

Figure 5: Obtaining Voting Ticket (b)
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\%

After constructing ticket, voter calculates
d = 3, (Ticket||t)
1o = (IDy + yecy)mod ngy
r1 =(IDyd6 + By)mod q
r, =(d6 + B,)mod q
IDy6
a; =g, " " modp
a, = g9 modp

M8:
(Ticket,d,ry, 11, 75,41, Ay, IDyg,t, Vote )evs

Sends M8 to VS

Note M8 is incomplete

M8

VS

Receives M8, check for forgery of ticket
and ldentity of voter by the following

equalities

?
gy’ . Cecamod ngy
ry?
9: -
?
g7 . a§B;modp

9197 LA BB, modp

a‘li Bimodp

If all equalities are correct VS sends
M9 = {Tickect,d, ry, 11,75, VOte} to
BCS

Figure 6: Voting and Collection of Ticket

VS

M9
{Tickect,d, ry, 1y, 15, vOte}

| o |

BCS

Send M9 to BCS
Note No need for
sending d, ryin M9

Receives M9 from V
If found two M9 with same ticket,
BCS reveal 1Dy by

1 —7"{

Ty=Ty

Figure 7: Counting of Valid Ballot

We give a more detailed explanation of the protocol in stages below.

3.2.1 Stage 0: Preliminary Stage

Aside giving certificates to participating authorities, the CA also publishes h; and

h, as distinct generators of Z,, g, as generator of Z

exist) [32], because ng4 = Pca X qca, Where po4 and g4 are two large secret prime

nca

numbers such that (qcalpca —1) and g;, g, as generators of Z,; pand q are

considered as two large prime numbers such that q|p — 1 publicly know.

The CA also publishes the RSA public keys of itself (ec4,nc4), OF AS (ess, n4s) and

of VS (eys,nys) whereas dg,,dys,dys are private keys of CA, AS and VS

respectively. VVoters are to acquire certificate from the CA.
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The CA also places giD ¥ mod n., in the voter’s certificate, where IDy, is the voter’s
identifier chosen by CA inZ, (we assume IDy is present in the certificate obtained

by voter from CA but not explicitly said in [9]). CA also chooses u;,u, € Z, and

computes
a = hy*hy*mod p, (3.3)
— IDyNd
[= (g, ")%4mod ncy . (3.4)

Finally, CA sends Certy, a, Iand (u; u,)®4s to the voter as M2 as shown in Figure 3.
3.2.2 Stage 1: Obtaining Voting Tickets
The authentication server chooses x;, x, as private keys and gets certificate on
corresponding public key y of the Okamoto Blind signature [30] from the CA as
shown in Figure 4 , where

y = hi*h}? mod p. (3.5)
However, in [30], hy, h, are selected as having order of g, not as generators of Z,, as

made in this scheme (See Section 3.1).

For a voter to be legitimate, he should take a ticket from AS (note, in this protocol
voter constructs the ticket but he gets Okamoto blind signature from the AS). The
process of taking the ticket is described below.

a) Voterselects p; B, € Zg and 6 € Z, and computes

B, = gflmod D, (3.6)

B, = gfzmod 12 (3.7)
— (o1Pv  \O

A =(g,"92)" modp. (3.8)

Moreover, the voter selects a random value y € Z and tyt, t3 EgZ; 1O

nca

compute the following using (3.3)-(3.8)
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C = Igimod ncy, (3.9

a = ahi* h22y**mod p, (3.10)
e = H(allAllB||B,1|C), (3.11)
c=¢&—t3. (3.12)

Where H is a one-way hash function. Finally, the voter sends
(c, Certy, I, (uy u,)®as )®as to the AS as M6 as shown in Figure 5. This is to obtain a
blind signature from AS to preserve the voter’s privacy.

b) AS receives (c, Cert,,, 1, (u; u,)%4s )4s, and at first decrypts the message
using its private key and check the validity of I given by (3.4): since CA
publish g,, ID, is present in Cert, and lastly AS knows the public key
eca Of CA, it can easily confirm I. If I is valid, AS decrypt (u; u,)®4s,
extract u; u, and send to the voter re; and re, as M7 shown in Figure 5.
re; and re, are computed as follows

re; = u; + cxy mod q, (3.13)
re, = u, + cx, mod q. (3.14)
c) The voter receives re, and re,, and checks equality below.

R h2% ! ay© mod p. (3.15)

Equality (3.15) is checked by the voter to make sure that the message
(c, Cert, , 1, (ug uy)?4s )¢4s was received without any alteration since only AS can
get ¢ (see (3.12)) generated by the voter and u; u, generated by CA, and used in
(3.3) for calculating a, and x4, x, generated by AS and used in (3.5) for computing y.
Note that equality (3.15) might fail according to protocol [9] inputs because of the

choice of h; and h,; they are chosen as generators of Z,,.
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Statement 1: Equality (3.15) might fail in the conditions of the protocol [9].
Proof: Substituting (3.3), (3.5), (3.13) and (3.14) in (3.15), and collecting like terms
we obtain;

h§u1+cx1)modq hgu2+cx2)modq = RURY (R R mod p

_ Up+cxq U +Ccxo
- hl hz

mod p

(3.16)
Exponentiations in the left hand and right hand sides of the expression above may
produce the same result modulo p if their powers are congruent modulo Euler’s
totient function @(p) = p — 1 but in (3.15) they are congruent modulo q. Hence,
they may have different values as shown in the constructed below numerical
example.
Let p=11, g=5,h; =2, h, =6, u; =2, u, =4, c=6,x; =3,x, =4. Then
according to (3.3),

a = hy*hy*modp = 226*mod11 = 3.
From (3.5),
y = hi*h*modp = 236*mod11 = 6.
From (3.13) and (3.14),
re; = (uy + cx)modq = (2+6-3)mod 5 = 0,
re, = (u, + cx,)modq = (4 + 6-4)mod 5 = 3.
Left hand side of (3.15) then becomes
h1°*h,%*modp = 2° x 63mod11 =1 X 7 mod11 = 7.
Right hand side of (3.15) also becomes
ay‘modp = 3 - 6°mod11 = 15mod11 = 4.

Which is not equal to the left hand side, hence generally (3.15) is not true and that

proves the statement. Note that u, + cx, = 28 which has different values modulo
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q = 5 and modulo ¢(p) = p — 1 = 10. If hy, h, would be not generators of Z,, but

have order g, as supposed in [30], then equality (3.15) would be true.

Once the correctness of (3.15) is checked, the voter compute p; and p, as:
p1 = re; +t;modq, (3.17)
py, = re, +t,mod q. (3.18)
The voter then verifies the blind signature of AS on A4, By, B,, C by checking the
correctness of the equality below.
e LH(hP'h,™ [y*Il A || Byl B, 11 €) (3.19)
Note that (3.19) might also fail for the protocol [9] inputs.
Statement 2: Equality (3.19) might fail in the conditions of the protocol [9].
Proof: From(3.11), (3.19), it follows that we need proving:
h" h,P?y~¢ = « (3.20)
Subtituting (3.10), (3.17), and (3.18) into (3.20) we have

(hlrelmod qhzrezmod q ) (hltlmod q hztzmod q) _

= ah{* h2y**mod p (3.21)

yS
We again subtitutes (3.12), (3.13) and (3.14) into (3.21) and collect like terms

hlulmod qhzuzmod q hlcxl mod qhzcxzmod q hltlmod qhztzmod q

— b1 pla t3
o = ah;' h,’y*3mod p

(3.22)
It is clear that again as in the case of (3.15), the problem of (3.19)-(3.22) is in the use
of modulo g operation in the exponent instead of modulo (p — 1). Also, sign of t; in
(3.10) shall be negative or sign of & shall be positive in (3.19) as it follows from the
comparison of the sides of (3.22). We build a numerical counter-example for (3.19)

using settings of the proof of the Statement 1.
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So, p=11, g=5 h 1 =2,h, =6,uy =2,uy; =4,c=6,%x; = 3,x, =4,
y=6re; =0,1re;, =3. Lett; =t, =t3 =1.
From (3.17), (3.18),
p1 = (re; +t;)mod q = (0 + 1)mod5 =1,
p2 = (rey +t,)mod q = (3 + 1)mod5 = 4.
From (3.12),
e=c+tz=6+1=7.

Then left hand side of (3.20) becomes

a =3,

h,P*h,P? y=¢modp = 2' - 6* - 677mod11 = 21 - 6* - 27mod11 = 28 - 6*mod11 =

3:9modll = 5.

The right hand side of (3.20) also becomes

a = ahi* h22y**modp = 3- 2"+ 6' - 6'mod 11 = 7.

Thus, the right hand side is not equal to the left hand side. If we use in (3.10)

negated t5, then the right hand side of (3.20) becomes

a=ahi* h2y modp =3-2"-6"-6""mod 11 =3-2-6-2mod 11 = 6, that

is also not equal to the left hand side o0f(3.20). Hence, the statement is proved.

Finally if (3.19) holds, As construct the voter’s ticket as;

Ticket = { p;,py, €, B1,By,A,C}

(3.23)

As opposed to the AS constructing the voter’s ticket, this should be done by the

voter, since the parameters of the ticket are calculated by the voter but the voter got

blind signature on theses parameters from the AS.
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3.2.3 Stage 2: Voting and Collection of Tickets
a) After constrcting the ticket, the voter computes:
d = H, (Ticket||t)
10 = (IDy + yeca)mod ney
r, = (IDy d@ + By)mod q
r, = (d6 + B,)mod q

IDy 6
a, = g; " modp

a, = g3 mod p

Where #, is a public one way hash function.

(3.24)
(3.25)
(3.26)

(3.27)
(3.28)

(3.29)

The voter sends (Ticket,d,ry, 11, 12, a1, ay, IDys,t, Vote )Vs as message M8 to

the VS, where 1Dy is the identity of the voting server.

Note that VS does not have any information on the CA, hence the message

(Ticket,d,ry, 11, 15, a1, ay, IDys,t,Vote)®vs is incomplete since it does not

define a particular CA: we might have many CAs participating in the voting process.

b) The voting server receives (Ticket,d,ry, 11, 73, a1,ay,IDys,t,Vote )®vs,

decrypts it and computes the value of d, it also check that the time stamp t

has not expires, validates the legality of the voter by checking the signature of

the Ticket and using (3.30) VS verifies the correct use of IDy, . Also, it checks

11, 7, (necessary to counter double voting) in (3.31)-(3.33).

gg" ; CécAmodng,
g1l af Bymodp
g7 ! agB,modp

2

919, iAd B, B, mod p
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Note again that equalities (3.31)-(3.33) uses exponentiation and, hence, the powers
must be congruent modulo Euler’s totient function which is not used here just as in

(3.15),(3.19). Also, used in (3.30) g, expected to be a generator for Z,, ., (see Section

Nca

3.2.1) does not exist.

Equalities (3.31)-(3.33) checks correctness of 1y, r, by the VS, but it is not necessary
since they are inside a message encrypted by the public key of VS and having its
identifier inside: if this identifier is correct, the message is authentic. Verification of
(3.30) is necessary to be sure that the voter is actually certified by CA.

Statement 3: Equality (3.30) might fail under assumptions of protocol [9].

Proof: we substitute (3.25) into the left hand side and (3.4), (3.9) into the right hand

side of (3.30) and obtain

g(()IDV‘H’eCA)mOdnCA ? g(()IDV-dCA)-eCA. grAmodne,, (3.34)
From (3.34)

g(gIDV+VeCA)m0dnCA ; g(I)DV'l'YeCAmO dne, (3.35)

Where ec,.dc4 mod p(nc,) = 1. 1t follows that (3.30) might fail even if g, be any

number in Z, ., because, the exponents are congruent modulo n.,4, not the Euler’s

nca
totient function @ (ncs) = (Pca — 1)(qca — 1). We build a counter example to show
the failure of (3.30).

Letpca = 7,9ca =3, nca = 21,ec4 =5,dcg =5,99o =2 €L

nca:

From Section (3.2.1), let IDy, =2 € Zgandy =5 € Zy_,,.
From (3.4),
I = (gi")%amod n¢, = 22*5mod 21 = 16,

Also from (3.9) and (3.25),

C = Ig¥mod n¢, = 16 X 2°mod 21 = 8,
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1o = (IDy + yecg)modngy = (245 X 5)mod 21 = 6.

Left and right hand side of (3.30) becomes

golmodnc, = 2°mod 21 =1,

CéAmodng, = 8°> mod 21 = 8,
which is not equal left hand side. Hence Statement 3 is proved.
Statement 4: Equalities (3.31)-(3.33) might fail under assumptions of the protocol
[9].
Proof: Substitute (3.26) into the left hand side, and (3.6), (3.24), (3.28) into the right

hand side of (3.31):

g§ IDydO + B1)mod q ; gi IDVQ)dglﬁlmOd P, (3.36)

From (3.36),

iIDVdB + B1)mod q ; g§ IDVd9+.81)mOd p. (3.37)

The problem in (3.37) is same as that in (3.35), the exponents are congruent modulo
g, not the Euler’s totient function. Equalities (3.32), (3.33) are similar to (3.31). Let’s
build a counter-example showing failure of (3.31)-(3.33). Let p = 23,q = 11. From
Section (3.2.1), let IDy, = 2 € Z,. From Section 3.2.2a, let 6 =2€ Z,5, =1€

Zq,B, =3 € Z,. Let according to (3.24), d = 5. Let, according to Section 3.2.1,

g1 =7, g, = 10 as two generators of Z,.
In addition to (3.26), (3.27),

r; = (IDydB + B)modq = (2-5-2 + 1)mod11 = 10,

r, = (d8 + B,)modq = (5-2 + 3)mod11 = 2
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Therefore, the left hand side of (3.31) and (3.32) respectively becomes
gy modp = 7%mod23 = 13,
gy2modp = 10*mod23 = 8.
Then according to (3.28), (3.29), (3.6),(3.7),
a, = giDVe modp = 7*? mod23 =9,
a, = g% modp = 10% mod 23 = 8,
B, = gflmod p = 7'mod23 =7,
B, = gF*mod p = 103mod 23 = 11.
The right hand side of (3.31) is
a% B, mod p = 9% - 7mod 23 = 10,
and it is not equal to the left hand side of (3.31).
The right hand side of (3.32) is
a%B, mod p = 8° - 11mod 23 = 15,
and also not equal to the left hand side of (3.32). Thus, Statement 3 is proved for
both equalities.
From (3.8),
A= (g% g,)mod p = (72 - 10)*mod23 = 3,
Therefore, we calculate the hand side of (3.33) as
91195 = 7% - 10°mod23 = 12,
and the right hand side of (3.33) becomes
A*B,B,modp=3-7-11mod23 =1,
which is not equal to the left hand side of the equality. Thus, Statement 4 is fully

proved.
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After checking for the correctness of the equations above, VS ensures the validation
of ballot {Tickect, d, ry, 11,72, vote} and sends it to the ballot counting server [9].
3.2.4 Stage 3: Counting of Valid Ballot

All voting servers can store ballot in ballot boxes; once a ballot box is full, VS send
them to the BSC over a network. BSC can check for double voting in case a voter
votes with two different voting servers. If the BSC finds two ballots with the same
tickets (i.e. {Ticket,d,ry,r;,15} and ({Ticket,d',ry,r{,75,} by using the
relationship between these entities, it can reveal the identity of the voter by
computing:

/ ’
r1—r, dIDy6—-d’'IDy6
IDy, = = 3.38
LA do-d'e ( )

This double perceptibility feature supported by (3.38) is very important since it gives
credibility in terms of fairness (i.e. one voter, one vote).

Finally, the BSC can tally the valid votes and publish the tuple {C,vote} in the
bulletin board to give assurance to any voter that his vote was part of the final tally.
Note that, vote should be included in the message sent by the VS to BCS since
ballot-counting server needed to publish it. Furthermore, including d,7, in the

message is not necessary since BCS does not use them in checking double voting.
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Chapter 4

MODIFIED PROTOCOL

In Chapter 3, we showed that our claims are correct by provding proofs and numerial
counter examples to show that indeed [9] has some deficiencies [33]. In this chapter
we provided modifications to the protocol . This modifications does not in any way
jeopadize the security features of the protocol but tends to solve the deficiencies

found in the scheme.

We first provided correct assumptions to the selections of some parameters used in
the protocol. Secondly , we provided proofs to show that our assupmtions are correct
and made modification the equations to be verified by the voting server. Moreover,

we made adjustment to the messaget sent to the voting server by the voter.
4.1 Proposal 1 (related with Statements 1, 2, and 4)

In order for the problems related to statements 1, 2 and 4 to be resolved, the
Certificate authority should select hy,h,, g1,9, € Z, of orderq. In such the
exponents on both sides of the equations shall be congruent modular g in general.

Proof: We have seen that the problems were related with the use of congruency
modulo g in exponents whereas exponentiations were performed modulo p. If the
base of the exponentiation is of order g, such exponentiations are equal, and all the
equalities (3.15), (3.19), (3.31)-(3.33) mentioned in the Statements 1, 2 & 4 will be

identical for the correct protocol inputs.
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Actually, if (4.1) holds
b9modp = 1, (4.1)
b*modp = b**"modp = (b?)*b"modp = b"modp, (4.2)
where k = s div q,r = s modq. Thus the Proposal 1 proof is completed.

4.2 Proposal 2 (related with statement 3)

We stated in Section 3.2.1 that g, selected by CA and expected to be a generator for
Ly, does not exist (see [32]). In order to solve this problem and validate (3.30), we

select g, € Z,,., and two random values §,6 € Z,_.,; Therefore, instead of (3.9) in

nca nca’

Section 3.2.2a, we define C by (4.3); and instead of (3.25), we define r, by (4.4):

C = I°mod n¢,, (4.3)
Ty = g(I)D"E‘S mod ngy. (4.4)

The voter in Stage 2a (Section 3.2.3) sends the following message extended by CA

information (Ticket,d,ry, 11, 12, ay, az, IDys,t,Vote,ec,,& )€VS to the voting

server.

The voting server can then check the correct use of 1D, with (4.5) instead of (3.30):
o : cecaé mod ngy (4.5)

Proof: We need to prove that (4.5) will validate 1D, instead of (3.30).

Since I = (gi”")%Amod nc,, (see (3.4)), we substitute I into (4.3) to obtain

C = g(I)DVdCA‘S mod ngy, (4.6)
From (4.3), (4.4), (4.5), we get

cecaé mod ngy = g(I)DVdC““SeCAs mod ngy = géDV‘Sf modney =1y, (4.7)

where we used ec4 - dc4 = 1mod @ (nc,4), and, hence, (4.5) is proved.
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The voting server can verify all the equations necessary in this section and again,

after all the necessary checks, the voting server sends the ballot {Ticket, r, 1,, vote}

to the BCS for the final phase. Finally, the BSC can check for double voting using

(3.38).

4.3 Security Properties Achieved By Modified Protocol

In this section, we discussed the important security properties achieved by the

modified protocol as mentioned in Chapter 2.

It is worth to mention that, the modification made to the protocol preserves the

security properties achieved by the initial scheme. We rely solely on the proof of

these security properties given in [9]. Moreover, since we only made the protocol

work by fixing the problems, the properties retain.

1)

2)

3)

Privacy or Confidentiality: As mentioned in Section 2.1.1 in chapter two,
this is a very important property any electronic scheme should have. The
Baseri scheme achieved this with Okamoto blind signature protocol.

There is no link between the casted vote and the information available to the
AS on the voter. Therefore, it is impossible to link any voter to a particular
voter with the cooperation of the AS and VS.

Receipt-Freeness: Though most of the computation is done at the voters end,
it is clear that this protocol provides receipts in form of ticket but voters
cannot use it to prove how he voted until the result of election is published by
BSC.

Unforgeability of Tickets: let us assumed that an opponent want to forge the
ticket {Ticket,r,, 1,, vote}, it must satisfy (4.5) since the identity of the voter

cannot be forged, therefore it is not possible forge the ticket.
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4)

5)

Perceptibility of double voter: This property is important to achieve fairness
and democracy. If we have a dis-honest voter who wants to cheat by voting
twice with same ticket such that {Ticket, r{, r,, vote'}, {Ticket, ry,1,, vote},
the BCS can reveal the identity of such voter using (3.38) and such vote is
discarded.

Exactness: Since no dishonest voter or attacker can fool the protocol we can
be assured that correctness can be achieved with no consideration on invalid

ballot and illegitimate voters.
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Chapter 5

CONCLUSION AND FUTURE WORK

5.1 Conclusion

Thus far, we have investigated an electronic voting scheme proposed by [9] . The
scheme uses Okamoto blind signature to provide security properties mentioned in
Chapter 4, most especially double voting perceptibility and privacy. However, it
failed due to the following reasons;
1) Selection of hy, h, as generators of Z,, and g,, g, as generators of Z, by the
certificate authority.
2) Selection of g, as generator of Z, ., which for any n¢y = (pca X qca) does
not exist.
3) Wrong use of inverse modulus used in the calculation of @ made by the

Voter.

Generally, because of these selections the equality to be checked by the authorities
does not validate at some point, which we have shown with numerical counter
examples.

We fixed these problems firstly by modifying one of the equalities such that g, can

be selected randomly in Z Moreover, we included the public key of the certificate

Nca*

authority with random value ¢ selected in Z in the message sent to the voting

nca

server by the voter; thus, identity of the voter is verified. Secondly, we selected

h;,hy,g,and g, inZ, of orderq. This way, we might have different values as
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exponent on both sides of the equality but shall be congruent modulus p. Thus, all
equality checks become valid. Lastly, we removed d and r, from the message sent to
the ballot-counting server by the voting server since these are not used in revealing
the identity of a dishonest voter. The modifications made retained all security
properties of the protocol including the double perceptibility feature.

5.2 Future Work

Since most of the computations were done on the voter’s side, this might discourage
the use of the system if implemented. A revised version of the protocol to have less
computation on the voter’s side will be encouraged. Furthermore, implementation of

the modified protocol to use it in small-scale election be given a consideration.
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