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ABSTRACT

The aim of this thesis is the analysis and experiments on steganographic methods for
gray scale and color images and study of quality measures of the stego-images. For
gray images, the Algorithm with Ternary Digits (ATD) and Least Significant Bits
with Threshold (LSBT) are explained in detail. In the existing studies, for LSBT
algorithm, some information is not provided such as how to set the values of
threshold, T, and two moduli, mu, ml. Moreover, our analysis proves that LSBT
encounters problems when the value of a pixel is close to the threshold value, T. In
the study, LSBT problems are resolved by imposing constraints on the threshold and
moduli values. Known results are displayed as Peak Signal to Noise Ratio (PSNR)
for different values of embedding capacity, without presenting the formula for
threshold; hence, the threshold is formalized herein as a function of embedding

capacity.

In ATD, the main idea is embedding a secret message (in each pixel, embedding two
ternary digits) as a ternary numbers. In LSBT, the embedding capacity of each pixel
is determined by comparing the pixel value versus the threshold, T': if the pixel value
is greater than or equal to T, then floor(log,mu), otherwise floor(log,ml) is used
as embedding capacity. According to our analysis, PSNR of LSBDT is greater than

that of ATD when the embedding capacity is less than or equal to 3 BPP.

For color images, LSB and ATD are implemented for different color combinations of
8 BPP embedding capacity. According to our experiments, PSNR of LSB for color

images had fluctuations in different combinations with the same embedding capacity



8 BPP while the PSNR of ATD was stable in different combinations. However, the
value of WMSNR (1/3, 1/3, 1/3) for LSB with different combinations looked
invariant for different combinations when compared with other weights. For LSB
algorithm when comparison between different metrics is made by deviation
evaluation of the metrics, the best metric for LSB algorithm is found as WMSNR
(2/3,1/3,1/3), with the minimal deviation value 0.211. And the maximal deviation is
obtained for WPSNR (0.4, 0.243, 0.357) corresponding to the human eye color
perception. Thus, human color perception-originated weights are not appropriate for

the images assessment.

Keywords: Steganography, Algorithm with Ternary Digits (ATD), Least Significant
Bit with Threshold Algorithm (LSBT), Gray Scale Image, Color Image, Embedding

Capacity, Image Quality Metrics, Peak Signal-to-Noise Ratio (PSNR).



0z

Bu tezin amaci, gri tonlamali ve renkli goriintiiler i¢in stenografik yontemler
kullanarak analiz ve deneyler yapmak ve stego goruntilerinin kalite 6lciimlerini
incelemektir. Burada gri goruntuler, ti¢ basamakli algoritma (ATD) ve esige sahip
en az anlamh bitler (LSBT) detayli olarak agiklanmistir. LSBT algoritmalar: i¢in
mevcut arastirmalarda, esik degeri T ve iki modil olan mu ve ml degerlerinin nasil
ayarlandig1 gibi bazi bilgiler verilmemistir. Ayrica, analizimiz bir pikselin degeri
esik degerine (T) yakin oldugunda, LSBT'nin sorunlarla karsilastigimi kanitliyor.
Calismadaki, LSBT problemleri, esik ve modiil degerlerine kisitlamalar getirerek
¢6zildu. Bilinen sonuglar, gomme kapasitesinin farkli degerleri kullanilarak esik igin
formll sunmadan tepe sinyal-giiriiltii oran1 (PSNR) olarak bigimlendirilmistir. Bu

calismada esik, gdmme kapasitesinin bir fonksiyonu olarak bicimlendirilir.

ATD'de temel fikir, li¢ rakamli olarak gizli bir mesaj gdmmektir (her pikselde, iki
ticer say1 gomiiliidiir). LSBT de her pikselin gomme kapasitesi, piksel degeri esik (T)
ile karsilastirilarak belirlenir: Eger piksel degeri T’den fazla veya esit ise, gomme
kapasitesi olarak floor(log,mu), degilse floor(log,ml), kullanilir. Bizim
analizlerimize gére gomme kapasitesi 3 BPP’den daha az veya esit ise, LSBDT nin

PSNR degeri ATD’den fazladir.

Renkli goruntilerde LSB ve ATD uygulanirken 8 BPP yerlestirme kapasitesinin
farkli renk kombinasyonlar1 kullanildi. Deneyimlerimize dayanarak, renkli
gorlintiiler i¢cin LSB'min PSNR'si, ayni godmme kapasitesi 8 BPP olan farkli

kombinasyonlarda dalgalanma  gostermekteyken, ATD'in PSNR'1 farkl



kombinasyonlarda sabit kalmistir. Bununla birlikte LSB i¢cin WMSNR degeri (1/3,
1/3, 1/3), kombinasyonlar1 ile birlikte farkli kombinasyonlara baktigimizda, diger
agirhiklara kiyasla farkli kombinasyonlar i¢in degismez goruniyordu. LSB
algoritmasi i¢in farkli metrikler arasindaki karsilastirma, metrikler igin sapma
degerlendirmesiyle yapilmasi durumunda, LSB algoritmasi igin minimum sapma
degeri 0.211 olan en iyi metrik olarak WMSNR (1/3, 1/3, 1/3) elde edildi. Yapilan
deney sonuglarina gore en fazla sapma, insan g6z rengi algisina karsilik gelen
WPSNR(0.4, 0.243, 0.357) degerlerinde saptandi. Cikan sonuglardan, insan renk
algilamasima dayali agirliklarm goriintii degerlendirmesi i¢cin uygun olmadigi

saptandi.

Anahtar Kelimeler: Steganografi, U¢ Basamakli Algoritma (ATD), En Az Onemli
Bit Esik Algoritmast (LSBT), Gri Olgekli Gorunti, Renkli Gorinti, Gomme

Kapasitesi, Gorunti Kaliteli Metrikleri, Tepe Sinyal —Giiriiltii Orani(PSNR).
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Chapter 1

INTRODUCTION

Steganography is an art of embedding information in other media files for example
text, image, etc, where the embedding information will not be discovered [2], There
are basically two types of techniques in the Steganography: spatial domain and
frequency domain. In the spatial domain, the actual values are impacted to embed the
secret information while in frequency domain, the cover object is converted to the
frequency domain by Discrete Wavelet Transform (DWT) and then the secret

information is embedded [3].

In this thesis, we consider three steganographic schemes in the spatial domain,
Algorithm with Ternary Digits (ATD) [28] [18], Least Significant Bit (LSB) [10]
[27], and LSB with Threshold (LSBT) [26] [9] in the gray and the color scale
images. In [28], in ATD, the secret message is divided to non-overlapping pixel
blocks, then that it is converted to the ternary number with digits from {0, 1, 2}. In
each pixel of cover image, two ternary digits are embedded by converting the pixel
of the cover image to binary (8 bits) and dividing it to two sub-segments and
embedding one ternary digit in each sub-segment. In the embedding phase, a secret
digit is compared versus (the value of sub segment modulo 3); if the result is equal to
the secret ternary digit then sub segment is not modified, otherwise it is increased or

decreased by one.



LSBT [26], uses the threshold value, T, and two moduli numbers (modulus
upper, mu, modulus lower, ml). In the embedding phase, the pixel value of cover
image is compared with the threshold value T. If it is larger than or equal to the
threshold, mu is used, otherwise ml is used. The number of bits embedded in each
pixel is determined according to value, Ec, and the secret message is divided into
blocks according to the value, Ec, where 1 < Ec < 8; it gives better results when

Ec < 4.

Experiments are conducted on ATD and LSBT with quality metrics Peak Signal to
Noise Ratio (PSNR) [28], but they do not provide the proofs for the methods (LSBT
and ATD). Also, sufficient information for their implementation in both algorithms
(LSBT and ATD) such as how to select the value of the threshold T and the values of
mu and ml is not provided. Therefore, in this thesis, we provide the proofs for the
methods (LSBT and ATD), and we fix the recovered problem with LSBT when the
value of the pixel of cover image is close to the threshold value T by imposing
constraints on the threshold and moduli values. Also, we propose dynamic threshold
modification, LSBDT, where threshold is defined according to the embedding
capacity, measured in Bit Per Pixel (BPP), to have results compatible with those
presented in [28]. Furthermore, for LSBT we determine the value of two moduli and
extend ATD to work on the color scale images. We found that PSNR shows large
variance for the same embedding capacity depending on the bits distribution across a
pixel. Hence, we propose and implement new quality criteria MSNR and APSNR

which show significantly lower variance and find the best of them.

For gray scale images, experiments are conducted with the cover images of the size



512x512 pixels and random secret messages; the size of secret messages starts from
(512*512*2) bits and increases by 30000 bits in each iteration. In every iteration, the
values of PSNR are recorded. The comparison between three methods were
considered: ATD, LSBCT, LSBDT. When embedding up to 3 BPP the LSBDT
achieves a high value of PSNR 43 dB whereas ATD achieves 39 dB. However, when
increasing the embedding capacity more than 3 BPP the PSNR of LSBDT drops
sharply; it was 39 dB in 3 BPP then it slumps to 35 dB in 3.2 BPP while PSNR of

ATD decreases slightly until 37 dB.

For color images, experiments are conducted with the cover image of the size
512x512 pixels and the constant size secret message. In this case, we implement LSB
with different embedding combinations, (224, 242, 422, 134, 143, 314, 341, 413,
431), each of them representing 8 bits embedding in each pixel, for example,
combination 134 means embedding one bit in Red, three bits in Green, and four bits
in Blue color component of a pixel. Also, we modify LSB to adaptive LSB
(ALSBmax, ALSBmin) and we extend ATD to work with color images which is
implemented for different combinations (112, 211, 121) as four ternary digits
embedded in each pixel (8 bits in each pixel). For example, combination 112 means
embedding one ternary digit in Red, one ternary digit in Green, and two ternary
digits in Blue color component of a pixel. According to our results for color images,
for the same embedding capacity in the different combinations, we get a fluctuating
value of PSNR for LSB, therefore we have studied the quality metrics and improved
PSNR by introducing new metrics, MSNR and APSNR. Also, we weighted PSNR,
MSNR, and APSNR by three different groups of weighs (R, =0.4, G, =0.3,

B, =0.3), (R, =0.4, G, =0.243, B, =0.357), and (R,, =1/3, G,, =1/3, B,, =1/3)



where R,,, G, and B,, are weights of Red, Green, and Blue, respectively. We have

tested new metrics, MSNR, APSNR, on the color and gray scale images.

The thesis research is organized as shown in Figure 1.1. Chapter 2 discusses related
work and introduces LSB, ATD, and LSBT methods, and the problem definition. In
Chapter 3, ATD and LSBT are analyzed, problems for LSBT are recovered by
building counterexamples, and fixed. Design and Implementation of ATD and
LSBT-based methods on gray scale images are shown in Chapter 4. Design and
implementation of ATD-based and LSB-based methods on color images are shown
in Chapter 5. Chapter 6 shows results of experiments on the above methods and

compares them with the known experiments results. Chapter 7 concludes the thesis.

v

Review Steganography Methods for Gray Scale and Color
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Scale Images
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Implementation of ATD and LSB-based Algorithms for Color
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Experiments results for LSB-based and ATD-based algorithms
and quality metrics and comparison with known results

Figure 1.1: Flowchart of the Thesis Study




Chapter 2

RELATED WORK AND PROBLEM DEFINITION

2.1 Overview of Steganography

Nowadays, with the recent developments in electronic computer and its intrusion into
our daily life, the need for private communication has increased. We use various
techniques to provide secrecy in communication. One of such techniques is
steganography; steganography is used to protect important data from unauthorized
user by hiding secret data into other media files like text, image, etc. Steganography
is a combination of two words, the first word “stegano” means the “cover”, and the

second word “graphic” means “writing”, they are both Greek words [1].
2.2 Categories of Steganography

There are different categories of steganography; these categories can be split to five
broad categories as the following [16]:

e Text Steganography

This is the most popular technique of steganography, it is done by embedding secret
data in text, by modifying the spacing between the words and line [16].

e Image Steganography

In this technique, the secret data is embedded in an image. This image can be a color
scale image, gray scale image or binary image. Color scale image has large space for
embedding secret data therefore color scale image Steganography is more popular
than gray scale image in Steganography. Color scale images can be represented in

different formats such as RGB (Red, Green, Blue), HSV (Hue, Saturation, Value)



[3].

¢ Audio Steganography

Audio Steganography is hiding the secret data in an innocuous cover speech in a
secure and robust manner. There are various ways popularly used in audio
Steganography such as LSB coding, parity coding, and spread spectrum [16].

e Video Steganography

Video Steganography is a combination of image steganography and audio
Steganography as the video consists of a set of images and audio [16].

e Protocol Steganography

In protocol steganography, the secret data is hidden in the header of a TCP/IP [16].

2.3 Methods of Steganography

There are two classes of methods of steganography techniques as that [3]:

1) Frequency Domain Methods.

2) Spatial Domain Methods.
2.3.1 Survey of Frequency Domain Methods
In transform domain, the cover object is converted to another domain to get the
transformed coefficients, these coefficients are changed to hide the secret data. After
that, these coefficients are transformed back to the spatial domain to get stego object.
The widely used transforms are Discrete Wavelet Transform (DWT), Discrete

Cosine Transform (DCT) and Fast Fourier Transform (FFT)[3].

In DCT is the core of image coding and video compression techniques. Such as for
JPEG image format, image is divided into 8x8 pixel blocks then the DCT is applied
to each block to get 64 DCT coefficients each [13]. The FFT is popularly used for

frequency analysis which is easy to get the phase of a coefficient and change it by



secret data. As in DCT an image is divided into several non-overlapped blocks [12].
There are a number of schemes working in the frequency domain they are as the
follows:

In 2002 Chang, Chen, and Chung proposed a scheme for hiding the secret message in
the cover image based upon JPEG and quantization table modification [7]. This
method uses the JPEG image as a cover image. the cover-image divided into non-
overlapping blocks of 8*8 pixels, and then applies DCT on each block to transform
into DCT coefficients, the secret message embedded in the middle frequency part of
the quantized DCT coefficients for each block. after embedding, use entropy coding
to compress each block to obtain a JPEG file. This scheme achieves the larger

capacity and the quality of the stego-images is acceptable

In 2013, Acharya, Hemeletha, Renuka, and Kamath proposed a method for hiding
gray scale image in color scale image by utilizing Integer Wavelet Transform (IWT)
and Discrete Wavelet Transform (DWT) [4]. In this method, the secret image is not
embedding in a cover image, instead, generated the key by using DWT then this key
is hiding in color scale image with run length encoded by using IWT. So, this method
achieves the improving the security and has a high quality of the stego image

compared to other methods.

In 2013 Gupta and Sharma proposed a scheme for hiding gray scale image in audio
by utilizing Discrete Wavelet Transform (DWT) and Least Significant Bit (LSB)
[14]. In this method embedding secret image bits in the higher frequency component
of the audio file after applying the DWT on the audio, for hiding the audio is divided
into blocks, the size of each block is 8*8 pixels and then store the image bits into the

last 3 bits of the audio file.



In 2014 Chen, Zhang, Ma, and Yu proposed a method for reversible data hiding in
DCT domain by recursive code construction [8]. In this method, the data is
embedded over a special ternary cover that is suitable for any transform domain, for
example, DCT domain. The likelihood density function of the transformed
coefficients has a Laplacian distribution with a small variation. Thus, this technique

has good image quality.

In 2014, Lavania, Matey, and Thanikaiselvan proposed a method for embedding
secret data in the medical image (color scale image) for the real-time application by
using the Integer Wavelength Transform (IWT) [21]. In this method, the data hiding
in the red plane of cover image by dividing the cover image to non-overlapping pixel
block the size of block 8*8 pixels and then apply IWT on each block and embedding
L random steno bit message in LH, HL and HH coefficient of a block. So, this

scheme achieved high capacity and robustness.

In 2014, Garg and Mathur proposed a method for embedding the secret gray image in
a gray image by using fractional Fourier transform (FFT) and wavelet coefficients
(DWT) [15]. In this method apply FFT on both images (secret image and cover
image) which are divided into real and imaginary part then apply DWT on the real
part of both images, the embedding process done by add approximation of cover
image and secret image by using alpha blending. So, this method achieves both

robustness and higher security.

In 2015, Acharya, Hemalatha, and Renuka proposed a method for embedding audio
in color scale image by using the wavelet transform [3]. In this method, the cover

image is presented in YCbCr format, and then Ch, Cr components and secret audio



are transferred to wavelet domain by using IWT. The approximate coefficients of
secret audio are embedded in a second and third bit of high-frequency coefficients of
Cb and Cr. This method shows a high quality of the stego image.

2.3.2 Survey of Spatial Domain Methods

Spatial domain implies the real location of a pixel in media forms such as text,
image, video, sound, etc. While hiding secret data in a pixel, the location of a pixel is
considered and then the pixel value is used to hide the data. There are many
steganography algorithms working on color or gray scale images; each algorithm has
its own protection mechanism and complication techniques since the basic aim for all
of these algorithms is encoding a large amount of secret data and little effect on the
cover file. It means large value for the Bit Per Pixel (BPP) embedding capacity with
high image quality.

» Survey of Steganography Methods for the Color Scale Images

There are many techniques of steganography working on color scale images as the
follows:

In 2007, Yu, Chang and Lin proposed a scheme for embedding a color or a gray
scale image in a true color scale image [29]. This scheme uses three different types
of secret image: color scale image, a palette-based 256-color scale image, and a gray
scale image. A secret image is converted to a binary representation, and then the
secret data are protected by encrypting using DES algorithm. After that, each 8-bit
byte of encrypted data is divided into 3 bits, 2 bits, and 3 bits. This method achieves

high quality of the image.

In 2013, Kiruba and Karthikeyan proposed a method for detection of adaptive pixel
pair matching in color scale images and gray scale images [19]. This technique is

based on pixel pair matching (PPM) for data hiding. The basic idea of PPM is to



utilize the values of pixel pairs as a reference assortment and seeking a coordinate in
the neighborhood set of this pixel pair according to a given message digit. In this
method, the maximum value of the embedding capacity of the payload is 1.161 BPP.

So, this method achieves the best quality image with less distortion.

In 2013, Maj, Pal and Roy proposed a method by using Sudoku puzzle for
embedding a secret message in the color scale image [22]. In this method, the cover
image is divided into equal-sized blocks, the size of a block 64 bits. In every block
embedding a character of the secret message in each three pixels. So, this scheme

achieved more robustness with less computation.

In 2015, Singh and Singh proposed a method to improve LSB for hiding secret data
in color scale image [24]. In this method, the secret message embedding in LSB of
color scale image uses 2-2-4 LSB insertion: this technique embeds 2, 2, and 4 bits of
secret data into 2 LSB of a red component, 2 LSB of green component, and 4 LSB of
blue component, respectively. This method achieved a high quality of the image and
high embedding capacity.

» Survey of Steganography Methods for Gray Scale Images

There are many techniques of steganography working on gray scale images, one of
the easiest, fast and very publicly known technique of steganography is the Least
Significant Bit (LSB). In this technique, least significant bit or bits of a pixel are
replaced by the bits of the secret data to be hidden. LSB can change up to 4 least
significant positions from a byte. Changing four bits of a pixel may cause distortion

in an image due to a noticeable change in intensity of a cover object [2].

One of the most common techniques is the LSB substitution method; it is a simple
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method [10]. The main idea of LSB substitution is to change the least significant bits
of the cover file with the bits of secret data. The secret information is divided into
blocks with size M where 1 < M < 8. Overall, this method can realize a good
image quality when M < 3, however, for 4 < M < 8, there is a sorely drop in the

image quality.

To upgrade LSB substitution, many steganographic techniques were proposed. In
2001, Wang and Lin proposed a method that uses an optimal LSB substitution and
genetic algorithm [27], to solve the problem of hiding data in the MLSB of the cover
image by using genetic algorithm, when M is large in order to get better image

quality and high embedding capacity.

In 2003, Chang, Hsiao and Chan proposed method to find optimal LSB substitution
in image hiding by dynamic programming strategy [9], this method, is the same as
the previous method [27] but this method uses the dynamic programming instead of
the genetic algorithm in finding the optimal value for M. Also, this method consumes
less computation time. This method achieves a good quality image and less

computational time.

In 2003, Zhang and Ping proposed a scheme for the reliable detection of least
significant bit (LSB) basic on statistical observations on difference image histograms
[30]. This method uses gray scale images with size 512x512 pixels, the secret
messages are embedded by using the random LSB replacement method with
embedding ratios varying from 0 to 100% in 10% increments. The algorithm is more

accurate than the other techniques when embedding large messages.
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In 2006, Chang, Tai and Lin proposed a scheme for digitally compressed images
based on side match vector quantization (SMVQ) [6]. In this method, the cover
image is encoded using SMVQ); then the compressed image is created. The SMVQ-
compressed cover image is divided into non-overlapping blocks then the secret data
are embedded in the blocks. This method achieves a large size of secret data, visual

quality and compression rate compare with other methods using SMVQ.

In 2012, Taur, Lin, lee and Tao proposed a method for hiding data in DNA
sequences based on table lookup substitution (TLSM) [25]. TLSM is to enhance the
performance of data embedding technique called the substitution. The Base-t TLSM
encodes the secret message with radix t to fully use the substitution table. In
extended TLSM (ETLSM) method, the number of elements of selectable substitution
table was raised by taking additional letters into account. This method has good

capacity and security.

In 2015, Jheng, Chen and Huang proposed a method for data hiding based on
histogram medication over ternary computers [18]. They proposed two methods for
data hiding Ternary Data Hiding (TDH) and Coded-Ternary Data Hiding (C-TDH).
In the both methods, the secret data was ternary (NAF format). TDH method
achieves higher peak signal to noise (PSNR) and C-TDH method achieves increased

amount of the embedded secret data compared to TDH method.

In 2016, Hussain, Wahab, Ho, Javed and Jung proposed a scheme for data
embedding using parity bit pixel value differencing (PBPVD) and improved
rightmost digit replacement (IRMDR) [17]. In this method, the cover image divided

into non-overlapping pixel blocks, and then calculate the PBPVD and the IRMDR in

12



each block by calculating the difference between pixel values in blocks. If the
difference value of the block exists in the L, level, then implement IRMDR;

otherwise, PBPVD implement.

In this thesis, we investigated LSB, ATD, and LSBT in the spatial domain and
detailed explained in the following:

2.3.3 LSB Method

One of simplest and fastest method is LSB. In this method, the binary secret message
is divided into blocks with R bits, and in every pixel of the cover image hiding one
block [10]. LSB method is shown below.

e LSB Embedding Algorithm

Input: Secret data as binary, S; cover image, V [N, M]; where N is the number of
rows; and M is the number of columns; R is size of the block.

Output: Stego image, Y [N, M].

Step 1: Binary data S divide into blocks S; of R bits where S; € {0,1}%.

Step 2: Hide S; in pixel v;,i € {0,..,MN — 1}.

Vi =V — (vimodZR) + Si (21)

Where v; is the i*"cover pixel of V, y; is the it"stego pixel of Y, S; is a decimal value
of R-bits.
Step 3: End.

Figure 2.1 shows the flowchart of the LSB embedding algorithm.
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Binary secret message S; cover
image V; R is the block size

v
i=1
k=1

v

NuMpiock = [

o

k=k+R
\ J

Read v;
v

y; = v; — (v;mod2R) + §;
v

i=i+1

siz;(S)]

Yes

[ < nuMpjock

Figure 2.1: Flowchart of The LSB Embedding Algorithm

e LSB Extraction Algorithm

Input: Y is Stego image with size [N, M]; R is block size of the secret message.
Output: Secret data, S as binary.

Step 1: Set S = { }empty set.

Step 2: Calculate the value of secret S; for each pixel of stego image y; at position i,

i €{0,..,MN — 1} from next formula:
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S; = yymod2R (2.2)

Where y; is the stego pixel of Y.

Step 3: Transform every S; into binary and insert S; into the secret data S.

Step 4: End

Figure 2.2 shows the flowchart of the LSB extraction algorithm.

Stego image Y; R is the block size, Q
is size secret message

Read y;
v
S; = y;mod2R
v
Transform each S; into binary

v
i=i+1

v
S=Sus;

Yes

No

Figure 2.2: Flowchart of The LSB Extraction Algorithm

e Example 1. LSB Method

Let the pixel values of cover be (160 161 157 156), and the binary message be (11 01
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10 01) and the size of block R=2 bits.

In block 1, we have(11), = (3);0 = S; then

y; = v; — (v;mod2R) + s;
y1 =160 — (160 mod 4) + 3 = 163
In block 2, we have(01), = (1),, = S, then
y, =161 — (161 mod 4) + 1 = 161.
In block 3, we have (10), = (2),, = S5 then
y; = 157 — (157 mod 4) + 2 = 158
In block 4, we have(01), = (1), = S, then
ys = 156 — (156 mod 4) + 1 = 157
In the extraction stage, if we have stego pixel values (163 161 158 157). For each
stego pixel y;, we get
s; = y;mod2R
s; =163mod4 =3
s, =161mod 4 =1
s3 =158 mod 4 =2

s, =157mod 4 =1

Finally, we get (31 2 1),, and the binary secret message(11 01 10 01),, is restored.
2.3.4 Algorithm with Ternary Digits (ATD)

As proposed in [28], in this method the secret data consist of digits {0, 1, and 2} in
the form of a ternary string. Each pixel of a cover image takes two ternary digits
from the secret data. The ATD is shown below:

e ATD Embedding Algorithm

Input: Ternary secret message S = {S;|0 < k < |S|, S, € {0,1,2}}; V is cover image
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with size [N, M], N is the number of rows; M is the number of columns.V =
{vi;10 < v;; < 255; vy; is the it", j*™" cover pixel.

Output: Stego image, v***?° [N, M].

Step0. K =0

Step 1: Convert the pixel value v;; to binary by, bg ... ... b, according to equation

(2.3)

7
vy = z by » 2"
r=0 (23)

Step 2: Divide v;; into two sub-segments sub1;; = by, bg, bs, by, b3, b,; and
Subzl’j = bl, bo.

Step 3: Check overflow/underflow for sub1;;, sub2;; according to (2.4), (2.5)

000001 ,if subl;; = 000000
sub1\ij =<{111110 ,if subl;; = 111111 (2.4)
sub1;; Otherwise
01 ,if sub2;; = 00
sub2;j =<¢11 Jifsub2;; =11
sub2;; Otherwise (2.5)

Step 4: Embed the first ternary secret number S, in subl;-j according to the next

Cases:

Case 1: mod(subl;j, 3) =S,
sublf;ego = subly; (2.6)
Case 2: mod(subl;j +13) =5,
sublf;ego = subl; + 1 2.7)

Case 3: mod(subl;-j — 1,3) =5
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Step 5: Construct v;-j by using equation (2.9)

sub1j;%° = subl;; — 1 (2.8)
= sublfjego * 22 + sub2;; (2.9)

vij

Step 6:If (k =k + 1) < |S| go to Step 7 else go to Step9.

Step 7: Embed the second ternary secret number S, into v

Case 1: mod(v;;,3) = S
Case 2: mod(v;]- +1,3) =S

Case 3: mod(v;]- —1,3) =5

ij» according to next cases:

vf}teg * =y (2.10)
stego _ _*°

i =v;+1 (2.11)
stego __

i =v; —1 (2.12)

Step8: k=k+1, if k <|S|, goto Stepl

Step 9: End.

Note 1. Note that due to (2.5), embedding of the second digit by (2.10)-(2.12) does

not change its subl part, i.e. sub1(v

fjtego) = subl (v;]-) = sublis;ego.

Figure 2.3 shows the flowchart of the embedding algorithm.

18



Ternary secret message
S; cover image V

k=0

|
v

convert the pixel value v;; to binary,divide v;;
into two sub-segments sub1;;, sub2;; , read S
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according (2.6), (2.9), and (2.8)
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Figure 2.3: Flowchart of The ATD Embedding Algorithm

19



subl;; = 000000
Yes

subl;; = 000001

Yes

subl;; = 111110

Figure 2.4: Flowchart of Check sub1;; Part of The ATD Embedding Algorithm
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Yes
No

sub2;; = 01

Yes

No
sub2;j =10
sub2;j = sub2;
v v y

Figure 2.5: Flowchart of Check sub2;; Part of The ATD Embedding Algorithm

mod(subl;j, 3) =S Yes

stego N
subl;; 80 = subl;;

mod(subl;j +1,3) =S,

stego __ :
subl;™" = subly;

sublf;ego = subl\ij -1

\ 4 A v
y

End

Figure 2.6: Flowchart of Embedding s, in subl}i Part of The ATD Embedding
Algorithm

21



stego
ij

End

Figure 2.7: Flowchart of Embedding Sy, in v;]- Part of The ATD Embedding
Algorithm

e ATD Extraction Algorithm
Input: V is stego image with size [N, M], N is the number of rows; M is the number
of columns. V = {v;;|0 < v;; < 255}; v;; is the i*", j** cover pixel.

Output: Ternary secret message, S.

Step0. k=0
Step 1: Convert the pixel value v;; to binary b; b ... ..... by according to equation
(2.3)

Step 2: Divide v;; into two sub-segments sub1;; = b;bgbsb,bsb,; and sub2;; =
b, by.

Step 3: Extract first ternary number of sub1,;, according equation (2.13)

ijs
S = mod (subl; ,3) (2.13)
Stepd:k =k +1,ifk <|S| goto Step 5 else go to Step 7.

Step 5: Extract second ternary number from v;;, according toequation (2.14)

ij
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Sk = mOd(vij,3) (214)

Step6: k =k +1,ifk <|S| goto Step 1.
Step 7: End.

Figure 2.8 shows flowchart of the extraction algorithm.

Stego image V
k=0

+
convert the pixel value v;; to binary,divided
vj; into two sub-segments sub1;;, sub2;;
v
Extract first ternary number sy from sub1;
Sk = mod(sublij,3)
v

k=k+1

Y

€S

Extract second ternary number Sy fromv;;, S, = mod(v; ,3)

y

k=k+1

Yes

k <|S|

! No
End

Figure 2.8: Flowchart of ATD Extraction Algorithm




e Example 2. Example for ATD Embedding and Extraction
Let the cover pixel values are (135137 138),,, and the ternary message
be (010212);.We will embed two ternary digits into each cover pixel: 01 into 135,
02 into 157, and 12 into 138.
Embed 01 into cover pixel v; = 135.
Step 1: Convert cover pixel to binary

vy = (135);, = (10000111),
Step 2: Divide binary value of cover pixel into sub,, sub,

sub; = (100001), = (33)4,

sub, = (11), = (3)4,
Step 3: Check overflow/underflow for sub,, sub,; the result after Check
overflow/underflow according to (2.4) and (2.5):
sub; = (33)49
sub, = (01), = (2)10

Step 4: Embed the first ternary secret number S; = (0)5 to sub; according to (2.6),
(2.7) and (2.8):

sub; mod3=33 mod 3=0 =S§;

subftego =33
Hence, apply (2.6)
Step 5:v; = 33 %22 +2 = 134.
Step 6: Read the second ternary number S, = (1)5 and embed it in v;according to
(2.10), (2.11) and (2.12);
v; mod3 =134mod3 =2 # S,
(vy, +1)mod3 = (134+ 1)mod3 =0 # S,

(v; —1)mod3 = (134 — 1)mod3 = 133mod3 =1 = 52
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Hence, v, stego=133
Embed (02) into cover pixel v,=137.
Step 1: Convert cover pixel to binary

v, = (137),, = (10001001),
Step 2: Divide binary value of cover pixel into sub,, sub,

sub; = (100010), = (34)4,

sub, = (01), = (1),
Step 3: Check overflow/underflow for sub,, sub, according to (2.4) and (2.5); no
need for change in this step.
Step 4: Embed S; = (0)5 into sub, according to (2.6), (2.7) and (2.8):
sub; mod3 =34 mod3 =1+ S;
sub; mod3 = (34 +1)mod 3 =2 # S5
sub; mod3 = (34 — 1)mod3 = 33mod3 = 0 = S3.
Hence, apply (2.6): sub, stego=33
Step 5: v, = 33 %22 + 1 = 133,
Step 6: Read the next ternary number S, = (2)5 and embed it in v,according to
(2.10), (2.11) and (2.12):
v, mod3 =133mod3 =1 # S,
v, mod3 = (133 + 1)mod3=2=3S,

Hence,
v;'%9° =134,
Embed (12)5 into cover pixel v3=138.
Step 1: Convert cover pixel to binary

vs = (138);, = (10001010),
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Step 2: Divide binary value of cover pixel into sub,, sub,
sub; = (100010), = (34)4,
sub, = (10), = (2)4,
Step 3: Check overflow/underflow for sub,, sub, according to (2.4) and (2.5); no
need for changes in this step.
Step 4: Embed S5 = (1)3 into sub,according to (2.6), (2.7) and (2.8):
sub; mod3 =34mod3=1= S
Hence, apply (2.6):
sub;*%° = 34,

Step 5: v; = 34 % 22 + 1 = 137.
Step 6: Read the next ternary number S, = (2)5 and embed it in v, according to
(2.10), (2.11) and (2.12):

v;%9° =137 mod 3 =2 = S,

;9% = 137

The stego pixels are (133, 134, and 137).
In the extraction, if we have stego pixel value (133, 134, 137)
stego pixel v,=133.
Step 1: Convert cover pixel to binary
vy = (133),, = (10000101),
Step 2: Divide the binary value of the cover pixel into sub,, sub,
sub; = (100001), = (33)4,
sub, = (01), = (1)4,
Step 3: Extract first ternary number S; from sub; according to (2.13)

S1=33mod3=0
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Step 4: Extract second ternary number S, fromv,, according to (2.14),
S, =133 mod3 =1
The first part of the secret message (01) is restored.
Next stego pixelv,=134.
Step 1: Convert cover pixel to binary
v, = (134),, = (10000110),
Step 2: Divide the binary value of cover pixel into sub,, sub,
sub; = (100001), = (33),
sub, = (10), = (2)4
Step 3: Extract S; from sub, according to (2.13)
S3=33mod3=0
Step 4: Extract S, From v, according to (2.14)
S, =134mod3 =2
The second part of the secret message (02);is restored.
Next stego pixel v;=137.
Step 1: Convert cover pixel to binary
v; = (137)4, = (10001001),
Step 2: Divide the binary value of the cover pixel into sub,, sub,
sub; = (100010), = (34),
sub, = (01); = (1)yo
Step 3: Extract Ss From sub; according to (2.13)
Ss =34mod3 =1
Step 4: Extract S, From v according to (2.14)
Se =137mod 3 = 2

The third part of the secret message (12); is restored.
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Finally, we embedded (010212); into (135,137,138),, and the ternary secret
message (010212); is restored from the stego pixels(133,134,137),.

2.3.5 LSB with Threshold Algorithm (LSBT)

As proposed in [26], this method uses a threshold value which indicates the number
of bits of the secret data embedded into the cover image. The LSBT algorithm is
presented below:

e LSBT Embedding Algorithm

Input: B, is a secret message as a bit string, two moduli numbers, mu and ml; P as
cover image with size [N, M], M is the number of rows; N is the number of
columns; k =0; T is the threshold value; P = {p;;|0 < p;; < 255};p;; is the
ith, jthcover pixel.

Output: Stego image, P,.

Step 0: k=0

Step L:If p;j =T

EC = |log, mu], (2.15)
RES = p;j mod mu, (2.16)
Else
EC = |log, ml], (2.17)
RES = p;jmod ml, (2.18)

where |x] is the maximal integer less or equal to x.
Step 2: Compute

D = |RES — DEC|, (2.19)
where DEC is the decimal value of the next EC bits from B,. From (2.15), (2.16),

Step 3: Embed DEC into p;;. k = k + EC.

Case lip;j <T
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ml

Case 1.1: p;; < -

ml ml
Casel.ZTSpij <T—7

Case1.2.1D > m7l

Case 1.2.1.1 RES = DEC

Case 1.2.1.2 RES < DEC

Case1.2.2D < m7l

Case 1.2.2.1 RES = DEC

Case 1.2.2.2 RES<DEC

Case 1.3 (T —m7l) <pij<T

Case 2:p;; =T

Psij = DEC

AV =ml—D.

Psij = pij + AV.

Ps;j = pij — AV.
AV =D
Psij = pij — AV.

Psij = pU + AV.

k =k + EC.

Case 2.1p;; > 255 —mu/2 +1

Psij = 255 —-mu + 1 +DEC.

Case 22(T +2%) < py; < (255 - 22 + 1)

Case2.2.1 D > %

AV =mu—D
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Case 2.2.1.1 RES > DEC (2.42)

Pgij = pij + AV (2.43)
Case 2.2.1.2RES < DEC (2.44)
Pgij = pij — AV (2.45)

Case2.22 D <= (2.46)
AV =D (2.47)

Case 2.2.2.1 RES > DEC (2.48)
Pgij = pij — AV (2.49)

Case 2.2.2.2. RES<DEC (2.50)
Pgj =pij + AV (2.51)

Case 23T <p;; <T +—- (2.52)
Pgj = pij — RES + DEC (2.53)

Step 4: If k < |B,| go to Step 1.
Step 5: End.

Figure 2.9 shows the flowchart of the LSBT embedding algorithm.
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B, is secret message, mu, ml,
cover image P,T is threshold, k=0

Yes No

EC = |log, mu] EC = |log, ml|

v v
k=k+EC k=k+EC

L2 v

RES = p;; mod mu RES = p;; mod ml
v v

D = |RES — DEC| D = |RES — DEC|
‘ ¢

Embedding algorithm above threshold Embedding algorithm below threshold

Yes

k < Bl

No

Figure 2.9: Flowchart for LSBT Embedding Algorithm
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Yes

P,ij = DEC

No

Piij = p;; — RES + DEC

Yes

No

Yes

No

Case.1

Case.2

A 4

;

Figure 2.10: Flowchart of Embedding Algorithm Below Threshold Part of LSBT
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Bij = (255 —mu + 1) + DEC

No

!

Yes
v w

No

Eij = py;

— RES + DEC

<
<

Yes

Case.1l

No

Case.2

Figure 2.11: Flowchart of Embedding Algorithm Above Threshold of LSBT

.

AV =

mu—

P1]—pU+AV

Eij = p;; —

AV

Figure 2.12: Flowchart of Case.1 in Figures 2.10, 2.11
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Figure 2.13: Flowchart of Case.2 in Figures 2.10, 2.11

e LSBT Extraction Algorithm

Input: P, is stego image with size [N,M], T Threshold value, Two moduli, mu, ml.
Output: Bq is a bit string with extracted secret message

Step 1: k=0; Compute RES and EC as follows:

Case 1:P;; <T

EC = [log, ml] (2.54)
RES = Pg;; mod ml (2.55)
k=k+EC
Case 2: Pg;; =T
EC = |log, mu] (2.56)
RES = Pg;jmodmu (2.57)
k=k+EC

Step 2: Convert RES into the bit string with the EC bits and insert it into the secret

data B;.
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Step 3: if k < |B,| go to Step 1. Otherwise, go to Step 4.
Step 4: End

Figure 2.14 shows the flowchart of the LSBT extraction algorithm

mu, ml, stego image p,,T, k=0

»l

Yes No
v
EC = |log, mu] EC = |log, ml]
! v
k=k+Ec k=k+Ec
v v
RES = pymod mu RES = pymod ml
\ |
v
Convert RES into bit string with EC bit length, then insert it into B;.
No
k < |Bsl

Yes

Figure 2.14: Flowchart for LSBT The Extraction Algorithm

e Example 3. Example of LSBT embedding-extraction

Let the cover pixel values be (160 200 255 150 ),, for cover pixel, and B, be a
secret bit string (01110111101),, T=160, mu=8, ml=4.

Embedding into p; = 160:

Step 1:
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Check if (p; = T) = (160 = 160)? yes
Hence, calculate EC according to (2.15)
EC = |log, 8] = 3.then read 3 bits from B, (011),,
and convert them to decimal, DEC = 3
Calculate RES according to (2.16)
RES = 160 mod8 = 0.
Step 2: Compute D according to (2.19)
D=10-3]=3.
Step 3: Pixel, p;, = 160, meets case 2 condition since p; = 160 > T = 160
And it meets case 2.3 condition since
T =160 < pij =160 < T+~ = 164.
Hence, DEC=3 is embedded according to (2.53):
ps(1) =160 — 0 + 3 = 163.
Now, embed into p, = 200.
Step 1:Since p, =200 > T = 160
calculate EC according to (2.15)
EC = |log, 8] = 3.
EC = 3,thenread 3 bits from B, (101),, and convert them to decimal, DEC
=5
Calculate RES according to (2.16):
RES = 200mod8 = 0.
Step 2: Compute D according to (2.19)
D =10-5|=5.
Step 3: Embed DEC=5 into p, = 200

according to case 2.2 since
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T+7% = (160 +3) = 164 < pij = 200 < 255 -2 + 1= (255 -2+ 1) =
252.
Case 2.2.1 condition holds:
D=5>"=4
Hence, calculate AV as (2.41):
AV =mu—-D=8-5=3.
Since case 2.2.1.2 holds, according to (2.45)
ps(2) = pij — AV = 200 — 3 = 197.
Now, consider embedding into p; = 255:
Step 1: Since p; =255 >T =160
calculate EC according to (2.15)
EC = |log, 8] = 3.

EC = 3,read 3 bits from B;(111), convert to decimal DEC =7
Calculate RES according to (2.16)
RES = 255mod8 = 7.
Step 2: Compute D according to (2.19)
D=|7-7|=0.
Step 3: Embed DEC=7 into p; = 255
according to case 2.1 since according to (2.38)
255> (255-8+ 1),
ps(3) = (255 — 8+ 1) + 7 = 255,
Embedding (01), into p, = 150:
Step 1:Since p4=150<T=160
calculate EC according to (2.17)

EC = |log, 4] = 2,
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EC = 2,read 2 bits from B,(01), convert to decimal DEC = 1
Calculate RES according to (2.18)
RES = 150mod4 = 2.
Step 2: Compute D according to (2.19)
D=|2-1|=1.
Step 3: Embed DEC=1 into p; = 150

according to case 1.2 since
2 <150<160 -2,
2 2

2 <150 < 158.

Case 1.2.2 condition holds:

D=1<"=2
Hence, calculate AV as (2.30):

AV =D =1.

Since Case 1.2.2.1 holds, according to (2.32)

ps(4) = 150 — 1 = 149.

The stego pixel are(163 197 255 149),,.
In the extraction, we have stego pixel value (163 197 255 149),,, and stego pixel,
ps(1)=163.
According to Case 2 p,(1) =T
From (2.56) and (2.57)
EC = |log, 8] = 3,
RES = 163mod8=3.
Convert RES to binary with EC length:(011),.

The secret message (011), is restored.
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The second stego pixel, p,(2)=197.
According to Case 2 p,(2) =T
From (2.56) and (2.57)
EC = |log, 8] = 3.
RES = 197mod8=5.
Convert RES to binary with EC length (101),
The secret message (101), is restored.
The third stego pixel, p,(3)=255.
According to Case 2 p,(i) = T.
From (2.56) and (2.57)
EC = |log, 8] = 3,
RES = 255mod8=7.
Convert RES to binary with EC length (111),
The secret message (111),is restored.
And the fourth stego pixel, p,(4)=149.
According to Case 1, ps(i) < T.
From (2.54) and (2.55)
EC = |log, 4] = 2,

RES = 149mod8=1.

Convert RES to binary with EC length (01),
The secret message (01), is restored.
Finally, we embedded (01110111101), into (160 200 255 150),,, and the secret

message (01110111101), is restored from the stego pixels (163 197 255 149),,.
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2.4 Color Perception

The human eye distinguishes color by hue, saturation, and brightness. As we know,
primary colors can be one-to-one correlated with light wavelength. Also,
combinations of different light wavelengths can cause the same perception of color

[23].

The RGB color model is a convenient means for representing color which was
established in Commission Internationale de I'Eclairage (CIE) in 1931. R, G and B
are three light waves with three different colors called reference color stimuli and
denote wavelengths of monochromatic light of 700.0 nm for R which is selected
from a wavelength region where human perception does not change much with
changing wavelength 546.1 nm for G, and 435.8 nm for B that correspond to
emission lines of Hg lamp. To establish a broad array of colors by an additive color
model, Red, Green, and Blue lights are mixed together in various ways. The color
matching experiment mixes three primary colors to find a coincidence with the given
color by human perception [20]. Figure 2.15 shows the color matching experiment

for RGB.

0.4

0.0
350 400 4w” 600 650 700 750 80O
wavelength (nm)

Figure 2.15: The Color Matching Experiment for RGB [20].

40



2.5 Known Metrics for Evaluating Quality of Stego Images

Several metrics are used usually to measure the quality of the stego-images. In the
following, we explain them.

e Mean Square Error (MSE)

MSE is the mean of squares of differences between the cover image and the stego
image [28]:

Yo DL T (X — Xi)? (2.58)

Mse =
) 3xm=x*n ) )
where N, M is number of columns and rows, respectively, of cover image, X¢, and

the stego image, X3

e Peak Signal to Noise Ratio (PSNR)

PSNR is calculated as follows:

2552

PSNR =10 loglo dB (2.59)

where 255 is the maximum possible value of gray scale pixel value [28]. PSNR uses
potentially maximal pixel value, 255, that actually may not be reached, that may
result not in proper quality description by it.

e Signal to Noise Ratio (SNR)

Signal to noise ratio refers to the measurement of the level of an audio signal as
compared to the level of noise that is present in that signal. A larger value of SNR

implies a better quality [3], it is calculated as follows:

SNR =10 * mglom dB (2.60)

0_Gn"'o_Bn

where o%;, o0&, and o%; are color component variances of cover image,

and 0%,,,0&,,and o3, are color component variances of noise-added image[5].

Variance is calculated as follows:
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o2 = L B (X—wy))? (2.61)
- MN '

where x is mean of the pixel image, u;; is the pixel value of an image, and, NM is the
number of pixels of the image, and mean is defined as follows:

SN xij (2.62)

X = ,
MN

where X is mean of the pixel image, x;; is the pixel value of an image, and, NM is
the number of pixels of the image.

e Embedding capacity

Embedding capacity is defined as the number of bits of secret data embedded in each

pixel of cover image.

EC = Size of secret data in bits p (2.63)

~ Size of cover image in bytes

2.6 Known Experiments Setups and Results

1) For gray scale images, the eight cover images used in [28], are shown in Figure
2.16, and PSNR for the both schemes(ATD and LSBT), for random secret messages
with different size and averaged over 8 cover images Figure 2.16 are shown in Table

2.1, Figure 2.17 shows PSNR for two schemes (ATD and LSBT) [28].

(e) goldhill (f) Lena

(c) Barb (d) Elain (g) peppers (h) Zelda

Figure 2.16: Cover Images Used in [28]
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Figure 2.17: PSNR Values (dB) for ATD and LSBT Obtained in [28] for Random
Secret Messages with Different Sizes and Averaged Over 8 Cover Images
Figure 2.16.

Table 2.1: PSNR (dB) of LSBT and ATD [28] for Random Secret Message
with Embedding Capacity 3.1699 BPP for 8 Cover Images Figure 2.16

Cover image LSBT ATD
Airplane 36.11 37.45
Baboon 36.10 37.41
Barb 36.09 37.41
Elain 36.11 37.42
Goldhill 36.21 37.41
Lena 36.04 37.41
Peppers 36.07 37.39
Zelda 36.11 37.40

From Table 2.1 and Figure 2.17, we see that the ATD has better image quality when
the embedding capacity greater is than 3 BPP, while LSBT achieves higher stego

image quality when embedding capacity is less than 3 BPP.
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2) For color scale images, Table 2.2 shows PSNR and MSE for LSB algorithm [24],
and two cover images used in [24] to embed the secret message are shown in Figure

2.18.

Table 2.2: LSB PSNR (dB) and MSE for LSB [24]

Cover image PSNR(dB) MSE
Lena 55.9461 0.1654
Baboon 55.9238 0.1662

(a) Lena (b) Baboon
Figure 2.18: Cover Images Used in [24].

2.7 Problem Definition

In this thesis, we study ATD and LSBT for gray scale images, and LSB and ATD for
color scale images.

e For gray scale images:

1) For LSBT and ATD, the papers [26] [28] do not provide the proofs of the
methods, hence, we prove correctness of ATD

2) For LSBT, information is not provided in [26] how to set the threshold T and two
moduli mu, ml. We give examples showing that LSBT [26] works incorrectly in
some cases, explain them, and fix the problems by proposing modified LSBT, LSBT -
M, for which we define parameter values such that the algorithm works correctly.

3) In [28], PSNR of ATD and LSBT is presented without theoretical explanation,
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hence, we find a formula for threshold T dependence of embedding capacity Bit Per
Pixel (BPP).

4) In [28], ATD considers the secret message as the ternary stream, but conventional
messages are binary, hence, we need solving the problem of binary-ternary
conversions.

5) In [28], only 8 cover images were considered in the experiments, hence, we
extend experiments to 15 cover images for the both algorithms (ATD, LSBT).

e For color images:

1) In [28], ATD works on the gray scale images only, hence, we extend ATD to
work on the color scale images. and we test it for digit embedding combinations
(112, 121, 112), where, for example, combination 112 means that, one ternary digit is
embedded into R component, one ternary digit is embedded into G component, and
two ternary digits are embedded into B component of RGB pixel.

2) We implement LSB for bit embedding combinations (224, 242, 422, 134, 143,
314, 341, 413, 431), where, for example, combination 143, means that, one bit is
embedded into R component, four bits are embedded into G component, and three
bits are embedded into B component of RGB pixel.

3) We modify LSB to the adaptive LSB, ALSB, which determines bit embedding
combination depending on the color intensity of each component R, G, and B.

4) Study PSNR characteristics to find the most appropriate for color scale images
quality description. From our experiments for the color scale images, we propose
MSNR (Mean Signal to Noise Ratio), APSNR (Actual PSNR) for color scale image
components (each of them is a gray scale image).

In MSNR as in (2.64) we calculate the mean value overall pixel image and change

the possible peak signal which is 255 in equation (2.59) to the mean value of pixels.
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MSNR = 10 logyo ——B, (2.64)

Where x is the mean value of the pixels of the cover calculated according to (2.62).
In APSNR as in (2.64), APSNR considers actual peak signal instead of possible peak

signal which is 255 in equation (2.59).

APSNR =10 log;o 7 dB, (2.65)

where X is the actual peak value of the pixels of the cover image.

5) Also, we propose weighted PSNR, APSNR, and MSNR for color scale images by

three different groups of weights (R,, = 0.4, G, = 0.3, B,, = 0.3),(RW = % G, =

1 B, = g) and (R, = 0.4, G, = 0.243, B, = 0.357), R, weights of Red,

G,, weights of Green, B,, weights of Blue.
2.8 Summary of Chapter 2

Thus, in this chapter, we have done the following:

1. We have presented the overview of Steganography and methods of
Steganography.

2. We have presented the related work and known experiments on LSB, LSBT, and
ATD. Also, we explain three algorithms (LSB, ATD, and LSBT) with numerical
examples for each of them.

3. We have presented the color perception, and the known metrics for evaluation
performance of Steganographic algorithms (LSB, LSBT, and ATD) and the results of
known experiments from [28], [24].

4. Problem definition for the thesis is given.
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Chapter 3

ATD AND LSBT ANALYSIS AND RECOVERED

PROBLEMS FIXING

In this chapter, analysis of ATD and LSBT is given.
3.1 Proof of ATD Correctness

We embed digits by pairs, and the first digit in a pair, even-numbered secret digit is

embedded into subl}j by (2.6)-(2.8). After that, v;; is defined by (2.9), and the

J
second digit in the pair, odd-numbered digit, is embedded into v;j by (2.10)-(2.12).
Consider extraction of the first, even numbered secret digit S,. It is extracted from

sub1;; by (2.13). Consider the following cases:

Case 1: If the secret digit S, was embedded according to (2.6), then

mod(subl;;,3) = S holds, and due to Note 1,

S, = mod(sublf;ego, 3) = mod(subl\ij, 3) =Sk (3.1)
Hence, extracted digit,S,,, and embedded digit S, are the same, S, = Sj.
Case 2: If the secret digit, S),, was embedded according to (2.7), then mod(subl;j +
1,3) = S, holds, and due to Note 1,
S,; = mod(sublf;ego, 3) = mod (sublgj +1,3) =S, (3.2)
Hence, extracted digit S, and embedded digit S, are the same, S, = Sj.
Case 3: If the secret digit S, was embedded according to (2.8), then mod(subl;j -

1,3) = S; holds. and due to Note 1,
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S = mod (sub1};°%°,3) = mod (sub1;; — 1,3) = S, (3.3)
Hence, extracted digit, S,,, and embedded digit, S, are the same, S,, = S,,.
As far as embedding of the first digit is done only by three ways, (2.6)-(2.8), and in

stego -

each one extraction from sub1;;"is done correctly, i.e., extracted digit is the same

as the embedded one, hence, ATD correctness for the first digit in a pair is proved.

Now consider extraction of S,, an odd numbered secret digit (the second digit in a

stego
ij

pair), that is extraction from the pixel value v
Embedding into the pixel value the second ternary digit is made by (2.10), (2.11),
and (2.12). Consider each of the cases as follows:

Case 1: If the secret digit S, was embedded according to (2.10), then mod (v;;,3)=Sk

and
S, = mod (visjtego, 3) = mod(vgj, 3) =S (3.4)

Hence, S, = S.
Case 2: If the secret digit S, was embedded according to (2.11), then
mod (v;;+1,3)=S}, and

Sk = mod (v;;*° +1,3) = mod(vij' +1,3) = S; 3.5)
Hence, S, = S.
Case 3: If the secret digit S, was embedded according to (2.12), then mod(v;j-

1,3)=S; and

S,; = mod (visjtego - 1,3) = mod(v;]- - 1,3) =Sk (3.6)

Hence, S, = S.

Thus, as far as in all three cases of embedding, extraction returns the same second
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digit as embedded, the algorithm correct work is fully proved.
3.2 LSBT Problems Fixing and Proof of Fixed LSBT Correctness

The embedding capacity of a pixel is determined according to the threshold value, T,
by (2.15), (2.17). For this algorithm, we prove that, the value of stego pixel still is in
the same range as it was in the cover image before embedding, and the algorithm

works correctly extracted value is the same as it was embedded.

When the pixel value is less than T, we have three cases for embedding the secret

message into a pixel value. We consider each of the cases as follows:

ml

From (2.18)
0 < RES <ml (3.7)
From (2.17)
0 < DEC < 2E¢ <ml (3.8)
From (2.20), (2.21) and (3.8)
Pg; = DEC<T (3.9)

Thus, Pg;; and p;; are both in the same, less than T. In extraction, from (2.55) and

(3.9)
RES-E=DEC mod ml

Since by (3.8), DEC< ml, RES-E = DEC, i.e. extracted and embedded values are the

same.

ml ml
Case 1.27 <pij<T -5
Case 1.2.1.1 (D > =) and (RES = DEC)

From (2.19) and (2.23),
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D = |RES — DEC| > ’”7[
From (2.25) and (3.10),
DEC < RES — ”‘71

From (2.18),

ml
DEC < p;j mod ml -5

From (2.24), (2.25), and (3.10)
AV =ml— RES + DEC.
From (2.26) and (3.13),
Ps;; = pij + ml — RES 4+ DEC.

From (2.18), (3.12), and (3.14),

Pgi; = pij+ ml— RES + DEC < p;; + ml — p;j mod ml + p;j mod ml —

ml ml
2 TPty

Then, from (3.15) and (2.22),
Psij <pu+m7l< T.
Thus, we see that Pg;; and p;; are both less than T.

In extraction algorithm, from (2.18), (2.55), (2.17), and (3.14),

RES—E=(pij +ml — RES + DEC)mod ml = (pij + ml — p;;mod ml +

DEC)mod ml = (p;; — p;j mod ml) mod mi+ ml mod ml+DEC mod ml =

0+ 0+ DECmodml =DEC

Thus, extracted value, RES-E, and embedded value, DEC, are the same.
Case 1.2.1.2 RES < DEC

From (2.19) and (2.23),
D = |RES — DEC| > mTI

From (2.27) and (3.17),
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DEC > RES + -

From (2.18) and (3.18),

DEC > p;; mod ml +m7l
From (2.24), (2.27), and (3.17)

AV = ml — DEC + RES.
From (2.28) and (3.20),

Pg;j = pij — ml — RES + DEC
From (2.17), (2.18), (2.22), and (3.21),
Pgij = pij — ml — p;j mod ml + DEC < pij —ml + DEC < pij < T

Thus, from (3.22),

Pgj =T
Thus, from (3.23), we have that both Pg;; and p;; are less than T.

In extraction algorithm, from (3.22), (3.23),(2.17), and (2.55),
RES-E=(p;j — p;j mod ml) mod ml — ml mod mi+DEC mod ml
=0 — 0+DEC mod ml =DEC
Thus, extracted RES-E value and embedded value, DEC, are the same.
Case 1.2.2.1

From (2.19) and (2.29)
D = |RES — DEC| Sm7l
From (2.31) and (3.24),
DEC > RES -
From (2.18),
DEC 2 p;;mod ml - ==

From (2.30), (2.31), and (3.24),

o1

(3.18)

(3.19)

(3.20)

(3.21)

(3.22)

(3.23)

(3.24)

(3.25)

(3.26)



AV = RES — DEC
From (2.32) and (3.27),
Py = pij — RES + DEC
From (2.18), (2.30), (2.22), (2.31), and (2.32),
Pgj = pij —piyjmodml+ DEC <p;; <T

Thus,

Ps; <T.
Hence, from (2.22) and (3.30), both p;; and P;; are less than T.
In extraction algorithm, from (3.28), (3.29), (2.17), and (2.55)

RES — E = (pij — pij mod ml) mod ml+ DEC mod ml

=0+DEC mod ml = DEC

Hence, extracted value, RES-E, and embedded value, DEC, are the same.

Case 1.2.2.2

From (2.19) and (2.29)
D = |DEC — RES| SmTZ
From (2.33) and (3.31),
DEC < RES + -
From (2.18) and (3.32),
DEC < p;j mod ml +mTl
From (2.30), (2.33), and (3.31),
AV = DEC — RES
From (2.34) and (3.34),
Pgi; = pij + DEC — RES

From (2.18), (2.22), (3.33), and (3.35),
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Psij = pij — pij mod ml + DEC < pij — p;j mod ml + p;j mod ml + m7l = (3.36)

ml

pij + - <T
Then, from (3.36),
Py <T. (3.37)
Hence, from (3.37) and (2.22), both pij andPy;; are less than T.
In extraction algorithm, from (2.55), (2.17), and (3.35),
RES-E=(p;j — p;j mod ml) mod ml+DEC mod ml =
=0+DEC mod ml =DEC.

Thus, extracted value, RES-E, and embedded value, DEC, are the same.
Case 1.3 Condition (2.35) holds.
From (2.17),

0 < DEC < 2E¢ <ml (3.38)

From (2.18), (2.35), and (2.36),

Psij =pij_pij modml+DEC, (339)
pij — pij mod ml = kml. (3.41)

Using (3.41) in (3.39), we get:

Pgi; = kml + DEC. (3.42)
Let us construct a counterexample, showing that P;; (3.42) may be not less than T
contrary to p;; meeting (2.35).
Counterexample 1. Let the threshold value T=160, cover pixel p;;=159, ml =9, and
a secret message is (111)s,.
From (2.18),

EC = |log, 9] = 3.

From (2.19),
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RES = 159 mod 9 = 6.
DEC is the decimal value of EC=3 bit length, and the secret message is (111),;
then, DEC=(7)0-
From (2.35) and (2.36),
Pyj =159 — 6 + 7 = 160=T.

Thus, Counter example 1 shows that the value of stego pixel, Pg;;, is 160 that is not

ij
less than T, whereas original cover pixel value, p;; = 159, is less than T.
According to the Counter example 1, we suggest the first amendment of LSBT
method
LSBT Amendment 1. Let T and ml in LSBT input satisfy the following condition
(3.43):
T =k1+ml, (3.43)
where k1 is an integer.
Proof. Let us prove that in the condition of Counter example 1, when (3.42) holds,
LSBT with Amendment 1 works correctly. From (3.40), (3.41),
k <kl (3.44)
Hence, from (3.43), (3.44) and (3.42),
Psij = kml+DEC <kml+ml=(k+1)ml<T =kl*ml (3.45)
In extraction algorithm, from (3.45), (2.17), and (2.55),
RES — E = Pg;;mod ml = (3.46)
=(kml + DEC) mod ml= kml mod ml + DEC mod ml = DEC (3.47)
Thus, extracted value, RES-E, and embedded value, DEC, are the same, and LSBT
with Amendment 1 works correctly in the conditions of the counter example 1

resulting from (3.42). All the proofs, preceding Counter example 1, are valid for

LSBT with Amendment 1 since no condition was imposed in LSBT on T and ml.
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Now, continue the proof of LSBT with Amendment 1 correctness.
When the pixel value is larger than or equal to T, we have the three cases for

embedding the secret message into the pixels. We consider the cases below:

Case2.1py =T, py >255——-+1.

From (2.16),
0 < RES = p;jmod mu < mu. (3.48)
From (2.15),
0 < DEC < 2E¢ < mu. (3.49)
From (2.37) and (2.38),
Py;j = 256 —mu + DEC. (3.50)

We face difficulty in proving that Pg;; (3.50) is not less than T as pij for the Case 2.
We show in Counter example 2 that Pg;; meeting (3.50), may, contrary to p;;, be less
than the threshold, T.

Counter example 2. Let T = 252, mu = 18, p;; = 253 > 256 — % =256—9 =
247,DEC = 1,then Py;; = 256 — mu + DEC = 256 — 18 + 1 = 237 < T = 252.
Hence, P;; is less than T, where as original p;;>T.

In Counter example 2, T is an integer multiple of mu, and mu is not a power of 2.
Let us consider one more counter example with T not being a multiple of mu, and
mu being a power of 2.

Counter example 3. Let T = 252, mu = 16, p;; = 253 > 256 — mu/2 = 256 —
8 = 248, DEC = 1, then Py;;=256- mu + DEC = 249 < T = 252.

Hence, Py;; is less than T, where as p;;>T.

To fix the problem seen from Counter examples 2, 3, let us consider the second

amendment of LSBT.
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LSBT Amendment 2. Let T be a multiple of mu, that is a power of 2:
T = k1 * mu,
mu = 2k2,

where k1, k2 are some positive integers.

(3.51)

(3.52)

Proof of the LSBT Amendment 2 correctness. Let us prove that when (3.50) in the

conditions of the Case 2.1, LSBT works correctly if (3.51), (3.52) hold. From (2.37),

and assuming that 256= k3* mu,
pij > 256—%= k3 *mu—%: (k3 —%)*mu,
pij =T = k1 *mu.
Since T < 256,
k1 < k3.
According to (3.50), (3.54), (3.55)
Pgi; = 256 —mu + DEC = (k3 — 1) *xmu + DEC = k1 * mu + DEC
=T+ DEC=T

From (3.56), we see that both, Pg;; and p;;, are not less than T.
In extraction algorithm, from (2.56), (2.57), (3.50), and (3.51)

RES —E = (256 —mu + DEC) mod mu =

((k3 — 1)mu + DEC)mod mu = DEC mod mu = DEC.

(3.53)

(3.54)

(3.55)

(3.56)

(3.57)

From (3.57), the extracted value, RES-E, and embedded value, DEC, are the same.

Since LSBT Amendment 2 does not affect conditions of LSBT Amendment 1, we

can conclude, that LSBT with Amendments 1 and 2 works correctly in the conditions

of Cases 1 and 2.1 of LSBT Embedding Algorithm.

Let us continue proving of LSBT with Amendments 1, 2 for the rest cases of LSBT

Embedding Algorithm.

Case 2.2.1.1.RES > DEC
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From (2.19) and (2.40),

D = |RES — DEC| > ==,
From (2.42) and (3.58),

DEC < RES — ==,

From (2.16),

DEC < p;; mod mu — %
From (2.41), (2.42), and (3.58),

AV =mu — RES + DEC.
From (2.43) and (3.61)

Pgij = p;j + mu — RES + DEC.

From (2.16), (2.39), and (3.62),

P.S‘ij = Pij — Dij mod mu + mu + DEC >pU+DEC ZPU >T.

Then, from (3.63),
Py;>T.
Thus, both Pg;; and p;; are greater than T.

In extraction algorithm, from (2.15), (2.39), (3.63), and (2.57),

RES-E=(p;; — p;j mod mu) mod mu+ mu mod mu+DEC mod mu

0 + 0+DEC mod mu =DEC.

Thus, the extracted value, RES-E, is the same as the embedded value, DEC.

Case 2.2.1.2 RES < DEC
From (2.19) and (2.40),
D = |RES — DEC| > ==,
From (2.44) and (3.60),
DEC > RES +=-.

From (2.16) and (3.66),

S7

(3.58)

(3.59)

(3.60)

(3.61)

(3.62)

(3.63)

(3.64)

(3.65)

(3.66)



DEC > p;; mod mu + % (3.67)
From (2.41), (2.44), and (3.60),
AV =mu — DEC + RES. (3.68)
From (2.45) and (3.68),
Pgi; = pij — mu — RES + DEC. (3.69)
From (2.16),(3.67), and (3.69),
Pgj > pij — pij mod mu — mu + p;; modmu+%. (3.70)

Then, from (3.70) and (2.39),

mu

From (3.71) and (2.39), both Py;;, p;; are greater than T.

In the extraction algorithm, from (2.57), (3.69), (2.15), and (2.16),
RES-E=(p;j — p;j mod mu) mod mu — mu mod mu+DEC mod mu =
0+DEC mod mu = DEC.

Thus, the embedded value, DEC, is the same as the extracted value, RES-E.

Case2.2.2.1D < % RES = DEC

From (2.19) and (2.46),

D = |RES — DEC| < % (3.72)

From (2.48) and (3.72),
DEC > RES — % (3.73)

From (2.16) and (3.73),
DEC = p;; mod mu — % (3.74)

From (2.47), (2.48), and (2.19),
AV = RES — DEC. (3.75)

From (2.49) and (3.75),
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Psi; = pij — RES + DEC. (3.76)

From (2.16), (3.72), and (3.74),
Pgij = pij — pij modmu+pi}-modmu—%:pi]~—% (3.77)
Then according to (2.39), (3.77),
Py > pij — % >T. (3.78)

Thus, from (2.39), (3.78), both Py;; and p;; are greater than T.
In the extraction algorithm, from (3.76), (2.15), (2.16), and (2.57),

RES-E=(p;; — p;j mod mu) mod mu+DEC mod mu

=0+DEC mod mu =DEC.

Thus, the extracted value, RES-E, is the same as the embedded value, DEC.

Case 2.2.2.2.RES < DEC.

From (2.19) and (2.46),

D = |DEC — RES| < ==, (3.79)
From (2.50) and (3.79),
DEC < RES + % (3.80)
From (2.16),
DEC < p;; mod mu + % (3.81)

From (2.47), (3.79),and (2.50),
AV =D = DEC — RES > 0. (3.82)
From (2.51), (2.39), and (3.82),
Pgj =pij+ D =p;; + DEC— RES > p;; > T. (3.83)
Thus, from (2.39), (3.83), both Py;;, p;; are greater than T.
In the extraction algorithm, from (3.82), (2.15) and (2.16),
RES-E=(p;; — pij mod mu) mod mu+DEC mod mu =

0+DEC mod mu =DEC.
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Thus, the extracted value, RES-E, is the same as the embedded value, DEC.
Case23T <p;; <T+~~

From (2.16) and (2.53),

Pyj = pij — pij mod mu + DEC. (3.84)
pij — pijmod mu = k * mu (3.85)
Pgij = k *mu + DEC (3.86)

Due to LSBT Amendment 2, (3.51) holds. Hence, from (2.16), (3.85), and (2.52),
T+%=k1*mu+%>pu:k*mu+RE52T:k1*mu. (3.87)
From (3.87),
klxmu<k*mu<ks*mu+RES < (kl+05mu< (k1 + Dmu. (3.88)

From (3.88) and (2.16),

k1<k<kl+1. (3.89)
From (3.89),
k =k1. (3.90)
From (3.51), (3.86), and (3.90),
Pgij =k*mu+ DEC = kl+*mu+ DEC =T + DEC. (3.91)
From (2.15) and (3.91),
Pyj=T+DEC>T. (3.92)

Thus, from (3.92), we have that both stego-pixel value, P;;, and original cover pixel

ij
value, p;;, are not less than T.
In the extraction algorithm, from (2.52), (3.51), (3.92), and (2.15),

RES — E = Pg;j mod mu = (3.93)

=(T + DEC) mod mu = (k1 * mu + DEC) mod mu = 0 + DEC mod mu = DEC.

Hence, from (3.93), the extracted value, RES-E, is the same as the embedded value,
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DEC. Thus, we have proved that:

1. The LSBT algorithm works incorrectly under settings specified in [28]. It is
proved by Counter examples 1-3 is showing that stego pixel value and original pixel
value may belong to different ranges (not less than T, less than T, where T is the
threshold value) that generally leads to the extracted value different from the
embedded value.

2. The LSBT has fixed by the proposed LSBT Amendments 1, 2, imposing
conditions (3.43), (3.51), and (3.52). Under these conditions, we prove that LSBT
with Amendments 1, 2 works correctly. LSBT modified with the Amendments 1, 2
we call LSBT-M.

3. Settings used for the experiments in [28] satisfy the conditions we have

established in the LSBT-M (see conditions (3.43), (3.51), and (3.52)).
3.3 Summary of Chapter 3

In this chapter, we have proved correctness of ATD, and shown that LSBT is
incorrect for its original settings as well as we solve LSBT problem by conditions
(3.43), (3.51), and (3.52) on T, mu, and ml; LSBT settings used in the experiments

[28] satisfy the conditions of LSBT-M.
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Chapter 4

IMPLEMENTATION OF ATD AND LSBT-M

ALGORITHMS FOR GRAY SCALE IMAGES

Now, we will present implementation of ATD and LSBT-M algorithms.
4.1 ATD Implementation

We generate a message randomly as secret data, the size of secret data started with
524288 =512 * 512 * 2 bits. In every iteration, it increases by 30,000 bits and we
record the values of MSE, PSNR, MSNR, and APSNR. The secret message is
divided into non-overlapping blocks the size of block 64-bit; blocks that are
converted, at first, to the decimal numeral system, and then to base 3. We receive in

the result of the conversion a block of 41 ternary digits.

A secret message is generated by the MATLAB function ‘randi’ as follows:

secret_massege= randi([0 1],1,start_length);
A secret message is converted to ternary by the following function:
ternary_number=convertto__ternary(secret_massege);

In Appendix A.2, lines 1-37, in this function, the secret data are divided into blocks
with size 64 bits; then each 64-bit block is converted to 41-ternary-digit block. The
first function, in line 11, converts a block to decimal system, and the second
function, in line 12, converts the result of the first function, in line 11, to ternary. The
full code is displayed in Appendix A.2. After preparing the secret data (by converting

it to ternary numbers), we embed two ternary digits in each pixel of a cover image.
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Then according to Step 2 in ATD as in Appendix A.3, lines 4-13, in line 7 we
convert each pixel of the cover image to the base-2 numeral system (8 bits/pixel)
according to (2.3). After that, we divide each pixel into two parts, the first sub
segment consisting of the first six bits of the 8 bits (six most significant bits), and the
second sub segment consisting of the last two bits (two least significant bits). Then,

we modify the pixel according to (2.4), (2.5), as Appendix A.3, lines 14-25.

When embedding the secret message, there is a possibility of overflow/ underflow.
An overflow may yield values of some pixel greater than 255 after embedding. The
underflow may yield the values of some pixel less than 0. We avoid them by adding
one to the sub-segment (for underflow), or subtracting one from the sub-segment (for
overflow), as shown in (2.4) and (2.5). For example,
v, = (11111100),,sub; = (111111),,sub, = (00),

Assume the secret digits are (1,2), and to embed this message into the pixel v, we
should add 1 to sub, = (111111), and subtract 1 from sub, = (00) for embedding
the secret data (1,2) as in (2.7), (2.12), but this operation will cause the overflow.
Hence, by preprocessing operators (2.4), (2.5), we get sub, = (111110), and
sub, = (01),. Then, we embed two ternary digits into the pixel as (2.6) to (2.11),
the first digit is embedded according to (2.6)- (2.8) as shown in Appendix A.3, lines
27-33, and then the second digit is embedded according to (2.9)-(2.11) as shown in

Appendix A.3, lines 35-44.

After embedding all of the secret data into the cover image, we record the values of
PSNR, MSNR, APSNR, and BPP as shown in Appendix A.1, lines 20-31, in lines

20, and 21, we calculate the mean value of the cover image for calculating the
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MSNR (2.64) line 29. In line 28, we calculate the maximal value of the cover image
for calculating the APSNR. In lines 27 and 31, we calculate the PSNR (2.59) and
APSNR (2.65), respectively. The full code is given in Appendix A.1 and the results
are available in Appendix A.6.

As a sample output of our implementation, and the results for embedding the secret

message in the cover image (Lena) are shown in Figures 4.1 and Table 4.2.

Cover image Stego image

Figure 4.1: Lena Cover Image and Stego Image for ATD Implementation with Secret
Message Size 644288 Bits, Appendix A.6

Table 4.1: ATD Results for Lena Image

cover image BSHR Actual P3NR MSNR MSE gize secret data Epp
dB dB db
lena.BUP 39.341881 38.994399 33.082488 7.566452 524288 2.000000
lena.BUP 39.093979 38.746497 32.834586 8.010921 554288 2.114441
lena.BUP 38.863923 38.516441 32.604530 8.446720 584288 2,228882
lena.BUP 38.662911 38.315429 32.403518 8.846863 614288 2,343323
lena.BUP 38.435312 38.087830 32.175919 9.322861 644288 2.457764
lena.BUP 38.245145 37.897663 31.985733 9.740154 674288 2,572205
lena.BUP 38.055621 37.708139 31.796228 10.174622 704288 2.606646
lena.BUP 37.874323 37.526841 31.614930 10.608356 734288 2.801086
lena.BUP 37.695110 37.347628 31.435717 11055271 764288 2.915527
lena.BUP 37.531930 37.184449 31.272538 11,478558 794288 3.029968
lena.BUP 37.396861 37.049379 31.137469 11.841160 824288 3.144409

For extraction stage, we extract a ternary message by extraction function, Appendix
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A.4, lines 1-51. In line 7 is the call the MATLAB function dec2bin to convert the
pixel of stego image from decimal to binary, line 8-10, we divide each binary byte (8
bits) into two parts: the first sub-segment consists of the first six bits of the 8 bits,
and the second sub-segment consists of the last two bits. And then, we extract the
first secret ternary digit from the first sub-segment (2.13), line 12 as well as the

second secret ternary digit extract from the stego-pixel (2.14), line 14.

After extracting all the ternary message, we divide the ternary message into blocks
with size 41 ternary digits, line 29. After that, we convert each sequence of 41
ternary digits to decimal, line 48, then convert the decimal to binary, line 49. From
each pixel, we extract two ternary digits, we continue until all the secret messages
are extracted and then convert it to the binary. The text of the code can be viewed in

Appendix A.
4.2 LSBT-M Implementation

This algorithm LSBT-M is applied with two different types of threshold:
1. Constant threshold (T=160) (LSB with Constant Threshold, LSBCT), as in
[28], Appendix B.
2. Dynamic threshold according to the next formulation (4.1) (LSB with
Dynamic Threshold, LSBDT), Appendix C:
|160 = (|[BPP] — x) + 10] when [BPP] # x

T = , (4.1
T =160 Otherwise

where [BPP] is the maximal embedding capacity, [BPP]| = 3.14, x is the number of
secret bits embedded in each pixel of cover image in each loop calculated by using

(2.63). The LSBDT works correctly by imposing conditions on LSBT-M regarding
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ml and mu (3.43), (3.51), and (3.52); according to these conditions, the value of T is
a multiple of ml and mu, while mu is a power of 2. The code to calculate T is in
Appendix C.1, lines 17-30, in line 17, Appendix C.1, we calculate the value of BPP
according to (2.63), in lines 18-22, calculate the value of T according to (4.1). As

well as in line 23, we check that the value of T meets the conditions of LSBDT.

In this algorithm, we use two moduli numbers mu and ml to determine how many
bits will be embedded in the pixel of a cover image according to the value of a
threshold. If the value of a pixel is larger than or equal to the threshold, we use mu,
otherwise ml. From Appendix B.2, line 2-16. we calculate EC, RES, and
D according to (2.15) and (2.17) for EC in line 4, (2.16) and (2.18), for RES line 5,

(2.19), for D line 16.

In embedding stage, Appendix B.2, lines 11-25, we check the value of pixel of the
cover image; if the pixel value is greater than or equal to the threshold, we use mu,
otherwise we use the ml. In line 13, compute EC detecting how many bits will be
embedded in each pixel as in (2.15) and (2.17). And in line 14, we compute the
residue RES as in (2.16) and (2.18). DEC is the decimal value of EC bit fetched from
the secret message. In line 24, we compute the DEC by the MATLAB function
bin2dec. Line 25 calculates D from DEC and RES according to (2.19). Then we
embed the secret message according to Case 2 in LSBT:
In embedding part, appendix B.2, lines 26-50, we have two cases.

- The pixel of a cover image is greater than or equal to the threshold.

- The pixel of a cover image less than the threshold.

In each case, we have three different situations to compute the value of pixel of stego

66



image. The three different situations for the first case are presented in Appendix B.2,
lines 26, 29, and 47 according to (2.37), (2.39), and (2.52), respectively. Also, three
different situations for the second case are presented in the Appendix B.2, lines 66,

69, and 87 as in (2.20), (2.22), and (2.35), respectively.

After embedding all of the secret data into the cover image, the values of PSNR
(2.59), MSNR, and APSNR are recorded (see Appendix B.1, lines 5-6 and 22-32). In
line 6, we calculate the average value of the cover image to be used in calculating
MSNR in line 30, and in line 29, we calculate the maximal value of the cover image
for calculating APSNR. In lines 28 and 32, we calculate the PSNR and APSNR
respectively. The full code is given in Appendix B.1 and the results are available in

Appendices B.4 and C.2.

As a sample output of our implementation, the results of embedding the secret
message in the cover image (Baboon) are shown in Figure 4.2 and Table 4.2 for

LSBDT, and Table 4.3 show results for LSBCT, with T=160.

LR AW

Stego image

Cover image
Figure 4.2: Baboon Cover Image and Stego Image for LSBDT Implementation
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Table 4.2: LSBDT Implementation for Baboon Image

COver inage Hae secret data PR Aetual PR HSKR HSE il Hu

il il i
Baboon. bup 324788 43.637203 43.097940 31.728041 200423 4 i 19
Baboon, bmp 394288 41,491%1 40892697 3150797 £.611%4¢ 4 i 180
Baboon. bmp f4d288 39,9814 31.388 34.072268 £.53031 4 i 12
Baboon. bmp 704288 38857527 8.258263 32.948363 8458167 4 8 %
Baboon, bmp 134288 3.978208 31.77894¢ 32,489045 9.44£251 4 i 3
Baboon. bmp Tg4288 1039312 37.440047 213048 10.212402 4 § kY
Baboon. bmp 824288 35,435728 34.836463 28.52656¢ 18.599770 8 16 160
Table 4.3: LSBCT Implementation for Baboon Image; T=160
cover_inage Sz secrer data PSR Actoal PEIR MR MiE Ml Mu T

il il il
Babaon. brp 524288 41,955945 41,356681 36.046762 4,144630 4 g 160
Baboon, bmp 84288 41,486587 40887323 35577423 4, 617657 4 8 160
Baboon, bmp 644288 36,503475 35954210 30644311 14379139 8 16 160
Babaon. brp 704288 36.170410 35,571146 30.26124 15,705051 g 18 160
Baboon, bmp 134288 35985098 35385834 30075934 16389683 8 16 160
Baboon, bmp Te4288 35,7643 35165090 29,875191 17163043 8 16 160
Baboon. brp 824288 35.431005 34,831741 29.521841 16.620007 g 18 160

In the extraction part, for extracting the secret message from the stego image, we

need the value of threshold, T, and values of two moduli mu and ml.

As mentioned before, in Appendix B.3, lines 8-52, we compare the value of the pixel

with the threshold value, if the threshold is greater than or equal to the pixel value,

we use mu, else we use ml. In lines 9 and 29, we compute the value of EC by (2.15)

and (2.17), and in lines 10 and 30, RES is calculated by (2.16) and (2.18). Then, we

convert RES to decimal with EC bits. This is the part of code when the pixel value is

greater than the threshold, the all code is in Appendix B.3, and results are in
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Appendices B.4 and C.2.
4.3 Summary of Chapter 4

Thus, in this chapter, we have implemented and tested ATD, LSBCT, and LSBDT
methods. In the ATD method, we take ‘Lena’ image as an example, and we take as
example ‘Baboon’ image in LSBDT and LSBCT. The results and all codes of

methods for all functions are available in the Appendices A, B, and C.
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Chapter 5

IMPLEMENTATION OF ATD AND LSB ALGORITHMS

FOR COLOR IMAGES

In this chapter, we present implementation of LSB and ATD for color images. We
use 8 color cover images with size 512*512 pixels and one binary message as a
secret message. We use MSE (2.58), PSNR (2.59), SNR (2.60), WPSNR, MSNR
(2.64), and WMSNR for evaluating the performance of the both algorithms (ATD

and LSB).
5.1 LSB Implementation

We have implemented LSB in two different ways. The first way is the traditional
LSB with different embedding combinations (224, 242, 422, 134, 143, 314, 341, 413,
and 431). It means that, e.g., in combination 143, one-bit is embedded into the Red,
four bits into Green, and three bits into the Blue component of the RGB color pixel.
The second way is Adaptive LSB (ALSB). In this way, we have two cases:

1) Four bits are embedded into the largest, 3 bits in the middle, and one bit into the
lowest color intensity pixel component (ALSBmax).

2) It uses the inverse order of embedding compared to ALSBmin: four bits are
embedded into the lowest color intensity pixel component

5.1.1 Traditional LSB with Different Embedding Combinations

In the embedding phase, we create a function for embedding the secret message in
the cover image. In this function, we split the cover image into three matrices

(planes) R, G, and B. The number of bits embedded in each byte of matrixes (R, G,
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and B) is determined from the combination that we use. In Appendix D.2, lines 11-
22; Line 11 detects how many bits to embed in Blue matrix. Line 21 converts bits of
the secret image as binary string to decimal by using the MATLAB function bin2dec.
Embedding the secret bits in Blue plane according to (2.1) is made in line 22. In lines
25-34, we embed 4 bits in green as in Blue, and in line 35-46 here embed one bit in
Red as in Blue, y, u return the number of pixel touch to embedding the secret

message. The full code can be viewed in the Appendix D.2.

The results of traditional LSB with different embedding combinations (224, 242,
422, 134, 143, 314, 341, 413, and 431) are available in Appendix C.9. Then we
calculate MSE (2.58), PSNR (2.59), SNR (2.60), WPSNR, MSNR (2.64), and

WMSNR as in Appendix D.1, lines 24-44.

In Appendix D.1, line 24, we call a function, MSE, for calculating the MSE as in
(2.58). This function receives the number of pixels modified for embedding the
secret message cover image, and stego image as input, and calculates the mean
square error in Red, Green, and Blue matrixes as in the Appendix D.4, lines 1-16.

In Appendix D.1, line 32, we call function to calculate the value of WAPSNR by
calculating the actual maximal value in Red, Green, and Blue matrices. Then
calculating APSNR (2.65) for each matrix (Red, Green, and Blue) then weigh them

by equal weights (1/3, 1/3, 1/3)) as in Appendix D.7, line 11.

In Appendix D.1, line 25, we calculate the value of MSE over all the image. In line
26, Appendix D.1, we call function, PSNR, to calculate the PSNR as in (2.59) for the
image as a whole and each matrix (R, G, and B). Code of PSNR function is given in

Appendix D.5, lines 1-6.

71



In Appendix D.1, line 29, we call the function MSNR to calculate MSNR. In this
function, first we calculate the mean value for each matrix (R, G, and B). Then,
MSNR is calculated for each matrix (R, G, and B), Appendix D.6, lines 1-14.

In Appendix D.1, lines 40-43, we calculate value of SNR as in (2.60) by calling the
function, SNR, Appendix D.8, lines 1-12, for calculating the variances of the color
component (R, G, and B) of the cover image and variances of added noise in color

component (R, G, and B).

As a sample output of our implementation, the results for embedding the secret
message in the cover image ‘Lena’, when using combination 134 are shown in

Figures 5.1 and 5.2.

Cover image Stego image
Figure 5.1: Lena Cover Image and Stego Image for LSB with Combination (134)
Implementation. Appendix D.9

cowver image Size secret__data BESHNER MSE

dB
lena color 1280000 36.058180 16.116190
FSHERE R=51.141538 PSMR _G=37.946714 PSEMER B=32 _.400274
HMSHR R=48.122408 MSHER G=2Z9.734115 HMSHR B=24. 738896

MSNR=S0.085409
Actual PSNR weight (173 1/35 1/35) =39 .S59666
W PSNR(0.4 0.243 0O.357)=41.244564

W PSNR(0.4 0.3 0.3)=41.560711
W_PSMR(1/3_1/3_1,/3)=40.496175
W_MSNR(O.4_0.243_0.357)=35.306139
W_MSNR(O.4_0.35_0.3)=35.S520566
W_MSMR(1/3_1/3_1/3)=34.198473
SMR=17.3360=5|

Figure 5.2: Quality Measures for Lena Image After Secret Message Embedding by
LSB for Combination (134)
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In the extraction function, Appendix D.3, we need combination that is used in
embedding phase to extract the secret message.

5.1.2 Adaptive LSB (ALSB) Implementation

In Adaptive LSB (see Appendix E) all of the functions are similar to the traditional
LSB except for two differences. The first difference is that we calculate the color
intensity by calculating the average of each matrix (Red, Green, and Blue matrices)
according to the next formula (5.1):

_ T B CIG ) (5.1)
MN '

ACk

Where CI is the color matrix (Red, Green, and Blue matrices), k=1, 2, 3, NM is the
number of pixels of the image, and ACk is the average of color for matrix k.

As we described before (Section 5.1, beginning), we have ALSBmax and ALSBmin
variants of ALSB.

Appendix E.1, in line 9, 11, and 13, we calculate the mean of matrixes (Red, Green,
and Blue). In Appendix E.1, lines 33-56, we compare the averages of the matrixes to

detect the embedding capacity in each matrix.

In embedding stage, Appendix E.2, lines8-10, we embed the number of bits to be
embedded into each matrix (Red, Green, and Blue) in first pixel of cover image for
the future use in the extraction stage this the second difference.

The results for embedding the secret message in the cover image ‘Lena’ are shown in

Figures 5.1 and 5.3.
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cover image S5ize_secret_data PSHE MS5E
dBe

lena_ color 1280000 35.558127 18.082883

avg R=60.043004 avg G=33.020903 avg B=35.1843592
PSNER_ER=31.601155 PSHNR_G=51.15831%9 PSNER_B=38.6976%8
MSHER R=28.582025 MSHNE G=42.945720 MSHER B=31.036320

MSNR=29.588358
Actual PSMR_weight (1/3_1/3_1/3)=39.849215
W_PSNR(0.4 _0.243_0.357)=38.887012
W_PSNR(0.4_0.3_0.3)=39.537267
W_PSNR(1/3_1/3_1/3)=420.485724

W_MSNR (0.4 0.243_0.357)=32.948586
W_MSNR(0.4 0.3 _0D.3)=33.627422
W_MSNR(1/3_1/3_1/3)=34.188022
SHR=15.3398574

Figure 5.3: Quality Measures for ALSBmin for Lena Image

For extraction, in main program, Appendix E, we call the extraction function. In this
function, Appendix E.3, lines 8-10, we extract from the first pixel of the stego-image
according (2.2) how many bits are embedded in each matrix (R, G, and B), and then

extract the secret message (see Appendix E.3).
5.2 ATD Implementation

We have implemented ATD with combinations (112,121,211) defining number of
ternary digits embedded in each component, (R, G, B) of a color pixel. Also in LSB,
we have also considered combinations corresponding to 8 BPP. In this algorithm
ATD, we calculate the MSE (2.58), PSNR (2.59), WPSNR, SNR (2.60), MSNR

(2.64), and WMSNR only for modified pixel.

In the embedding and extraction phases, given in Appendices F.2, F.3, all of the
functions are similar to ATD in gray scale image. Just here we have three matrixes
(Red, Green, and Blue), and a number of ternary digits embedded in each matrix
depend on the combination we use (112, 121, and 211). The all code of ATD is given

in Appendix F.
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Results of embedding of the secret message in the cover image ‘Lena’ for the

combination (112) are shown in Figures 5.1 and 5.4.

cover image Size_secret_data ESHE MSE

dB
lena color.jpg 1280000 37.550079 11.430&89
PSHR_R=3T7.353306 PSHR_G=37.651402 PSHR_EB=37.652425
MSHR R=34.334176 HMSHR G=29.438803 HMS5HE B=29.991048

MSNR=31.580308
W_PSHR(O.4 0.243 0.357)=37.532529

W _PSNR(O.4 0.3 _0.3)=37.532471

W _PSNR(1/3 1/3 1/3)=37.552378

W _MSNR(0.4_0.243_0.357)=31.594103
W_MSNR(O.2_0.3_0.3)=31,562625

W MSNR(1/3 1/3 1/3)=31.254675

Bctual PSNR weight (1/3 1/3 1/3)=36.915868
SNR=16.354770

Figure 5.4: ATD Quality Measures for Lena Cover Image

5.3 Summary of Chapter 5

Thus, in this chapter, we have implemented and explained ATD and LSB in two

difference ways (Traditional LSB with combinations, ALSB), we have presented

‘Lena’ image result as an example. All results and full codes and all functions in

ATD and LSB are available in the Appendix D, E, and F.
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Chapter 6

EXPERIMENTS RESULTS

In this chapter, we discuss the experiments results of the algorithms for the gray scale
(Section 6.1) and color scale (Section 6.2).

6.1 Gray Scale Image Results for ATD, LSBCT, and LSBDT

Fifteen gray scale cover images with size 512x512 pixels used in the experiments are
shown in Figure 6.1. Secret messages in these experiments are generated randomly
with different sizes. First, we start with the size of a secret message equal to 524288
(512 * 512 * 2) bits, and then increase the size by 30,000 bits every iteration, and

record the values of quality measures. The simulation steps show in Figure 6.2.

Cover image1 i Cover image3

Cover image8

Figure 6.1: Gray Scale Cover Images Used in ATD, LSBCT, and LSBDT Simulation
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Get Cover Image with
512*512 Pixels

A 4

Generate Secret Message with Size
524288 Bits

»

>

A

Generate Secret
Message with New
Size

Embedding Secret Massage by use of ATD
or LSBCT or LSBDT Algorithms to get
Stego Image

A

Increase Size of
Secret Massage
by 30000 Bits

Yes

\ 4
Calculate PSNR, MSNR, and
APSNR

Size of Secret Massage < Maxsize

Figure 6.2: Flowchart for Gray Scale Simulation Steps

6.1.1 ATD Results

Table 6.1 shows the PSNR for 15 cover images in Figure 6.3 and EC in the range [2,

3.14] BPP; raw data are in Appendix A.6.
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Table 6.1: PSNR of ATD

Cover EC (BPP)
image 2 | 222 | 246 | 269 | 280 | 292 | 314
PSNR (dB)
1 39.86 38.86 38.41 38.02 37.85 37.69 37.39
2 39.32 38.86 38.44 38.04 37.87 37.69 37.41
3 39.34 38.86 38.43 38.04 37.87 37.69 37.38
4 39.33 38.87 38.42 38.05 37.85 37.71 37.40
5 39.35 38.87 38.44 38.06 37.86 37.69 37.38
6 39.33 38.86 38.44 38.06 37.86 37.68 37.41
7 39.32 38.87 38.44 38.05 37.90 37.69 37.41
8 39.34 38.87 38.45 38.05 37.87 37.68 37.41
9 39.35 38.86 38.44 38.06 37.87 37.69 37.40
10 39.25 38.79 38.37 37.99 37.82 37.63 37.35
11 39.33 38.86 38.44 38.04 37.88 37.69 37.40
12 39.33 38.87 38.42 38.05 37.86 38.68 37.39
13 39.33 38.85 38.44 38.05 37.86 37.70 37.41
14 39.25 38.70 38.27 37.81 37.59 37.41 37.12
15 39.29 38.84 38.40 38.01 37.83 37.67 37.36
Average
PSNR 39.35 38.85 38.42 38.03 37.84 37.73 37.57
(dB)

For 15 different cover images, we get close results for PSNR. Averaged over 15

images dependence on EC is shown in Figure 6.3.

| T T L P ST

PSNR(dE)

2 2.2 24 28 3 32

26
EC{sPP )
Figure 6.3: Average PSNR of ATD

From Table 6.1 and Figure 6.3, we see that PSNR slightly decreases from 39.35 dB
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to 37.57 dB when the embedding capacity, EC, increases from 2 BPP to 3.14 BPP.
6.1.2 LSBCT Results

We have implemented this algorithm with constant threshold T=160 as in [26], and
we use two different groups of moduli ((ml=4, mu=8) and (ml=8, mu=16)). These
moduli values are defined according to the size of the secret message. Under
assumption that the cover image pixel values are distributed uniformly in {0,.., 255},
maximal embedding capacity, MAX-EC, dependence on threshold ml, and mu,
MAX — EC (T, ml, mu), may be defined as follows:

-7

MAX — EC(T,ml,mu) = 22—6 * log, ml + 252656

* log, mu. (6.1)

From (6.1),

160

MAX — EC(160,4,8) = — 2 +(256 — 160) /256 * 3 = 2.376 BPP. (6.2)
From (6.2), we see that the secret message for EC < 2.376 may be embedded with
T =160,ml =4, mu =8 (as in the first two columns of Table 6.2), but for

EC>2.376, it is necessary using ml = 8, mu = 16.

Actually, MAX — EC(160,8,16) = g *3+96/256 x4 = 3.375 BPP

and all the EC in Table 6.2 are less than that value.
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Table 6.2: PSNR for LSBCT Algorithm

EC (BPP)
2 222 | 246 | 269 | 280 [ 292 3.14
ml
Cover 4 4 | 8 | 8 | 8 | 8 8
image
mu
8 8 | 16 | 16 | 16 | 16 16
PSNR (dB)
1 42.18 41.75 36.64 36.28 36.11 35.95 35.65
2 41.93 41.40 36.38 36.06 35.91 35.75 35.34
3 42.96 42.70 37.47 37.11 36.96 36.07 36.04
4 42.60 42.40 37.20 36.83 36.71 36.06 36.37
5 41.81 41.28 36.54 36.09 35.90 35.67 35.31
6 41.25 40.90 35.61 35.32 35.20 35.08 34.91
7 41.97 41.48 36.54 36.16 35.99 35.77 35.49
8 40.21 39.80 34.54 34.22 34.06 33.93 33.57
9 40.82 40.41 35.12 34.79 34.65 34.50 34.20
10 40.75 40.49 34.94 34.67 34.58 3451 34.31
11 42.55 42.11 37.31 36.80 36.61 36.39 36.03
12 41.30 41.03 35.63 35.41 35.35 35.22 35.04
13 42.79 42.36 37.17 36.89 36.74 36.61 36.23
14 41.16 40.77 35.44 35.14 34.95 34.80 34.60
15 43.78 43.73 38.72 38.31 38.12 37.92 37.92
Average

PSNR 41.87 4151 36.35 36.01 35.86 35.70 35.41

dB

Table 6.2 shows PSNR for LSBCT for 15 images and values of ml and mu we use in
our experiment and BPP € [2,3.14]. To evaluate the performance of LSBCT, we
average PSNR overall the stego images, also shown in Figure 6.4. Raw results are

given in Appendix B.4.
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PSNRIB)

EC{BPP )
Figure 6.4: Average PSNR for LSBCT

From Figure 6.4, we see that the maximum value of PSNR is 41.87 dB for
embedding capacity 2 BPP. On the other hand, when we increase the embedding
capacity, we get the minimal value of PSNR about 35.41 for embedding capacity
3.14 BPP. Also, from the Figure 6.4, we see a sharp drop in the value of PSNR when
the embedding capacity is higher than 2.22 BPP, which drops from 41.87 dB for 2.22
BPP to 36.35 dB for 2.46 BPP. To avoid the sharp drop as we mentioned before, we
use the ml=8 and mu=16 instead of ml=4, mu=8 according to (6.1)-(6.3). This
change leads to a great number of bits embedded and, hence, a great distortion.

6.1.3 LSBDT Results

We have implemented LSB with dynamic threshold. The value of the threshold is
calculated according to (4.1). Also, here we use two different groups of moduli
((ml=4, mu=8) and (ml=8, mu=16)). These moduli values are defined according to
the size of the secret message as in Section 6.1.2, All results are shown in Appendix

C.2.
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» Example of the threshold value calculation:
From Table 6.3, if the size of the secret message is 764288 bits, the maximum
embedding capacity in our experiment is 3.14 BPP, and the size of the cover image is

512*512, then we first calculate the embedding capacity, x, according to (2.63).

764288
X = = 2.92.
512%512

Then substitute x in (4.1):

T =160 = ([3.14] — 2.92) + 10| = 45.
Check if value of the threshold, T is a multiple of mu (mu = 16) or not. If it is a
multiple of mu, then keep it. Otherwise, choose a small number that is a multiple of
mu. In this example, result is 45 that is not a multiple of mu = 16. Hence, we select
a small number that is a multiple of mu=16, it is 32. After that, we calculate the

maximal embedding capacity, MAX — EC, according to (6.1) as follows:

32 256 — 32
MAX — EC(32,4,8) =

256*2+W*3=2.875

Since Max — EC(32,4,8) = 2.875 < x = 2.92 then we can’t embed all secret
message with this threshold. Thus, again decrease threshold by mu and recheck the
actual embedding capacity in our example T = 32 after subtraction T = 32 — 16 =

16 then recheck the as follows:

256—-16
256

MAX — EC(16,4,8) = % * 2+ *3 =2.9375MAX —EC =29375>x =

2.92, hence we can embed all secret messages with this threshold, T = 16.
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Table 6.3: PSNR for LSBDT Algorithm

Size of secret message (Bits)

524288 | 584288 | 644288 | 704288 | 734288 | 764288 | 824288

EC(BPP)
2 | 222 | 246 | 269 | 280 | 292 | 3.14
ml
Cover 4 | 4 | 4 | 4 | 4 | 4 | 8
Image mu
8 | 8 | 8 | 8 | 8 | 8 | 16
T
192 | 160 | 128 | 80 | 48 | 16 | 160
PSNR (dB)

1 43.21 41.76 40.04 39.03 38.55 38.05 35.60

2 43.42 41.41 40.15 39.29 38.54 38.19 35.36

3 44.12 42.68 40.59 39.33 38.60 38.08 35.47

4 43.18 42.41 41.22 39.48 38.55 38.08 35.37

5 42.94 41.31 39.80 38.34 38.34 38.04 35.33

6 42 40.90 40.09 38.88 38.88 38.52 34.79

7 43.67 41.47 40 38.87 38.36 38.07 35.45

8 40.57 39.79 39.20 38.63 38.31 38.09 35.59

9 41.82 40.41 39.41 38.79 38.41 38.13 34.21

10 43.66 40.50 39.46 38.86 38.54 38.15 34.30

11 43.26 4211 41.12 39.64 39.05 38.52 35.99

12 43.02 41.02 39.73 39.01 38.80 38.66 35.02

13 43.78 43.74 42.90 4212 40.06 38.60 34.78

14 42.09 40.78 40.01 39.38 38.97 38.71 34.59

15 43.76 42.36 40.14 38.95 38.48 38.13 35.23

Average

PSNR 42.97 4151 40.26 39.30 38.70 38.27 35.48

dB

Table 6.3 shows PSNR of LSBDT algorithm for all images, as well as average over
all images, and values of T, ml, and mu that we use in our experiments. As we see
from the Table 6.3, the quality of a stego-image drops when the size of the secret

message increases; raw results are shown in Appendix C.2.
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Figure 6.5: Average PSNR for LSBDT

From Figure 6.5, we can see that the maximum value of PSNR it reaches 42.97 dB
when the embedding capacity is equal to 2 BPP. Figure 6.5 illustrates a noticeable
drop in the value of PSNR when the embedding capacity is between 2 BPP and 2.92
BPP which drops from 42.97 dB to 38.27 dB. Then we see a sharp drop in the value
of PSNR when the embedding capacity is higher than 2.92 BPP. PSNR drops rapidly
from 38.27 dB for 2.92 BPP to 35.48 dB for EC=3.14 BPP, because the number of
distorted bits increases from {2, 3} for mi=4, mu=8 to {3, 4} for m(=8, mu=16.
6.1.4 ATD, LSBDT, and LSBCT Comparison Results

Comparison results for the both methods obtained for PSNR (2.59) are shown in

Table 6.4.
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Table 6.4: PSNR (dB) for LSBCT (T=160), LSBDT, and ATD Dependence on EC
(BPP)

EC (BPP) LSBCT (T=160) LSBDT ATD
2 41.87 42.97 39.35
2.22 4151 4151 38.85
2.46 36.35 40.26 38.42
2.69 36.01 39.30 38.03
2.80 35.70 38.27 37.73
2.92 35.41 35.48 37.57
3.14 41.87 42.97 39.35

PSNR(dB)

PSMNR ATD
—+— PSNR T=160
—4— PSNRdynamic T
30 I I I

. i i i
2 22 24 26 238 3 31

Ec(BPP)
Figure 6.6: PSNR (dB) for ATD and LSBCT (T=160) and LSBDT Dependence on
EC (BPP)

From the Table 6.4 and Figure 6.6, it is evident that the quality of the image for ATD
is slightly affected by the increase of the embedding capacity. LSBCT and LSBDT
have a high quality for the embedding capacity up to 2.22 BPP. LSBDT PSNR
reaches 42.97 dB, while LSBCT reaches 41.87 dB for embedding capacity EC= 2
BPP. For embedding capacity between 2.22 BPP and 2.46 BPP, LSBCT PSNR drops
quickly to 36.35 dB. After that, it falls slightly and reaches 35.41 dB at EC=3.14

BPP.
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ATD has a higher PSNR than LSBDT when embedding capacity is more than 3 BPP;
this is because in LSBDT uses modules with values {8, 16} for the large-size secret
messages. It means that in each pixel it embeds 3 or 4 bits according to the threshold,
and the maximum possible distortion by embedding is 15, and for ATD, the
maximum possible distortion is 10 (e.g., when subl and sub2 are increased from O to
1, and then subl and resulting pixel are again increased by 1; each increase of subl,
gives increase by 4, an increase of sub2 and of the pixel results in increase by 2).
6.1.5 Comparison Versus Known Experiments Results

From the known experiments are shown in section 2.6, Table 2.1, Figure 2.17, and
from our results in Table 6.4 and Figure 6.6, when we compare the ATD and LSBCT
as in the known experiments we don’t get the same result as in the paper [28].
Therefore, we modify the LSBCT to LSBDT to get the same result as in the paper
[28].

6.2 Results for Color Images

In this section, we discuss the results of LSB, ALSBmax, ALSBmin, and ATD for
different combinations of embedding into color scale images.

6.2.1 LSB and ALSBmax, ALSBmin Results

Cover color scale images with sizes of 512x512 pixels used in the experiments are
shown in Figure 6.7. The secret message in this experiment is constant. The raw
results are shown in Appendices D.9 and E.3. The simulation steps show in Figure

6.8.
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Cover image1 Cover image2 Cover image3 Cover image4

, 4

Cover image8

Cover image5 Cover image6

-

Figure 6.7: Cover Images Used for Experiments with ATD and LSB

Cover Image
512*512

¥

Generate Secret Message

A 4
Select RGB Combination
v
Embedding Secret Massage by use of ATD
or LSB or ALSB Algorithms to get Stego
Image

v
Calculate PSNR, MSNR,
WPSNR and WMSNR

Figure 6.8: Flowchart for Color Image Embedding by ATD, LSB, and ALSB
Simulation Steps

Table 6.5 shows the PSNR of LSB for combinations (134, 143, 341, 314, 413, 431,

224, 242, and 422); and PSNR of Adaptive LSB in both cases the raw results are in
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Appendices D.9 and E.3.

Table 6.5: PSNR (dB) for LSB in Different Combinations and ALSBmax, ALSBmin

LSB for different combinations )
ALSBmax | ALSBmin

Color (422|242|1224(431(341|413|143|314|134
Image

Pepper | 36.15 | 33.9 | 36.97 | 35.64 | 35.68 | 35.75 | 35.58 | 36.35 | 36.46 | 35.58 36.46

Lena | 35.95| 36.15 | 36.63 | 35.46 | 35.68 | 35.57 | 34.3 | 36.05 | 34.6 | 36.05 34.6

Baboon | 36.17 | 36.13 | 35.05 | 37.01 | 35.66 | 35.77 | 35.62 | 36.32 | 36.33 | 36.62 36.33

Barbra | 33.16 | 36.1 34 | 36.63 | 35.66 | 35.76 | 35.62 | 36.3 | 36.31 | 35.63 36.31

Balloon | 36.18 | 36.16 | 37.01 | 35.64 | 35.66 | 35.78 | 35.63 | 36.4 | 36.38 | 36.38 36.4

Blue | 38.28 | 36.19 | 37.66 | 37.44 | 34.52 | 35.01 | 35.66 | 38.89 | 34.08 | 34.08 37.44

Green | 34.46 | 36.39 | 36.85 | 34.1 | 35.58 | 34.24 | 33.08 | 35.99 | 36.29 | 34.1 34.1

Red | 35.47 | 36.09 | 33.51 | 34.98 | 35.7 | 36.5 | 35,55 | 35.9 | 35.91 | 34.98 35.91

PSNR 422
—+—PSNR 242
PSNR 224
—+— PSNR AISBmin
PSMNR ALSBmax
—+—PSNR 4 31
—+— PSNR 341
PSMNR 413
—+—PSNR 143
PSNR 314
‘| —&— PSNR 134

PSNR(dB)

d o
@Q & %r?o Q-F? @'}d) ‘%}\}Q c}qp @b

Figure 6.9: PSNR for LSB for Different Embedding Combinations and ALSBmax,
ALSBmin

As we can see from the Table 6.5 and Figure 6.9, different LSB combinations for
various images are in different relations while the embedding capacity is the same.
EC=8 BPP. For example, for Lena, PSNR=35.95 dB in 422 combination is less than
PSNR=36.15 dB for 242 combination, whereas for Blue, PSNR for 422 combination

is greater than PSNR for 242 combination.
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Figure 6.10: SNR for LSB for Different Embedding Combinations and ALSBmax,
ALSBmin

From the other side, SNR (2.60) for LSB is less than PSNR dependent on the images
but still two combinations on different images may be in inverse relationships (e.g.,
SNR for 431 on Barbara is less than SNR for 431, but on Balloon, SNR for 431 is
greater than SNR for 431) as we can see in Figure 6.10.

6.2.2 ATD Results

In this algorithm as in gray scale, we convert the secret message to base 3, and we
embed in each pixel 4 ternary digits in different combinations 211, 121, and 112. For
example, if we use 211 combination, it means that two ternary digits are embedded
in red color component, one ternary digit in Green color component, and one ternary
digit into Blue color component. Results are given in Table 6.6 and Figure 6.11; raw

results are in Appendix F.3.
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Table 6.6: PSNR (dB) for ATD for Different Combinations Result

C | Combinations
over Image 211 121 112
Peppers 37.41 37.42 37.42
Lena 37.55 37.55 37.55
Baboon 37.56 37.56 37.56
Barbara 37.57 37.56 37.57
Balloon 37.42 37.43 37.43
Blue 37.55 37.54 37.54
Green 34.50 34.50 34.50
Red 36.77 36.76 36.77
38
PSNR 211
T B e et —+— P3NR 121
—+— PSNR 112
7| T R eeeanefennnnnes P S 4 T Toemanens I
E‘ 365 [N U, [N UL SR, PSP NN [N [SUNUN |, BN———
el
S
&
51
35---4
MAL--i : , :
i ] ] I 1 ]

& #
& & @,v“& A S R
Figure 6.11: PSNR for ATD for Different Embedding Combinations

From Figure 6.11 and Table 6.6, we see that PSNR for ATD is not affected by the
combination but it depends on image; PSNR for this algorithm is in range from 34.50

dB to 37.57 dB; we get the minimum value in the Green image for all combinations.
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Figure 6.12: SNR for ATD in Different Embedding Combinations

For SNR we get the smallest value for Green image is 7.1 dB, and Lena image has
the largest value of SNR, 16.5 dB, as Figure 6.12 shows.
6.2.3 ATD and LSB Comparison Results

Figure 6.13 shows ATD versus LSB comparison results using 512x512 cover

images.

M5F

&
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Figure 6.13: PSNR for ATD and LSB

As we can see from Figure 6.13, ATD has a large value of PSNR when we compare
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it with LSB algorithm, except for the Green image. In this image, the ATD algorithm
gets a small value of 34.5 dB. The value of PSNR for LSB algorithm changes
between 35.4 dB and 36.7dB.

On the other hand, SNR for ATD and LSB is very close to each other as we see in
Figure 6.14 except for the Green image. The quality of ATD is less than LSB as
shown in Figure 6.14 which drops to approximately 9 dB for LSB and to 7 dB for

ATD.
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Figure 6.14: SNR (dB) for ATD and LSB

6.2.4 Comparison Versus Known Experiments Results

From the known experiments are shown in section 2.5, Table 2.2, in [24] they
implement LSB with combinations 134 on two cover images (Lena, Baboon), in
addition, we implement LSB with 8 different combinations and on 8 cover images

shown in figure 6.7. Also, we modify LSB to ALSB (ALSBmax, ALSBmin).

6.3 Study of the Quality Metrics

According to our experiments which we discussed in Section 6.2, when we embed 8
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bits in each pixel, we obtain PSNR a different behavior for various combinations and
images. We expect that good combinations shall depend on image and shall be little
dependent on the combinations since all of them modify the same number of bits (8
bits).To solve this problem, we consider the following measures: MSNR (Mean
Signal to Noise Ratio) and APSNR (Actual PSNR). MSNR (2.64) is calculated as the
mean value of all image pixels and changing the possible peak signal value, which is
255 in equation (2.59), to the mean value of matrix. And APSNR (2.65) improves
PSNR by considering actual peak signal instead of possible peak signal which is 255
in equation (2.59). Then we weigh MSNR and PSNR by three different groups of
weights (grouplvalues, (0.4, 0.243, and 0.357)), we get as the follows:

From Figure 2.15, we get hy = 0.35, h; = 0.3125, and hy = 0.2125,

Hgym = hg + hg + hg = 0.875.

After normalizing:

hgr 0.25

hR = Hewm = m = 0.4,
h‘G _ _he _ 02125 _ 0.243,
Heym  0.875
hy = 8 = 23125 _ 9357

Heum 0.875
We have suggested two other group of weights (group 2 values, (0.4, 0.3, 0.3), and
group3 values (1/3, 1/3, 1/3)).

6.3.1 MSNR and APSNR for Gray Scale Images

e ATD Results

APSNR for ATD dependence on embedding capacity is shown in Figure 6.15.
APSNR decreases with the increase of the embedding capacity. It arrives at 37.07 dB

when embedding capacity is equal to 3.1 BPP.

93



0 : : : : : :

R R T T ——
39
38.58

38

PSNR(dB)

375

ET

T T S

25 i | i i | |
2 22 24 26 23 3 31
Ec(BPP)

Figure 6.15: APSNR (dB) of ATD

MSNR for ATD dependence on embedding capacity is shown in Figure 6.16. We see
that MSNR has the same form as PSNR and APSNR. It decreases from 32.85 dB

when EC=2 BPP to 30.87 when EC=3.1 BPP.
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Figure 6.16: MSNR (dB) of ATD

e LSBCT Results

APSNR for LSB with Constant Threshold algorithm reaches the maximum value
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41.53 dB for embedding capacity, EC= 2 BPP and minimum value 35.07 dB for 3.1
BPP as shown in Figure 6.17. For MSNR there is a severe decrease in the quality of

the stego image when increasing the embedding capacity, it drops to 29.10 dB,

shown in Figure 6.18.
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Figure 6.17: APSNR (dB) for LSBCT
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Figure 6.18: MSNR (dB) for LSBCT
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e LSBDT Results

APSNR and MSNR for LSBDT in Figures 6.19 and 6.20 reach the maximum value
42.62 dB and 36.58 dB respectively for the embedding capacity, EC= 2 BPP. So

these values quickly drop to 34.99 dB and 29.09 dB, respectively.
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Figure 6.19: APSNR (dB) for LSBDT
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Figure 6.20: MSNR (dB) for LSBDT

e ATD, LSBCT and LSBDT Comparison Using MSNR and APSNR

From Figures 6.21 and 6.22, we can see that MSNR and APSNR for the three
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algorithms (LSBCT and LSBDT, and ATD), have the same form as of PSNR.
LSBDT reaches 42.62 dB for APSNR, and 36.58 dB for MSNR, while LSBCT gets
41.53 dB for APSNR, and 35.52 dB for MSNR when EC=2 BPP. When EC
increases from 2.2 BPP to 2.4 BPP, LSBCT quality drops quickly in all metrics it
gets 36.01 dB for APSNR, and 30.02 dB for MSNR. After that, it falls slightly to

reach 35.07 dB for APSNR, and 29.10 dB for MSNR.
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Figure 6.21: APSNR (dB) for ATD and LSBCT and LSBDT
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Figure 6.22: MSNR (dB) for ATD and LSBCT and LSBDT
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6.3.2 WPSNR, MSNR, and WMSNR for Color Images
e LSB Results

From Figures 6.23-6.24, we see that PSNR after weighing for LSB with embedding
capacity 8 BPP and the values of weight (0.4, 0. 243, 0.357) come from human color
perception as in Section 6.3 and other weights (0.4, 0. 3, 0.3) and (1/3,1/3,1/3) we
take values close to that weight calculate from human color perception, for different
combinations still fluctuates but as we see from figures 6.23-6.25 the PSNR with
weights (1/3,1/3,1/3), it has more plateau when we compare it with other weights

(0.4,0.3,0.3) and (0.4, 0. 243, 0.357), and PSNR.

WPSNR 422
—+— WPSNR 24 2
WPSNR 224
—+— WPSNR AISBmin
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—+— WPSNR 431
—— WPSNR 341
WPSNR 413
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WPSNR 3 14
—&—WPSNR 134

WPSNR(dB)

@Q & F @@é %@oé\

< Q

Figure 6.23: Weighed PSNR (dB) by (0.4, 0.243, and 0.357) for LSB for Different
Embedding Combinations
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Figure 6.24: Weighed PSNR (dB) by (0.4, 0. 3, 0.3) for LSB for Different
Embedding Combinations
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Figure 6.25: Weighed PSNR (dB) by (1/3, 1/3, 1/3) for LSB for Different
Embedding Combinations and ALSBmax, ALSBmin

According to our result in PSNR and WPSNR for different weights, we consider
MSNR as in Figure 6.26 and Table 6.7 show the value of MSNR for different
combinations as we described in Chapter 5. We calculate the mean value of an image
(2.64) and this changed the maximum possible value 255 in formula (2.59) by mean
value of the image. With MNSR we get improvement in the result obtained by PSNR
and WPANR as we show in Figure 6.26, MSNR has nearly one and the same value

for different combinations with the same embedding capacity but we see there is
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more improvement in the result obtained by considering WMSNR with three groups

weights as Section 6.3.

Figure 6.26: MSNR (dB) for LSB for Different Embedding Combinations and
ALSBmax, ALSBmin
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Table 6.7: MSNR (dB) for LSB and ALSB Methods Result

Cover LSB for different combinations .
Image |4 22]242]224|431]341]413| 143314134 \-obmax ALSBmin
Pepper | 24.86 | 24.81 | 25.66 | 24.34 | 24.38 | 24.46 | 24.27 | 25.04 | 25.05 | 25.04 25.05
Lena | 26.28 | 26.44 | 26.98 | 25.78 | 25.96 | 25.89 | 2588 | 26.40 | 26.41 | 26.41 25.88
Baboon | 25.84 | 25.79 | 26.61 | 25.30 | 2532 | 2544 | 25.28 | 25.99 | 25.99 | 25.30 25.99
Barbra | 25.16 | 25.00 | 25.93 | 24.62 | 24.66 | 24.76 | 24.60 | 2532 | 2532 | 24.63 25.32
Balloon | 26.28 | 26.20 | 27.12 | 25.74 | 25.73 | 25.80 | 25.68 | 26.50 | 26.49 | 25.73 25.68
Blue | 21.05 | 18.96 | 195 | 20.21 | 18.28 | 20.38 | 18.40 | 18.65 | 18.92 | 18.92 20.21
Green | 11.04 | 12.76 | 13.43 | 10.66 | 12.13 | 10.82 | 12.34 | 1257 | 12.86 | 12.34 1257
Red | 27.79 | 28.60 | 28.90 | 27.31 | 28.20 | 27.46 | 28.08 | 28.28 | 28.30 | 27.46 28.30

To improve MSNR, we weigh MSNR similar as we have done for PSNR. Results

obtained are shown in Figures 6.26-6.28.

100




........................

WMSNR 4 22

_ ||+ WMSNR242
] WMSNR 2 2 4
€ 55l .| —+— WMSNR AISBmin |
[0 WMSNR ALSBmax
§ 15 [--| —— WMSNR 4 3 1
—+— WMSNR 341 ' ' '
10}-- WMSNR413 |- j 5 -t
—+— WMSHR 14 3 : :
5p- WMSNR314 [T Lo T
0 —&— WMSNR 1 3 4 | : i
& 3 o o
Q"?Q & Q;'?Oé\ o @%‘d) o o &

Figure 6.27: Weighed MSNR (dB) by (0.4, 0.3, and 0.3) for LSB for Different
Embedding Combinations and ALSBmax, ALSBmin
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Figure 6.28: Weighed MSNR (dB) by (0.4, 0.243, and 0.357) for LSB for Different
Embedding Combinations and ALSBmax, ALSBmin
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Figure 6.29: Weighed MSNR (dB) by (1/3, 1/3, 1/3) for LSB for Different
Embedding Combinations and ALSBmax, ALSBmin
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As we see from Figures 6.27-6.29, weighed MSNR with weight (1/3, 1/3, 1/3) looks
invariant for different combinations when we compare it with other weights (0.4, 0.3,
0.3) and (0.4, 0.243, 0.357). It behaves as we expect because embedding capacity for
different combinations is constant where EC=8 BPP, with a different number of bits

embedded in Red, Blue, and Green components.

e ATD Results

When we calculate MSNR (2.64) and we weigh MSNR with three different group
weights (1/3,1/3,1/3), ( 0.4, 0. 3, 0.3) and (0.4, 0. 243, 0.357). From Figure 6.30 and
Table 6.8, we see that, the value of MSNR and WMSNR in different weights for

ATD in different combinations has the same value.

Table 6.8: MSNR (dB) for ATD for Different Combinations

Cover Image Combinations
211 121 112

Peppers 29.82 29.82 29.82
Lena 31.58 31.58 31.58
Baboon 30.93 30.92 30.92
Barbara 30.27 30.26 30.27
Balloon 30.22 31.22 31.22
Blue 24.02 24.01 24.01
Green 14.74 14.75 14.74
Red 32.79 32.97 32.97
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Figure 6.30: MSNR (dB) for ATD for Different Combinations

e ATD and LSB Comparison Results Using WPSNR, MSNR and WMSNR

When we compare LSB and ATD according to WPSNR with different weights, we
get that LSB algorithm has the best quality image according to WPSNR. The value
of WPSNR for LSB is in between 40.60 dB and 40.20 dB for different weights as

shown in Figure 5.31.
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Figure 6.31: WPSNR (dB) for ATD and LSB with Different Weights (0.4, 0.243,
0.357), (0.4, 0.3, 0.3), and (1/3, 1/3, 1/3)

32_...g_..._...'._...__.;.__...__;...__...'_........;......__,'..__... ...... o
30|+ .
W (o SR S SO\ W S — A i
B S PTOY DU | W : - -
m H H H . . ' E
% 7 1 A S S R S : ]
= H ' . . H
E 22.: ............................................................ g ....... -
1E....§ ........ ........ | ........ ........ . ........ ..... . ...... é ....... o
4gh| —r—MsNRATD| 3 : i
—+— MSHR LSE i i . :
14 é I I 1 é | ﬁ | 1
> -
&L S e.y“d\ F o & &£ &

Figure 6.32: MSNR (dB) for ATD and LSB

For MSNR, the both algorithms LSB and ATD have the same curve form (see Figure
6.32). When we compare them, ATD has noticeably larger value than LSB for all

images except ’green image’ for this image; the LSB has a larger value of 16 dB,
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while ATD has a value of 14.74 dB. When we compare LSB and ATD for WMSNR,
from Figure 6.33, we can see that LSB algorithm has a large value than ATD for all
images just if we except Green image; for this image, where ATD has a large value,

15 dB, while LSB has approximately 5 dB.
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Figure 6.33: WMSNR (dB) for ATD and LSB with Different Weights (0.4, 0.243,
0.357), (0.4, 0.3, 0.3), and (1/3, 1/3, 1/3)

6.3.3. Evaluation of Different Metrics
e Evaluation of Different Metrics for LSB Algorithm

We measure the quality of the stego images in LSB algorithm by different criterion
measure PSNR, and MSNR, WMSNR, and WPSNR with weights (1/3,1/3,1/3), (0.4,
0.3, 0.3), and (0.4, 0.243, 0.357). We compare between these metrics by using

deviation of the results in each criterion the deviation is calculated according to (6.3):

0= [yIiLiC—X)? (63)
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Where X is the mean value of the pixels of a cover calculated according to (2.62) and
N is the number of elements. To compare between these metrics (PSNR, and MSNR,
WMSNR, and WPSNR with weights (1/3,1/3,1/3), (0.4, 0.3, 0.3), and (0.4, 0.243,
0.357) we calculate deviation for each cover image in different combinations than

average of the deviation over 8 cover images. The results are shown in Table 6.9.

Table 6.9: Deviation of Results in Each Metric for LSB Algorithm

Metric Deviation
PSNR 0.92
WPSNR (0.4, 0.243, 0.357) 1.07
WPSNR (0.4, 0.3, 0.3) 0.896
WPSNR (1/3,1/3,1/3) 0.768
MSNR 0.663
WPSNR (0.4, 0.243, 0.357) 0.554
WMSNR (0.4, 0.3, 0.3) 0.492
WMSNR (1/3,1/3,1/3) 0.211

Deviation result
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Figure 6.34: Deviation of Results in Each Metric for LSB Algorithm
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When we compare result of deviation of the criteria as we show in Figure 6.34 and
Table 6.8, the minimal deviation of the metrics for LSB algorithm we get in WMSNR
with weight (1/3,1/3,1/3): the value of deviation is 0.211, and maximum result is in WPSNR
with weight (0.4, 0.243, 0.357). These weights we get from human color perception in
Figure 2.15 as shown at the beginning of Section 6.3. Overall, the best metric for stego

images for LSB algorithm is MSNR with weights (1/3, 1/3, 1/3).

e Evaluation of Different Metrics for ATD Algorithm:

We use different criteria to evaluation the quality of the stego images for ATD
algorithm as PSNR, WPSNR with weights (1/3,1/3,1/3), (0.4, 0.3, 0.3), and (0.4,
0.243, 0.357), MSNR, and WMSNR with weights (1/3,1/3,1/3), (0.4, 0.3, 0.3), and
(0.4, 0.243, 0.357). Also for this algorithm, we compare between these criteria
measures by calculating deviation (6.1) of result in each criterion measure for ATD

algorithm.

Table 6.10: Deviation of Results with Different Metrics for ATD Algorithm

Metric Deviation
PSNR 0.0040
WPSNR (0.4, 0.243, 0.357) 0.0039
WPSNR (0.4, 0.3, 0.3) 0.0035
WPSNR (1/3,1/3,1/3) 0.0042
MSNR 0.088
WPSNR (0.4, 0.243, 0.357) 0.086
WMSNR (0.4, 0.3, 0.3) 0.079
WMSNR (1/3,1/3,1/3) 0.088
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x10° Dewviation of Results in Each Criterion Measure for ATD Algorithm
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Figure 6.32: Deviation of Results for ATD

As we see from Figure 6.32 and Table 6.10, the best criterion measure to evaluation
the quality of stego image is WPSNR with weight (1/3,1/3,1/3) it has the minimal

value of deviation.
6.4 Performance of ATD and LSB for Color Images Depending on
the Embedding Capacity

We studied the performance of the both algorithm (ATD and LSB) for color scale
images by using WMSNR with weight (1/3, 1/3, 1/3) when changing the embedding

capacity to 6 BPP and 10 BPP as shown in Figure 6.36.

108



e
=

i ' [
S T I LT e R
b d

'l
o

)

- T, e N S, W -

4 & !

H-r % :

1| R SRR AP SRR U ¥ AR S | S | - :
g | e
%W %15,... .:

15} -- S L ~ g k- .

—— WMSH for ATD 10BFP :
H == WMSNRLfor ATD BBPP |-ooneveenmnsdonceen B
WMSHR for AT GBPP | E

—— WMSNR for LSB 10BPP !
BH = WMSHR for LSB 8BPP |-oovedenesnonnndionanannfecins
WMSHR for LSE 6BPP
L 1 i

L
=

0 ! i l £ L L L L l |

¢ # § ¢
PN A S B B SN R A A A AR
Figure 6.36: WMSNR (dB) Dependence on Embedding Capacity for LSB and ATD.

As we can see in Figure 5.36, WMSNR decreases when embedding capacity

increases that complies with our expectations.
6.5 Summary of Chapter 6

Thus, in this chapter we have discussed and compared the gray scale images and
color scale images results with criteria. We also compared these results with known
experiments [28] presented in Section 2.5. Results obtained are as follows:

» For gray scale images:

1. We show PSNR for gray images for ATD and LSBCT, LSBDT.

2. We introduced such criteria as MSNR, APSNR, which have similar to PSNR
curve shape.

» For color images:

1. We found that PSNR for color scale images behaves not as expected: for the same
embedding capacity but for different combinations embedding into the same image
we get different PSNR values, and different relations between the combinations.

2. We introduced such criteria as WMSNR, WPSNR which show stable behavior for
different combinations. By evaluation of different metrics by LSB the minimal

deviation we get in WMSNR with weight (1/3,1/3,1/3) the value of deviation is
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0.211 and maximum result in WPSNR with weight (0.4, 0.243, 0.357) this weight we
get from human color perception in Figure 2.15 as explain in Section 6.3.
3. We showed that stability of WMSNR is preserved when varying embedding

capacity, and it decreases with the increase of embedding capacity.
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Chapter 7

CONCLUSION AND FUTURE WORK

In this thesis, analysis, implementation, and experiments on steganographic methods
(ATD, LSB, and LSBT) for the gray scale and color images are conducted. The
algorithms are explained in details and analyzed. It was found out that LSBT method
may work incorrectly (counter-examples are constructed). The reasons of the
problems are understood, and LSBT is modified as LSBT-M imposing certain
constraints on the LSBT parameters: threshold, and moduli values. LSBT-M
algorithm is considered in static (LSBCT) and dynamic (LSBDT) variants. Dynamic
variant is introduced to have experimental results compatible with those published in
[28] as for LSBCT. The experiments are conducted on ATD, LSBCT, and LSBDT
for gray scale images, and on ATD and LSB-based (LSB, ALSBmin, and ALSBmax)
for color images Known quality measures of stego-images (PSNR, SNR) and

proposed (MSNR, APSNR WMSNR, and WPSNR) are studied.

For gray scale images, the results are obtained for 15 gray scale cover images and
random secret messages. According to our experiments, LSBDT is better than ATD
in the quality of stego images, PSNR, when the embedding capacity EC is less than
or equal to 3 BPP. In [28], LSBDT performance is shown as the performance of
LSBT, but we show that LSBT (or, LSBCT after modification) has worse
performance (compare Figures 6.6 and 2.17). Also, when MSNR and APSNR are

applied for the both algorithms (LSBT and ATD) the results have the same form as
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that of PSNR.

For color images, the experiments are conducted with eight cover images with size
512*512 pixels, and one binary message as a secrete message. LSB and ATD are
implemented for different embedding combinations of 8 bits embedding in each
color pixel. According to experiments, PSNR of LSB for color images has
fluctuations in different combinations with the same embedding capacity 8 bits in
each pixel while the PSNR of ATD is stable in different combinations. When we
apply WPSNR and MSNR and weight it by three different groups of weights, the
result show that, the value of PSNR with weights (1/3, 1/3, 1/3) for LSB with
different combinations is more plateaus than other weights. Also, the value of MSNR
with weights (1/3, 1/3, 1/3) for LSB with different combinations looks invariant for
different combinations when compared with other weights. MSNR with different
weights for ATD is stable in different combinations as PSNR. For LSB algorithm
when comparison between different metrics was made by deviation evaluation of the
metrics, we got the best metric for LSB algorithm as WMSNR with weights
(1/3,1/3,1/3) with the minimal deviation values as 0.211, and the maximum deviation
was obtained for WPSNR with weights (0.4, 0.243, 0.357) that we got from human
color perception. Thus, human color perception-originated weights are not
appropriate for the images assessment, so we can conclude that human eyes and

SNR-based metric presumably use different ways of image estimation.

Furthermore, when varying embedding capacity for LSB and ATD the results
showed stability of WMSNR with weights (1/3, 1/3, 1/3), and it decreases with the

increase of embedding capacity (we considered BPP=6, 8, and 10).
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In the future work, we want to study LSBDT more in order to improve performance
of LSBT for high embedding capacity so that it could beat ATD for all embedding

capacity values.
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Appendix A: ATD Algorithm for Gray Scale Images

ane Image  Baboon Image Baby Image Barbra Image

Figure A.1. Cover Images Used in Gray Scale Images
A.1 The main program

% this program was written by Hajer A Al_aswed in 2016-2017 for ATD algorithm
in gray scale [7] and its functions
1. clc

2. clear

3. cover_image=imread('C:\Users\hajer\Desktop\thesis\GRAY SCALE\ATD for

text\home.gif');%Read cover image

4. [M N L]=size(cover_image);

5. S=sum(cover_image(:,’));

6. avg=sum(S)/(M*N);% calculate the mean of cover image

7. start_length =494288; %start length of secreat message

8. disp(’ T )
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9. disp(‘cover_image PSNR Actual PSNR MSNR MSE size_secret_data Bpp')

10. disp(' dB dB db ")

11. p="home.gif’;

12. disp(’ S=================== D)

13. for h=1:11

14. increase_size=30000;

15. start_length=start_length+increase_size;

16. secret_massege= randi([0 1],1,start_length);%generate the secreat message

17. ternary_number=convertto__ternary(secret_massege);%convert the secreat message to ternary
18. [q size_secret_massege]=size(ternary_number);

19. stego_image=Embbedding(cover_image,size_secret_massege,ternary_number);%embedding
function

20. MSE=0;

21. for i=1:M

22. for j=1:N

23. MSE=MSE+(double(cover_image(i,j))-double(stego_image(i,j)))*2; %calculate the MSE

24. end

25. end

26. MSE=MSE/(M*N);

27. PSNR=10*log10(255"2/(MSE));%calculate the PSNR

28. max_value=max(max(cover_image(:,:)));%calculate the maximum actual value

29. MSNR=10*log10(avg*avg/MSE);%calculate the MSNR

30. Bpp=(start_length)/(M*N);%calculate the BPP

31. Actual_PSNR=10*log10(double(max_value)*double(max_value)/MSE);%calculate the APSNR
32. disp(sprintf('%s %f %f %f %f %d%2f' ,p,PSNR, Actual_ PSNR,MSNR ,MSEstart_length,Bpp));
33. end

34. disp(' S=====s=S=S=S=s====SsSSSSSSsS=s=s=s======ss)

35. %show the cover image and stego image

36. figure

37. subplot(2,2,[1,3]);

38.
39.
40.
41.
42.
43.

imshow(cover_image);
title('Cover image")
subplot(2,2,[2,4]);
imshow(stego_image);
title('Stego image')

output = extraction( stego_image,size_secret_massege );%extraction function

A.2 Convert the secret message to the ternary
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. function [ output ] = convertto__ternary(a)

. [e r]=size(a);

k=1;
kk=1;
b_s=64;

. w=mod(r,b_s);

. if (w==0)

n=r/b_s;

. else

. n=(r-w)/b_s;

. h=n+1;

. end

. for i=1:n

. if (k+b_s-1)>=r
. g=(k+b_s-1)-r;
. for m=1:q

. block(m)=0;

. end

. form=g+1:b_s
. block(m)=a(k);
. k=k+1;

. end

. else

. form=1:b_s

. block(m)=a(k);
. k=k+1;

. end

. end

. aa=convert_binary_decmal(block);
. ternary=convert_decmal_ternary(aa);

. [0 p]=size(ternary);

. for j=1:p

. output(kk)=ternary(j);

. kk=kk+1;
. end

. end



37. end
A.2.1 Convert the binary block to the decimal

. function [ output ] = convert_binary _decmal( a)
. [q K]=size(a);

. k=k-1;

. output=0;

. for i=1:k+1

1

2

3

4

5

6. output=output+a(i)*power(2,k);
7. k=k-1;

8. end

9.end

A.

2.2 Convert the decimal to the ternary

. function [ output ] = convert_decmal_ternary( input )
kk=1;

k=1,

. while (input~=0)

. outputl(kk)=mod(input,3);

. input=fix(input/3);

. kk=kk+1;

end

. §5=41-(kk-1);

. if (ss~=0)

© O N O U A WN P

N
= O

. for i=1:ss

[EEN
N

. output(i)=0;

[EEN
w

. end

[EEN
SN

. for m=ss+1:41

[EEN
o1

. output(m)=outputl(k);
. k=k+1;

N
~N o

. end

[EEN
o

. else

[EN
(=}

. for m=1:41

N
o

. output(m)=outputl(k);
. k=k+1;

NN
N -

. end

N
w

. end

N
S

. end
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A.3 Embedding function

1. function [stego_image] = Embbedding( cover_image,size_secret_massege, ternary_number )
2. stego_image=cover_image;

3. k=1;

4. [M N]=size(cover_image);

5. for i=1:M

6. for j=1:N

7. cover_pixel_binary = dec2bin(cover_image(i,j),8);
8. for ii=1:6

9. subl(ii)=cover_pixel_binary(ii);

10. end

11. subl_dec=hin2dec(subl);

12. sub2=cover_pixel_binary(7:8);

13. sub2_dec=bin2dec(sub2);

14. if (subl_dec==63)

15. subl_dec=62;

16. end

17. if (subl_dec==0)

18. subl_dec=1;

19. end

20. if (sub2_dec==3)

21. sub2_dec=2;

22. end

23. if (sub2_dec==0)

24. sub2_dec=1;

25. end

26. if(k<=size_secret_massege)

27. if (mod(subl_dec,3)==ternary_number(k))
28. subl_stego=subl_dec;

29. elseif(mod(subl_dec+1,3)==ternary_number(k))
30. subl_stego=subl dec+1;

31. else

32. subl_stego=subl_dec-1;

33. end

34. end

35. k=k+1;
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36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.

if(k<=size_secret_massege)
v=subl_ stego*4+sub2_dec;

if (mod(v,3)==ternary_number(k))
stego_image(i,j)=v;
elseif(mod(v+1,3)==ternary_number(k))
stego_image(i,j)=v+1;

else

stego_image(i,j)=v-1;

end

k=k+1;

end

end

end

end

A.4 Extraction function

1
2
3
4
5.
6
7
8
9

10

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

. function [ output ] = extraction( stego_image)
. k=1,

. 0=1;

. for i=1:512

for j=1:512

. if (g<=size_secret_image)
. cover_pixel_binary = dec2bin(stego_image(i,j),8);

. subl=cover_pixel_binary(1:6);

subl dec=bin2dec(subl);

. sub2=cover_pixel_binary(7:8);
sub2_dec=bin2dec(sub2);
outputl(k)=mod(subl_dec,3);
k=k+1;
outputl(k)=mod(stego_image(i,j),3);
k=k+1;

q=q+1;

else

continue

end

end

end

125



22. [e r]=size(outputl);
23. k=1;

24. b _s=41;

25. w=mod(r,b_s);

26. if (w==0)

27. n=r/b_s;

28. else

29. n=(r-w)/b_s;

30. n=n+1;

31. end

32. for i=1:n

33. if (k+b_s-1)>=r

34. g=(k+b_s-1)-r;

35. for m=1:q

36. block(m)=0;

37. end

38. for m=qg+1:b_s

39. block(m)=output1(k);
40. k=k+1;

41. end

42. else

43. for m=1:b_s

44, block(m)=output1(k);
45. k=k+1;

46. end

47. end

48. aa=conver_ternary_decimal(block);
49, output=convert_decmal_binary(aa);
50. end

51. end

A.4.1 Convert_ternary to decimal function

1. function [ output] = conver_ternary_decimal(a)
2. [q K]=size(a);

3. k=k-1;

4. output=0;

5. for i=1:k+1
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6.
7.
8.
9.
A.

1
2
3
4
5.
6
7
8
9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

A.

o A~ w NP

output=output+a(i)*power(3,k);
k=k-1;

end

end

4.2 Convert decimal to binary function

. function [ output ] = convert_decmal_binary( input )
. kk=1;

. k=1,

. while (input~=0)

outputl(kk)=mod(input,2);

. input=fix(input/2);
. kk=kk+1;

. end

55=64-(kk-1);

if (ss~=0)

for i=1:ss

output(i)=0;

end

for m=ss+1:64
output(m)=outputl(k);
k=k+1;

end

else

for m=1:64
output(m)=outputl(k);
k=k+1;

end

end

end

5 Draw graph program

clc

. Clear

. p0s=[22.22.42.6 2.833.2];

. PSNR_ATD=[39.32 38.86 38.44 38.04 37.87 37.69 37.41];
. PSNR_T=[42.18 41.75 36.64 36.28 36.11 35.95 35.65];
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6. PSNR_adapter T=[43.21 41.76 40.04 39.03 38.55 38.05 35.60];
7. MSNR_ATD=[33.06 32.60 32.18 31.78 31.62 31.28 31.15];

8. MSNR_T=[35.93 35.49 30.38 30.02 29.85 29.69 29.39];

9. MSNR_adapter_T=[36.95 35.50 33.78 32.77 32.29 31.80 29.34];
10. A PSNR_ATD=[39.34 38.86 38.44 38.06 37.87 37.70 37.40];
11. A_PSNR_T=[41.86 41.42 36.32 35.93 35.75 35.60 35.30];

12. A_PSNR_adapter_T=[42.85 41.43 39.69 38.69 38.21 37.70 35.28];
13. figure (1)

14. h1 = plot(pos,PSNR_ATD,'g','LineWidth',2,' Marker',"*");

15. hold on

16. h2 = plot(pos,PSNR_T,'b','LineWidth',2,' Marker',*");

17. hold on

18. h3 = plot(pos,PSNR_adapter_T,'k','LineWidth',2, Marker',”*");
19. hold on

20. legend([h1,h2,h3],PSNR ATD',PSNR T=160',PSNR adapter T','Location’ ,'southwest');
21. axis([1.95 3.3 30 45])

22. title(PSNR for Lean image')

23. ylabel('PSNR(dB)";

24, xlabel('BPPY;

25. grid

26. figure (2)

27. h3 = plot(pos, MSNR_ATD,'q','LineWidth',2,'Marker',”");

28. hold on

29. h4 = plot(pos, MSNR_T,'0'",'LineWidth',2,'Marker',*";

30. hold on

31. h5 = plot(pos, MSNR_adapter_T,'k','LineWidth',2,' Marker',*");
32. hold on

33. legend([h3,h4,h5], MSNR ATD','MSNR T=160',MSNR adapter T','Location" ,'southwest");
34. title(MSNR for Lean image')

35. ylabel(MSNR(dB)):;

36. xlabel('BPP);

37. axis([1.95 3.3 27 40])

38. grid on;

39. figure (3)

40. h1 = plot(pos,A_PSNR_ATD, g, LineWidth',2, Marker',*";
41. hold on
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42. h2 = plot(pos,A_PSNR_T, b','LineWidih' 2, Marker',*);
43. hold on

44. h3 = plot(pos,A_PSNR_adapter_T,'k','LineWidth',2,' Marker',"*");

45. hold on
46. legend([h1,h2,h3],APSNR ATD',APSNR T=160', APSNR adapter T', 'Location’,' southwest");
47. axis([1.95 3.3 30 45])
48. title('Actual PSNR for Lean image')

49. ylabel'APSNR(dB)");

50. xlabel('BPP";

51. grid on

A.6 Screenshots of ATD for gray scale images results for different cover images
with size 512x512

Results for Lena image in Figure A.1

cover_image PSHER Rctual PSHR M3NR MSE size_secret_data Bpp
dB dB db

lena.BMP 39.341881 38.95439% 33.082488 7.566452 524288 2.000000
lena.BMP 39.093979 38.746497 32.834586 8.010921 554288 2.114441
lena.BMP 38.863923 38.516441 32.604530 8.446720 SB4288 2.228882
lena.BMP 38.662911 38.31542% 32.403518 8.846863 614288 2.343323
lena.BMP 38.435312 38.087830 32.17591% 9.322861 644288 2.457764
lena.EBMP 38.245145 37.897663 31.985753 9.740154 674288 2.572205
lena.BMP 38.0558621 37.70813% 31.7%98228 10.174622 T04288 2.6866486
lena.BMP 37.874323 37.526841 31.614930 10.608356 T34288 2.801086
lena.BMP 37.695110 37.347628 31.435717 11.055271 TE4288 2.9153527
lena.BMP 37.531830 37.18494%9 31.272538 11.478558 T24288 3.029968
lena.BMP 37.396861 37.049379 31.137469 11.841160 824288 3.144409

Results for Zelda image in Figure A.1

cover_image PSHR Bctual_ P3SNR MSHR MSE size_secret_data Bpp

dB dB db

zelda.BMP 39.337935 38.403841 32.097491 7.573330 524288 2.000000
zelda.EBMP 39.09984E 3E.165754 31.859404 2.000103 554288 2.114441
zelda.BMP 38.864833 37.930739 31.624389 8.444850 584288 2.228882
zelda.EBMP 3B8.628734 37.834700 31.388351 2.916634 614288 2.343323
zelda.BMP 38.431969 37.497875 31.191525 9.330040 644288 2.457764
zelda.EBMP 38.242105 37.308011 31.001661 9.746375 674288 2.572205
zelda.BMP 38.060954 37.126860 30.820510 10.162136 T04288 2.6866046
zelda.EBMP 37.853653 36.919559 30.613209 10.658966 734288 2.801086
zelda.BMP 37.697112 36.763018 30.456668 11.050175 TE64288 2.915527
zelda.EBMP 37.51c6642 36.584570 30.278220 11.513676 794288 3.029%68
zelda.BMP 37.3%683% 36.462745 30.156395 11.841221 824288 3.144409

Results for Airplane image in Figure A.1

cover_image PSNR Actual_ PSHR MSNR MSE size_secret_data Bpp

dB dB db

airplane.BMP 39.328231 38.470667 36.264165 7.588524 2.000000
airplane.BMP 39.098864 38.240300 36.033798 8.001915 2.114441
airplane.BMP 38.871755 38.013191 35.8066%90 8.431499 2.228882
airplane.BMP 38.654412 37.795848 35.589346 8.864193 2.343323
airplane.BMP 36.448387 37.589823 35.383321 9.294834 2.457764
airplane.BMP 3B.238610 37.380046 35.173544 9.754822 2.572205
airplane.BMP 3E.054823 37.196259 34.8E89757 10.176491 2.686648
airplane.BMP 37.852156 36.893592 34.787080 10.662640 2_.B801088
airplane.EBMP 37.686961 36.828397 34.621835 11.076035 2.915527
airplane.EBMP 37.5289886 36.670422 34.463920 11.486343 3.029968
airplane.EBMP 37.393042 36.53447¢E 34.327976 11.851578 3.144409

129



Results for Baboon image in Figure A.1

cover_image PSNR Aotual_ PSHR MSNR MSE gize_secret_data Bpp
dB dB db
Baboon.BMP 39.326553 38.727288 33.417389 7.593204 524288 2.000000
Baboon.BMP 39.072292 38.473027 33.163128 8.051025 554288 2.114441
Baboon.BMP 38.8652089 3B8.265945 32.956046 B8.444218 584288 2.228882
Baboon.BMP 38.644590 3B8.045326 32.7354286 B.884262 614288 2.343323
Baboon.BMP 38.449114 37.849850 32.539951 9.293278 644288 2.457764
Baboon.BMP 38.251733 37.652468 32.342569 9.725391 674288 2.572205
Baboon.BMP 38.039026 37.439762 32.129863 10.213573 704288 2.686646
Baboon.BMP 37.871320 272056 31.962157 10.615632 734288 2.801086
Baboon.BMP 37.682522 37.083258 31.773358 11.087360 TE4288 2.915527
Baboon.BMP 37.535643 36.936378 31.626479 11.468750 794288 3.029868
Baboon.BMP 37.400327 36.801062 31.491163 11.831715 824288 3.144409
Results for Barbara image in Figure A.1
cover_ image PSHE Lctual PSNR MSNR MSE gize secret_data Bpp
dB dB db
barkbara.bmp 39.333619 33.161615 250531 7.580860 524288 2.000000
barbara.bmp 39.095782 8.923758 -012674 2.007633 554288 2.114441
barbara.bmp &.868607 8.696603 785519 8.437614 584288 2.228882
barkbara.bmp 38.648457 38.476454 -565370 8.876354 614288 2.343323
barbara.bmp 8.435383 8.263379 -352285 9.322708 644288 2.457764
barbara.bmp &.230151 38.058147 147063 9.773842 674288 2.572205
barkbara.bmp 38.051782 37.8787539 -968674 10.183666 704288 2.6E6646
barbara.bmp 37.865821 37.693818 .T782734 10.629143 T34288 2.801086
barbara.bmp 37.693234 37.521230 610146 11.060047 TE4288 2.915327
barkbara.bmp 37.533033 37.361030 -449946 11.475643 784288 3.029968
barbara.bmp 37.422882 37.25088%9 -335805 11.770397 g24288 3.144409
Results for Elain image in Figure A.1
cover_image PSHR Actual PSHR MSHER MSE size secret_data Bpp
dB dB db
309.341942 39.135125 33.904541 7.566345 524288 2.000000
39.087558 8.880741 33.650157 8.022774 554288 2.114441
38.870232 8.663475 33.432890 8.434341 584288 2.228882
38.637785 8.430948 33.200363 8.898235 614288 2.343323
38.427322 38.220506 32.989%21 8.340027 644288 2.457764
38.250305 38.0434898 32.812904 8.728588 674288 2.572205
38.053758 37.846942 32.616357 10.178986 T04288 2.686648
37.882584 37.675747 32.445182 10.588245 T34288 2.801086
37.703250 37.496433 32.265848 11.03458%9 TE4288 2.915527
37.523888 37.317181 32.086597 11.499542 T24288 3.029968
37.384818 37.178103 31.947518 11.873764 824288 3.144409
Results for Goldhill image in Figure A.1
cover_image ESNR Acotual PSHR MSNR MSE size_secret_data Bpp
dB dB db
goldhill .BMP 39.342923 38.670360 32.181755 T.564636 524288 2.000000
goldhill.BMFP 39.100264 38.427701 31.939085 T7.999336 554288 2.114441
goldhill.BMFP 38.858217 38.185653 31.697048 8.457825 584288 2.228882
goldhill .BMF 38.644797 37.872233 31.483628 8.883839 614288 2.343323
goldhill .BMF 38.443864 37.771300 31.2826385 9.304520 644288 2.457764
goldhill.BMP 38.238009 37.565445 31.076840 9.756172 674288 2.572205
goldhill.BMP 38.038870 37.366406 30.877801 10.213707 704288 2.686646
goldhill.BMP 37.876530 37.203966 30.715361 10.602%966 734288 2.801086
goldhill.BMP 37.689127 37.016563 30.527958 11.070511 764288 2.915527
goldhill.BMP 37.533489 36.860926 30.372321 11.474438 794288 3.029968
goldhill .BMP 37.391731 36.719167 30.230562 11.855156 824288 3.144409
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Results for Peppers image in Figure A.1

cover_image ESHR Aectual PSNR MSHE MSE size_secret_data Bpp
dB dB db
peppers.BMP 39.318747 8.609300 32.793501 T.606865 524288 2.000000
peppers.BMP 39.089925 3B8.380478% 32.564680 8.018402 554288 2.114441
peppers.BMP 3B8.861487 3E8.152041 32.336242 8.451458 584288 2.228882
peppers.BMP 38.639752 37.930305 32.114506 8.894165 614288 2.343323
peppers.BMP 8.42615% 37.716713 31.900913 9.342529 644288 2.457764
peppers.BMP 8.235772 37.526323 31.710526 9.761200 674288 2.572205
peppers.BMP 8.043687 37.334241 31.518442 10.202818 T04288 2.636646
peppers.BMP 37.855876 37.146430 31.330631 10.653511 T34288 2.801086
peppers.BMP 37.688403 36.978956 31.163157 11.072357 TE4288 2.915527
peppers.BMP 37.530833 36.821187 31.005388 11.481987 794288 3.029968
peppers.BMP 37.403003 36.693558 30.877758 11.824421 &24288 3.14440%9
Results for Lady image in Figure A.1
cover_image ESNR Actual PSNR MSNR MSE size_secret_data Bpp
dB dB db
lady.tif 33.292160 38.656323 32.618740 T7.653576 524288 2.000000
lady.tif 39.0723905 8.437068 32.399485 8.049889 554288 2.114441
lady.tif &.839293 38.203458 32.165874 8.494759 584288 2.228882
lady.tif 38.620842 37.984805 31l.947222 8.933388 614288 2.343323
lady.tif 8.404545 37.768708 31.731125 9.389141 644288 2.457764
lady.tif &.209611 37.573775 31.536182 9.820175 674288 2.572205
lady.tif 38.012708 37.376E69 31.339286 10.275661 704288 2.6866496
lady.tif 37.832198 37.196361 31.158778 10.711754 734288 2.801088
lady.tif 37.665889 37.030052 30.982469 11.129806 T&E4288 2.915527
lady.tif 37.494818 36.858981 30.821338 11.577068 794288 3.02996%8
lady.tif 37.368823 36.732988 30.695403 11.917854 824288 3.144409
Results for House image in Figure A.1
cover image BSNR Actual PFSNR MSHR MSE size secret data Brp
dB dB db
house.tif 39.303155 39.234761 32.832395 T.634224 524288 2.000000
house.tif 39.094649 39.026258 32.6238%90 &.009686 554288 2.114441
house.tif 8.856873 &.788482 32.386lle &.460438 584288 Z.228882
house.tif 8.631489 8.563096 32.160730 &.911102 614288 2.343323
house.tif 8.414849 8.346456 31.944090 9.366890 644288 2.457764
house.tif g.218322 §.145%29 31.747563 9.8004%9%9 674288 2.572205
house.tif 38.017209 37.948816 31.546450 10.265011 704288 2.6866496
house.tif 37.849750 37.781357 31.378991 10.668549 734288 2.801086
house.tif 37.687320 37.6189397 31.216631 11.074940 764288 2.915527
house.tif 37.514217 37.445824 31.043458 11.525471 794288 3.02998%8
house.tif 37.390053 37.321e80 30.913294 11.858737 824288 3.14440%9
Results for Home image in Figure A.1
cover_image PSHR Actual PSHR MSHR MSE size_secret_data Bpp
dB dB db
home.gif 39.2532201 39.149409 27.8%841z22 T.72431%8 524288 2.000000
home.gif 38.940786 38.837993 27.582707 8.298542 554288 2.114441
home.gif 38.701533 38.598740 27.343454 8.76B8536 584288 2.228882
home.gif 38.4639623 8.366830 27.111544 9.2494396 614288 2.343323
home.gif 38.268625 3B.166833 258.911547 9.6885406 644288 2.457764
home.gif 38.047403 37.944610 2p.689324 10.193883 674288 2.57220%
home.gif 37.811e73 37.708887 26.453600 10.762482 704288 Z.626646
home.gif 37.591511 37.488718 26.233432 11.32215% 734288 2.801086
home.gif 37.408363 37.305570 26.050284 11.809841 Te4288 2.915527
home.gif 37.261233 37.158440 25.903154 12.21878%9 794288 3.0259%968
home.gif 37.119338 37.016543 25.761257 12.622540 g24288 3.144409
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Results for Camerman image in Figure A.1

cover_image PSNR Aetual PSNR MSNR MSE size_secret_data Bpp
dB dB db

camerman.tif 39.330827 39.330827 32.6607468 7.585735 524288 2.000000
camerman.tif 39.085098 39.085088 32.415019 8.027317 554288 2.114441
camerman.tif 8.854452 38.854452 32.184371 8.465160 584288 2.228882
camerman.tif 8.631104 38.631104 31.961024 g.911892 614288 2.343323
camerman.tif 38.4441189 38.444119 31.774038 9.3033874 644288 2.457764
camerman.tif 8.247682 38.247682 31.577601 8.734467 674288 2.572205
camerman.tif 38.046189 38.046189 31.376108 10.196743 704288 2.686646
camerman.tif 37.863604 37.863604 31.193523 10.634571 734288 2.801086
camerman.tif 37.700131 37.700131 31.030051 11.04249¢ T64288 2.915527
camerman.tif 37.5143888 37.514888 30.844808 11.523689 794288 3.0293%68
camerman.tif 37.405411 37.405411 30.735330 11.817871 824288 3.144409

Results for Boy image in Figure A.1

cover_image PSHR Rectual PSNR MSNR MSE size_secret_data Bpp

ds dB db

BOY.tif 38.325992 39.325982 31.506344 7.594185 524288 2.000000
BOY.tif 39.079071 8.078071 31.2509423 8.038467 554288 2.114441
BOY.tif 38.869281 38.869261 31.049613 8.436344 5g4288 228882
BOY.tif 8.643311 38.643311 30.823663 8.886879 gl4288 2.343323
BOY.tif 8.424377 38.424377 30.604729 9.346363 644288 2.457764
BOY.tif 8.235546 8.235546 30.4158398 8.761707 674288 2.572205
BOY.tif 8.04%001 38.048001 30.229333 10.180144 704288 2.686648
BOY.tif 37.8583%6 37.8583%6 30.038748 10.647331 734288 2.801086
BOY.tif 37.681897 37.681887 29.862230 11.088555 T64288 2.915527
BOY.tif 37.509734 37.508734 29.690087 11.537373 T94288 3.029968
BOY.tif 37.389279 37.388279 29.569631 11.861851 524288 3.144409

>> |

Results for Boat image in Figure A.1

cover image PSHNR Actual PSHR MSNER MSE size secret data Bpp

B dB dB B diz B B

boat.gif 39.332039 38.769193 33.880109 T.583618 524288 2.000000
boat.gif 39.088399 38.525553 33.636468 g.0212z21 554288 2.114441
boat.gif 3B.856862 38.294016 33.404931 8.460464 584288 2.228882
boat.gif 3B.645383 38.082537 33.193452 8.882641 614288 2.343323
boat.gif 38.438958 37.876112 32.887027 9.315037 644288 2.457764
boat.gif 38.235873 37.673028 32.783943 9.760871 874288 2.572205
boat.gif 3B.04312¢ 37.480280 32.591185 10.203938 704288 2.686646
boat.gif 37.875824 37.312978 32.4238983 10.604691 734288 2.801086
boat.gif 37.688584 37.125738 32.236853 11.071898 Te4288 2.915527
boat.gif 37.522932 36.960087 32.071002 11.502365 794288 3.0299&68
boat.gif 37.397419 36.834574 31.945489 11.839638 824288 3.144409

Results for Baby image in Figure A.1

cover_ image P3NR Actual P3NR MSHR MSE size_secret_data Bpp

dB dB db

BABY.png 39.251485 39.148692 34.773021 T.725594 524288 2.000000
BABY.png 39.01688 8.914093 34.538422 8.154396 554288 2.114441
BABY.png 8.7867T4 8.683981 34.308310 §.598110 84288 2.228882
BABY.png 38.580066 38.477273 34.101602 9.017242 614288 2.343323
BABY.png 38.367881 38.265088 33.889417 9.468742 644288 2.457764
BABY.png 8.180176 8.077383 33.701712 9.886959 674288 2.572205
BABY.png 37.889785 37.8868%2 33.511321 10.330036 704288 2.606646
BABY.png 37.818354 37.715562 33.339890 10.745953 734288 2.801086
BABY.png 37.634706 37.531914 33.15e8242 11.21010& 764288 2.915527
BLBEY.png 37.463726 37.360833 32Z.385262 11.660248 73942388 3.0293968
BABY.png 37.345623 37.242830 32.867159 11.98168%9 gz4za8 3.144408
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Appendix B: LSB with Constant Threshold Algorithm for Gray
Scale (LSBCT)

B.1 The main program

% this program was written by Hajer A Al _aswed in 2016-2017
for LSB with Constant threshold algorithm in gray scale [8] and its functions

1.clc
2. clear

3. cover_image=imread('C:\Users\hajer\Desktop\thesis\GRAY SCALE\MA for

text\home.gif');%Read cover image

4. [M N L]=size(cover_image);

5. S=sum(cover_image(:,:));

6. avg=sum(S)/(M*N);% calculate the mean of cover image

7. disp(' ==================== )|
8. disp(‘cover_image Size_secret_data PSNR Actual PSNR MSNR MSE MI Mu T )
9. disp(’ dB dB db")

10. p="home.gif";

11. disp(' ==================== )|
12. ml=4;

13. mu=§;

14. T=160;

15. start_length =494288; %start length of secreat message

16. increase_size=30000;

17. for g=1:2

18. start_length=start_length+increase_size;

19. secret_massege= randi([0 1],1,start_length);%generate the secreat message

20. [e r]=size(secret_massege);

21. stego_image=Embedding( ml,mu,T,cover_image,secret_massege); %embedding function
22. MSE=0;

23. for i=1:M

24, for j=1:N

MSE=MSE+(double(cover_image(i,j))-double(stego_image(i,j)))"2; %calculate the MSE
25. end

26. end

27. MSE=MSE/(M*N);

28. PSNR=10*l0og10(255"2/(MSE));%calculate the PSNR

29. max_value=max(max(cover_image(:,:)));%calculate the maximum actual value
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30.
31.
32.

MSNR=10*log10(avg*avg/MSE);%calculate the MSNR
Bpp=(start_length)/(M*N);%calculate the BPP
Actual_PSNR=10*log10(double(max_value)*double(max_value)/MSE);%calculate the APSNR

33. disp(sprintf('%s %d %f %f %f %f%d %d %d" ,p,start_length,PSNR,
Actual_PSNR,MSNR,MSE,ml,mu,T));

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,

end

ml=8;

mu=16;

for g=1:5

start_length=start_length+increase_size;

secret_massege= randi([0 1],1,start_length);%generate the secreat message
[e r]=size(secret_massege);

stego_image=Embedding( ml,mu, T,cover_image,secret_massege); %embedding function
MSE=0;

for i=1:M

for j=1:N

MSE=MSE+(double(cover_image(i,j))-double(stego_image(i,j)))"2; %calculate the MSE

45.
46.
47.
48.
49.
50.
ol.
52.

end

end

MSE=MSE/(M*N);

PSNR=10*log10(255"2/(MSE));%calculate the PSNR
max_value=max(max(cover_image(:,:)));%calculate the maximum actual value
MSNR=10*log10(avg*avg/MSE);%calculate the MSNR

Bpp=(start_length)/(M*N);%calculate the BPP
Actual_PSNR=10*log10(double(max_value)*double(max_value)/MSE);%calculate the APSNR

53. disp(sprintf('%s %d %f %f %f %f%d %d %d' ,p,start_length,PSNR,
Actual_PSNR,MSNR,MSE,ml,mu,T));

54,
55.
56.
S7.
58.
59.
60.
61.
62.
63.

end

disp(’ oo —————————————————— ')

%show the cover image and stego image

figure
subplot(2,2,[1,3]);
imshow(cover_image);
title('Cover image")
subplot(2,2,[2,4]);
imshow(stego_image);

title('Stego image')
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64. output = extraction( stego_image, T,mu,ml);%extraction function
B.2 Embedding function

1. function [ stego_image ] = Embedding( ml,mu,T,cover_image,secret_massege)
2. [e r]=size(secret_massege);

3. [M N L]=size(cover_image);

4. stego_image=cover_image;

5. m=0;

6. mm=0;

7. k=1;

8. fori=1:M

9. forj=1:N

1. if (k<=r)

2. if (cover_image(i,j)>=T)

3. m=m+1;

4. EC=log2(mu); %how many bit will be embedding in the pixel
5. RES=mod(cover_image(i,j),mu);
6. if (K+tEC-1)>=r

7. q=(k+EC-1)-r;

8. s=secret_massege(k:k+EC-1-0);
9. k=k+EC;

10. else

11. s=secret_massege(k:k+EC-1);
12. k=k+EC;

13. end

14. a = num2str(s);

15. DEC= bin2dec(a);

16. D=abs(RES-DEC);

17. if (cover_image(i,j)>(255-(mu/2)+1))
18. stego_image(i,j)=(255-mu+1)+DEC;
19. end

20. if((T+(mu/2))<cover_image(i,j)<=(255-(mu/2)+1))
21. if (D>(mu/2))

22. AV=mu-D;

23. if (RES>DEC)

24. stego_image(i,j)=cover_image(i,j)+AV;
25. else
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26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
o1.
52.
53.
54,
55.
56.
S7.
58.
59.
60.
61.

stego_image(i,j)=cover_image(i,j)-AV;
end

end

if(D<=(mu/2))

AV=D;

if (RES>DEC)
stego_image(i,j)=cover_image(i,j)-AV;
else
stego_image(i,j)=cover_image(i,j)+AV;
end

end

end
if(T<=cover_image(i,j)<=(T+(mu/2)))
stego_image(i,j)=cover_image(i,j)-RES+DEC,;
end

end

if (cover_image(i,j)<T)

mm=mm+1;

EC=log2(ml);
RES=mod(cover_image(i,j),ml);

if (k+EC-1)>=r

g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else

s=secret_massege(k:k+EC-1);
k=k+EC;

end

a = numa2str(s);

DEC= bin2dec(a);

D=abs(RES-DEC);

if (cover_image(i,j)<(ml/2))
stego_image(i,j)=DEC;

end
if((ml/2)<=cover_image(i,j)<(T-(ml/2)))
if (D>(ml/2))
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62. AV=ml-D;
63. if (RES>DEC)
64. stego_image(i,j)=cover_image(i,j)+AV;
65. else
66. stego_image(i,j)=cover_image(i,j)-AV;
67. end
68. end
69. if(D<=(ml/2))
70. AV=D;
71. if (RES>DEC)
72. stego_image(i,j)=cover_image(i,j)-AV;
73. else
74. stego_image(i,j)=cover_image(i,j)+AV;
75. end
76. end
77. end
78. if((T-(ml/2))<=cover_image(i,j)<T)
79. stego_image(i,j)=cover_image(i,j)-RES+DEC;
80. end
81. end
82. end
10. end
11. end
12. end
B.3 Extraction function
function [ output] = extraction( stego_image, T,mu,ml)
[M N]=size(stego_image);
kk=1,
k=1,
for i=1:M
for j=1:N
if (kk<=r)
if (stego_image(i,j)>=T)
EC=log2(mu);

© © N o g~ wDdPE

10. RES=mod(stego_image(i,j),mu);
11. if (k+EC-1)>=r
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12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.

g=(k+EC-1)-r;
s=dec2bin(RES,EC-q);
for g=1:EC-q
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

else

EC=log2(ml);
RES=mod(stego_image(i,j),ml);
if (k+EC-1)>=r
g=(k+EC-1)-r;
s=dec2bin(RES,EC-q);
for g=1:EC-q
a=str2num(s(9));
output(kk)=a;
kk=kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end
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48.
49.
50.
ol.
52.

end
end
end
end

end

B.4 Screenshots of LSBCT Algorithm, T=160, for gray scale results for different

cover images with size 512x512

Results for Lena image in Figure A.1

cover image Size secret_data PSNR Actual PSNR MSHR MSE M1 Mu T
dB dB dB

lenaBMP.bnp 524288 42.203832 41.856350 35.94443%8 3.914688 4 g 160

lenaBMP.bnp 584288 41,771417 41,423935 35.512024 4,324528 4 8 160

lenaBMP.bnp 644288 36.6864771 36.317288 30.405378 14.015327 g 16 180

lenaBMP.bnp 104288 36.279082 35.931600 30.0139680 15.316944 g 16 180

lenaBMP.bnp 734288 36.106057 35.758575 29.846664 15.839459 8 16 160

lenaBMP.bnp Te4288 35.947297 35.599815 29.687804 16.532963 g 16 180

lenaBMP.bnp 524288 35.648520 35.301038 29.389127 17.710400 g 16 180
Results for Zelda image in Figure A.1

cover_image 5ize_secret_data PSNR Actual PSNR MSNR MSE M1 Mu T

dB dB dB

zelda.bmp 524288 42,939214 42.005120 35.698770 3.304805 4 il 160

zelda.bmp 584288 42,668102¢ 41.746932 350.440582 3.507338 4 g 180

zelda.bmp 644288 37.428747 36.494653 30.188304 11.754539 8 18 160

zelda.bmp 704288 37.096911 36.162817 29.856467 12.687885 g 16 160

zelda.bmp 734288 36.964018 36.028925 29.72357% 13.082130 g 18 180

zelda.bmp 764288 36.748048 35.814854 29,508504 13.746292 8 18 160

zelda.bmp 824288 36.441192 35.507088 29,200748 14.755745 g 18 160
Results for Airplane image in Figure A.1

cover_image Size_secret_data PSNHR Betual BSNR MSNR MSE Mu T

dB dB dB

airplane.bmp 524288 40.,217775 38.359211 37.152709 6.184475 g 160

airplane.bmp 584288 39.785172 38.926608 36.720106 6.832241 8 160

airplane.bmp 644288 34.543641 33.685077 31.478575 22.841061 8 16 160

airplane.bmp T04288 34.220821 33.362237 31.155735 24.603577 8 18 160

airplane.bmp T34288 34.060481 33.201917 30.995415 25.528912 g 18 160

airplane.bmp 764288 33.912036 33.053472 30.846970 26.416592 g 18 180

airplane.bmp g24288 33.587272 32.728707 30.522206 28.467754 8 16 160
Results for Baboon image in Figure A.1

cover_image Size_secret_data PSHR Actual PSNR MSHR MSE

dB db dB

Baboon . bmp 524288 41.955945 41.356681 36.046782 4,144630 8 160

Baboon . bmp 584288 41.486587 40.887323 35.577423 4.617657 8 160

Baboon . bmp 644288 36.553475 35.954210 30.644311 14,379139 8 16 160

Baboon . bmp 704288 36.170410 35.571146 30.261248 15.705051 8 16 160

Baboon . bmp 734288 35.985088 35.385834 30.075934 16.389683 8 16 160

Baboon . bmp 764288 35.784355 35.185080 29.875191 17.165043 8 16 160

Baboon . bmp 824288 35.431005 34.831741 29.521841 18.620007 8 16 180

Results for Barbara image in Figure A.1
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cover_image Size secret data BSHR Actual P3NR MSHE M3E ull Mo

dB dg dg

barbara.png 524288 41,268970 41,096866 35.183882 4,854935 4 8
barbara.png 584288 40.890622 40,718619 34,807534 5.296856 4 8
barbara.png 644288 35.606039 35,434035 29,522951 17.884487 8
barbara.png 704288 35307640 35.135636 29,224552 19.156508 8
barbara.png 734288 35.18091% 35.018913 29.107829 18,678352 8
barbara.png 764288 35.067682 34,805678 28.984504 20,244740 8
barbara.png g24288 34822927 34.650824 28.739840 21,418430 8
Results for Elain image in Figure A.1

cover_image Size_secret_data PSHE Actual PSNR MSNR MSE M1 Mu

dB dB d8

elain.bmp 524288 41.833421 41.62660¢ 36.396019 4.263226 4 8
elain.bmp 584288 41.289746 41.082830 35.852345 4.83176¢ 4 8
elain.bmp 644288 36.548855 36.342038 31.111453 14.394444 8
elain.bmp 704288 36.121415 35.914598 30.684013 15.883232 8
elain.bmp 734288 35.904040 35.697224 30.466639 16.698456 8
elain.bmp 764288 35.669586 35.462769 30.23218¢ 17.624702 8
elain.bmp 824288 35.289679 35.082862 29.852278 19.235897 8
Results for Goldhill image in Figure A.1

cover image Size secret data BSHR Actual PENR MSKR MSE ML Mu

il dB il

goldnill.bmp 524288 42,626505 41,933942 35.465337 3.551647 4 g
goldhill.bmp 5a4288 42.368497 41,695934 35.207328 3.769038 4 ]
goldnill,bup 644288 37.180639 36.508076 30,019470 12,445618 8 16
goldnill,bmp 704288 36.063338 36.190775 29.702170 13,388950 8 16
goldnill.bmp 734288 36.717844 36.045280 29,556675 13,845097 8 18
goldnill.bmp 764288 36.610808 35.938245 29.44%640 14,190559 g 18
goldnill.bup 824288 36.363859 35.601296 29.202691 15.020847 8 16
Results for Peppers image in Figure A.1

cover_image 3ize secret data P3IR Actual PSNR MSHR MSE il Mu

dB 48 dB

peppers.bmp 524288 41,931976 41,222530 35406731 4,167568 4 g
peppers.bmp 584288 41,409715 40,700269 34,884470 4,700119 4 ]
peppers.bup 644288 36.395454 35.686008 29.870208 14,911968 g 16
peppers.bmp 704288 36065148 35,355702 29.539903 16.090351 g 16
peppers.bmp 734288 35902141 35.192695 29,376896 16.705761 8 16
peppers.bmp Te4288 35780181 35.050744 29,234045 17.260815 8 16
peppers.bmp 824288 35348516 34639069 28823210 18.977055 g 16

Results for Lady image in Figure A.1
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cover_image 3ize secret data PSR Actual BSNR M3NR MSE M Mu T
a8 a8 dB
lady.tif 524288 41,160990 40,525153 34,487570 4,977158 4 8 160
lady.tif 534288 40,771567 40.135731 34.098142 5.444069 4 8 160
lady.tif f44288 33.443139 34,807302 28.769718 18568058 8 16 160
lady.tif 04288 33.1361% 34,500358 28.462777 19,927864 8 16 160
lady.tif 734288 34,853111 34,317275 28.279692 20.785918 8 16 160
lady.tif 764288 34,798643 34,162807 28.125224 21.538528 8 16 160
lady.tif B24288 34,598726 33.962888 27.923306 22.553181 8 16 160
Results for House image in Figure A.1
cover image Size secret data PSHR Actual BSNR MSNR MSE ML Mu T
a8 8 48
house.tif 524288 42,789644 42,721251 36.318885 3.420708 4 ] 160
house.tif 584288 42,363168 42.294775 35,892408 3.773666 4 ] 160
house.tif ge4288 37.169885 37.101502 30.699136 12.476444 8 16 160
house.tif 704288 36.889674 36.821280 30.418914 13.308006 8 16 160
house.tif 734288 36.742684 36,674291 30,271925 13.766132 8 16 160
house.tif 764288 36.613354 36.545161 30.142795 14,181591 8 16 160
house.tif 824288 36.217127 36.148734 29.746368 15,537018 8 16 160
Results for Home image in Figure A.1
cover image Size secret data PSHR Actual P3HR MSIR M3E Ml Mu T
d3 a8 a8
home. gif 524288 43,779233 43676440 32421154 2.723686 4 8 160
home, gif 5g4268 43, 73977 43,636374 32,381688 2,748350 4 8 160
home. gif £44288 38.723742 38620950 27365664 8.723808 8 16 180
home. gif 704288 38, 308204 38.205411 26,950125 §,598751 8 16 180
home. gif 734288 38.123626 38.020833 26.765547 10.016541 B 18 180
home. gif 764288 37.919640 37.6816847 26.561561 10,498238 8 18 180
home, gif 824268 37,7800¢6 37677273 26,421987 10,841110 8 15 180
|
Results for Camerman image in Figure A.1
cover image Size secret datz E3NR Aetual PSR M3NR MSE M1 Mu T
dB dB dB
camerman, tif 524288 41,300901 41,300901 34,630820 4,819370 4 B 160
camerman, tif 84288 41,025578 41,025578 34,355497 5.134789 4 B 160
camerman, tif f44288 15,626847 35626847 28.956746 17.739004 B 16 160
camerman, tif 704288 35.409521 35.409521 28.739440 18.712349 B 16 160
camerman, tif 734288 15,350584 35.350584 28,680504 18.968018 8 16 160
camernan. tif 764288 35.223804 35.223804 28,553724 19,5298%¢ g 16 180
camerman, tif 824288 35.038920 35.036920 28.366839 20,388645 8 16 180

141



Results for Boy image in Figure A.1

cover_image dize secret data BSHR Actual PSNR MSHR MSE Ml Mu T
dB dB dB

BOY.tif 524288 42,552515 42,552515 34.732867 3.6126735 q ] 180
BOY.tif 584288 42,110142 42,110142 34.290494 4,000057 4 8 160
BOY.tif 644288 37.309155 37.309155 29.489507 12.082726 8 16 160
BOY.tif 704288 36.8083%¢6 36.8083%96 28.988748 13.559410 B 16 180
BOY,tif 734288 36.6134398 36.613498 28.793850 14,181774 8 16 160
BOY.tif 764288 36,386613 36.386613 28.566965 14,942356 8 16 160
BOY.tif 524283 36.025221 36.025221 28.205574 16.238860 B 16 180
Results for Boat image in Figure A.1

cover image Size secret data ESNR Actual PANR MSHR MSE il Mu T

dB dB dB

boat.gif 524288 40,747378 40,184533 35.295448 5.474476 4 8 160
boat.gif 584288 40.,488976 39.926130 35.037045 5.810089 4 ] 160
boat.gif 644288 34,937442 34,374596 29.485512 20.861030 ] 16 160
boat.gif 704288 34.872112 34.109287 29.220182 22.175282 ] 16 140
boat.gif 734288 34,578281 34.015435 29.126350 22.659603 ] 16 140
boat.gif T64288 34,513507 33.950662 29,061577 23.000095 ] 16 140
boat.gif 824288 34.310001 33.747155 28.858071 24,103508 8 16 160
Results for Baby image in Figure A.1

cover image Size secret data BSNR Actual PSHR MSHR M3E Ml Mu T

dB dB dB

BAEY.png 524288 40.818714 40,715521 36.340250 5.385288 4 B 160
BABY.png 584288 40,410863 40,308071 35,93239% 5.915535 4 ] 180
BABY.png 644288 35.1080%8 35.006305 30.630634 20.052593 B 16 160
BAEY.png 704288 34.793511 34.690718 30.315047 21.56399% B 18 160
BABY.png 734288 34.653730 34,550937 30.175266 22,269341 B 18 160
BABY.png 764288 34.458533 34.396740 30.021064 23.074223 B 16 160
BAEY.png B24288 34,198964 34,096171 29,720500 24,72771%5 ] 18 180

[N
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Appendix C: LSB with Dynamic Threshold Algorithm for Gray
Scale (LSBDT)

C.1 The main program

% this program was written by Hajer A Al _aswed in 2016-2017
for LSB with Constant threshold algorithm in gray scale [8] and its functions

1.clc
2. clear

3. cover_image=imread('C:\Users\hajer\Desktop\thesis\GRAY SCALE\MA for

text\home.gif');%Read cover image

4. [M N L]=size(cover_image);

5. S=sum(cover_image(:,:));

6. avg=sum(S)/(M*N);% calculate the mean of cover image

7. ml=4;

8. mu=8;

9. disp( S )
10. disp(‘cover_image Size_secret_data PSNR Actual PSNR MSNR MSE MI Mu T ")
11. disp(" dB dB db ")

12. p="home.gif’;

13. disp( SSs———— )

14. start_length =494288; Y%start length of secret message
15. increase_size=30000;
16. start_length=start_length+increase_size;

17. Bpp= start_length/M*N;

18. if (Bpp~=3.14)

19. T=160*(3.14-Bpp)+10;

20. else

21. T=160;

22. end

23. if (mod(T,16)~=0)

24,  T=T-mod(T,16);

25. end

26. Bpp_actual=((T/256)*(log2(ml)))+(((256-T)/256)*(log2(mu)));
27. while (Bpp_actual<Bpp)

28. T=T-mu;

29. Bpp_actual=((T/256)*(log2(ml)))+(((256-T)/256)*(log2(mu)));
30. end

31. secret_massege= randi([0 1],1,start_length);%generate the secreat message

32. [e r]=size(secret_massege);
33. stego_image=Embedding( ml,mu,T,cover_image,secret_massege); %embedding function

34. MSE=0;
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35.
36.

for i=1:M
for j=1:N

MSE=MSE+(double(cover_image(i,j))-double(stego_image(i,j)))"2; %calculate the MSE

37.
38.
39.
40.
41.
42.
43.
44,

end

end

MSE=MSE/(M*N);

PSNR=10*log10(255"2/(MSE));%calculate the PSNR
max_value=max(max(cover_image(:,:)));%calculate the maximum actual value
MSNR=10*log10(avg*avg/MSE);%calculate the MSNR

Bpp=(start_length)/(M*N);%ocalculate the BPP
Actual_PSNR=10*log10(double(max_value)*double(max_value)/MSE);%calculate the APSNR

45. disp(sprintf('%s %d %f %f %f %f %d %d %d" ,p,start_length,PSNR,
Actual_PSNR,MSNR,MSE,ml,mu,T));

46.
47.
48.
49,
50.
51.
52.
53.
54,
55.
56.

end
dlsp(‘ :::::::::::::::::::::::::::::::')

%show the cover image and stego image

figure
subplot(2,2,[1,3]);
imshow(cover_image);
title('Cover image')
subplot(2,2,[2,4]);
imshow(stego_image);
title('Stego image")

output = extraction( stego_image, T,mu,ml);%extraction function

Other functions are the same as shown in Appendices B.2, B.3 for LSBCT

C.2 Screenshots of LSBDT Algorithm for gray scale result for different cover

images with size 512x512

Results for Lena image in Figure A.1
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cover_image Size secret data PSNR Actual PENR MSHR MSE M1 Mu

dB dB dB
lena,BMP 524288 43.203327 42.850845 36.943934 3.109509 4 8 1582
lena.BMP 584288 41.738591 41.392109 35.480199 4.356335 4 8 160
lena,BMP 644288 40.031265 39.683783 33771872 6.435856 4 8 12
lena,BMP 704288 38.652524 38.502042 32.593132 8.468918 4 8 i
lena.BMP 734288 38.336860 37.988378 32.077467 9.536617 4 8 4
lena,BMP Te4288 38.042626 37.695144 31.783233 10.205112 4 8
lena,BMP 824288 35.636526 35.289045 29.377134 17.759377 8 16
Results for Zelda image in Figure A.1
cover image Size secret data ESHR Actual PSNR M3HR MSE M1 Mo T
dB dB dB
zeldaBMP.bup 524288 44.133917 43.199824 36.893474 2.510086 4 & 192
zeldaBMP.bmp o848 42.676404 41.742310 35.435960 3.511074 4 ] 160
zeldaBMP. bup 644288 40.587183 39.6530859 33.346739 5.680180 4 & 128
zeldaBMP.bup 704288 38.972088 B.038004 31.731654 8.238926 4 ] ]
zeldaBMP.bup 734288 38.372418 37.438324 31.131974 9.4588355 4 & 8
zeldaBMP.bmp Te42g8 38.060738 37.126644 30.820294 10.162640 4 g 1g
zeldaBMP. bup 824288 36.424963 35.490865 29.1845159 14.810985 B 16 160
Results for Airplane image in Figure A.1
cover_image Size_secret data PSNR Aotual PSNR MSHR MSE ML Mu T
dB d8 d8
airplane.BMP 524288 40.569041 38.710477 37.503976 5.703957 4 8 142
airplane.BNP 584288 39.791187 38.932633 36.726131 6.822769 4 8 160
airplane.BMP 644288 38.231077 38.372513 36.166011 7.761382 4 8 128
airplane.BMP 704288 38.529906 37.671342 35.464840 9.121894 4 8 80
airplane.BNP 734288 38.284258 37.423694 35.219192 9.652828 4 8 48
airplane.BMP Te4288 38.085727 37.237163 35.030662 10.081093 4 8 16
airplane.BMP 824288 33.566819 32.708255 30.501783 28.602138 B 16 160
! |
Results for Baboon image in Figure A.1
cover_image 5ize_secret_data PENR Actual PSNR MSNR MSE M1 Mu T
d8 d8 d8
Baboon.BMP 524238 43.632592 43.033328 37.723428 2.817223 4 8 192
Baboon.BHP 584288 41.475393 40.876129 35.566230 4.62957¢ 4 8 160
Baboon.BMP 644288 40.001092 39.401827 34.091928 6.500866 4 8 128
Baboon.BHP 704288 38.708346 38.109081 32.799182 8.754791 4 8 80
Baboon.BMP 734228 38.290367 37.691102 32.381203 9.639259 4 8 a8
Baboon.BMP 764228 38.038973 37.439708 32.129809 10.213699 4 8 16
Baboon.BHP 824288 35.444204 34.844940 29.535040 12.563503 8 16 160

Results for Barbara image in Figure A.1
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cover_image Size secret_data DENR Actual PSHR M3NR MSE ML Mu T
dB dB dB
barbaraBMP.bmp 524288 42.017444 41,845441 35.934357 4.086353 4 8
barbaraBMP.bmp 584288 40.801915 40,725912 34.818828 5.283100 4 8
barbaraBMP.bmp 644288 40,067491 39.895488 33.984404 6.402229 4 8 “
barbaraBMP.bmp 704288 39.056830 8.884827 32.973743 8.079739 4 8
barbaraBMP.bmp 734288 38.705408 38.533404 32.822320 8.760715 4 8 "
barbaraBMP.bmp 764288 38.108628 37.936626 32.025541 10.051188 4 8 *
160
barbaraBNP.bmp 824288 34.832107 34.660104 28.749020 21,373203 8 16
|
Results for Elain image in Figure A.1
cover_image Jize_secret data BSHR Actual PSNR MSNR MaE Ml Mu T
dB db dB
elainBMP. bmp 524288 42.935040 42.728224 37.497633 3.308083 4 B 182
elainBME, bmp 584288 41.301537 41084720 35.864135 4.818665 4 ] 160
elainBMP. bmp 644288 39.797366 39.580550 34.359965 6.813084 4 B 128
elainBME. bmp 704288 38.634517 8.427700 33.197116 §.904892 4 ] 80
elainBMP. bmp 734288 8.227739 38.020822 32.790338 9.779270 4 8 48
elainBNF. bmp 764288 §.018896 37.812080 32.581495 10.261024 4 § 18
elainBMP. bmp B24288 35.307156 35.100338 29.869754 18.158646 g 16 160
Results for Goldhill image in Figure A.1
cover_ image Size secret_data PSNR Rcrual PSHR MSNR MSE ML Mu I
dB dB dB
goldhillBMP.bmp 8 43.168716 42.496152 36.007547 3.134792 4 8 192
goldhillBMP.bmp 8 42.387492 41.714929 35.226324 3.752590 4 8 160
goldhillBMP.bmp 8 41.206547 40.533983 34.045378 4.825220 4 8 128
goldhillBMP.bmp a8 38.992834 38.320271 31.831666 8.199680 4 a a0
goldhillBMP.bmp a8 38.315076 37.642513 31.153%08 9.584572 4 a 48
goldhillBMP.bmp 8 38.027305 37.354742 30.866136 10.241177 4 8 18
goldhillBMP.bmp 8 36.355033 35.632469 29.193864 15.051407 8 16 180
|
Results for Pepper image in Figure A.1
cover_image Size_secret data PSNR Actual PSNR M5HR M3E Ml Mu T
dB dB dg
pepperaBME. bop 524288 43,408087 42698641 36882842 2,966686 4 8 192
pepperaBME. bop 584288 41.417888 40.708440 34,892641 4,691284 4 8 160
peppersBYE. bup 644288 40.164830 39.455184 33.639385 £.260620 4 L] 128
pepperaBME. bop 704288 38.857559 38,148112 32,332313 8.459106 4 8 B0
pepperaBME. bop 734288 38.427963 37.718516 31.802717 9.338650 4 8 48
peppersBYE. bup Te4288 38.094355 37.384909 31.569110 10.084278 4 L] 16
pepperaBME. bop B24288 35,358311 34, 648865 28,833066 18,934299 B 16 160
Lo
Results for Lady image in Figure A.1
cover_image Size_secret_data PSHR Actual PSNR MSNR MSE M1 Mu T
dB dB dB
lady.bmp 524288 42.084938 41,449101 35.41151% 4.023338 4 8 2
lady.bmp 584288 40.773181 40.137344 34.093761 5.442047 4 8 &0
lady.bmp 644288 40.028353 39.392517 33.354934 6.460186 4 8 128
lady.bmp 704288 39.158543 38.522707 32.485124 7.892708 4 8 80
lady.bmp 734288 38.842559 38.206722 32.169140 8.488373 4 8 48
lady.bmp TE4288 38.434155 37.798318 31.760735 9.325344 4 8 18
lady.bmp 824288 34.576673 33.940842 27.903260 22.667961 8 18 160

Results for House image in Figure A.1
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cover_image Gize_secret data B3NR Actual P3NR H3NR H3E M1 Mu T

dB dB dB
house.bmp 524288 43.789080 43.720686 37.318320 2.717518 4 8 192
house . bnp 584288 42,345827 42.277434 35.875068 3.788765 4 B 160
houge.bmp 644288 40.160803 40.092409 33.690043 6.266140 4 B 128
houge.bmp 704288 38.7545%4 38.686201 32.283835 £.662056 4 8 g0
houge.bmp 734288 38.358616 38.290222 31.887856 9.488964 4 B 48
house.bmp Te4288 38.077618 38.008226 31.606860 10.123215 4 B 16
houge.bmp 824288 36.220871 36.152478 29.750112 15.523628 8 16 160
I
Results for Home image in Figure A.1
cover_image Size_secret data P3NR Actual PSNR MSNR MSE M1 Mu T
dg dB dg
haome . bup 524288 43.787976 43.685183 32.479897 2.718208 4 8 182
home . brp 584288 43.730398 43.627605 32.372319 2.754486 4 8 160
hame . bmp 644288 42.884860 42.782067 31.526781 3.346527 4 8 128
haome . bwp 704288 41.044050 40.941257 29.683971 5.112995 4 8 80
haome . bup 734288 39.219629 39.116836 27.861550 7.782471 4 8 48
home . brp 764288 38.388757 38.285964 27.030678 9.423336 4 8 16
hame . bmp 824288 37.776159 37.673366 26.418080 10.850868 8 16 180
Results for Camerman image in Figure A.1
cover_image 3ize_secrest_data P3NR Actual _PSNR MSNR MSE M1 Mu T
dB dB dB
camerman.bmp 524288 43.982946 43.982946 37.312866 2.598877 4 8 192
camerman. bop 284288 41.026481 41.026481 34.356401 5.133720 4 g 160
Ccamerman. bap 644288 38.733727 38.733727 33.063646 6.913654 4 8 128
camerman. bop 704288 38.963954 38.963984 32.293913 8.254314 4 g g
camerman. bap 734288 38.758218 38.758218 32.088137 B.654831 4 ] 8
camerman. bop Te4288 38.480821 38.480821 31.810740 5.225677 4 8 16
camerman. bap 824288 35.035104 35.035104 28.365024 20,397171 ] 16 180
a
Results for Boy image in Figure A.1
cover image Size gecret data PSHR Actual PSNR SRR MSE ML Mu T
dg d8 dB
BOY. bup 524288 43.269328 43.269328 35.449681 3.063004 4 il 182
EOY. bnp 584288 42.119933 42.119935 34.300287 3.991047 4 8 160
BOY. bup 644288 41.086417 41.086417 33.266769 5.063358 4 8 128
BOY. bmp 704288 39.289935 39.289935 31.470287 7.657497 4 8 8
BOY. bup 734288 38.899713 38.898713 31.080066 8.377396 4 il ]
EOY. bnp 764288 38.068592 38.068592 30.248944 10.144278 4 8 16
288 36.033391 36.033591 28.215943 16.200233 8 16 160

BOY. bmp 824
|

Results for Boat image in Figure A.1
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cover_image 3ize secret data P3NR hctual PSHR MSHR MSE ML Mu T

dB dB dB
boat.bup 524238 43,652195 43,089350 38.200265 2.0804535 4 8 192
boat.bup 584238 40,515495 39,952649 35.063564 5.774714 4 8 160
boat.bup 644288 30.476645 38,913799 34.024714 7.335266 4 8 128
boat.bmp 704288 38.823793 38.260953 33.371868 8.525120 4 8 80
boat.bmp 734288 38.481351 37.918305 33.028420 9,224552 4 8 48
boat.bmp 764288 38.041905 37.479059 32.58397% 10,206806 4 8 16
hoalt.brrp 324238 34321530 33.758685 28.862600 24.,039604 8 16 160
Results for Baby image in Figure A.1
cover_image Size secret data PSNR Actual PSHR M5NR MSE M1 Mu T
dB dB dB
BABY.png 524288 41.818360 41.716568 37.340896 4,277050 4 8 192
BABY.png 584288 40.394614 40.281821 35.916150 5.937710 4 8 160
BABY.png 644288 39.411874 39.309081 34.933410 T7.445484 4 8 128
BABY.png 704288 38.680160 38.577387 34.,201696 8.811794 4 ] 8
BABY.png 734238 38.349848 38.247055 33.871384 9,508141 4 ] 8
BABY.png 764238 38.087992 37.985200 33.609528 10.099064 4 8 16
BABY.png 324238 34217682 34,114880 29,738218 24.621365 8 16 160
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Appendix D: LSB Algorithm for Color Images

Peppers Image ~Lena Image Baboon Image Barbra Image

Green Image

Figure D.1. Color Cover Images Used
D.1 The main program

% this program was written by Hajer A Al_aswed in 2016-2017 for LSB with
algorithm in color scale and its functions
l.clc

2.clear
3.cover_image=imread('C:\Users\hajer\Desktop\thesis\COLOR SCALE\LSB_color\Balloon (512 x
512).jpg);

4.disp(' R —— )
5.disp(‘cover_image Size_secret_data PSNR MSE )

6.disp(' dB D)

7.disp(' R —— )

8.p="Balloon_color’;
9.secrt_image=imread('C:\Users\hajer\Desktop\thesis\1.jpg");
10. [m n I]=size(secrt_image);

11. k=1;

12. for i=1:m

13. for j=1:n

14. str = dec2bin(secrt_image(i,j),8);
15. for g=1:8

16. aa=str2num(str(q));

17. secret_massege(k)=aa;

18. k=k+1;

19. end
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20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.

);

35.
36.
37.

end

end

[e r]=size(secret_massege);

[stego_image,y,u]=Embedding(cover_image,secret_massege);

[MSE_R,MSE_G,MSE_B ] = MSE( y,u,cover_image,stego_image);

mse = (MSE_R + MSE_B + MSE_G)/3;

[PSNR,PSNR_R,PSNR_G,PSNR_B ] = PSNR(mse,MSE_R,MSE_G,MSE_B );

disp(sprintf(‘%s %d  %f %f ' ,p,r,PSNR,mse));

disp(sprintf(PSNR_R=%f PSNR_G=%f PSNR_B=%f'PSNR_R,PSNR_G,PSNR_B));
[MSNR,MSNR_R,MSNR_G,MSNR_B ] = MSNR(cover_image,MSE_R,MSE_G,MSE_B,mse);
disp(sprintf(MSNR_R=%f MSNR_G=%f MSNR_B=%f'MSNR_R,MSNR_G,MSNR_B));
disp(sprintf(MSNR=%f',MSNRY));

Actual_PSNR_weight = A_PSNR( cover_image,MSE_R,MSE_G,MSE_B );
disp(sprintf('Actual PSNR_weight(1/3_1/3 1/3)=%f',Actual_PSNR_weight));
disp(sprintf('W_PSNR(0.4_0.243_0.357)=%f",(0.4*PSNR_R+0.243*PSNR_G+0.357*PSNR_B))

disp(sprintf(\W_PSNR(0.4_0.3_0.3)=%f"(0.4*PSNR_R+0.3*PSNR_G+0.3*PSNR_B)));
disp(sprintf('\W_PSNR(1/3_1/3_1/3)=%f,(L/3*PSNR_R+1/3*PSNR_G+1/3*PSNR_B)));
disp(sprintf(\W_MSNR(0.4_0.243_0.357)=%f",(0.4*MSNR_R+0.243*MSNR_G+0.357*MSNR_

B)));

38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.

disp(sprintf('\W_MSNR(0.4 0.3 0.3)=%f",(0.4*MSNR_R+0.3*MSNR_G+0.3*MSNR_B)));
disp(sprintf(\W_MSNR(1/3_1/3_1/3)=%f(1/3*MSNR_R+1/3*MSNR_G+1/3*MSNR_B)));
[var_orgR, var_noiseR] = snr(stego_image(:,:,1),cover_image(:,:,1));

[var_orgG, var_noiseG] = snr(stego_image(:,:,2),cover_image(:,:,2));

[var_orgB, var_noiseB] = snr(stego_image(:,:,3),cover_image(:,:,3));

SNR= 10*log10((var_orgR + var_orgG + var_orgB)/(var_noiseR + var_noiseG + var_noiseB));
disp(sprintf(SNR=%f",SNR));

disp(’ S=================s======== D)

figure

subplot(2,2,[1,3]);

imshow(cover_image);
title('Cover image")
subplot(2,2,[2,4]);
imshow(stego_image);
title('Stego image')

output=extraction(stego_image);

D.2 Embedding function
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23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.

34.

35.

function [ stego_image,y,u ] = Embedding( cover_image,secret_massege)

u=0;

y=0;

[e r]=size(secret_massege);
[M N L]=size(cover_image);
stego_image=cover_image;
k=1;

for i=1:M

for j=1:N

. if (k<=r)

. EC=3;

. if (k+EC-1)>=r

. q=(k+EC-1)-r;

. s=secret_massege(k:k+EC-1-q);
. k=k+EC;

. else

. s=secret_massege(k:k+EC-1);
. k=k+EC;

. end

. a=numa2str(s);

. DEC= bin2dec(a);

. stego_image(i,j,3)=cover_image(i,j,3)-

EC=4,

if (k+EC-1)>=r
g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else
s=secret_massege(k:k+EC-1);
k=k+EC;

end

a = num2str(s);

DEC= bin2dec(a);

stego_image(i,j,2)=cover_image(i,j,2)-

EC=1,
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36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

46.

47.
48.
49.
50.
51.
52.

if (k+EC-1)>=r

g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else
s=secret_massege(k:k+EC-1);
k=k+EC;

end

a = num2str(s);

DEC= bin2dec(a);

stego_image(i,j,1)=cover_image(i,j,1)-

y=1;
u=j;
end
end
end

end

D.3 Extraction function

© © N o 0ok~ w0 DdPE

e T o o e
0 N o 0o~ W DN RO

function [ output ] = extraction(stego_image )
[M N L]=size(stego_image);

k=1,

kk=1,

for i=1:M

for j=1:N

if (k<=r)

EC=4,

RES=mod(stego_image(i,j,3),2"EC);

. if (k+EC-1)>=r

. q=(K+EC-1)-r;

. s=dec2bin(RES,EC-q);
. for g=1:EC-q

. a=str2num(s(g));

. output(kk)=g;

. kk=kk+1;

. end

. else
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19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,

s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

end

if (k<=r)

EC=2;
RES=mod(stego_image(i,j,2),2"EC);
if (k+EC-1)>=r
g=(k+EC-1)-r;
s=dec2bin(RES,EC-q);
for g=1:EC-q
a=str2num(s(g));
output(kk)=a;
kk=Kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

end

if (k<=r)

EC=2;
RES=mod(stego_image(i,j,1),2"EC);
if (k+EC-1)>=r
q=(k+EC-1)-r;
s=dec2bin(RES,EC-q);
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55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.

for g=1:EC-q
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

end

end

end

end

D.4 MSE function
1.function [ MSE_R,MSE_G,MSE_B ] = MSE( y,u,cover_image,stego_image)

2.[M N L]=size(cover_image);
3.MSE_R=0;
4 MSE_G=0;

5.MSE_B=0;

6.for i=1:M
7.for j=1:N
8.MSE_R=MSE_R+(double(cover_image(i,j,1))-double(stego_image(i,j,1)))*2;

9.MSE_G=MSE_G+(double(cover_image(i,j,2))-double(stego_image(i,j,2)))"2;

10.
11.
12.
13.
14.
15.
16.

MSE_B=MSE_B+(double(cover_image(i,j,3))-double(stego_image(i,j,3)))"2;
end

end

MSE_R=MSE_R/(((y-1)*512)+u);

MSE_G=MSE_G/(((y-1)*512)+u);

MSE_B=MSE_B/(((y-1)*512)+u);

end

D.5 PSNR function
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function [PSNR,PSNR_R,PSNR_G,PSNR_B ] = PSNR(mse,MSE_R,MSE_G,MSE_B))
PSNR=10*log10(255*255/mse);
PSNR_R=10*l0g10(255*255/MSE_R);
PSNR_G=10*log10(255*255/MSE_G);
PSNR_B=10*l0og10(255*255/MSE_B);
end
.6 MSNR function

1. function [ MSNR,MSNR_R,MSNR_G,MSNR_B] =
MSNR(cover_image,MSE_R,MSE_G,MSE_B,mse)

O o o k> whNh e

[M N L]=size(cover_image);
S=sum(cover_image(:,:,1));
avg_R=sum(S)/(M*N);
S2=sum(cover_image(:,:,2));
avg_G=sum(S2)/(M*N);
S3=sum(cover_image(:,:,3));

avg_B=sum(S3)/(M*N);

© © N o gk~ wDd

MSNR_R=10*log10(avg_R*avg_R/MSE_R);
. MSNR_G=10*log10(avg_G*avg_G/MSE_G);
. MSNR_B=10*log10(avg_B*avg_B/MSE_B);

e
N P O

. mean_image=(sum(S2)+sum(S3)+sum(S))/(M*N*L);

[N
w

. MSNR=10*log10(mean_image*mean_image/mse);
14. end
D.7 WAPSNR function
function [ Actual PSNR_weight ]|= A_PSNR(cover_image,MSE_R,MSE_G,MSE_B)
max_col_R= max(cover_image(:,:,1));
max_col_G= max(cover_image(;,:,2));
max_col_B= max(cover_image(:,:,3));
max_R= max(max_col_R);
max_G= max(max_col_G);
max_B= max(max_col_B);

Actual_PSNR_R=10*log10(double(max_R)*double(max_R)/MSE_R);

© © N o ok~ bR

Actual_PSNR_G=10*log10(double(max_G)*double(max_G)/MSE_G);

[EEN
©

Actual_PSNR_B=10*log10(double(max_B)*double(max_B)/MSE_B);
Actual_PSNR_weight=1/3*Actual_PSNR_R+1/3*Actual_PSNR_G+1/3*Actual_PSNR_B;
12. end

D.8 SNR function

[
Lo
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function [var_cover_image, var_noise] = snr(stego_image, cover_image)
[m n I]=size(cover_image);

mean_original = mean(cover_image(:));

tmp= cover_image - mean_original,

var_cover_image = sum(tmp(:).*2);

var_cover_image =var_cover_image/(m*n);

noise= stego_image - cover_image;

mean_noise = mean(noise(:));

© © N o A~ wDdE

tmp= noise - mean_noise;

10. var_noise =sum(tmp(:)."2);
11. var_noise =var_noise/(m*n);
12. end

D.9 Screenshots for LSB for color imges results for different embedding

combinations with 8 BPP for cover images with size 512x512

Embedding combination 4 3 1

cover image Size_ secret_data BSHE MSE

dB
peppers color 1280000 35.63519% 17.764823
PSNR_R=31.829641 PSNR_G=38.0749359 PSNR_B=51.178012
HMSHER R=26.823674 MSNE G=30.931847 MSME B=39.1184446

MSHNR=28 .036591

W_PSNR(0.4_0.243 0.357)=40.254631
W _PSNR(0.4 0.3 0.3)=39.507760

W _PSNR(1/3 1/3 1/3)=40.360884

W _MSNR (0.4 _0.243 0.357)=32.211194
W MSNR (0.4 0.3 0.3)=31.744557

W MSNR(1/3 1/3 1/3)=32.291322

cover image Size_ secret_data BPSHME HMS5E
dB
lena color 1280000 35.4558989 18.513200
BSHR _R=31.608777 PSHR_G=38.063879 PSNR_E=51.148438
MSHR R=28.590647 HMSNR_G=29.85127%9 MSHMER B=43.487061

MSHR=29.486217
W_PSHNR(D.4 0.243 0.357)=40.15342%&
W_PSHNR(D.2 0.3 _0.3)=39.207606
W_PSHR(1/3_1/3_1,/3)=40.272031
W_MSHR(D.4_0.243_0.357)=34.215000
W_MSNR(D.2 0.3_0.3)=33.437761
W_MSHR(1/3_1/3 1/3)=33.976329
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PSMNER
dBe

cower image Size secret_data

MSE

1280000
BSHR_G=37.976842
HMSHER G=31.502331

baboon coloxr 25.634201
BSEME_ER=31.8522&68
HMSHMERE_R=25.978631
MSHE=2Z8.994603
W_PSHME(O.4_0.243 0.357)=40.232381
W_FSHR(O0.4_0.3_0.3)=392.481104
W_PSMR(1/3_1/3_1/3)=40.328752

W _MSHNR(0.4_ _0.243 0.357)=33.573124
W_MSMR(O.4_0.3_0.3)=32.889719
W_MSHR(1/3_1/3_ 1/3)=33.657618

A17.7T6e8830
BPSHE_B=51.15714:
HMS5SHMR BE=43.42189

ESHE
dB

cover image S5ize secret_data

MSE

1280000
BSMR_G=37.9599381
MSHNER G=30.051273

barbra color 35.629175
PSHR_FR=31.840527
MSHNR R=26.291158
MSHMER=28.332144
W_PSHR(0.4_0.243_0.357)=40.231762
W_PSHR(0.4 0.3 0.3)=39.481993
W_PSHMER(1/3_1/3 1/3)=40.331045
W_HMSHR(OD.4_0.243_0.357)=32.969225
W MSHR(O0.4 0.3 0.3)=32.2631892

W _MSME(1/3_1/3 1/3)=32.9268752

17.789465
PSNR_B=51.153226
HSHR B=42.43781%8

FEHE
dB

cover image S5ize secret_data

MSE

1280000
FSHMER_G=37.963387
MSNR_G=31.737286

Ealloon color 35.637901
PSNR_R=31.860033
MSHMER _R=24.40988
MSHMR=29.433037
W_PSHR(O.4_0.243 0.357)=40.237596
W_PSHNR(D.4_0.3_0.3)=39.484693

W _PSNR(1/3_1/3_1/3)=40.331877

W MSHR(O.4 0.243 0.357)=33.924878
W MSHR(0O.4 0.3 0.3)=33.107630

W MSHNR(1/3_1/3 1/3)=34.074047

17.753756
BEME_EB=51.172212
MSHNE_B=46.074371

cowver image Size secret_data PSMNER HMSE
dB
Elue colorxr 1280000 3T .438532 11 .728085
PSR _ER=349.260334 PSR _G=38.003657 PSHR_EB=S51.085706
HMSHNER R=3.226578 HMSHR G=25.7393273 HMSHE B=42.214812

MSHMR=23 . 908515

W_FPSMR (0.4 0.243 0.357)=41.17661%2
W_FSHER (0.4 _0.3_0.3)=40.430542
W_PSHR(1,/3_1,/3_1/3)=41.116566
W_MSHMER(Q.4_0.2493 0.357)=22.6159&63
W MSMR(D.4 0.3 _0.3)=21.676857
W_HMSHNR(1/3_1/3_1/3)=23_.726888
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cowver image

EBESHE
dB

Size secret_data

HMSE

green color

FPSHE R=295.945982
MSHR R=-15.83973
MSME=14.3449211

=
8
2

4

1280000 34.097726
PSNR G=38.2617T71

MSHR G=27.750596

W_PSMER(0.4_0.243 0.357)=39.700521

W _PSNR(O.4 0.3 _0.3)=

8.940294%

W_PSMR(1/3_1/3_1,/3)=39.939234

W _MSHNR (0.4 _0.243 0.357)=2.605618
W _MSMR(0.4_0.3_0.3)=3.832764

W _MSHMR(1/3_1/3 1/3)=6.024996

25.310810
PSNR _BE=51.606104
HM5NR B=6.221717

cover image Size secret_data PSMER MSE

dbB
red colox 12820000 34 ._981288 20._.&8514998
PSHE_R=31.090977 PSHE_G=37.771933 FSHME_EBE=—S51.032912

MSNR_R=29.951912
MSNR=31.155727

W_PSHR(0.4_0O.243
W_PSHR(0.4_0.3_0
W_PSHR(1/3_1/3_1
W_MSHR(O.4_0.243
W _MSHR(O.4_©O.3_0O
W_MSHMR(1/3_1,/3_1

MSHMER G=32.786249

_O.35T7)=39.833720
.3)=392.07T78422
F3)=39.965274
_0.357)=36.002256
.3)=35.307759
S3)=35.902853

Embedding combination 4 1 3

MSHMER B—44.970399

SCoOWer  dmaogs

Si=zes secret data BPSHER

HMSE

reEppers_ color
PSHR_ R=31.8296491
MSHR_R=26.823674
MSMNR=2Z8.1554973

W_PSHNR (0.4 _0.243_0.357)=38.

W_PSMR(0.4_0.3_0.

AZ280000 3I5.T7T54907TT
PSHR_ G=51 .1339150

HMSHMER_G=—43.995998

Q9817
I)=—39.696494149

W_PSNR(1/3_1/3_1/3)=—40.570500
W_HMSHMR(O.2 0.2493 0.357)=30.9496373

W_MSMR(0.4_0.3_0.

F)=31L.933212

W _MSHNR(1L/3_1/3_1/3)=32.500938

cover image Size_ secret_data P5SHER MSE
dE
lena color 1280000 35.565104 8.053854
PSHR_R=31.609777 PSHR G=51.157257 PSHR _B=3E8.69€6715
MSWNR G=42.944657 MSHNR B=31.035337

MSNR R=28.550647
MSNR=29.595333

W_PSHNR(O.% 0.243
W_PSHNR(C.4_0.3_0.
W_PSHR(1/3_1/3_1/
W _MSNR(O.4 0.243
W_MSNR(C.4_0.3_0O.
W MSNR(1/3_1/3_1/

0.357)=38.8839851
3)=32.600102
3)=40.487916
0.357)=32.951426
3)=33.630257
3)=34.190214
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cover image S5ize secret_data BESHER MSE

dE
baboon colox 1280000 35.770332 17.220556
PSMER_R=31.85226%8 PSMNE_G=51.1478395 PSMER_B=38.T2822¢%
HMSNE R=25.978631 HM5NE G=424.6T73384 HMS5NE B=31.062370
MESME=29.130734
W_PSWR (0.4 0.243 0.357)=38.995822
W_FPSMER(0.4_0.3_0.3)=39.703743
W_PSHMR(1/3_1/3_ 1,/3)=40.576130
W MSHR (0.4 0.243 0.357)=32.336565
W_MSMNERE(0.4_0.3_0.3)=33.1123:&92
W _MSHMR(1/3_1/3_ 1,/3)=33.904995
cover_ image Size_ secret_data PSHE HMSE

dB
barbra color 1280000 35.7680553 17.259373
BSHER _B=31.840527 EBSHER G=51.139041 EBSHER _B=38.7279265
HMSHMER BR=2&.239115%8 MSEMR G=43.1909240 HMSHER BE=30.012556
MSNERE=2E2.463523
W_PSHMR(O0.4_0.243 0.357)=38.98888l
W_PSHMER(O0.4_ 0.3 _0.3)=32.6326313
W _PSHER(1/2_1/3 1/3)=40.569178
W_MSMR(O.4_0.243 0.357)=31.726344
W_MSMER(O.4 0.3 _0.3)=32.477512
W MSHER(1/2_1/3 1/3)=332.l1l6488
cover image Size_ secret_data PSHE MSE

dE
Elue_color 1280000 37.681l5874 11.258823
PSNR R=34.260334 PSHR_G=51.17188 PSNR_EBE=38.637266
MSHMR R=3.226578 HMSHNR G=38.8907500 MSHER B=29.766373
MSHNE=24.085856
W_PSHR (0.4 0.243 0.357)=395.8932406
W_PSMER (0.4 _0.3_0.3)=40.6496879
W _PSHMR(1/3_1/3 1,/3)=41.3564895
W_MSMR(0.4_0.243_0.357)=21.371749
W MSHNR (0.4 0.3 0.3)=21.8392793
W_MSMR(1/3_1/3_1/3)=23.966817
cowver image Size secret_data PSHR MSE

dB
green coloxr 1280000 34 .23577T7=2 249 .519023
PSHR_R=29.949828 PSHMR_G=51.103376 PSHR_B=39.514179
MSHME R=—15.897324 MSHE G=40.5922200 HMSHME B=—5.870208
MSNR=14.482257 - o
W_FSHE(D.4_0.243 0.357)=38.504613
W_PSHR(D.4 0.3 0.3)=39.165198
W_PSNR(lKS_l/S_lfS]=&O.139123
W_HMSHNR(D.4 0.243 0.357)=1.4089311
W MSHNR(O.4 0.3_0.3)=2.057668
W_MSHME(1/3_1/3_1/3)=6.274890
cowver image Size secret_data PSHER MSE

dE

red colox 12820000 35.129184 19._ 926800685
PSHR_R=31.090977 PSHR_G=51.147351 PSHR_B—38.685749
HMSMNE R=29.951912 HMSNE GG=46.161667 HMSNE B=32 .623236

MSHR=31.333643
W_ESHR(DO.4 0.243 0.357)=38.676008
W_PSHR(D.4 0.3 _0.3)=39.386321

W _PSHNR(1L/3_1,/3 1/73)=20.308025
W_HMSHNER(D.4 O0.243 0.357)=34.844545
W HMSHR(DO.4 0.3 0.3)=35.61623&6
W_MSHNR(1/3_1/3_ _1/3)=36.245605
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Embedding combination 3 4 1

FSHE
dBe

cover image Size_ secret_data

1280000
PFSHME G=31.39226937
MSHMER G=24.T773545

peppers_ colorx I5.8T5T7T37
ESHMR ER=37.30239343
HMSHMR R=32.8396977
MSHME=2&8.077134
W_FSME(D.4_0.245 0.357)=21.18589493
W_PSEMR (0.4 _0.3_0.3)=40.0913920
W_PSMER(1/3_1/3_1/3)=40.334551

W _MSME(D.4 0.245 0.357)=33.145505
W_MSMR (0.4 0.3 _0.3)=32.328188
W_MSMER(1/3_1/3_1/3)=32.264989

A7.599756
PFSME B=51.178012
HMSHER B=39.118446

FS5HER
dB

cover image Si=ze =ecret data

MSE

1280000
PSNR_G=31.927819
MSEMER G=23.715220

lena colorx 35.6792372
PSHE_B=37.9202253
MSHNR R=34.883123
MSHR=295.709600
W_PSME (0.4 _0.243 0.357)=41.179354
W_PSNR(0.4_0.3_0.3)=40.083779

W _PSHMR(1/3 173 1/3)=40.326170
W_MSHER(D.4_0.243 0.357)=35.240928
W_MSMER(0.24 0.3 0.3)=34.113933
W_MSHMR(1/3_1/3_1/3)=34.028468

17.585033
PSNR_E=51.148438
HMSHNER B=43.487061

PSR
dB

cover image Size =secret data

HMSE

1280000
PSNR G=31.8935933

bakboon_ color 35.655562

PSHER_R=37.893077

17.681706
PSNR_E=51.157148

HMSNR R=32.015441 HMS5HNR G=25.425422 MSHNR E=43.45%185%1
MSNE=29.015964
W_PSHR (0.4 0.243 0.357)=41.172016
W_FPSMR(O.4_0.3_0.3)=40.0T74355
W_PSNR[lf3_lf3_lf3]=&0.316719
W _MSHR (0.4 0.243 0.357)=34.512759
W_MSMER(D.4_0.3_0.3)=33.4828370
W_HSNR(lf3_lf3_lf3]=33.645535
cowver_ imags Size_secret_data PSHER HMSE
dBs

1280000
PSHR G=31.910177
MSHR _G=23.3962075

barbra_ coloxr 25.663901
PSHER_R=37.894432
MEMR R=32.345063
MSHMR=28 . 366871
W_PSHR(O.4_0.243_0.357)=41.173648
W_PSHR (0.4 _0.3_0.3)=40.076794
W_PSNR(1/3_1/3_1/3)=40.319278
W_MSMR (0.4 _0.243 0.357)=33.911110
W_MSNR(O.4_0.3_0.3)=32.857993

W MSHR(1/3 1,/3 1,/3)=32.914985

160

PSNR_
MSHER_

|

17.6847TE85
=51 .153226
42 . 437818

o
Il



cover_ image

Size_ secret_data

de

PSHE

MSE

Ealloon_ color
BSNE_R=37.946121
HMSHME R=30.4955971
MSENE=29.458527

1280000

BSHNER G=31.896376
HSHMER G=25.670275

W_PSHR (0.4 _0.243 0.357)=41.197748

W_PSNR(O.4_0.3_0.3)
W _PSNR(1/3_1/3 1/3)

W_MSNR(0.4_0.243_0.

W_MSNR(0.4_0.3_0.3)
W_MSHR(1/3_1/3_1/3)

=40 .099025
=40 .338236

357)=34.885030

=33 .7T21962
=34 .080406

35.8663392

17.6499856

BSNER_B=51.172212
HMSHNE B=46.072371

cover image

Size_ secret__data

ESHR
dBs

MSE

Elue colox
PSEMR_R=36.779781
MSHNERE ER=5.746025
MSHR=—21 .9289807T
W_PSNR(O.4_0.243_0
W PSNR(O.4 0.3 0.3

W_PSHR(1/3_1/3_1,/3)=39.
W MSNR(O.4_0.243 0.357)=
W MSHR(0.4_0.3_0.3)=20.8
W _MSHR(1/3_1/3_1/3)=22.5

1280000

E5.519825

PSHR G=32.048353
MSNR G=19.783968

=40.7T37259
652130
QTF12E80

.3E57)
y =382 .

18.243069
PSHR_B=51.085706
HMSHNE B—42.214812

cover image

Size_ secret_data

FSHE

dB

HMSE

green_ color
PSHR_R=36.849506
MSHR_R=—-8.937645
MSHME=15.8301&8

1280000
PSHR G=32.104837
MSHR G=21.5393661

W_PSNR(0.4_0.243_0.357)=40.964657
W_PSNR(0.4_0.3_0.3)=32.853085
W_PSNR(1/3_1/3_1/3)=40.186816
W_MSNR (0.4 _0.243_0.357)=3.E863354
W_MSNR(0.4 _0.3_0.3)=4.745555
W_MSNR(1/3_1/3_1/3)=6.272578

35.583683

17.976T7E85
PSHR_EBE=51.606104
MSNR B=6.221717

cower Iimage

Sime secret  _data

BSHER

dB

HMSE

red coloxr

BPSHR R=37.613280
HMSHMR R=36.474215
HMSMR=31 . 9082243

W PSHR(OD.4 O.243
W_PSHR(O.4_0.3_0
W_PSHR(1,/3_1/3_1
W_MSHMER(O.4_0.243
W_MSMER(O.4_0.3_0
W MSHR(1/3_1/3_1

1280000

35 .701765

PSHER _G=32Z .0342&0
HMSHMR G=27.048576

DO .357)=41.048386

.3)=309_D065463
F3)=40_226817
_ D.357)=37.216922
.3)=36.195378
F3)=36.164397

Embedding combination 3_1 4

17 .494599
PSHMER B=51.032912
HMSHMR B=44.3703993

cowver image

Size secretc data

PSHR

MS5E

peppers_colox
PSHNE_R—37.202943

W _FSMR (0.4 _0.243_0

1280000
PSME_G=—S51.1207420
HMSHER_G—43.377588

-357)=39 .290936

W _PSHMR(O.4 0.3 _0.3)=40.335566

W_PSHR(1/3_1/3_1/3)=20.

W_MSNR(OQ.4_0.243_0

605858

-BS5T)=3=1L.29T7498

W_MSHME(Q.<2_0.3_0.3)=32.5725642
W_MSNMR (L3 _1/3_1/3)=3I2_.536296
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FSIHER
dE

COoOWer dImaSgge Size secret data

HMSE

AZES000O0 e . 0428519
PSHMER _G=51.1ZF8770

MSHR G=42 .926170

lena ocolor
PSHERE R=3I7 .30Z2253
HMSHME R=34.8583123
MSMR=3I0.07T&7T47T
W_FSHER(O.%_0.2493 0.357)=323.1542952Z20
W_PSHR(O.%2 0.3 0.3)=20.22261 4%
W_PSHR(1L/3_1/3F_1/73)=—420.480432
W_MSHR(O.2_0.2493 0.357)=33.216095

T

= B

W_MSHERE (O . _ -EF_0O.3)=32.252Te3
W MSHER (1 33 _ASSI)=3F2.182TI0

Ase. 152051
PSHRE B=32 .49400273%
MSHR B=—24. 7328596

PSHE
dB

cowver image Size_ secret_data

HMSE

1280000 36.324166

PSME G=51.142895

baboon color
PSHR R=37.893077

15.158763
PSNE _E=32.76347T1

MSHNE E=32.0195441 MSHNE G=44.668385 MSHNE E—=25.098215
MEMNE=29.6884568
W_FSHE (0.4_0.243 0.357)=395.281514
W_FSHE (0.4 _0.3_0.3)=40.329141
W_PSHR(1/3_1/3_ 1/3)=40.598815
W_MSHR (0.4 0.243 0.357)=32.622257
W MSHNR (0.4 0.3 _0.3)=33.737756
W _MSHR (1,3 1/3 1/3)=33.828680
Cowver dmage Size_secret__data PSR MSE
de

A220000 36 .301955
PSHMER__G=51 .139801

MSHR G=43.191699

barbra ocolox
PSHMER_R=37 .894432
MSHME R=32 .345063
HMSHR=29 004343249
W_FPSHMR (O.4 O.2493 0O.357)=32.270702
W_FPSHR (O . -E_D.3F)=40D.31984%
W_PSHER (1. F3_1/3)=40.589336
W_HMSHR (O . -243 0.35T)»=3I2.008165
W_HSHR (O .3 -3F_0.3F)=33F.101045
W_MSHNR(1/3_1/3_1/3)=33.185043

[N
ook o

15 .236488
PSHMER_EB=32.733776
MSHMR B—24.018367

cover_ image Size_secret_data ESHE HMS5E
dB
Balloon colox 1280000 36.397708 14.904229
BPSNR_R=3T7.946121 BPSNR_ G=51.140289 PSHR B=32.844442
M5SNE R=30.495971 M5SNE G=44.914189 MSHNE B=27.747200
MSHNE=30.1928494
W_PSHNR (0.4 0.243 0.357)=39.331004
W_PSMR(0.4_0.3_0.3)=40.373868
W_PSHNR(1/3_1/3_ 1/3)=40.643617
W_MSHNR (0.4 0.243 0.357)=33.018287
W _MSHNR(D.4 0.3 0.3)=33.9896805
W _MSHNR(1/3_1/3 1/3)=34.385787
cover image S5ize secret_data PSHNR MSE
dB

1280000
FSHNE =51.165110
MSHNE G=38.2900726

Blue color
BPSHNR_BR=36.775781
MSHNR R=5.746025
MSME=22.278307
W_PSHER(D.4 0.243 0.357)=38.726513
W _PSHR(0.4 0.3 _0.3)=39.7893781

W _PSHR(1/3 1/3 1/3)=40.12866%9

W MSWER(D.4 0.243 0.357)=20.165856
W MSHR(0.4 0.3 0.3)=21.039685

W MSWR(1/3 1/3 1/3)=22.738992
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17.070563
BFSHER _B=32.441117
MS5ME B=23.570223



cover image

ESHE
db

Size_ secret_data

MS5E

green color
PSHR_R=36.849506
HMSHNR _R=-8.997645
MSHME=1&.236861

1280000 35.990377
PSHE_G=51.114368

HSHE_G=40.603133

W _PSHR(D.4 0.243 0.357)=38.823254

W _PESNR(0.4 0.3 0.

3)=39.874667

W_PSMR(1/3_1/3_1/3)=40.210796
W_MSNR(0.4_0.243_0.357)=1.727951

W MSNR(0.4 0.3 0.

3)=4.767138

W MSHR(1/3 1/3 1/3)=6.296558

16.369775
PSHE_B=32.668515
HSHE_B=-12.715872

cover_ image Size_secret_data BPSHE HMSE
dB

red color 1280000 35.901220 16.709304
BPSHE R=37.613280 BPSHE G=51.1373902 BESHE _B=32.291792
MSMNE R=36.474215 MSMNE G=46.152217 MSMNE B=26.223280
MSHR=32.105679
W _PSHER(D.4 0.243 0.357)=38.995952
W_PSHNR(0.4_0.3_0.3)=40.074220
W _PFSHR(1/3 1/3 1/3)=40.347658
W MSHR(D.4 0.243 0.357)=35.168528
W_MSHER(D.4 0.3_0.3)=36.304135
W MSHMER(1/3_ 1,/2_ 1/3)=36.285237
Embedding combination 1_3 4
cowver image Size_ secret_data ESHER MSE

dB
peppers_ color 1280000 36.358849 15.038188
PSHE R=51.14066%9 PSHR_G=37.943440 PSHME B=32.7938%90
MSHNR R=46.134703 MSHNR G=30.800288 MSHMER B=20.734324
MSNE=28. 760245
W_FSHE(0.4_0.243_0.357)=41.383942
W _FSHMR(0.4 0.3 0.3)=41.877487
W _PSHMR(1/3_1,/3 1,/3)=40.626000
W MSHER (0.4 0.243 0.357)=33.340505
W_MSMER(O.4 0.3 _0.3)=33.9142&65
W_MSHR(1/3_1,/3_1/3)=32.556438
cowver_ image Size_secret_data ESHER MSE

dB

lena color

PSNE ER=51.141538
MSNER R=42._.122408
MSHE=30.088409

1280000 3I6.058180
BSHER_G=37.946714

MSHNR_G=29.734115

W _PSNR(D.4 0.243 0.357)=41.244562
W_PSNR(D.4_0.3_0.3)=41.560711
W_PSNR(1/3_1/3_1/3)=40.496175
W_MSNR(D.4_0.243_0.357)=35.306139
W_MSNR(D.4_0.3_0.3)=35.590866
W_MSNR(1/3_1/3_ 1/3)=34.198473
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16.116190
PSNE EB=32.400274
MSHME B=24.738896



cover image

ESHE
dB

Size secret_data

HMSE

baboon color
PSHER_R=51.127499
MSHR R=45.253863
MSHR=292.687650

1280000 36.327248
PSHR_G=37.907095

MSHER G=31.432584

W PSHR(D.4 0.243 0.357)=41.358983

W_PSHR(O.4_0.3_0O.

3)=41.652169

W_PSNR(lfB_lfB_lfB]=&0.599355
W _MSHNE(D.4_0.243 0.357)=34.693726

W MSNR(0.4 0.3 0.

3)=35.080785

W MSHNR(1/3_1/3 1/3)=33.928220

15.148008
PSHERE_E=32.763471
MSHER _E=25.09821°~

cover image Size_secret_data EPSHER HMSE
dB
barbra color 1280000 36.309763 15.209121
PSHR R=51.133544 PSHR G=37.228610 PSNER B=32.733776
MSME RB=45.584575 MSNER G=29.980509 HMSHME E=24 .0183&7
MSHMR=29.012732
W_PSMR (0.4 _0.243 0.357)=41.356188
W_PSHR(0.4 0.3 _0.3)=<41.652293
W_PSNR(lfS_lfS_lfB]=40.593?77
W_HMSHNR(0.4_0.24943_ 0.357)=34.032353651
W_MSMER(O.4_ 0.3 _0.3)=34.433493
W_MSMR(1/3_1/3_1/3)=33.194484
cover image S5ize_ secret_data BSHE M5E
dB
Balloon color 1280000 36.381057 14.961483
PSHE E=51.14963%5 BSME G=37.874773 PSHE EBE=32.8444423
HMSHNE E=43.699485 MSME G=31.648673 HMSHNER B=27.747200
HMSNE=30.176193
W_PSHER(0.4_0.243_0.357)=41.388890
W_PFSHE(0.4_0.3_0.3)=41.675618
W_PSHR(1/3_1/3_1/3)=40.622350
W _MSHE(0.4_0.243_0.357)=35.076172
W_MSHR(0.4_©0.3_0.3)=35.2598556
W_MSHR(1/3_1,/3_1/3)=34.36511%9
cover image Size secret_data PEMER HMEE
dbB

Elue_ color
PSHNR_R=51.15494924
MSHR R=20.120668
MEME=22 .55498663
W_PSHR(O.4_0.243
W_PSHR (0.4 _0.3_0
W_PSHR(1/3_1/3_1
W MSHNR (0.4 0.243
W_MSHNR(0.4_0.3_0
W_MSMR(1/3_1,/3_1

1280000 S6.084681
PSHER_G=37.922813

MSHR G=2Z5.658429

_D.357)=—41.258292
.3)=41.570249
A3)=40.506118
 0.35T7)=22.697835
.3)=22.816263
A3)y=23_.11&440

16.0181496
PSHR _B=32.441117
MSHR B=23.570223

cowver image

FSHER
dB

Size secret_data

MSE

green_coloxr
PSMNERE_R=51.137305
MSHNE R=5.290154
MSESNER=1&.536709

1280000
PSHR G=38.062684%
MSHR G=27.551509

W_PSHR(O.4_0.2493_ 0.357)=41.366814

W_PSMR(C0.4_0.3_0.

3)=41.674282

W_FSHR(1/3_1,/3_1/3)—40.622835
W_MSMR(O.4_0.243_0.357)=4.271512
W_MSNR(O.4_0.3_0.3)=6.566753
W_MSMR(1/3_1/3_1/3)=6.708527
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cover image Size secret_data

FPSHER

dB

MSE

red colorx 1280000
PSENE_E=51.141321

MSMNE _ER=50.002256
MSHME=32.118301
W_PSNER(O0.4 0.243 0.357)=41.138404
W_PSNER(O0.4 0.3 _0.3)=41.4494938
W_PSMR(1/3_1/3_1/3)=40.367562
W_MSNR(Q0.4 0.243 0.357)=37.306940
W MSNR(O.4 0.3 _0.3)=37.674853
W_MSMER(1/3_1/3_1/3)=36.305141

BSNE_G=37.669573
MSNE G=32.683888

Embedding combination 1_4 3

35.913842

16.660813
PEMER_B=32.2921732
MSMR _B=26.2292280

cover image Size_ secret_data

FSHER
dB

MSE

1280000
PSHNR_G=31.62281%9
MSHNR G=24.473667

peppers_ color
PSHR_R=51.14066%
MSHNER R=46.134703
HMSNR=27.3845933
W _PSHR (0.4 0.243 0.357)=41.9717&0
W_PSHNR(D.4 0.3 0.3)=41.565926
W_PSNR(1/3_1/3 1/3)=40.502065

W MSHR (0.4 0.243 0.357)=33.8928322
W MSNR(D.4 0.3 0.3)=33.802724

W _MSNR(1/3_1/3 1/3)=32.432504

35.583196

cover_ image Size_secret_data

PSHE
dE

HMSE

1280000
PSHE_G=31.645272

lena color
PSHR_R=51.141538

35.584354

17.232671
BSHE_EBE=38.696T715

MSHME FR=48.122408 HMSHER G=23.432673 MSMER B=31.035337
MSHNR=29.624583
W_PSHE(0.4_0.243 0.357)=41.9%61144
W_FPSHR(D.4_0.3_0.3)=41.55%9211
W_PSHNR(1/3_1/3_ 1/3)=40.494508
W_MSHE(0.4_0.243_ 0.357)=36.022718
W_MSHR(D.4_0.3_0.3)=35.589366
W _MSHNR(1/3_1/3_1/3)=34.196806
cowver_ image Size_ secret_data PSHER MSE
dB
baboon color 1280000 35.621688 17.820160
PFSHE _ER=51.127432%3 BSHMER_G=31.67224%9 FSHNER B=38.T728226
HMSHNE EBE=31.062970

MSHER_R=45.253863
MSHR=28.982089
W_PSMR(0.4_0.243_0.357)=41.2973333
W_PSMR(0.4_0.3_0.3)=41.571142
W_PSMR(1/3_1/3_1/3)=40.509325
W_MSMR (0.4 _0.243_0.357)=35.314076
W_MSMR(0.4_0.3_0.3)=34.979758
W_MSHNR(1/3_1/3_1/3)=33.838190
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HMSHME G=25.187739



PSHMER
dB

cowver image Size =secret data

MSE

1280000 35.6155496

BESHE_G=31.664809

barbra color
ESHE_R=51.133944

17.845377
ESHE_B=38.7279&65

MSHMR EB=45.584575 MSMR G=23.716707 MSHMR B=30.0125568
MSNE=28.318516
W_FPSHNR(0.4_0.243 0.357)=41.374009
W_PSMER(0.4 0.3 0.3)=41.571409
W_PSNR(lIS_lIS_lISj=40.503906
W_HMSHNR (0.4 _0.243 0.357)=34.711472
W_MSHNR(0.4_0.3_0.3)=34.352609
W_MSNR(lIB_lfB_lfB]=33.104613
cover_ image Size_secret_data FPSHE MSE
dB
BEalloon_ color 1280000 35.82T7T387 17.7T9a7T90
ESME_R=51.149635 PSHE_G=31.6T71862 ESHME_B=38.764011
MS5HE ER=43.693485 HMSHNE G=25.445761 HMSHNE _B=33.666763
HMEME=29.422522
W_PSMR(0.4_0.243 0.357)=41.99486%8
W_PS5MNR(0.4_0.3_0.3)=41.530616
W_PSNR(1f3_1f3_lf3]=40.523502
W_MSHNR (0.2 _0.243_0.357)=35.6821:51
W_MSMER(D.4_0.3_0.3)=35.213553
W MSHR({1/3_1/3 1/3)=34.270672
cover image Size_secret_data FSHE MSE
dB

1280000 35.663439
BPSNE_G=31.740795

MSNR G=192.476411

BElue_ colorxr

PSME _ER=51.154424
MSHMER R=20.120668
MSHMR=22 .133421
W_PSHR(O0.4_0.243_0.357)=41.968287
W_PSHR(O0.4_0.3_0.3)=4l1l.575188
W_PSNR(lfS_lfS_lIBJ=&0.510329
W_MSHER (0.4 _0.243 0.357)=23.407630
W_MSHMER (0.4 0.3 _0.3)=22.821103

W MSHMR(1/3_1/3_ 1,/3)=23.121151

17.649665
ESHME _EB=38.637266
MSNER B=29.T766373

cover image Size_ secret_data PSHE HMSE
dB
green colox 12830000 35.821866 17.017423
BSHE_R=51.137305 BSHE_G=321.767962 BPSNER_B=39.514179
HMSHNER ER=5.220154% HMSHER G=21.256787 HMSHR_B=-5.870208
MSHMR=16.068351
W_PSHR(O.4_0.243 0.357)=42.281059%5
W_PSHER(O0.4_0.3_0.3)=41.839565
W_PSHR(1/3_1/3_1,/3)=40.806482
W_HMSHR(O.4_0.243 0.357)=5.1857596
W _MSHNR(O.4 0.3 _0.3)=6.732035
W_MSHMR(1/3_1/3_1,/3)=6.892244
cover image Size_ secret_data EFSHER HMSE
dB

Z5.552818
PSHE G=31.597273
MSHMER G=2&.611588

red color 1280000
FSHE R=351.141321

MSNE RB=50.002256&6
MSHR=31.757277

W_FPFSHNR (0.4 0.243 0.357)=41.945478
W_PEMER(D.4 0.3 _0.3)=41.541435
W_PSMR(1/3_1/3_1/3)=40.474781

W MSHR (0.4 0.243 0.357)=38.114014
W MSMR(D.4 0.3 _0.3)=37.771350
W_HSNR(lfB_lfB_lfS]=36.412360
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Embedding combination 2_2 4

cover image Size secret_data ESHE

dBb

MSE

1280000
PSHNE G=44.1370&63
MSNER G=36.9923911

peppers_color
EBSME _ER=44.153184
MS5MNER R=39.147218
MEMNR=22.372662
W_PSHER(0.4_0.243_0.357)=40.093999
W _PSHE (0.4 0.3 _0.3)=40.740560

W ESHR(1/3_1/3 1/3)=40.36137%9
W_MSHME (0.4 0.243 0.357)=32.050561
W MSHMR(D.4 0.3 _0.3)=32.977358
W_MSHR(1/3_1/3_1/3)=32.291818

36.971273

1z.060238
BESHME_B=32.793820
MSHME B=20.7343249

ESHER
dB

cover image Size_secret_data

MSE

1280000 I6.626284
PSMNER_G=44.156053

HMSHNR G=35.943453

lena color
PSHE_ER=44.138741
MSHE E=41.119610
HMSHE=30.656513
W _PSHNR({(0D.4 0.243 0.357)=39.952315
W_FSMER(0.4_0.3_0.3)=40.622394
W_PSHMR(1/3_1/3 1,/3)=40.231689
W_MSMER(O0.4_0.243_0.357)=34.01388
W MSHNR(D.4 0.3 0.3)=34.652549
W_MSMR(1/3_1/3_1/3)=33.933987

14.140083
PSMNE_E=32.4002742
MSHMER B=24.7388%946

cowver image Size secret_data PENER MSE
dB
barbra coloxr 1280000 36 .9218895 13.218765
PSHMR R=44.13T7269 PSHNR G=44.154564 PSHNR B=32.733776
MSHMR R=38.58789%9 MSHER G=36.206463 MSHR B=24.018367
MSHR=29.621864%
W_ESHNR(D.4 0.243 0.357)=40.070425
W_FPSHR(D.4_ 0.3 _0.3)=40.721409
W_PSMR(1/3_1/3_1/3)=40.341870
W_HMSMR(O.4 O0.243 0.357)=32.807887
W _HMSHR(D.4 0.3 0.3)=33.502609
W_MSMR(1/3_1/3_1/3)=32.937577
cover image Size_secret_data BSHE MSE
dB

1280000 Zo.626284
PSHE_G=44.156053

HMSHNR G=35.943453

lena color
PSHR_R=44.138741
MSHE R=41.113610
MSHE=30.656513
W_PSME (0.4 _0.243 0.357)=392.952315
W _PSHR (0.4 0.3 0.3)=40.622394

W _PSHR(1/3_1/3_1/3)=40.231689

W _MSMR (0.4 0.243 0.357)=34.01388
W_MSHR (0.4 0.3 _0.3)=34.652549

W MSHR(1/3_1/3_1/3)=33.933987

14.140083
PSHER_B=32.400274
HMSNR B=24.738896

cowver_ image Size_ secret_data PSNER

HMSE

1z80000
ESHMER_G=—<4<4.121497
MSMR_G=37 .895397

Balloon coloxr
PSR _R—<<4.150850
MSMR_R=36. 700700
MSHR—S0 .82809308

W_PSHMER(OD.<4_0O.2493 0.357)=a20.107322
W_FPSHMR(O.4_0.3_0.3)=40.750122
W _PSHR(1L/3_1/3_1/3)=40.3 72263
W _MSHR(OD.4 O0.2493 0.357)=33.79496l12
W_MSHR(OD.4_O.3F_0.3)=34.373052
W MSHMR (1,3 1/3_1,/3)=342.119932
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cover image

PSHE
dB

Size_ secret_data

HMSE

Blue_ color
PSNR_FR=44.008057
HMSHER R=12Z.974301

1280000
PSHNR G=44 .217879
MSMER_ G=31 .8953495

3I6.658028

MSHMR=23.1282010

W_PSHR(0.4_0.243_0.357)—39.929646
W_PSHNR(0.4_0.3_0.3)=—40.600922
W_PSNR(1/3_1/3_1/3)=40.222351
W_MSNR(0.4_0.243_0.357)=21.368989
W_MSNR(0.4_0.3_0.3)=21.846836
W_MSNR(1/3_1/3_1/3)=22.832673

14.037106
PSNR_B=32.441117
HMSHMER B=23.570223

FSHE
dB

cover image Size secret data

HMSE

1280000
PSNR_G=44.03892170
MSNR_G=33.5808994

green_color 36.849034
BPSENR_R=43.937031
MSNR_R=-1.850121
MSHNR=17.035519
W_FPSHR(Q.4_0.2493 0.357)=32.87586%2
W _PSNR(0O.4 0.3 _0.3)=40.627018
W_PSNR(1/3_1,/3_1/3)=40.252572
W_MSHNR(0.4_0.243 0.357)=2.880567
W_MSEMER(O.4_0.3_0.3)=5.51948%8

W MSNR(1,/3_1/3 1,/3)=6.338334

13.433123
BSHMER_B=32.668515
MSHNR B=-12.715872

cowver images Size_ secret__data PSR MSE
dB
red colox 1280000 I6.51487T72 14.507519

PESNR_R—44.036207
MSHER_R=42.897142
MSHNR=32 . T19331
W_PSHMR(0.4_0.243_0.357)
W_PSHMR(0.4_0.3_0.3)=—20.
W_PSMR(1/3_1,/3_1/3)=40.
W_MSHMR(0.4_0.243_0.357)

BPSHE_G=43.992171
HMSHNR G=39.006487

=39 .832750
499672
106723
=36 .001286

W_MSMR(0.4_0.3_0.3)—36.T29587
W _MSHR(1/3_1/3_1/3)=36.044303

Embedding combination 2_4 2

BESHE_BE=32.291792
HMSHER EB=26.229230

cowver_ image Size_ secret_data PSR MSE
dB
peppers_color 1280000 26.104337 15.945815
PSHE _R=44.153184 BSENER G=31.776004 BSHER_EBE—=44.825000
HMSHNR R=3%.147218 HMSHR G=24.632853 HMSHNER B=32.769434
MSHR=2E8.505733
W_PSHNER (0.4 _0.243 0.357)=41.386796
W_PSHMR(D.4 0.3 _0.3)=40.642775
W_PSMR(1/3_1/3_1/3)=40.252730
W_MSHMR(O.4_0.2493 0.357)=33.343358
W _MSNER(DO.4 0.3 _0.3)=32.8B79573
W_MSHR(1/3_1/3_1/3)=32.183168
cowver_ image Size_secret_data PSHER MSE
dB
lena color 1280000 I6.152823 1S5.76877T9

PSHR_R=44.138741
MSHR_R=41.119610
MSHE=30.183052
W_PSNR(O.4_0.243_0.357)=41.385580
W_PSHNR(D.4_0.3_0.3)=40.646180
W_PSHNR(1/3_1/3_1/3)=40.258118
W_MSHNR(0.4_0.243_0.357)=35.447154
W_MSHNR(O.4_0.3_0.3)=34.676335
W_MSHMR(1/3_1/3_1/3)=33.960416

BSHE_G=31.831845
HSHMER G=23.612245
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BSHE_B=44.803769
MSHME B=37.1423391



cover image Size_ secret_data ESHER MSE
dB
baboon color 1280000 36.1324948 15.84942931
ESHE R=44.147507 PESHMER_G=31.80T73826 ESHER_B=44.830803
MSMER R=38.273871 MSHMR_G=25.332876 MSHNR_B=37.165546
MSHME=29.492850
W_FPSHR(0.4_0.243_0.357)=41.392794
W_FPSHR(0.4_0.3_0.3)=40.650460
W _PSHMR(1/3_1,/3 1,/3)=40.261899
W_MSHMNR (0.4 _0.243_0.357)=34.733537
W _MSHR(0.4_0.3_0.3)=3494.059075
W MSHR(1/3_ 1,3 1,3)=33.520764
cowver images Size_secretc_data PSR MSE
dB

arbra coloxr

1280000 36 .0928486

15.967310

PSHR_R=44.137269 PSHR_G=31.769880 PSHR_B=—44.840488
HMSHE_R=38.587899 HMSHME _G=23.8217729 HMSHE_B=36.125073
HMSHR=2E2 .8201455
W_PSHR(D.4 0.243 0.357)=41.383042
W_PSMR(DO.4_0.3_0.3)=40.638018
W_PSHMR(1,/3_1,/3_1,/3)=40._.249212
W_HMSMNR(O.49_0.2493_ _0.357)=3424.120505
W_HMSHR(O.4 0.3 _0.3)=33.419217
W MSHMR(1/3 1,3 1,/3)=32_.849491%9
cover image Size_ secret_data ESHE MS5SE
dB

Balloon coloxr 1280000

ZF6.161301

15.7T38027

PSHE_ERE=44.150850 PSHME G=31.837414 PSHNE_B=44.866037
HMSMER R=36.T700700 MSHMR GG=25.611313 HMSMER B=392.7687395
MSHMR=2Z9.956436
W_PSHR (0.4 _0.243 0.357)=41.414007
W_PSHE(0.4 _0.3_0.3)=40.671375
W_PSHR(1/3_1/3_1/3)=40.284767
W_MSHMR(O.4 0.243 0.357)=35.101289
W MSNR(D.4 0.3 _0.3)=34.294313
W_HSNR(lfS_lfS_lfS]=3&.026936
cover image Size_ secret_data PSHER MSE
dB

1280000
ESHER_G=31.8390&6&%8
HSHNR G=19.626284

Blue color 36.193658
PSHR_R=44.008057
HMSHE R=12.974301
HMENE=22 .663840
W_PSMER(D.4_0.243_0.357)=241.308856
W _PSHMER (0.4 0.3 _0.3)=40.578996
W_PSHMR(1/3_1/3 1/3)=40.197989

W MSWHNR(D.4 0.243 0.357)=22.748199
W MSHNR({(D.4 0.3 _0.3)=21.8245910
W MSHMR(1/3_1/3 1/3)=22.808311

15.621206
ESNER_EB=44.6395241
HMSNER EBE=35.824347

PSHER
dB

cover image Size_ secret_data

HMSE

1280000
PSNE G=31.935933
MSHNER G=21.424758

green_ color 2E6.286560
PSENE_R=43.997031
MSMNE _RB=-1.850121
HMSNE=16&6.533045
W_PSHMR(0.4_0.243 0.357)=41.771560
W_PSHMR(O0.4_©0.3_0.3)=40.971455
W_PSHR(1/3_1/3_ 1,/3)=40.6352E0
W_MSHMER (0.4 _0.243 0.357)=4.676258
W_MSHMR(O.4_O0.3_0.3)=5.863925
W_MSMR(1/3_1/3_1/3)=6.721042
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cowver image Size_secret_data ESHE MSE
dB
red colox 12850000 36.092366 15.989827
PSMR_R=44.036207 PSNR_G=31.777991 BSMR_B=44.662545
MSNR _R=42.897142 MSHME_G=2&.792307 MSMER E=38.600032
MSHMR=32 .296825
W_PSMR (0.4 _0.243 0.357)=41.281063
W _PSMR(0.4_0.3_0.3)=40.546643
W_PSMR(1/3_1,/3_1/3)=40.158914
W_MSHMR (0.4 0.243 0.357)=37.449599
W _MSHMR(O.4_ 0.3 _0.3)=36.776558
W _MSHMR(1/3_1,/3_1/3)=36.096494
Embedding combination 4 2 2
cover image Size_secret_data PSHER M5E
dB

peppers_color
PSNR R=31.829&41
MSNE _R=26.823674
MS5HMER=28.553039
W_PSNR(D.4_0.243
W_PSNR(0.4 0.3 0
W PSHER(1/3 1/3 1
W _MSNR(D.4_0.243
W MSNR(D.4 0.3 0
W MSHR(1/3_1/3_ 1

1280000
PSHMR G=44.132380
MSHR_G=36.983228

 0.357)=39.459378
.3)=39.420270
/3)=40.263674
 0.357)=31.416540
.3)=31.657068
/3)=52.194112

36.151642

15.773067
FSHE _EB=44.829000
MSHNER_B=32.769434

cowver image

PSHER
dBs

Size_secret_data

HMSE

lena color

PSME R=31.609777
MSMER R=2Z8.5390647
MSHMR=29.984342
W_PSMNR (0.4 _0.243
W_PSMR (0.4 _0.3_0
W_PSHR (1/3_1/3_1
W MSHR (0.4 0.243
W _MSHNR(O.4 _0.3_0
W_MSHR (1/3_1/3_1

1280000
PSHNE G=44.178162
MSMNE G=35.3965563

25.954113

_ 0.357)=39.374150
.3)=39.3384%0
/3)=40.197236
 0.357)=33.435724
.3)=33.368645
/3)=33.899534

16.507035
PSHME _EBE—44.80376%9
HMSHER_B=37.142391

cowver image

PSR
dB

Size_secret_daca

baboon colox
BFSHME_R=31.852268
MSMER R=25.3978631
MSHME=29.533562
W_PSHR(0.4 0.243
W_PSHR(O0.4 0.3 _0O
W _PSHR(1/3_1/3 1
W _MSHR (0.4 0.243
W _MSHNR (0.4 _0.3_0O
W_MSHR (1/3_1/3_1

1280000
EFSHME_G=44.151892
MSHR_G=37.677382

36.173160

 D.357)=39.474413
.3)=392.435716
/f3)=40.278321
 D.357)=32.815156
.3)=32.844331
/3)=33.607188
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cover image

ESHER
dB

Size_ sgecret_data

MSE

barbra_ colox
PSHE R=31.840527
MSHME R=26.291158
MSHNER=28.866321

1280000
PSNR G=44.158293
HMSHNR G=36.210191

36.163352

W_PSHR(0.4_0.243_0.357)=32.474730
W_PSMR(0.4_0.3_0.3)=39.435845
W_FSMR(1/3_1/3_1/3)=40.27276%9
W_MSHMR(C.4_0.243_0.357)=32.212193

W_MSNR(CO.4_0.3_0.3)=32

217044

W MSHNR(1/3_1/3 1/3)=32.875476

15.7305%6
PSNR _E=44.840488
HMSHNR B=36.1250T73%

cover image

Size_ secret_data FSHE

Balloon color
BESHME ER=31.860033

1280000
PFSMNE_G—44.l168341

6.182630

15.660925
PF5ME_E—44.866037

MSHMR_ R=249.4039883 MSHNR G=37.942241 MSHMER BE=39.768795
MSHMR=29 .977765
W _PSHR(D.4 0.243 0.357)=39.494095
W_FPFSHMER(D.42_ 0.3 _0.3)=32.454326
W _PSHNR(1/3 1/3 1/3)=40.298137
W MSMR (0.4 0.243 0.357)=33.18137%8
W _MSWNR(D.4 0.3_0.3)=33.077264
W_MSNR(JfB_lfB_lfBJ=34.040306
cover image Size_ secret_data PSHE HMSE
dB

BElue_ color
PSHE_R=34.260334
MSHER R=3.226578
MSHR=2Z49.745281
W_FPSHR(O.4_0.243_
W_PSHR(O.4_0.3_0O.
W_PSHR(1/3_1/3_1.,
W _MSHR(O.4_ 0.243
W _MSHER (0.4 _0.3_ 0.
W MSHNR(1,/3_1/3_1/

1280000
P5SHER G=44.271536
MSHR _G=32.007152

38.275298

0.357)=40.418318
3)=40.394167
3)=41.0T5704
0.357)=21.857661
3)=21.640081
3)=23.686026

S.6872T7T63
BSHE_EBE=44.635241
MSHER _B=35.824347

cowver iIimage

PSR
dB

Sdi=me_ secretc__data

MS5E

gresen coloxr
FSHNER_R=29.9498

W_PSHMR(0.4_0O.
W_PSMR (0.
W_FPSHR (1S
W_MSHR (O .
W_MSHER (0. 49_ o.
W_MSHMR(1/3_1/3_14

37
o .
s
=

=
-3
FE_

=z
3_

12850000 2 .458233

PSHR_G=—44.221563
MSHMR_G=33.710387
O .35T7)y=39_.138087
ZI)=—392.038263
3)=420.0498089
D.3I5T7)=2.04927T85
F)P=3.9D30TZ3

F)=6.133=851

23 .29549696
PSR _EB=495.3972Z875
MSHNR B=0.588488

cover image Size_secret_data PSHER MSE
dB
red color 1280000 35.467981 8.462150
FSHE ER=31.090977 FPSHER G=44.008582 FSEHNER E—=44.662545
HMSHERE R=29.551912 HMSWNR G=39.02289%8 MSHER B=38.600032

MSHNR=31.672440
W_PSHR (0.2 _0.243_
W_PSMR (0.4 0.3 0.
W _PSMR(1/3_1/3_1/
W MSHR (0.2 0.243
W MSHR(0.% 0.3 O.
W _MSHMR(1/3_1/3 1/

0.357)=39.075005
3)=39.037729
3)=39.920701
0.357)=35.243541
3)=35.267644
3)=35.858281
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Appendix E: Adaptive LSB Algorithm (ALSB) for Color Images

E.1 The main program

CoNoOr~wWNE

28
29

clc

clear
cover_image=imread('C:\Users\hajer\Desktop\thesis\COLOR SCALE\LSB_color\red.jpg’);
Red = cover_image(:,:,1);
Green = cover_image(:,:,2);
Blue = cover_image(:,:,3);
[M N L]=size(cover_image);
S=sum(cover_image(:,:,1));
avg_R=sum(S)/(M*N*L);
S2=sum(cover_image(:,:,2));
avg_G=sum(S2)/(M*N*L);
S3=sum(cover_image(:,:,3));
avg_B=sum(S3)/(M*N*L);

disp(' :::::::::::::::::::::::::::::::::::::')
disp(‘cover_image Size_secret data PSNR MSE ")

disp(' dB )

p="red_color";

disp(' :::::::::::::::::::::::::::::::::::::‘)

secrt_image=imread('C:\Users\hajer\Desktop\thesis\1.jpg’);
[m n []=size(secrt_image);

k=1,

for i=1:m

for j=1:n

str = dec2bin(secrt_image(i,j),8);

. for g=1:8

. aa=str2num(str(q));

. secret_massege(k)=aa;
. k=k+1;

. end

30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.

end

end

[e r]=size(secret_massege);

if (avg_B>=avg_R)&&(avg_B>=avg G)&&(avg R>=avg_G)%b=4r=3 g=1
%blue=4; red=3; green=1,

blue=1; red=3; green=4;

end

if (avg_B>=avg_R)&&(avg_B>=avg G)&&(avg G>=avg_R)%b=4 r=1 g=3
%Dblue=4; red=1; green=3;

blue=1; red=4; green=3;

end

if (avg_G>=avg_R)&&(avg_G>=avg_B)&&(avg_B>=avg_R)%b=3 r=1 g=4
%Dblue=3; red=1; green=4;

blue=3; red=4; green=1;

end

if (avg_G>=avg_R)&&(avg_G>=avg_B)&&(avg_R>=avg_B)%b=1 r=3 g=4
% blue=1; red=3; green=4;

blue=4; red=3; green=1;

end
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49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.

64.

if (avg_R>=avg_B)&&(avg_R>=avg_G)&&(avg_G>=avg_B)%b=1 r=4 g=3
% blue=1; red=4;green=3;

blue=4; red=1;green=3;

end

if (avg_R>=avg_B)&&(avg_R>=avg_G)&&(avg_B>=avg_G)%hb=3 r=4 g=1
%blue=3;red=4;green=1;

blue=3;red=1;green=4;

end
[stego_image,y,u]=embedding(red,green,blue,cover_image,secret_massege);
[MSE_R,MSE_G,MSE_B ] = MSE( y,u,cover_image,stego_image);

mse = (MSE_R + MSE_B + MSE_G)/3;

[PSNR,PSNR_R,PSNR_G,PSNR_B ] = PSNR(mse,MSE_R,MSE_G,MSE_B );
disp(sprintf('%s  %d %f %f ",p,r,PSNR,mse));
disp(sprintf(‘avg_R=%f avg_G=%f avg_B=%f'.avg_R,avg_G,avg_B));
disp(sprintf(PSNR_R=%f PSNR_G=%f PSNR_B=%f',PSNR_R,PSNR_G,PSNR_B));
[ MSNR,MSNR_R,MSNR_G,MSNR_B ] =

MSNR(cover_image,MSE_R,MSE_G,MSE_B,mse);

65.  disp(sprintf(MSNR_R=%f MSNR_G=%f

MSNR_B=%f,MSNR_R,MSNR_G,MSNR_B));

66.  disp(sprintf( MSNR=%f,MSNR));

67.  Actual_PSNR_weight = A_PSNR( cover_image,MSE_R,MSE_G,MSE_B);

68.  disp(sprintf('‘Actual PSNR_weight(1/3_1/3_1/3)=%f",Actual_PSNR_weight));

69.  disp(sprintf('\W_PSNR(0.4_0.243 0.357)=%f",(0.4*PSNR_R+0.243*PSNR_G+0.357*PSNR
_B));

70.  disp(sprintf("WW_PSNR(0.4_0.3_0.3)=%f",(0.4*PSNR_R+0.3*PSNR_G+0.3*PSNR_B)));
71.  disp(sprintf("W_PSNR(1/3_1/3 1/3)=%f",(1/3*PSNR_R+1/3*PSNR_G+1/3*PSNR_B)));
72.  disp(sprintf(W_MSNR(0.4_0.243_0.357)=%f",(0.4*MSNR_R+0.243*MSNR_G+0.357*MS
NR_B)));

73.  disp(sprintf('W_MSNR(0.4_0.3_0.3)=%f",(0.4*MSNR_R+0.3*MSNR_G+0.3*MSNR_B)));
74.  disp(sprintf('\W_MSNR(1/3_1/3_1/3)=%f",(1/3*MSNR_R+1/3*MSNR_G+1/3*MSNR_B)));
75.  [var_orgR, var_noiseR] = snr(stego_image(:,:,1),cover_image(:,:,1));

76.  [var_orgG, var_noiseG] = snr(stego_image(:,:,2),cover_image(:,:,2));

77. [var_orgB, var_noiseB] = snr(stego_image(:,:,3),cover_image(.,:,3));

78.  SNR= 10*log10((var_orgR + var_orgG + var_orgB)/(var_noiseR + var_noiseG +
var_noiseB));

79.  disp(sprintf(SNR=%f,SNR));

80.  disp( S==================================')

81. figure

82.  subplot(2,2,[1,3]);

83.  imshow(cover_image);

84. title('Cover image')

85.  subplot(2,2,[2,4]);

86.  imshow(stego_image);

87. title('Stego image')

E.2 Embedding function

Nogk~wbhre

function [ stego_image,y,u]=embedding(red,green,blue,cover_image,secret_massege)
u=0;

y=0;

[e r]=size(secret_massege);

[M N L]=size(cover_image);

stego_image=cover_image;

k=1;
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36.

37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.

48.

49.
50.
51.
52.
53.
54,
55.
56.
S57.
58.
59.
60.

8. stego_image(1,1,3)=cover_image(1,1,3)-(mod(cover_image(1,1,3),2"3))+blue;
9. stego_image(1,1,2)=cover_image(1,1,2)-(mod(cover_image(1,1,2),2"3))+green;
10. stego_image(1,1,1)=cover_image(1,1,1)-(mod(cover_image(1,1,1),2"3))+red;
11. for j=2:N

. if (k<=r)
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

EC=blue;

if (k+EC-1)>=r

g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else
s=secret_massege(k:k+EC-1);
k=k+EC;

end

a = numa2str(s);

DEC= bin2dec(a);
stego_image(1,j,3)=cover_image(1,j,3)-(mod(cover_image(1,j,3),2"EC))+DEC;
EC=green;

if (k+EC-1)>=r

g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else
s=secret_massege(k:k+EC-1);
k=k+EC;

end

a = num2str(s);

DEC= hin2dec(a);
stego_image(1,j,2)=cover_image(1,j,2)-(mod(cover_image(1,j,2),2"EC))+DEC;
EC=red;

if (k+EC-1)>=r

g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else
s=secret_massege(k:k+EC-1);
k=k+EC;

end

a = numa2str(s);

DEC= hin2dec(a);
stego_image(1,j,1)=cover_image(1,j,1)-(mod(cover_image(1,j,1),2"EC))+DEC;
end

end

for i=2:M

for j=1:N

if (k<=r)

EC=blue;

if (K+EC-1)>=r

g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;

else
s=secret_massege(k:k+EC-1);
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61.
62.
63.
64.

65.

66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.

T7.

78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.

92

k=k+EC;
end
a = num2str(s);
DEC= bin2dec(a);
stego_image(i,j,3)=cover_image(i,j,3)-(mod(cover_image(i,j,3),2"EC))+DEC;
EC=green;
if (K+EC-1)>=r
g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;
else
s=secret_massege(k:k+EC-1);
k=k+EC;
end
a = numa2str(s);
DEC= bin2dec(a);
stego_image(i,j,2)=cover_image(i,j,2)-(mod(cover_image(i,j,2),2"EC))+DEC;
EC=red;
if (K+EC-1)>=r
g=(k+EC-1)-r;
s=secret_massege(k:k+EC-1-q);
k=k+EC;
else
s=secret_massege(k:k+EC-1);
k=k+EC;
end
a = num2str(s);
DEC= hin2dec(a);
stego_image(i,j,1)=cover_image(i,j,1)-(mod(cover_image(i,j,1),2"EC))+DEC;
y=1i;
u=j;
. end
93. end

94, end

95. end
E3 Extraction function

1. function [ output ] = extraction( r,stego_image )
2. [M N L]=size(stego_image);

3. k=1;

4. Kkk=1;

5. blue=mod(stego_image(1,1,3),2"3);

6. green=mod(stego_image(1,1,2),2"3);

7. red=mod(stego_image(1,1,1),2"3);

8. forj=2:N

9. if (kk<=r)

10. EC=blue;

11. RES=mod(stego_image(1,j,3),2"EC);
12. if (k+EC-1)>=r

13. g=(k+EC-1)-r;

14. s=dec2hbin(RES,EC-q);

15. for g=1:EC-q
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16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
o1.
52.
53.
54,
55.
56.
S7.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.

a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

EC=green;
RES=mod(stego_image(1,j,2),2"EC);
if (k+EC-1)>=r
g=(k+EC-1)-r;
s=dec2bin(RES,EC-q);
for g=1:EC-q
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

EC=red;
RES=mod(stego_image(1,j,1),2"EC);
if (K+EC-1)>=r
g=(k+EC-1)-r;
s=dec2bin(RES,EC-q);
for g=1:EC-q
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

else
s=dec2bin(RES,EC);
for g=1:EC
a=str2num(s(g));
output(kk)=a;
kk=kk+1;

end

k=k+EC;

end

end
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68. end

69. for i=2:M

70. for j=1:N

71. if (kk<=r)

72. EC=blug;

73. RES=mod(stego_image(i,j,3),2"EC);
74. if (k+EC-1)>=r

75. g=(k+EC-1)-r;

76. s=dec2bin(RES,EC-0);
77. for g=1:EC-q

78. a=str2num(s(g));

79. output(kk)=4a;

80. kk=kk+1;

81. end

82. else

83. s=dec2bin(RES,EC);
84. for g=1:EC

85. a=str2num(s(g));

86. output(kk)=a;

87. kk=kk+1;

88. end

89. k=k+EC;

90. end

91. EC=green;

92. RES=mod(stego_image(i,j,2),2"EC);
93. if (k+EC-1)>=r

94. g=(k+EC-1)-r;

95. s=dec2bin(RES,EC-q);
96. for g=1:EC-q

97. a=str2num(s(g));

98. output(kk)=a;

99. kk=kk+1;

100.end

101.else

102. s=dec2bin(RES,EC);
103. for g=1:EC

104. a=str2num(s(g));
105. output(kk)=a;

106. kk=kk+1;

107.end

108. k=k+EC;

109.end

110. EC=red;

111. RES=mod(stego_image(i,j,1),2"EC);
112. if (k+EC-1)>=r

113. g=(k+EC-1)-r;

114. s=dec2bin(RES,EC-q);
115. for g=1:EC-q

116. a=str2num(s(g));
117. output(kk)=a;

118. kk=kk+1;

119.end
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120. else

121. s=dec2bin(RES,EC);
122. for g=1:EC
123. a=str2num(s(g));
124. output(kk)=a;
125. kk=kk+1;
126.end

127. k=k+EC;
128.end

129.end

130.end

131.end

132.end

Other functions are the same as shown in Appendices D.4, D.5, D.6, D.7 and D.8.

E. 4 Screenshots of Adaptive LSB for color images results for different

embedding combinations for cover images with size 512x512

Results for ALSBmin

cower image Size secret data PEMER HMSE

dB
peppers_ color AZ2830000 36.355709 15.049906493
avg R=47.T766188 avg G=37.347483 avg B=21.205114
PSHE E=51.132833 PSHE G=37.932710 PSHE_B=32.793140
HMSHNE_ER=46.126866 HMSHE G=30.789558 HMSHNE_EBE=20.733574

MSHR=28.757105
W_PSHR(O0.4_0.243_0.357)=41.377933
W _PSHR(D.4 0.3 0.3)=4l1l.&£70888

W _PSHR(1/3 1/3 1/3)=40.619561
W_MSMNER(D.4 0.2493 0.357)=33.3FZ4242935
W MSHNR(O.4 0.3 _0.3)=33.907686

W MSHNR(1/3_1/3_1/3)=32.549993

cover_ image Size_secret_data PBSHER HMSE

dB
lena_ color 1280000 35.599405 17.911826
avg R=60.043004 avg G=33.020903 avg B=35.184392
PSHR_R=51.143248 PSHR_G=31.651164 PSHR_B=3E.6327638
MSNR R=48.124118 MSHNR_G=23.438564 MSME B=31.036320

MSNR=29.629634
W _ESNR(0.24 0.243 0.357)=41.263610
W_PSNR(0.4_0.3_0.3)=41.561958
W_PSNR(1/3_1/3 1/3)=40.497370
W MSNR(0.4 0.243 0.357)=36.025185
W_MSNR(0.4_0.3_0.3)=35.592113
W MSNR(1/3_1/3 1/3)=34.199667
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cover image

FSHE
dB

Size_ secret_data

HMSE

baboon_ color

avg R=43_225210
PSHME _R=51.135977
MSHNE R=45.262340
MSHMR=29.687017

1280000 I6.3266l15
avg_G=40.336053
PSHR_G=37.904887

MSHE G=31.430377

W_PSMNR(ODO.4_0.243 0.357)=41.361736
W_FPSHE(Q.4_ 0.3 _0.3)=41l.654213
W_PSHR(1/3_1/3_1/3)=40.601350
W_MSHR (0.4 _0.243 0.357)=34.702479
W_MSMNR(O.4_0.3_0.3)=35.063428
W_MFNR(lKS_lKB_lKSJ=33.930216

15.150216

avg_ B=35.168683
ESHME_B=32.763187
HMS5ME B=25.097931

cover image

PSHER
dB

Size_secret_data

MSE

barbra_ color

avg R=44.869422
PSHR_R=51.1375493
MSMNE E=45.588180
MSNR=29.010375

1280000 36.307405
avg G=34.041904
BSHER_G=37.915266

MSHME G=29.9367164

W_PSHME (0.4 _0.243 0.357)=41.354703
W_PSHE(0.4_0.3_0.3)=41.649393E8
W_PSHR(1/3_1/3_1/3)=40.535825
W_MSME(0.4_ 0.243 0.357)=34.0921&6
W_MSEME(0.4_0.3_0.3)=34.431137
W_HFNR(1f3_1f3_1I3]=33.191532

15.217378

avg B=31.163663
PSNR_B=32.734660
MSNR B=24.019252

cowver image

ESNER
dB

S5ize_ secret_data

HMSE

Ealloon color
avg_ R=36.050513
BSHR_R=31.8497389
MSNR _R=24.399590
MSNR=29.425080

1280000 35.6299494
avg G=41.506289
PSHR_G=37.964555

MSNR G=31.738455

W_PSHNR (0.4 0.243 0.357)=40.234006
W_PSHNER (0.4 _0.3_0.3)=39.481131
W_PSHR(1/3_1/3 _1/3)=40.329063
W_MSHE(D.4_0.243_0.357)=33.592128%5
W_MSHE(D.4_0.3_0.3)=33.104068
W_HFNR(lf3_lf3_lf3)=34.0?1233

17.786314

avg_EBE=47.266870
BSHE_BE=51.172896
MSNR _B=46.075654

cowver image

PSHE
dB

Size_ secret_data

MSE

BElue_ colox

avg R=2.386333
PSMR_R=34.264084%
MSHMR_R=3.230328
MSHE=23.911399

1280000 37.441416
avg G=20.T7103935
BSMER_G=3&.00459%9

HMSHER_G=25.740214

W_PSHMR(0.4_0.243_0.357)=41.178606
W_PSHR(0.4_0.3_0.3)=40.432942
W_PSHR(1/3_1/3_1,/3)=41.118371
W_MSHMR(O.4_0.243_0.357)=22.617950
W_MSHMR(O.4_0.3_0.3)=21.672856
W_MSMR (1/3_1/3_1/3)=23.728693
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avg B=30.610770
PSMER _B=51.086430
HMSMNER _B=42.215536



cover image

FSHE
dB

Size_ secret_data

HMSE

green color
avg_ R=0.433572
ESHMR_R=29.949523

MSHNE R=-15.837628

HMSHERE=14.4819%95

1280000 34.235510
awvg G=25.343124
ESMR_G=51.100713

MSHE G=40.589537

W_PSNR (0.4 _0.243_0.357)=32.503947
W_PSNR(0.4_0.3_0.3)=39.164363
W_PSNR(1/3_1/3_1/3)=40.122234
W_MSNR (0.4 _0.243_0.357)=1.408645
W_MSNR(O.4_0.3_0.3)=4.056834
W_MSNR(1,/3_1/3_1/3)=6.273997

24 . .520503

awvg_ B=0.457298

ESHNR_B=39.514467
MSHNE B=-5.8693920

cover image

BPSHR
dB

Size_secxet_data

HMSE

red colox

avg R=T74.553097

FSHME ER=51.143553
MSHE R=50.010489
MSHMR=32 .116000

1280000 25.911542
avg =47 .877857
FSHME G=37.661306&6

MSHR G=32.676221

W_PSNR(O.4_0.243_0.357)=41.139520
W_PSHR(O.4_0.3_0.3)—41.445666
W_PSHNR(1/3_1/3_1,/3)=40.367457
W_MSNR(O.4_0.243_0.357)=37.308056
W_MSNR(O.4_0.3_0.3)=37.675582
W_MSNR(1/3_1/3_1/3)=36.305036

Results of ALSBMax

16.656926490

awvg B=42.235417

290911

PSHER_B=32
28 .22839%9

HMSNER B=

cowver image

FPSHE
dB

Size_ secret_data

HMSE

peppers_ color
avg_R=47.T766188
PF5SME_R=31.808135

1280000 35.618598
avg_G=37.347483

ESHMR_==38.07T8363

A7.832841

avg_ B=21.205114

ESMRE_B=51.177328

MSNE R=26.802168 HMSME G=30.935212 HMSME B=39.117761
MSHE=28.019295
W_PSMR(D.4_0.243 0.357)=40.246602
W_PSMR(D.4_0.3_0.3)=39.4993961
W _PSHNR(1/3_1/3_ 1,/3)=40.354609
W_MSMR(OD.4_0.243 0.357)=32.203164
W MSHNR(0.4 0.3 _0.3)=31.T736759
W_MSNR(1/3_1/3_1/3)=32.285047
cover image Size_ secret_data EBESHE MSE

dB

= so88

lena color

avg_ R=60.043004%

ESME_R=31.601155
MSHNE R=28.582025
MSHE=29.588356

1280000 35.558127
avg_ G=33.020903
ESME_G=51.15831%9

HM5NE G=42.945720

W_PSNR(0.4_0.243_0.357)=38.887012
W_PSNR(0.4_0.3_0.3)=39.537267
W_PSNR(1/3_1/3_1,/3)=40.485724
W_MSNR (0.4 _0.243_0.357)=32.942586
W_MSNR (0.4 _0.3_0.3)=33.627422
W_MSNR(1,/3_1/3_1,/3)=34.188022
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cowver image Size_secret_data PFSHER MSE
dB
bakboon color 1280000 35.632098 17.777493
avg R=43.225210 avg =40.336053 avg B=35.168683
FSHMER_R=31.8547124 ESHMR_G=37.987395 ESHMER_B=51.151457
MSMER_ER=25.973488 MSHER_G=31.512885 HMSHME _B=43.486201
HMSNR=2E8 .992500
W_PSHR(O.4_0.243 0.357)=40.230857
W_PSMNE(O0.4_0.3_0.3)=39.480505
W_PFSHR(1/3_1/3_1/3)=40.328659
W_MSHME(OD.4_0.243 0.35T7)=33.571600
W_HMSHR(O.4_0.3_0.3)=32.885121
w_MFNR:1f3_1f3_1f3J=33.657524
cowver image Size secret_data BSHER MS5SE
dB
barkbra colox 1280000 35.6490277 17.7449047
avg_ ER=44.8693422 avg_ GG=34.041304% avg B=31.163663
PSNR_R=31.852410 PSHNR_G=38.007378 PSNR_B=51.149439
MSHNR_R=26.303041 MSHNR_G=30.059876 MSNR_B=42.434030
MSHR=28.343246
W_PSHR (0.4 _0.243 0.357)=40.237274
W_PSHE (0.4 0.3 _0.3)=395.488207
W_PSHMR(1/3_1/3_1/3)=40.336629
W_MSHMR (0.4 0.243_0.357)=32.374737
W_HMSHR(O0.4_0.3_0.3)=32.262406
W_MFNR[lf3_1f3_1f3]=32.932336
cover image Size_secret_data PSHER MSE
das
Balloon_ color 1280000 6.383310 14.953725
avg R=36.050513 avg G=41.50628%9 avg B=4T7.266870
PSMR_R—S51.152755 PSMR_G—=37.879918 PSMR_B—32.845685
MSHME_R=43.702606 MSHME_G=31.653218 MSHMR_B=27.748443
MSHR=30.178245
W_PSMR(D.4_0.243_0.357)=41.394232
W EPSMR(O.4 0.3 0.3)=421.631183
W_PSNR(1/3_1/3_1/3)—40.628120
W_MSMR(D.4_0.243_0.357)=35.0815143
W MSHNR(O.<4 0.3 0.3)=35.304121
W:HFNR(l/S:l!S:l/S]=34.370239
cower image Size_secret_darta PSR HMSE
das
1z80000 36.084702 16.018071

Blus__colox
awvg R=2.3I86333

PSHE_R=51.1Z22499&6
MSMR_R=2Z0.088740
HMSIHR= -5549684

W_PSHR(O.<4_0O.
W_FPSHR(O.<9_ 0.

avg G=20.7T7103935
PSHNER _G=37.92Z23412
MSHMR _G=2Z5.659028

243 O.357)=<41.245969
B_0.3)=41.55849493

W_PSMR(1/3_1+/3_1,/3)=40.495771

W_MSNR(O.4_O.
W_MSHNR(O.<49_O.

24943 0O.35T7)=22.685312
B_0D.3)=22.804358

W_MSHMR(1/3_1+43_1,/3)=—23.106093

awvg B=—30.610770
PSHERE_B—32.441405
MSHMR_B=23.570511

cowver_ image Size_ secret_data PSHER HMSE
ds
green color 1280000 35.818776 17.0Z29533

avg R=0.433572
PSNR_R=51.140316
MSNER _R—5.Z93165
MSHNR—16.065261

W _PSMR(D.4_0.243 0.357)
W _PSMR(D.4 0.3 0.3)=41.
W _PSHR(1/3_1/3_1/3)=40.
W MSHMR(D.4_0.243 0.357)
W MSHMR(D.4_0.3 _0.3)—6.
W_MSHR(1/3_1/3_1/3)=6.

avg_G=2Z5.343124
PSHER_G=31.7649235
MSHNR G=21.253060

=42 . 281501
839737
806340

=5 .186198

TIZ2208

892102
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cover image

BESHMER
dB

Siwze secret _data

MSE

red coloxr

avg R=T4.553097
PFSHME_R=31.085293
MSHER R=29.946234
MSHRE=31.181130

1280000 34.97667T1
avg G=47T7.87T857
PEMR_G=37.772163

MSHMER G=32.786478

W_FSMER (0.4_0.2493_0.357)=39.83056%9

W_FPSHNR (0.9
W_PSHR (153
W_HSNER (0.4
-1
3

W_HMSHR (O .-
W_MSHR (15

0.3 0.3)=33.0T74856
1/3_1/3)=39.962585
0D.243 0.357)=35.999105
0.3_0.3)=35.304771
1/3_1/3)=35.9001643
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Appendix F: ATD Algorithm for Color Images

F.1 The main program

LN

clc
clear

cover_image=imread('C:\Users\hajer\Desktop\thesis\COLOR SCALE\ATD
color\peppers_color (512 x 512).jpg";

d|5p(' :::::::::::::::::::::::::::::::::::::')
disp('cover_image Size secret_data PSNR MSE )

disp(' dB )]

d|5p(' :::::::::::::::::::::::::::::::::::::‘)

p="peppers_color.jpg";
secrt_image=imread('C:\Users\hajer\Desktop\thesis\1.jpg’);

. [m n I]=size(secrt_image);

. k=1;

. fori=Lim

. for j=1:n

. str = dec2bin(secrt_image(i,j),8);

. for g=1:8

. aa=str2num(str(q));

. secret_massege(k)=aa;

. k=k+1;

. end

. end

. end

. k=k-1;

. ternary_number=convertto__ternary(secret_massege);

. [q size_secret_massege]=size(ternary_number);

. [stego_image,y,u]=Embbedding(cover_image,size_secret_massege,ternary_number);
. [MSE_R,MSE_G,MSE_B ] = MSE( y,u,cover_image,stego_image);

. mse = (MSE_R + MSE_B + MSE_G)/3;

. [PSNR,PSNR_R,PSNR_G,PSNR_B ] = PSNR(mse,MSE_R,MSE_G,MSE_B );
. disp(sprintf('%s %d  %f %2f" ,p,k,PSNR,mse));

. disp(sprintf(PSNR_R=%f PSNR_G=%f PSNR_B=%f',PSNR_R,PSNR_G,PSNR_B));
. [ MSNR,MSNR_R,MSNR_G,MSNR_B ] =

MSNR(cover_image,MSE_R,MSE_G,MSE_B,mse);

. disp(sprintf(MSNR_R=%f MSNR_G=%f MSNR_B=%f

' MSNR_R,MSNR_G,MSNR_B));

. disp(sprintf(MSNR=%f",MSNR));

. disp(sprintf(WW_PSNR(0.4_0.243 0.357)=%f",(0.4*PSNR_R+0.243*PSNR_G+0.357*PSNR_B)));
. disp(sprintf(W_PSNR(0.4_0.3_0.3)=%f",(0.4*PSNR_R+0.3*PSNR_G+0.3*PSNR_B)));

. disp(sprintf(W_PSNR(1/3_1/3 1/3)=%f",(1/3*PSNR_R+1/3*PSNR_G+1/3*PSNR_B)));

. disp(sprintf(WW_MSNR(0.4_0.243_0.357)=%f",(0.4*MSNR_R+0.243*MSNR_G+0.357*MSNR_B)));
. disp(sprintf(WW_MSNR(0.4_0.3_0.3)=%f,(0.4*MSNR_R+0.3*MSNR_G+0.3*MSNR_B))):

. disp(sprintf(W_MSNR(1/3_1/3 1/3)=%f ',(1/3*MSNR_R+1/3*MSNR_G+1/3*MSNR_B)));

. Actual_PSNR_weight = A_PSNR( cover_image,MSE_R,MSE_G,MSE_B );

. disp(sprintf('Actual_PSNR_weight(1/3_1/3_1/3)=%f',Actual_PSNR_weight));

. [var_orgR, var_noiseR] = snr(stego_image(:,:,1),cover_image(;,:,1));

. [var_orgG, var_noiseG] = snr(stego_image(:,:,2),cover_image(:,:,2));

. [var_orgB, var_noiseB] = snr(stego_image(:,:,3),cover_image(;,:,3));

. SNR= 10*log10((var_orgR + var_orgG + var_orgB)/(var_noiseR + var_noiseG +

var_noiseB));
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46. disp(sprintf('SNR=%f",SNR));

47. disp( =====================================c'
48. figure

49. subplot(2,2,[1,3]);

50. imshow(cover_image);

51. title('Cover image’)

52. subplot(2,2,[2,4]);

53. imshow(stego_image);

54, title('Stego image')

55. output = extraction( stego_image,size_secret_massege);
56. [nn mm]=size(output);

57. for i=1:mm

58. e(i)=output(i)-ternary_number(i);

59. end

60. output2=convert_to_Binary(output);

61. [nn mm]=size(secret_massege);

F.2 Embedding function

1. function [ stego_image,y,u] = Embbedding(
cover_image,size_secret_massege,ternary_number )

2. stego_image=cover_image;

3. k=1;

4, [M N L]=size(cover_image);

5. y=0;

6. u=0;

7. fori=1:M

8. forj=1:N

9. cover_pixel_binary = dec2bin(cover_image(i,j,3),8);

10. for ii=1:6

11. subi(ii)=cover_pixel_binary(ii);

12. end

13. subl_dec=hin2dec(subl);

14. sub2=cover_pixel_binary(7:8);

15. sub2_dec=hin2dec(sub2);

16. if (subl_dec==63)

17. subl_dec=62;

18. end

19. if (subl_dec==0)

20. subl_dec=1;

21. end

22. if (sub2_dec==3)

23. sub2_dec=2;

24. end

25. if (sub2_dec==0)

26. sub2_dec=1;

27. end

28. if(k<=size_secret_massege)

29. if (mod(subl_dec,3)==ternary_number(k))
30. subl_stego=subl_dec;

31. elseif(mod(subl_dec+1,3)==ternary_number(k))
32. subl_stego=subl dec+1;
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33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
S7.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.

else

subl stego=subl dec-1,;

end

end

k=k+1;
if(k<=size_secret_massege)
v=subl_stego*4+sub2_dec;

if (mod(v,3)==ternary_number(k))
stego_image(i,j,3)=V;
elseif(mod(v+1,3)==ternary_number(k))
stego_image(i,j,3)=v+1;

else

stego_image(i,j,3)=v-1;

end

k=k+1;

y=1i;

u=j;

end

cover_pixel_binary = dec2bin(cover_image(i,j,2),8);
for ii=1:6
subl(ii)=cover_pixel_binary(ii);
end

subl dec=bin2dec(subl);
sub2=cover_pixel_binary(7:8);
sub2_dec=bin2dec(sub2);

if (subl_dec==63)

subl dec=62;

end

if (subl_dec==0)

subl dec=1;

end

if (sub2_dec==3)

sub2_dec=2;

end

if (sub2_dec==0)

sub2_dec=1;

end

if(k<=size_secret_massege)

if (mod(subl_dec,3)==ternary_number(k))
subl stego=subl dec;
elseif(mod(subl_dec+1,3)==ternary_number(k))
subl_stego=subl_dec+1;

else

subl_stego=subl_dec-1;

end

end

k=k+1;
if(k<=size_secret_massege)
v=subl_stego*4+sub2_dec;

if (mod(v,3)==ternary_number(k))
stego_image(i,j,2)=v;
elseif(mod(v+1,3)==ternary_number(k))
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85. stego_image(i,j,2)=v+1;

86. else

87. stego_image(i,j,2)=v-1;

88. end

89. k=k+1;

90. y=1i;

91. u=j;

92. end

93. if(k<=size_secret_massege)

94. cover_pixel_binary = dec2bin(cover_image(i,j,1),8);
95. for ii=1:6

96. subi(ii)=cover_pixel_binary(ii);

97. end

98. subl_dec=hin2dec(subl);

99. sub2=cover_pixel_binary(7:8);

100. sub2_dec=bin2dec(sub?2);

101. if (subl_dec==63)

102. subl_dec=62;

103. end

104. if (subl_dec==0)

105. subl_dec=1;

106. end

107. if (sub2_dec==3)

108. sub2_dec=2;

109. end

110. if (sub2_dec==0)

111. sub2_dec=1;

112. end

113. if(k<=size_secret_massege)

114. if (mod(subl_dec,3)==ternary_number(K))
115. subl_stego=subl_dec;

116. elseif(mod(subl_dec+1,3)==ternary_number(k))
117. subl_stego=subl dec+1;

118. else

119. subl_stego=subl_dec-1;

120. end

121. end

122. k=k+1;

123. stego_image(i,j,1)=subl_stego*4+sub2_dec;
124, y=i;

125. u=j;

126. else

127. stego_image(i,j,1)= cover_image(i,j,1);
128. end

129. end

130. end

F.3 Extraction function
1. function [ output ] = extraction( stego_image,size_secret_image)

2. k=1;
3. g=1;
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46.
47.

Other functions are the same as for ATD for gray scale images given in

for i=1:512

for j=1:512

if (k<=size_secret_image)

cover_pixel_binary = dec2bin(stego_image(i,j,3),8);
subl=cover_pixel_binary(1:6);

subl dec=bin2dec(subl);

. sub2=cover_pixel_binary(7:8);
. sub2_dec=bin2dec(sub2);

. output(k)=mod(subl_dec,3);

. k=k+1;

. 0=q+1;

. output(k)=mod(stego_image(i,j,3),3);
. k=k+1;

. 0=q+1;

. else

. continue

. end

. if (k<=size_secret_image)

. cover_pixel_binary = dec2bin(stego_image(i,j,2),8);
. subl=cover_pixel_binary(1:6);
. subl_dec=bin2dec(subl);

. sub2=cover_pixel_binary(7:8);
. sub2_dec=bin2dec(sub2);

. output(k)=mod(subl_dec,3);

. k=k+1;

. 4=q+1;

. else

. continue

. end

. if (k<=size_secret_image)

. cover_pixel_binary = dec2bin(stego_image(i,j,1),8);
. subl=cover_pixel_binary(1:6);
. subl_dec=bin2dec(subl);

. sub2=cover_pixel_binary(7:8);
. sub2_dec=bin2dec(sub2);

. output(k)=mod(subl_dec,3);

. k=k+1;

. 4=g+1;

. else

. continue

. end

end
end
end

Appendix A.

F.4 Screenshots of ATD for color images results for different embedding

ternary digits combinations with 8 BPP for cover images with size 512x512
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Embedding combination1 1 2

cover image Size_secret_data PSHER MSE
dB
peppers_color. ipg 1220000 37.417430 11.785210
PSHE_R=37.653454 PSHE_G=37.495215 PSHME_B=37.1209&67
MSNE_R=32.647487 MSHER_G=30.352063 MSHE_B=25.061401
MSNR=29.818827
W_PSHNR(0.4_0.243_ 0.357)=37.424304
W_PENR(0.4_0.3_0.3)=37.446236
W _PSHR(1/3_1,/3_1,/3)=37.423212
W_MSNER (0.4 _0.243 0.357)=25.381466
W _MSMER (0.4 0.3 _0.3)=29.683034
W MSHNR(1/3_1/3 1/3)=29.353650
BActual PSHR weight (1/3_1/3_1/3)=36.T730876&
cowver image Size_secret_data PSHER MSE
dB

lena_ coolor.jpg
PEMR_R=37 .610816
MSHMR R=34.591686
MSHMR=31 .578293
W_PSMR(O.4_0.24935_ 0.357)=37.541392
W_PSHR(D.4_0.3_0.3)=37.555617
W_PSHR(1/3_1/3_1/3)=37.549383
W_MSHMR(OD.4 0.243 0.357)=31.6023967
W_HMSHNR(D.4 0.3 0.3)=31.585771
W_MSHMR(L1/3_1/3_1/3)=31.251781

Acoctual PSNR_weight (1/3_1/3_1/3)=36.212374

1280000 27 .54980649
PSHNER G=37.643593
HMSHMER G=29.430994%

11.435995
PSHMERE B=37.3940490
MSHME B=29. 732663

cover image Size_ secret_data ESHNE MSE
dB
barbra color.jipg 1280000 327 .565833 11.389301

PSNR_R=3T.644377
MSHR_R=32.09500%8
MSHR=30.268802
W_PSNR(0.4_0.243_0.357)=37.560037
W_PSNR(0.4_0.3_0.3)=37.575230
W_PSHNR(1/3_1/3_1/3)=37.567547

W_MSNR (0.4 _0.243_0.357)=30.297500

W_MSNR (0.4 _0.3_0.3)=30.356429
W_MSNR(1/3_1/3_1/3)=30.163254

Actual_ PSNR_weight (1/3_1/3_1/3)=37.007569

PSHR_G=37.6623993
MSHER G=29.714297

PSHR_EBE=37.395864
HMSHNE B=2&8.680456

cowver image Size_secret__data PSR

MSE

aboon_color.Jdpg
BFEMER_ER=37.655576
HMSMERE_R=31.781340
HMSHR=30 .920405

1280000
PSHE _G=37.658859
MSHR_G=31.184348

W_PSNR(O.4_0.243 0.357)=37.555090
W_PSMNR(O.4_0.3_0.3)=37.571449
W_PSHMR(1/3_1/3_1,/3)=37.562101
W_MSHMR(O.4_0.243_0.357)=30.895833
W_MSHMR(O.4_0.3_0.3)=30.9280064%
W_MSHMR(1/3_1/3_1,/3)=30.2290967

Boctual PSNR weight (1/3_1,/3_1/3)=36.219372

327 .560003

11 .404600
FESNR_B=37.371869
HMSHER_EB=29.706613
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cowver image Size secret data PSR

HMSE

1Z280000 37 .425772
FSHMR_G=37.606875

HMSHER _G=31.380775

Balloon_color.jpg
PSNR_R=37.530423
MSHER_R—30.020274
MSMR=—31.220208
W_PSHR(O.<4_0.243_0.357)=37.414510
W_PSMR(O.4_0.3_0.3)=—37.440341
W_PSMR(1/3_1+/53_1/3)=37.430332

W _MSHMR(O.<4_0.243_0.357)=31.101722
W_MSMR(O.<4_0.3_0.3)—31.0&63278

W MSMR(1L/3_1/35_1/3)=31.172501

Actual PSNR_weight (1/3_1/3_1/3)=37.430332

11 .762595
FSHMR _B=37.153696&6
HMSESNER B—32.05&6454

ESHERE
dB

cowver image Size secret data

HMSE

1280000 FT7.53T7336
PSHE G=37.662996
MSHR_G=25.398611

Elue_color.ijpg
ESHE_R=3T7 .556763
MSEME_ER=6.523007
HMSHNR=Z=2.007318
W_FSHMNER(D.4_0.2493_0.357)=37.525330
W_PSENER(D0.4_0.3_0.3)=37.540525
W_PSHR(1/3_1/3_1,/3)=37.538721
W_HMSHNR(D.4_0.243 0.357)=18.9649673
W_MSNR(O.4 0.3 _0.3)=18.786440

W MSHR(1/3 1/3 1/3)=20.149043

Bctual PSNR weight (1/3_1/3_ 1,/3)=28.499369

11 .46494280
PSHER_B=37.396405
HMSHNE _B=28.525511

PESMR
dBs

cowver image Size secret_data

HMSE

1280000 34 .497700
PSHER__G=37 .649539

MSHR_G=27.13842Z3

green_color.ipg
PSMNR_R=33.537560
HMSHER_R=-12.3035291
MSHR=14.744185

W_PSHR (0.4 0.243 0.357)=34.510667

W_FPSHR (0.4 0.3 0.3)=34.749223
W_PSMR(1/3_1/3_1/3) 34 . 883853
W_MSEMNR(O.42_0.24943_0.357) —2 .58494635
W_MSEMR(O.4_O0.3_0.3)=—0.358306
W_MSNR(l/S_l/S_l/S] -2689615%

Actual PSHMR _weight (1/3_1/3_1/3)=—22.433665

23 .0839649
PSEMER_B=33.4643399
HMSHR_B=-11.31338%8

PSHR
dB

cowver imags Size_secret_data

1280000 26 .TETA55
PSHE G=37.066879
HMSHMR_G=32.081195

red color.jpg
PSHE _R=36.336424
MSMERE_R=35.1397359
MSHR=32 .9271%914
W_FSEMR(D.4_0.2493 0.357)=36.7274l4g
W_FPSHMR(D.4_0.3_0.3)=36.734964
W_PSMR(1/3_1/3_1,/3)=36.7729246
W_MSMR(O.4_0.243 0.357)=32.895950
W_MSMNR(D.4_0.3_0.3)=—32.964879
W_HSNR(Jf3_1/3_1/3)232.716525

Actual PSHNR_weight (1/3_1/3_1/3)—36.779246

F.68278239
PSHER _B=36.934434
MSHER_B=30.871222

Embedding combination 1 2 1
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cover image S5ize secret_data PSHE MSE
dE
peppers_ color.jpg 1280000 37.415784 11.789680

PSHR_R=37.653454

PSNR_G=37.240059

PSHER _B=37.364136

HMSHME R=32.647487 MSME G=30.09&307 MSMNE_B=25.304570

MSME=29.817180

W _PSHR (0.4 0.243 0.357)=37.449712

W PSHE (0.4 0.3 0.3)=37.442640

W_PSHR(1/3_1/3_1/3)=37.41921¢

W MSHER(O.4 0.243 0.357)=29.406275

W_MSWR(O.4_0.3_0.3)=29.679438

W _MSNR(1/3 1/3 1/3)=29.349655

Bictual PSNR weight (1/3 1/3 1/3)=36.726881

cowver image Size_secret__data PSR MSE
des

lena coloxr.ipdg
PSHE_ER=37.61081%6
HMSMER_R=34.5391686
MSHMRE=31 .583327

AZ80000
PSHE _G=37.400283
MSHER_G=22.1876&83

W_PSHMR(0.4_0.243_0.357)=37.574511

W_PSHR(O0.4_0.35_0.3)=37.
W _PSHMR(1/3_1/3_1/3)=37.

560139
554508

W_MSHR(Q.4_0.2493_0.357)=31.636086

W_MSMR(O.4_0.3_0.3)=31.
W_MSMR(1/3_1/3_1/3)=31.
Botual PSHNR weight (1.3

5902949
256806
1/3_1/3)=36.317993

3T .553098

11 .42Z2746
PSHE _EBE=37.652425
HMSHNR_EBE=29.991048

COoOWVer image Size secret data EPSHE HMSE
de
barbra color.ipdg 1280000 37 .559048 131 .407109

PSHE R=37.62942377
MSHNER_R=32.095008
MSHR=30 .262017

PSHR G=37.385857
HMSHMER_G=29.437756

W_PEMR(OD.4_0.2493_0.357)=37.58494362

W_PSHR(O.4_ 0.3 _0.3)=37
W_PSMR(1/3_1/3_1/3)=37

-SegIlTE
-580823

W_MSHR(OQ.92 0.2493 0.357)=30.321825

W _MSHMR(O.4_0.3_0.3)=30
W _MSHR(1/3_1/3_1/3)=30

-35037T8
-156530

Actual_ PSHR_weight (1/3_1/3_1/3)—37.000845

cowver_ image

Size_

secret_data

PSHER

dB

MSE

baboon color.jpg
PSHMER_R=37.655576
HMSHER_R=31.781940
MSHR=30.9237T23

1280000
PSHER G=37.405493
HMSME_G=30.930982

W_PSHR(OD.4 0.243 0.357)=37.586864

W_PSNR(0.4_0.3_0.3)=37.
W_PSNR{1/3_1/3_1/3)=37.

5T3I8BTT

564800

W_HMSNER(O.4_0.243_0.357)=30.927807

W_HMSHNR(O.4_0.3_0.3)=30.

982493

W _MSNR(1,/3_1,/3_1,/3)=30.893665

hoctual PSHNR weight (1.3

143 1/3)=36.922071

327 .563321

11.395891
PSNR B=37.833330
MSHNER_

Cover image Size__secret__data PSHNER MSE
dB
Ealloon color.djDg 1280000 37.429199 11 .753317

FSHR_R=37.530423
MSHNE_R=30.080274
MSHMR=31.224335

W_FSHR (O.4_0.2493_ 0.357

W_PSHR(O0.4_0.3_0.3)=37.
W_PSMR(1/3_1/3_1/3)=37.

PENR_G=37.361126&6
HMSHERE_G=31.135025

=3T.494491962
4392868
4292806

W_MHMSHE (O.49_ 0.2493 0.357)=31.129244%

W_MSHMR(0.4_0.3_0.3)=31.
W _MSMR(1L/3_1/3_ 1/3)=31.
Aoctual PSHR weight (1.3

062805
171975
1/3_1/3)=37.429206

PSHNE_EB=37.397868
HMSHNER_B=32 .300626&
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cowver image Size_ secret_data PSHER HMSE
dBs
Blue color.jpg 1280000 3T .5387786 11 .460478

PSHNR_R—37.556763
MSNER_R=6.523007
MSNR—24.008758
W_PSMR(D.4_0.243_0.357)=37.554702

W_PSMR (0.4 0.3 _0.3)=37.541516

W _PSMR(1/3 1/3 1/3)=37.53982zZ

W _MSMR (0.4 0.243 0.357)=18.924045

W MSMR(D.4 0.3 0.3)=18.787430

W_MSHMER (1/3_1/3_1/3)=20.150144

Actual PSNR_weight (1/3_1,/3_1/3)=28.5004269

BESHMR _G=37.415684
MSHNR G=25.151299

ESHE _E=37.647019
HMSHNERE B=28.77681l25

Size_secret_data PSHER
dB

cover image

MSE

1280000 34 .5038349
PSENR G=37.4068737

HSENER G=26.895562

green color.jpg
PENR R=332.537560
HMSENE R=-12.309521
MSHR=14.735031%9
W_PSEMNR (0.4 _0.243 0.357)=34.4913548

W PSNR(O.4 0.3 0.3)=34.709723
W_PSEHR({(1/3_1/3_1/3)=34.839964
W_HMSHR(O.4_0.243_0.357)=—-2.6035954
W_MSNR(O.4_0.3_0.3)=—0.397806

W _MSNR(1/3_1/3_1/3)=0.925726

Acotual PSHNR_weight (1/3_1/3_ 1/3)=22_ 395777

23 .051382
PSMNER E=33.575594
HMSHNER B=-11.808793

cover image Size_ secret_data PSR HMEE
dB
red color.jipg 1280000 26.T7T82699 13.702837

PSHNE_R=36.336424 PSNER_G=36.819426& PSHMER_B=37.173024
MSHMR ER=35.1897359 HMSNER G=31.833742 MSHNR BE=31.110512
MSME=32 . 967158
W_PSHR (0.4 0.243 0.357)=36.752460
W_PSHR(0.4_ 0.3 0.3)=36.T32305
W_PSMR(1,/3_1/3_1/3)=36.776291
W_MSHR(0D.4_0.243 0.357)=32.92099&
W_MSHR(O.4 0.3 _0.3)=32.962220
W_MSHR(1/3_1/3_1,/3)=32.7T13871
mctual PSNR_weight (1/3_1/3_1/3)=36.776291
Embedding combination 2_1_1
cover image Size secret_data PSHMR MSE
dB

1280000
EFSHER_G=37.48388
MSHR G=30.340731

peppers color.ipg
FSHNE ER=37.410364%
MSHE R=32.404398
MSHMR=29.820578
W_PSMR (0.4 0.243 0.357)=37.411726

W_PSHER (0.4 _0.3_0.3)=37.418552
W_PSMR(1/3_1/3_1,/3)=37.4194851

W _HMSMR (0.4 0.243 0.357)=23.368288

W _MSHMR (0.4 0.3 0.3)=29.6855349
W_MSNR(lf3_1f3_1f3j=29.349900

Bctual PSHNER_weight (1/3_1/3_1/3)=36.727126

27 .419182

11.780459
ESHNRE_B=37.3649136
MSHE EB=25.304570
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cowver image

Size_ secret data

FSHE
dB

HMSE

lena color.ipg
PSMERE R=37.353306
HMSME R=34.334176
MSHRE=31.580308

1220000

PSHNR_G=37.

27 .550079
651402

HMSHMR G=295.438803

W_PSMR(0.4_0.243 0.357)=37.53252%9
W_PSMR(0.4_0.3_0.3)=37.532271
W_PSHMR(1/3_1/3_1,/3)=37.552378
W_MSMR (0.4 _0.243 0.357)=31.594103
W_MSMR (0.4 _0.3_0.3)=31.562625
W_MSMR(1/3_1/3_1/3)=31.254675
Actual PSNR weight (1/3_1/3_1/3)=36.921586%8

11.430689
ESHMER_B=37.65242%
HMSNR B=29.5991048

cower Iimage

Size secret data

PSHE
dB

barbra_ color.jpg
BESMR_R=37.400195
MSHR R=—31.850826
MSHMR=3I0 . 265671

W_PSNR (0.4 0.243 0.357)=37.

1280000

3T .562702

FSNR G=37.640362
HMSNE G=29.6922&80

548533

W_PSMNR(0.4_0.3_0.3)=37.547857
W_PSHR(1/3_1/3_1/3)—37.5642264
W _MSNR(D.4_0.243 0.357)=30.285996
W_MSMNR(0.4_0.3_0.3)=30.329056
W_MSHNR(1/3_1/3_1/3)=30.159971
mctual PSMR_weight (1/3_1/3_1/3)=37.004286

cowver_ image Size_ secret_data BESHR MSE
dBs
baboon (512 =x 512) color.jpg 1280000 37T.565751

PSHER_R=37.405435
MSHR_R=31.531739
MSHNR=30.926152

PSHR_G=37.663087
MSHR_G=31.188577

W_PSNR(0.4_0.243_0.357)=37.542403
W_PSNR(0.4_0.3_0.3)=37.551099
W_PSNR(1/3 1/3 1/3)=37.567284

W_MSNR (0.4_0.243_0.357)=30.890146
W_MSNR(0.4_0.3_0.3)=30.959715
W_MSNR(1/3_1/3_1,/3)=30.896150

motual PSMR_weight (1/3_1/3_1/3)=36.924555

MSHR_]

11.389517

PSHNER _B=37.633330
29 .968074

cowver image

Size secret_data

FSHE
dB

MSE

Ealloon color.lipg
PSHR_R=3Z7.268900
HMSHR R=2Z32.818751
MSHR=31.218321

i1zg80000

37 .423186

PSHR G=37.609580
MSHR G=31.3853479

W_PSHR(O0.4 0.243 0.357)=37.397727
W_PSHR(O0.4 0.3 _0.3)=37.409795
W_PSHR(1/3_1/3_ 1/3)=37.42544%9
W MSHMR(O.4 0.243 0.357)=31.085010
W MSHR(O.42 0.3 _0.3)=31.032732
W MSHR(L/3_1/3 1/3)=31.167619
Actual PSHR weight (1/3 _1/3 1/3)=37.425449

11.7e9602
PSHR _B—37.397268
MSHR B=32.300626

cowver image

Size_secret__data

PSHER
dB

MSE

Eluse_color.ipog
EPESHR_R=37 .328058
HMSHMR R=6.2394302
HMSHR=2Z24 .016522

1280000

37 .546540

PEMR _G=37.67311Z2
HMSHMR_G=25.4908728

W_PSMR (0.4 _0.243_0.357)=37.525775
W_PSMR(OD.4_0.3_0.3)=37.527262
W_PSHMR(1/3_1,/3_1/3)=37.549396
W_MSHMR(D.4_0.243%_0.357)=18.965118
W_MSMR(D.4_0.3_0.3)=18.773176
W_MSHMR(1/3_1,/3_1,/3)=20.159718

Actual PSHR weight (1.3

1/3_1,/3)=28_.5100494

11 .440010
FSHER_ E4TOLE
MSHMR B=28.776125
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cover image

Size_ secret_data

PSHNE
dB

MSE

green color.jpg
PSHNE_R=33.4253S56

HMSHNE ER=-12.421795

MSHMR=14.74949660

1280000

PSHR_G=37.657753

34 .498175

MSMER G=27.146577

W_PSMR(0.4_0.243_0.357)=34.507464
W_FSHMR(0.¢_0.3_0.3)=34¢.740147
W_PSMR(1/3_1/3_1/3)=34.886235
W_MSHMR(0.4_0.243_0.357)=——2.587839
W_MSHMR (0.4 _0.3_0.3)=—0.367383
W_MSMR(1/3_1/3_1/3)=0.971997

Actual PSNR weight (1/3_1/3 1/3)=22.

442047

23.081436
FSHNE_EB=33.575594
HMSNERE B=-11.808793

cowver image

Size_secret__data

PSMER
dB

MSE

red color.ipg
PSHER_R=36.152324
MSHR R=35.013259
MSHR=32Z2 .970835

W_FSMR(O.4_0.243_0.
W_FPSMR(O.4_0.3_0.3)
W_PSHR(1/3_1/3_1/3)
W_MSHMR(O.4_0.243_0.

W _HMSHNR(OD.4_0.3_0.3)=32
W_HMSHR(1/3_1/3_1/3)=32

ABoctual PSHR weight (1L/3

357)
=36 .
=36 .
357)

1280000

I6.TEE3ITE

PSHER_G=37.046&617
MSHMR G=32 .060933

=36 .T734027
T2E222
ToDe55
=32 .902563
9568737
T28Z235

13 _1/3)=26.7390655
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13.6912491
PSHER_B=37.173024%
HMSHMER B=31.110512



