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ABSTRACT

Electronic Voting System (EVS) makes voting process convenient and more secure.
In this thesis, we analyzed and implemented an existing EVS. We used the proxy and
oblivious signature for our security. The proxy signature helps curb the aspect of
impersonation in the EVS which is a part of the signature that allows A as an original
signer to assign her/his signing privilege to someone else called B as a
proxy signer. This is very useful since that a scheme will allow an assigned person B
(proxy signer) to produce proxy signatures on behalf of the original signer A.
Additionally, B (proxy signer) can check the identity of a person R (voter). If the
person is eligible to vote, he is given the privilege to exercise her/his franchise,
otherwise he or she is denied access from voting. This enables curbing impersonation

during the electoral process.

The oblivious signature in the EVS scheme is to help R’s (the voter’s) choice not to
be known by anyone including the proxy signature. This has to do with having n
messages as a signature in which R (the voter) could choose 1 -of- n messages to
get his message signed while the proxy signer will not be able to find out on which
message the voter R has got the signature. The oblivious and proxy signature is

efficient in communication, computation and security.

We studied and provided proofs for the Electronic Voting System, made design,
implemented and tested the EVS. We also conducted experiments with the EVS. We
carried out the experiments based on six phases of the existing EVS time in,

compared the existing and the implemented systems. We conclude that the



implemented system has a better computation time (in milliseconds) than that of the

existing system.

Keywords: Electronic Voting System (EVS); oblivious and proxy signature; security

and privacy.



Oz

Elektronik oylama sistemi (EVS) oylama surecini uygun ve givenli hale getirir. Bu
tezde, mevcut bir elektronik oylama sistemi analiz edilip hayata gegirilmistir.
Giivenlik i¢in vekil ve habersiz imza kullanilmistir. Vekil (proxy) imza, EVS’de
baskasinin kimligine biiriinme yOniinii engellemeye yardimci olur. Bu imza, A olarak
tanimlanan asil imzalayicinin imza yetkisini, B olarak tanimlanan ve vekil imzalayici
olan bagka bir kisiye vermesini saglar. Bu, EVS sistemi i¢in ¢ok faydalidir, ¢iinkii
vekil imzalayicis1 olarak atanan B kisisinin, asil imzalayici A kisisi adma vekil
imzalar tiretmesini saglayacaktir. Ek olarak, B olarak tanimlanan vekil imzalayici, R
olarak tanimlanan se¢menin gecerligi kontrol edebilecektir. Bir kisinin oy kullanma
hakki varsa, kendisine yetkilerini kullanma ayricaligi verilir; Aksi takdirde kendisine
oy kullanma hakki verilmez. Bu, secim silirecinde baskasinin kimligine

bartinilmesinin engellenmesini saglar.

EVS sistemindeki kayitsiz imza, R olarak tanimlanan se¢menlerin se¢iminin vekil
imzas1 da dahil hi¢ kimse tarafindan bilinmemesine yardimeci olmaktadir. R se¢menti,
n tane mesajdan sadece 1 tanesini se¢ip imzalayacak ve vekil imzalayici hangisini
secip imzaladigin1 bilemeyecektir. Bu kayitsiz ve vekil imzasi, tim katilimcilar

arasinda iletigsim, hesaplama ve giivenlik agisindan etkilidir.

Bu tezde Elektronik Oylama Sistemi iizerinde ¢alisilmis ve kanitlar sunulmustur.
EVS sistemi tasarlanmis, uygulanmis ve test edilmstir. Ayrica EVS sistemi iizerinde
deneyler yapilmistir. Mevcut EVS sisteminin alti asamasina dayanarak deneyler,

yapilmistir. Mevcut ve uygulanan sonuglar karsilastirilmistir. Elde edilen sonuglarin



sistemden daha iyi bir hesaplama suresine (milisaniyede varolan) sahip oldugu

sonucuna varilmis.

Anahtar Kelimeler: Elektronik Oylama Sistemi (EVS); kayitsiz ve vekil imza;

guvenlik ve mahremiyet
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Chapter 1

INTRODUCTION

1.1 General Overview

Today, computer technology has been of tremendous help to humanity. Technology
has made electronic voting system much more interesting since it offers more

transparency, participation, reduced cost, and quick delivery of results [1].

Almost everything in the world is built on technology; from radio program to
advancement in TV programs to satellite launching [2]. One of the major areas that
pertain to life globally is leadership, and this is why the issue of election is a major
key in making decision to bring in the people’s choice [3]. Most voting is done by
traditional based voting. Many have lost interest in the traditional way of voting,

because of injustice [4, 10].

The manual way of voting which has to do with balloting, has a lot of issues
associated with it, e.g., the ballots may be hijacked [1]. Voting can be done twice by
an individual if the ballot system of voting cannot detect whether the person is voting
for the second time. A research was conducted some time ago on why voters do not
come out to vote, and one major challenge common to them for not going to vote is
because they will have to stay in the scorching sun or rain a times [5, 6] to be
accredited as a valid voter and after which they will have to still queue after

accreditation to vote. Figure 1 shows voters in queue in Australia and Figure 2 shows



cross section of voters in queue in Uganda, Africa, and most times it is not

convenient.

N

Figure 2: Voters in Queue in Ugana [6]

With the use of Electronic Voting System (EVYS) it becomes easier to vote once you
are eligible to vote and the system could take care of other activities done during and

after the voting process [7, 8].



Another area of challenge with the manual process of election is the result counting
stage. After voters are done with casting their votes, the election officials will open
us the ballot box and begin to count the result, one after the other. This process takes
much time for the results to be counted. The time varies based on population size and
its accuracy may not be guaranteed, and manipulation can easily take place [9] with
this kind of manual counting method, especially when it has to do with large number
of voters in a polling unit, region, province, state or country. This also delays the
result that should have been announced [10]. But, with the advent of EVS, all of
these issues will be solved. There is a lot of issues associated with the manual way
of voting even though many people still use it because they are not willing to make
voting system void of rigging, double voting, ballot snatching, double count of

results, than working with a system accuracy, efficiency, and security [11].

EVS have been practiced for the last three decades. In 1849, De Brettes initialized
the first idea of electrical voting system (EIVS) based on decision making kind of
telegraphs. In 1869, the first inventor of electrographic recorder was Thomas Edison
[12]. In the EIVS which was introduced in1886 [13], the central recorder receives
signals, and lists all the names of candidates in a matrix form using two columns
with headings “YES” or “NO”.

1.2 The Initiative of Mechanical Voting

At the state of Victoria, Australia, election conducted manually using ballot first
began in 1856, listing the names of candidates [14]. The first state who adopted this
method in USA was Massachusetts (1888). As of 1889, January, punched card
method was introduced to collect all data for the United States census by Herman

Hollerith [13]. Later that same year, November 1889, New York patent on a



machine called Myers Automation booth, mechanical lever voting machine was
issued. This machine helps preventing over-voting and also helps to speed- up the
process of counting the votes. It was first used in 1892 in Lockport, New York [14].
Lever voting machine was also implemented in 1892 and was first used in New York

[14].

Optical scan and Direct Recording Electronics (DRE) were introduced in early 1930-
1985. In 1974, DRE was introduced; they are hardened physical machines which
prevent access to connectors of PC like Universal Serial Bus. In Georgia, United
States, as at early 1962, Punch Card Voting system was introduced using optical

scanning voting system to read marked ballot and tally their corresponding results.

In 1990 — 2000, Internet voting (IV) was introduced and EVS became matured.
Many developed countries are actually using EVS and IV method of voting ever
since then till date, because it brought major solutions to many issues associated with
manual voting system [15]. Nations like Switzerland, United Kingdom, Germany,
India, Estonia and some developed nations are using this at the moment [16] instead
of manual ways of voting. Systems have been built in various polling units and
computer and mobile devices have also been used for voting [16]. At the moment,
most of the states in the U.S. are using Remote electronic voting system called REVS
through SERVE (Secure Electronic Registration and Voting Experiment) [17].

1.3 Electronic Voting Systems, Their Merits and Limitations

EVS is one of the most researched areas of interest today, because it has to do with
information system security that could help make a difference from the ballot kind of

voting having such problems as:



a.  Much rigging during and after the election process

b. Voters could vote as many times as possible

c. During counting of votes manipulated figures are generated.

d. Queues cannot be contained and most people are discouraged to vote at polling
booths.

Various studies and researches have been conducted in this area in the last 30 years

[18]; many cryptographic methods have been employed with the aim of making it a

secure EVS.

In [19], the following is stated. An issue associated with electronic voting is that
before the signing of server, one can vote and when the server is signing, it amounts
to double voting. This could be handled by blind signature, also cryptography can
help to correct these errors associated with EVS. But, malicious users could want to
produce a non-candidate signature for a crackdown of the system. Therefore, in [19],

an EVS is proposed using a Novel Oblivious and Proxy Signature therein.



Chapter 2

LITERATURE REVIEW AND PROBLEM DEFINITION

In this chapter, firstly, we shall discuss on the history of paper ballot voting, the
vulnerabilities and failure that is associated with EVS, cryptographic techniques used

in EVS, and also the problem definition.
2.1 Brief History of Paper-Ballot Voting

In this section, we will discuss about the generations that voting was used. Voting
system was first adopted by USA, and the first election held in 1789 [41], but
election has undertaken various degree of transformation from one form to another.
This transformation has been to paperless environment from paper-ballot system,
from the manual system to technological system, from an offline base to an online
base, and many much more [20]. We will start our discussion with the paper based
ballot elections [21], people visits the nearby residential area where the polling unit
is assigned to register, they will be given a voters identification card which contains
their number and their information and after much confirmation is done, they are
equally allowed to vote on the day of election. What they will just need to vote with
Is their cards [22]. This is a primitive way of voting, even though some countries and
organization still practice this. Election managers or officials are trained to take care
of the election processes on the registration stipulated time and the Election Day. The
managers and officials are expected to be there with the materials for the voting
(Ballot box, voters register, the ink pad for the thumb printing, the stamp, and

election result materials) will be on ground at least an hour before the time of



election. This method can easily be understood. Also this method of voting has a lot
of issues associated with it, like rigging, double voting, manipulation of result,

cancellation of results, and very costly to manage [21].
2.2 The Vulnerabilities and Failures Associated with EVS

EVS uses computer to make voting process, simple and secretive, provide security,
enable the counting process faster, reduce queuing at the voting centers, and can help
those who are disability and the aged to exercise their franchise in voting, [22] have
suggested across the nations of the world that voting with technology has much more
issues than with the manual voting methods and results can easily manipulated.

Others said; it is more expensive to implement EVS.

There has been a lot of issues accrue to EVS. In 2005, December, a company Black
Box Voting Inc. made an investigation in  Florida, within Leon County [23]. Two
computer security experts Herbert Thompson and Harri Hursti made a huge headway
by hacking EVS which used the central vote tabulator and they were able to
manipulate the outcome of the election without anyone knowing that such an event
known as hacking had taken place. This shows that there are software’s packages

that can be used to perform such hack events in EVS.

In [24], a report is given calling for a national database which shall be made
publicly  available, containing information on voting system failures and
vulnerabilities. This report has found out that there are many maladies with EVS,
many election managers and workers are not aware of this lacuna associated with
electronic voting systems, because the programmers or the companies are not willing

to tell the electorate the problem associated with their systems



In the last election that happened in America, between the two presidential candidate
in 2016, Donald Trump (the incumbent as at today) and Hilary Clinton, it was said
that is was the 58" presidential election that is held in America. The intelligence
agencies of the United States government on 6™ January 2017, asserted that
the Russian government had interfered in the 2016 United States elections result [25,
26, 27]. And knowing fully well that the election was conducted electronically and it
involves internet voting. President Trump has always showed his grievances against
such claim by the intelligent unit stating that it is fake news. The president has also
stated that the accusation against him (Trump campaign) and Russian collusion lacks

proof and evidence.

With all of this in view, we will be introducing cryptography which will help

minimize some aspect associated with EVS.
2.3 Cryptographic Techniques Used by EVS

Cryptography is the study and practice of techniques that is used for securing

network communications in the midst of adversaries [28].

Davtyan et al complained that cryptography cannot give all the necessary protections

to EVS [29].

We have two main classes of cryptographic techniques namely, Symmetric and
Asymmetric cryptography [30].

2.3.1 Symmetric Cryptography

Symmetric-key cryptography [31] is defined as an encryption method that both the

sender and receiver share the same key [30].


https://en.wikipedia.org/wiki/Russian_government
https://en.wikipedia.org/wiki/Russian_interference_in_the_2016_United_States_elections
https://en.wikipedia.org/wiki/Secure_communication
https://en.wikipedia.org/wiki/Secure_communication
https://en.wikipedia.org/wiki/Adversary_(cryptography)

Symmetric (Secret key) algorithm like Data Encryption Standard (DES), demands
that it is only possible to derive the secret key from the message that was encrypted
alone. This is quantities of mathematical computations will involve doing so to make
attempt that is infeasible with all a lot of hardware for the current computation [31].

Below, in Figure 3 is a diagram of symmetric cryptography.

Symmetric Encryption

|

Secret Same Key Secret
Key Key

Aash*L@9. =

- M T6=#/>B#1 —_

— RO6/12.>1L T

==k 1PRL39P20 o=k
"

Plain Text Cipher Text Plain Text

Figure 3: An Example of Symmetric Key Encryption [32]

Caesar cipher [30] is one of the oldest known simplest ciphers. It is a type of
substitution cipher in which each letter in the plaintext is 'shifted' a certain number of
places down the alphabet. For example, with a shift of 1, A would be replaced by B,
B would become C, and so on. The method is named after Julius Caesar, who
apparently used it to communicate with his generals. First we translate all of our
characters to numbers, 'a'=0, 'b'=1, 'c'=2, ..., '2'=25. We can now represent the Caesar
cipher encryption function, e(x), where x is the character we are encrypting, as:

e(x) = (x + k)mod 26

Where k is the key (the shift) applied to each letter. After applying this function the
result is a number which must then be translated back into a letter. The decryption
function is:

d(x) = (x — k)mod 26.



2.3.2 Asymmetric Key Cryptography
Asymmetric key system or Public key system uses a pair of keys, each of which will
decrypt the messages that were encrypted by another one, making sure one of these

keys is kept secret (private key) [31].

RSA (Rivest-Shamir-Adleman) cipher is an example of Asymmetric key
cryptography technique for decryption and encryption [30]. RSA is hard to be
cracked that is based on the product of two large prime numbers factorization

problem complexity. Below in Figure 4, is an overview of RSA.

Asymmetric Encryption

k|

Public Different Keys Secret
Key Key

AasSh*LE&@9.

_ Te=#/>B#1 - _
ecryption

S ROG6/J2.>1L SEaa

== a— 1PRL39P20 - a—

»

Plain Text Cipher Text Plain Text

Figure 4: RSA - An Example of Asymmetric Key Cryptography [33]

RSA involves both public key and private key. The public key may be known by all;
it is used to encrypt messages. A message that was encrypted using the public key
will be decrypted only with private key. We are now ready to state the RSA scheme.

The ingredients are the following:

p, q, two large prime numbers(private, chosen)

n=p-q (public, calculated)

e, with gcd(e(n),e) =L1<e<g(n) (public, chosen)

where

o(n) =(p-1)(@-1))

10


https://simple.wikipedia.org/wiki/Key_(cryptography)

d =e " modg(n) (private, calculated)

The private key consists of {d,n}, and the public key consists of {e,n}[31]. Suppose

that user A has published its public key and that user B wishes to send message M to
A. Then B calculates C =M*®modn and transmits C. On receipt of this cipher text,

user A decrypts by calculatingM =C“ modn. It is worthwhile to summarize the

justification for this algorithm [27].
2.4 Novel Voting Protocol

Chen [35] in 1994, proposed oblivious signature. The schemes are of two types. The
first is n messages with one key, a signee selects a message to be signed in order for
the information not to be revealed to the signer, the second comprises of n keys with
one message, a message is signed by the receiver with one out of n keys that is
chosen by him or her, so that the signer is not aware of the key which was used by
the receiver. Oblivious signature is contrast to blind signature, in that it makes sure
the message signed is one of the predetermined messages; so that, the receiver cannot
submit additional messages, the scheme will not accept the signature. Chou, also in
2012 [34], suggested another more secured and efficient k out of n oblivious scheme,
for further clarity, Chiou in [36], gave more elaborate understanding on Novel t -out-
of- n Oblivious Signature. The proposed protocol [19] uses the oblivious signature
scheme that has the proxy protected and the proxy un-protected type. The scheme
has four phases: 1), The System setup phase, 2), the proxy phase, 3), the signing

phase, and 4) the verification phase in this protocol [19].

The scheme proposed for the signature consists of four entities: The original signer
tagged as A, a proxy signer is tagged as B, a receiver is tagged as R, and a verifier is

tagged as V. In this proposed scheme [19], let’s say that the communications channel

11



among A and B is well secured. Any identity R or V communicates with B through

insecure channel, making room for adversaries to intercept.

The proxy-unprotected protocol type and that of the proxy protected protocol are as
follows:
2.4.1 Proxy-Unprotected Type Voting Scheme
A. System Setup Phase
This phase is also known as the key generation phase for both the original signer and
the proxy signer, it helps generate two large prime numbers arranged with pair of
keys, both for private and public for proceeding in the process. The scheme is
represented by Steps 1-4 below,
Step 1. Two large primes p, q are chosen such that

ql(p-1) (2.1)
Step 2. Two values, g and h, from Z;, of order g, are chosen:,

g9modp = 1, h9%modp = 1. (2.2)

Step 3. The original signer, A, chooses a random number, x, € Z; , as his private
key, and computes his public key

Ya =g modp. (2.3)
Step 4. The proxy signer, B, chooses a random number, xz € Zg, as his private key

and computes his public key
Yg =g*Bmodp . (2.4)

We shall now use some numerical examples to test the authenticity of the system set

up phase:

12



Example 1. According to (2.1). Letp = 11, q = 5 be our prime numbers chosen,
p—1=11-1 =10,10/5= 2 From equation (2.2), we have

h=5,9=9,0rdh=q, Ordg=q =5

Table 1: Element h from Z;, of Order g
h~x\exponent, x 1 2 3 4 5

57x 5 3 4 9 1

Table 2: Element g from Z;, of Order q
g”x\exponent x 1 2 3 4 5

97X 9 4 3 5 1

From (2.3), we have p = 11, Z; = {1,2,3,4}.

Letx, = 2, and xg = 4 theny, = g*4 mod 11, y, = 9%?mod 11 = 4.
From (2.4), we have y; = g*8 mod 11 = 9*mod 11 = 5.

End of Example 1.

B. Proxy Phase

This phase delegates authority from A, the original signer, to the proxy signer, B. It
is represented by Steps 1-3 below:
Step 1. The original signer, A, selects a random value, k €z Z;, and makes

computations (2.5)-(2.7), illustrated by Figure 5:

r = gfmodp (2.5)
Sp = Xar'+ kmodq (2.6)
yp = g°» modp (2.7)

13



o B

kexZ,
r=g"modp
$p = X4r +kmodq
§ .
v, =gr (r,s,) -
e A g? =ryymodp
| secuire manner .
publish y,. ( ) if correct, accept.

Figure 5: Proxy Phase [19]

Step 2. The original signer, A, securely sends the pair (r, sp) to B and y, is published.

Step 3. The proxy signer, B, verifies whether the values of left- and right-hand sides
of

g =ry;modp (2.8)
are equal to each other. If the values are equal, B accepts the proxy, and uses the

value s,, received and computed in (2.6) as its secret proxy signature key.

We shall now use numerical examples to check the proxy phase

For (2.5) we choose k = 3 from Z;, r = 93 mod 11 = 3
For (2.6) all values from (2.1), (2.2), (2.3) and (2.5),
sp= 23 + 3mod5 = 4,(r,s,) = (34)
yp = g°» mod p = 9*mod 11 = 5.
Original signer, A, in a proxy transmission securely forwards the pair (,s,), it is

(3,4), inour case, to B, and then publishes y,, (in our case, y, = 5).

14



For (2.8), B checks if it holds (For our numbers, 5= g%r =ry; =3-43 =
5mod 11 = 5), If it does, B accepts the proxy, then uses s, as her or proxy secret
signature key.
C. Signing Phase
Signing phase is illustrated by Figure 6 and is represented by Steps 1-4 below:
Step 1. The voter, R, considers a list of candidates, represented as messages
{my, m, ....,m,} received from B, chooses m,; the candidate of his choice, and
randomly chooses v from Zj;. Then, he computes:

c= g’h ’modp, (2.9)

and forwards c to B.

Step 2. The proxy signer, B, chooses n random numbers k, from Z;,i = 1,2,..n,

and computes:

K, =g"“ mod p (2.10)
5; = c(gh)'mod p (2.11)
e, =H(m;,K;6; modp) (2.12)
5, =k; — sp,éimodq (2.13)
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8 R

decide n messages

{my,mq, ..., m,, }
¥
VER éq
/1, —b
{my,my, ..., m, b c|C = g'h™ mod p
fori=1,2,..., " (my, € {my,mq,. .., m,})
kr- €r Z;
K; = gk" mod p
8; = c(gh)' mod p
g: = H(m,, K.5, mod S .
i (. Kid; P) E.5)h1<i<sn |
5 = k; — 5,8 mod q fori =1,2,..., "

8; = c(gh)' mod p

€ a H(m;, g ::"{S,- mod p)
if correct

€= ¢
s=5,+v+bmodg

o= (es)

Figure 6: Signing Phase [19]

Then, B sends pairs (é;,5,),1 < i < n, back to the voter, R
Step 3. For all i from 1 to n, the voter, R, computes (2.11) and accepts the oblivious
signature if (2.14) holds:

é, == H(m;, g% y,%6, mod p), (2.14)
otherwise, the message is rejected.

Step 4. The voter, R, sets

e = ¢ (2.15)
s =5, +v+bmodq. (2.16)

The signature for the message, m,, selected by R is
o = (e s). (2.17)
The signature (2.17) together with m,, is sent to the voting center, V, as shown in

Figure 7.
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(my, 0)

i

e = H(my, g’ y,mod p)

Figure 7: Verification Phase [19]

For our numerical examples for signing phase:

n=6,
{my,m, .....m;} ={10,3,2,1,4,7},b=5v =2,

c = g°h™®mod p= 92 5 °mod 11= 92 3125 ' mod 11=9% -1 mod 11 = 4

k; are choosen randomly :{1,2,3,4,1,2}
Letin(2.10), ky =1, k, =2, k3 =3, ky, =4, ks =1, kg = 2. Then,
K; = 9Ymod11 =9,K, = 9%2mod 11 =4, K; = 93 mod 11 = 3,
K, = 9*mod 11 =5,Ks = 9 mod 11 =9, K, = 92 mod 11 = 4,
From (2.11),
8: =409 - 5)'mod 11 = 4,65, = 4(9 - 5)%mod 11 = 4,
83 =4(9 - 5)3mod 11 = 4,6, = 4(9 - 5)*mod 11 = 4,
85 =4(9 - 5)°mod 11 = 4, 5, = 4(9 - 5)°mod 11 = 4,
From (2.12),
e, =H(m;,K;6; modp).
The hash function is be defined as follows. It takes the value of m; , as a character
string, concatenates it with a character string representing K;5; mod p, returns sum

of ASCII codes of the characters modulo 256.

6, =H(10,9 -4mod 11) = H(10,3) = 103 = 49 + 48 + 51 = 148,

H(3,4 -4mod11) = H(3,5) = 35 =751+ 53 = 104,
17
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& =H(2,3  -4mod11) = H(2,1) = 21 =50 + 49 = 99,
6, =H(1,5 -4mod11) = H(1,9) = 19 = 49 + 57 = 106,
6 =H(4,9 -4mod11) = H(4,3) = 43 =52+ 51 = 103,

e =H(7,4 -4mod11) =H(7,16) = 716 = 55+ 49 4+ 54 = 158.

From (2.13), recalling (2.6), (2.10),
1—4-148mod5 = 4

§\1=
$5=2—4-104mod5 =1
$3=3—4-99mod5 = 2

§=4—4-106mod5 =0

1—4-103mod5 = 4

$s

S¢e=2—4-158mod5 =0

Fori = 1,2,..,n, R computes and accepts the oblivious signature if and only if

(2.14) holds,
148 = &; = H(10, 9*-5™8-4mod 11) = H(10,3) = 103 = 49 + 48 +

51 = 148,

104 =&, = H(3, 9'-5'-4mod 11) = H(3,5) = 35 = 51 + 53 = 104,

99 =& =H(2, 92-5%-4mod 11) = H(2,1) = 21 = 50 + 49 = 99,

106 = é, = H(1, 9°-5%¢-4mod 11) = H(1,9) = 19 = 49 + 57 = 106,

103 =é; = H(4, 9*-5'%-4mod 11) = H(4,3) = 43 =52 + 51 = 103,

6. = H(7, 9°-5'58-4mod 11) = H(7,16) = 716 = 55 + 49 + 54
=158

For (2.15)-(2.17), from (2.12), (2.13), v = 2,b = 5, es = 103,55 = 4,

e=103, s=4+2+5mod5= 1.

Values for (2.17):
18



o = (103,1). So the signature is valid based on the computations.
D. Verification Phase
Verification phase is illustrated by Figure 7 and represented by Step 1 below:
Step 1. The voting center, V, accepts the signature. o, when (2.18) holds:
e == H (m;, g°y; mod p). (2.18)

We shall now use numerical examples to test our verification stage:
For our numerical examples for the verification stage of the scheme [19]
From (2.14), (2.15), (2.16), we verify (2.18) using values:

103=e =H (4,9 51 mod 11) = H(4,3) = 43 =52 +51 = 103.

This shows that the signature is valid for the fifth message chosen by R, the voter.

2.4.2 Proxy-Protected Type Scheme
Signing and verification phase of the proxy-protected type are the same as that of the
proxy unprotected, the only distinguishing factor between them is that for the proxy

protected one it has an additional mathematical computation

Sp =S4 +xgmod q (2.19)
as illustrated by Figure 8.
e 8

kepZ,
r= gk mod p
Sq4=X,r+ kmodg

A (r.54) S ot

¥ = !‘- ____________ !'.Ju = ¥
Yp=9 mod p (secure manner) pj‘_ = ryymod p

blish ' it correct

PUbiSA Vol YA sp =54 +xgmodg

Figure 8: Proxy Protected [19]
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Publishing of y, is added by us in Figure 8 (according to Section 3.4).
Proxy-Protected- Phase
The proxy-protected phase is represented by Steps 1-3 below:
Step 1. The original signer, A chooses k that belongs to Z; randomly, makes
r = g¥mod p asin (2.5) and then computes

Sa = x4 + kmod q (2.20)

Yp = g*4modp (2.21)

The proxy transmission takes place after the computation is done.
Step 2. The original signer A securely sends the pair,(r,s,) to B and y,, is published.

Step 3. The proxy signer B checks whether

g™ =ry,mod p (2.22)

holds. If it is does, B accepts the proxy and computes its secret proxy signature key.
Sp =S4 +xpmodq (2.23)
2.4.3 Voting Protocol Design and Implementation
In the proposed in [19] voting system, the same actors are expected as for the
schemas from Sections 2.4.1, 2.4.2: the creator (central government) A delegates
authority to proxy signer (local government) B, and R voter, can get a legal ballot
from B and send his or her vote to V (voting center), and vote results are displayed
on the bulletin BB. This protocol design has six phases. They are mostly similar to
those considered in Sections 2.4.1, 2.4.2 but introduce some new details related with
RSA, registration, and votes counting. The phases, system setup, proxy, registration,
circling, voting, and counting, is shown in Figure 9, and the voting protocol

computation time measured in (milliseconds), is shown in Table 4.
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{Step 6b) Result announcement

(Step 1) System setup phase — = i .
. Bruillerirt board
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- ,53‘ . <. ~ Sy
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ﬁ (Step 3a) Register phase H
(Step 4) Circling phase m{ {Step 5a) Voting phase [ =
(1) > 2w
[ =T
(Step 6a) Counting phase b

B W

Figure 9: System actors and phases [19]

The system involves six phases represented by Steps 1-6 below

Step 1. Setup phase: parameters are generated.

Step 2. Proxy phase

Step 2a. The original signer, A, delegates authority to B, the proxy signer.

Step 2b. Proxy signer, B, then publishes the public key to the bulletin.

Step 3. Register phase

Step 3a. Proxy signer, B, checks whether R, voter, is legally registered; if so, a
voting certificate is issued to R.

Step 3b. Proxy signer, B, publishes all the certificates to the bulletin.

Step 3c. Voter, R, checks via the bulletin whether he is registered successfully.

Step 4. Circling phase: The voter chooses a candidate and receives the signature on
it from the proxy signer.

Step 5. Voting phase

Step 5a. Voter, R, casts his vote by sends it to the voting center.

Step 5b. Voting center, V, immediately publishes a message about the vote cast by R
to BB.

Step 5c. Every voter, R, can confirm whether his or her ballot has been received by

the voting center; if not, he or she can resend the ballot.
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Step 6. Counting phase

Step 6a. When the voting period has ended, B forwards the decrypting key to V, and
V verifies and counts the votes.

Step 6b. V publishes the result of the votes to BB, where every voter can count and

verify all votes.
2.4.4 Processes Involved in the Voting System, Experimental Settings
and Results

We assume that the system database already contains list of voters, and that BB is
read-only to all entities.
2.4.4.1 System Setup Design

This phase is represented by Steps 1-9 below [19].

Step 1. Two large primes p, q are selected according to (2.1).

Step 2. Two generators, g, A belong to Z,, of order g are chosen, according to (2.2).

Step 3. The original signer A chooses a random number, x, € Z; as his private key to

compute the public key according to (2.3), A publishes p, g, g, h, and y, on BB.

Step 4. The proxy signer B also chooses a random number, x5 € Z; as his private

key to compute the public key

Step 5. B chooses two large primes pg, g5

Step 6. B computes

Ng = ps " qs (2.24)
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Step 7. B computes totient function, @(Ng) as
@(Ng) = (ps— D(gp—1), (2.25)
Step 8. B chooses RSA public key, eg, such that
GCD(eg, (Ng)) = 1. (2.26)
Step 9. B computes RSA private key
dg = ez mod @(Np), (2.27)

Proxy signer, B, publishes Ng, eg, and y; on BB.
Numerical data can be used for the voting protocol exactly as in Example 1.
Example 2. Let py = 11, g5 = 5.
According to (2.24), Ny = 11 - 5 = 55.
According to (2.25), (Ng) = (11 —-1)(5—-1) = 40.
According to (2.26), GCD(eg, 40) = 1, ez = 3.
According to (2.27), dg = 3 'mod 40 = 27.
Now, we need to compute dg = egmod @(Np) by using backward substitution of
GCD algorithm:

According to GCD:

40 =3-13 + 1
13=1-13+0
Therefore, we have:
1 =40-3-13

Hence, we get dg = ez'mod @(Ng) =ez'mod 40 = —13 mod 40 =
(27 - 40) mod 40 = 27
So, the public key is {3, 55} and the private key is {27, 55}

End of Example 2.
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2.4.4.2 Proxy Phase Design
Proxy phase is illustrated by Figure 10 and represented by Steps 1-5 below.

Step 1. Original signer, A, randomly chooses k that belongs to Z; and calculates

T, = gfmodp, (2.28)
s,=X,I,+kmod q , (2.29)
Yp = g*4 mod p, (2.30)

the same as (2.5, 2.20, 2.21).
Step 2. Original signer, A, RSA encrypt the pair of (14, s,) using (eg, Ng) , then

sends it to B.

i

8

kep Z
ra = gk mod p

S4 = Xxara +hkmodg
dlgap = (ra,s4)°% mod Ng

y;, = g"* mod p dlgap

- 7

A = ra
a =ray,y modp
if correct,

i sap = H(g"* mod )8 mod Ng
SA.B

Sp =S4 +xgmodg

sip mod Ng = II(y;,)
If correct
publish y;_,, vg in BB

Figure 10: Proxy phase design [19]

Step 3. B with RSA, decrypts (1,4, s4) using (dg, Ng) , and checks whether equality
g*A ==y, mod p (2.31)
is true, similar to (2.8). If it is true, B accepts the proxy and calculates
Sp =S4+ xgmod q (2.32)
as the secret proxy signature key.
Step 4. The proxy signer, B, generates a signature

Saps = H(g% mod p)? mod Ny , (2.33)
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and forwards it to A.
Step 5. A checks whether
s,% == H (yp) mod Np (2.34)
is true. If it is true then yy, yp published by A to the bulletin board BB.

Example 3. From (2.28),(2.29),(2.30)

14 = 93mod 11 = 3.
sp = 2-3+3mod 5=4,
(Ta,s4) = (3,4),
Yy = g*Amod p = 9*mod 11 = 5,

The original signer, A, encrypts the pair (14, s,) = (3,4) using (eg, Ng) = (3,55),

result of the encryption :(r, = 3, s, = 4), (eg = 3, N5 = 55),

encryption of r, = 33mod 55 = 27, encryption of s, = 43mod 55 = 9, the pair is

(27,9) and publishes y, = 5

The proxy signer, B, RSA decrypts the message received using (dg, Ng) = (27,55),

decryption of message :(27,9), (dg = 27, Ng = 55),

decrypt ry, = 27%”mod 55 = 3, decrypt s, = 92mod 55 = 4, the pair is (3,4),B
checks equality of (2.31) , for our numbers, 5 = g4 = ry] = 3-43 =5mod 11 =
5, which holds, and B accepts it and computes s, =4 + 4 mod 5 = 3, according to
(2.32),

From (2.33) and (2.34)

Sap = H(9° mod 11)?*’mod 55 = H(5)?” mod 55 = 53?7 mod 55 = 37,
Sy% = 37%mod 55 = H (5) = 53,
Note that ASCII code for 5’ is 53.

H () modNy = H(5)mod 55 = H(5) = 53,
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End of Example 3.
2.4.4.3 Register Phase Design
Register phase is illustrated by Figure 11 and is represented by Steps 1-3 below:
Step 1. Voter, R, picks pn as a pseudo-name and a password, pw, computes

Hg = H (pw), (2.35)
RSA encrypts (id, pn,(pw)) using (eg,Np ), and R sends it to B, where id is the
voter’s identification number.

=8 SR
Hy = H{(pw)
reg reg = (id. pn. FHg)® mod Ng

(id, pn, FHg) = reg‘i-" mod Ng

if id is valid

stores { pn, Fig) in system database
flag(pn) = O

keygy = H(Hg.eg)

sg = H(pn, eg)?® mod Ng
Cert{ R) = (pn,eg, sg)

publishes Cert(R), F(keyyg) in BB SEEU

Figure 11: Register phase design [19]

Cert{ R)

mod Ng £ H{pmn, eg)

Step 2. The proxy signer, B, decrypts (id, pn, Hg) using (dg, Ng) to check whether
R the voter is a legal voter. If R is, then, B stores (pn, Hg) in the system database,
sets flag (pn) = 0, and calculates
keyr = H(Hg, eg), (2.36)
calculates RSA signature of (pn, ep),
sg = H(pn, eg)*®mod Ng, (2.37)
returns Cert(R) to R, and the Cert(R) is published to BB, where
Cert(R) = (pn,eg, Sp). (2.38)
Step 3. Then, R checks whether
s;? = H(pn,eg) mod Ny (2.39)

is true. Note that (2.39) is not proved in [19]. If it is true, R has the right to vote.
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Example 4 illustrates below numerically the register phase.
Example 4. According to (2.35), R enters password, pw= “FEY1”, and pseudo-name,
pn="“OLA”.
ASCII codes for each letter are added modulo N:

Hg = H(pw) =70+ 69 4+ 89 + 73 = 301 mod 55 = 26
Encryption is done for each of id, pseudo-name and password, i.e., (id, pn, H(pw))
(e.g.,= (2,0LA,26)) using (eg, Ng) = (3,55)). For encryptionof the pseudo-

name, pn, we introduce character coding Table 3:

Table 3: Character coding table
ABIC/DEF G H|IT |J KL M | N(O|P|Q|R|S|T|U|V|WI|X|Y|Z

203|456 7[8 |9 (10 |11 |12 |13 |14 15016 17| 18|19 | 20| 21|22 23|24 | 25| 26| 27

We now encrypt the value of each character. For OLA: 16-13-2, this takes each value
before the dash and uses an RSA encryption as follows: we used (eg, Ng) = (3,55))
as our encryption keys, we have 163mod 55 = 26, 133mod 55 = 52, 23mod 55 =

8 after these encryption, we have (8,26,52,8,31).

The encrypted (id, pn, H(pw)) is decrypted by B to give us (2,0LA, 26) then R is

checked to be a legal voter and the flag (pn) value is set to be zero.
From (2.36), e.g., keygr = H (45,3) = 52 + 53 + 51 mod 55 = 46

From (2.37), sg = H(OLA, 3)?” mod55 = (H(OLA||3) =79+ 76 + 65 + 51 =
271 mod 55 = 51 = sg = (51)2” mod55 = 6
The certificate, Cert(R) = (pn,eg,sg) = (OLA, 3,6), is forwarded to R.

Verification is done by voter, R, according to (2.39):
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sg? = 63mod 55 = 51

H (OLA,3) mod 55 =79+ 76+ 65+ 51 =271 mod 55 =51 , and it is verified
because (2.39) holds.

End of Example 4.

2.4.4.4 Circling Phase

Circling phase is illustrated by Figure 12 and is represented by Steps 1-4 below:

Step 1. The proxy signer, B, forwards a random number r belonging to Z; to voter
R; this is done after receiving a login request from R, as illustrated in Figure 12.

Step 2. The voter, R, computes

Hy = H(H(pw),1) (2.40)

o= 2
reg Z; r Hy, = H(H(pw), r)
i, & FH(Fp, r) (pn., HY, ) vep Z;,.-:_g"h_bnlodp
flag(pn) 20 (ry, € {1,710, ..., 1, 1)
kiep Z5.Vi=1,2,..., "
E; = gk" mod p
8; = c(gh)’ mod p
e; = H(m;, pn, K;5; mod p) Yp = }!;}5 mod p

Wi=1,2,..., ¥

5 =k; — 5,8 modg

set flag(pn) = 1 (in5;). 1l =i=m 3; = c(gh)’ mod p

F - )
& = H(m; pn, g 'y, mod p)
e =g

s=5, +v+ bmodg

o) = (e, s)

Figure 12: Circling phase design [19].

then R picks a random number v belonging to Z; , and computes

c= g’h™’modp according to (2.9), (m, € {my,m, ...,m,}),and forwards
(pn, Hg, c) to B.
Step 3. The proxy signer, B, examines whether

Hh = H (Hp,1) (2.41)
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is correct. If so, B checks whether flag(pn) = 0. If true, B chooses

k; €r Z3, calculates K; = g mod p ,according to (2.10), &; = c(gh)'mod p
,according to (2.11), &, = H(m;,pn, K;6; mod p )
according to (2.12), and
5, =k; — sp,éimodq

according to (2.13), vi=1,2,...,n,returns (¢;,5,), 1 <i<n,toR, and sets
flag(pn) =1.
Step 4. R computes

Yp = YpYpmodp,
and, foreveryi = 1,2,...,n, calculates §; = c(gh)'mod p , according to (2.11),
and checks whether

e, == H(ml-,pn , g% ypeALSi mod p) (2.42)
is correct. If so, R computes
s=5,+v+bmodq,

according to (2.16), and

according to (2.15).
The final signature is
o (my) = (e59),
according to (2.17).
Note that (2.42) is not proved in [19]. The signing phase is illustrated numerically by
Example 5 below.

Example 5. The proxy signer, B, sends a random chosen numberr = 3 €g Zg =

{1,2,3,4} to R, after which the voter is requested to login.

The voter R does some computations from (2.40)
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Hr = H(H(pw),r) = H(45,3) = 156 mod 55 = 46 for hash calculation.
Also, from (2.9), for our values, n = 6, {my, m, ....,m,} = {10,3,2,1,4,7},b = 5,
v=2c= g°’h’modp= 925 °mod11= 9%2- 3125 mod 11 =
(312571 mod 11 = 1, this can be rewritten as,3125 * x = 1mod 1,then x
=1) =9%2-1mod 11 =4,
(my € {my,m, ...,m,}), he then forwards the message (pn, Hg, c) =

(OLA, 46,4) to B.

From (2.41), Hi = H (Hg,r) = H(45,3) = 156 mod 55 = 46
From (2.10),
ky =1, ky =2, ks =3, ko =4 ks =1, kg = 2,
K, = 9Ymod11=9,K, = 92mod 11 = 4,K; = 93 mod 11 =3, K, =
9*mod 11 =5,Ks = 9 mod 11 =9, K, = 92mod 11 = 4
From (2.11),
8, = 4(9 - 5)'mod 11=4, 5, = 4(9 - 5)*mod 11=4, 55 = 4(9 - 5)3mod 11=4
8, = 4(9 - 5)*mod 11=4, 55 = 4(9 - 5)5mod 11=4, §; = 4(9 - 5)®mod 11=4
Using a hash function that has three inputs introduced in (2.14).

é, = H(m; ,pn,K;6; mod p ), (2.43)
& = H(10,0LA,9 -4mod 11) = H(10,0LA,3) =49 + 48 + 79+ 76 + 65 +
51 mod 55 = 38
& =H(3,0LA 4 -4mod11) = H(3,0LA,5) = (51 + 79 + 76 + 65 +
53)mod 55 = 49
& = H(2,0LA,3 -4mod 11) = H(2,0LA,1) =50+ 79 4+ 76 + 65 +

49 mod55 = 44
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é,=H(1,0LA,5 -4mod 11) = H(1,0LA,9) =49 + 79 4+ 76 + 65 +
57mod 55 = 51

és =H(4,0LA,9 -4mod11) = H(4,0LA,3) =52+79+76+ 65+
51 mod55 = 48

é, =H(7,0LA,4 -4mod 11) = H(7,0LA,5) =55+ 79 + 76 + 65 +
53 mod 55 = 53

From (2.13), recalling (2.2), (2.10),

55=1—3-38mod5 =2,

2— 3 49mod5 = 0,

)
[

$3=3—3:44mod5 =1,
$3=4—3-51mod5 =1,
Ss=1—3-48mod5 = 2,
S¢=2—3-53mod5= 3
(6,8) = (38,2),(49,0), (44,1),(51,1), (48,2), (53,3)
s=2+4+2+5mod5=4%4
according to (2.17), o (msg) = (e,s) =(48,4)
End of Example 5.
2.4.4.5 Voting Phase
Voting phase is illustrated by Figure 13 and is represented by Steps 1-3 below:
Step 1. The voter R calculates H(H (pw), eg) and uses a Caesar cipher symmetric
key encryption to encrypt (my, a(my)) to generate a cipher C, and
sends (Cert(R), Cy) to the voting center,V.
Step 2. The voting center, V, first examines whether

sp? = H(pn,eg) mod Ng

31



according to (2.39), illustrated in Figure 13, holds. If so, V publishes

(Cert(R),Cg) to BB.

R 4
{:}{ - EHiHipw}.Eq}{mfﬂH(mb}} [CEI’T{R} ’{:”1

sz mod Np < H(pn,eg)
public (Cert(R) ,Cy) in BB

Figure 13: Voting phase design [19]

Step 3. Every voter R can check if their vote is received by V via BB. If not, R
resends (Cert(R), Cg).

The voting phase is illustrated numerically by Example 6 below continuing Example
S.

Example 6. R uses a symmetric key keyr = H(453) = 46 to encrypt
(my,0(my)) =([4], [48,4]), using Caesar cipher encryption; ¢ =p + kmodN,
where ¢ is cipher, p is plaintext, and k is the key (the shift), therefore, we have
4 + 46 mod 55 = 50, 48 + 46 mod55 = 39, 4+46 mod55=50; which produces
Cr = (50,39,50). It will now send (Cert(R),Cg) as ([ OLA,3,5]),([50,39,50]) to
the voting center, V.

The voting center, V checks if

sBeB = 63mod 55 = 51 = H (OLA,3)mod 55 = 79 + 76 + 65 + 51 mod55 = 51
is true, V publishes (Cert(R), Cg) on BB and each voter can check its presence there,
End of Example 6.

2.4.4.6 Counting Phase

Counting phase is illustrated by Figure 14 and is represented by Steps 1-3 below:

Step 1. The proxy signer B forwards key,
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keyr = H(Hg, eg) , (2.44)
to V.
Step 2. The voting center, V, uses a Caesar cipher to decrypt Cg using the symmetric
key, keyg, publishes (Cert(R), Cr, m;, keyg) to BB, and calculates

Yp = YpYypmod p,
and verifies whether
e == H(m,, pn, g°y, mod p)
(2.45)

Is true. If (2.45) is valid, the vote is counted.
Step 3. The voting center, V, publishes the voting results on BB. Everyone can count

and verify the ballots from BB.

]

7
s (my,0(my)) = Dy (Cp)
publishes (Cert(R) , Cg, my,, key) in BB

key

r
Vp = Ypygmodp
v : @
e = H(my, pn, g’y; mod p)

the ballot is counted

Figure 14: Counting phase design [19]

The counting phase is illustrated numerically by Example 7 below.

Example 7. The proxy signer, B, forwards the key, keyr = H(45,3) = 46 ,t0 V.
The voting center decrypts using symmetric encryption, Cgr = ([50,39,50]) using
keygr = 46, with formula p = ¢ - k mod N, where c is cipher, p is plaintext and k is
key, therefore we have 50-46=4, 39-46=-7+55=48, 50-46=4; we have this result
([4], [48,4]), then it publishes (Cert(R), Cg,my,
keyg) = ((OLA,3,5),(4,48,4),4,46),
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From (2.18), also adding a final variable
Yp = Ypypmodp =5 -5mod11 =3

48 = e = H(my, pn, g°ysmod p)= H(4, OLA, 9* - 3*¥mod 11) = H(4,0LA,3) =

(524+ 79+ 76 + 65 + 51)mod 55 = 48, which is correct.
End of Example 7.
2.4.4.7 Experimental Settings and Results
Table 4 below shows the computation time for each of the phases involved in the
proposed voting system [19] measured in milliseconds. For the voting protocol [19],
it was not specified the software package that was used for its implementation but the
results were given, where PP stands for the Proxy Phase, RP stands for the
Registration Phase, CiP stands for the Circling Phase, VP stands for the VVoting Phase
and CoP stands for the Counting Phase. It gives the computational role for each

phase.

Table 4: Computation time of the voting protocol (milliseconds) [19] phases PP,
RP, CiP, VP, and CoP, and roles A, B, R, and V.
Phase PP RP CiP VP CoP

Role | A B R B R B R \% \%

Time | 42.4| 315 | 22.85 | 1955 | 31.2 | 31 |19.8|10.35|20.25

2.5 Problem Definition
The problem definition and the aims of the thesis are:
1. Study the VS [19].
2. Provide proofs for oblivious signature and VS [19] formulas (2.8), (2.14),
(2.18), (2.34), (2.39), and (2.42).
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3. Design, implement and test VS [19] to ascertain the scheme proposed just for
a single user
4. Conduct experiments with the VS similar to those made in [19] and compare
them versus Table 4.
The rest of the thesis is organized as follows. In Chapter 3, we give proofs of the
conditions used in VS [19] without justification, and adjust VS [19] according to
inconsistences found. In Chapter 4, we discuss our VS [19] design, implementation
and testing. In Chapter 5, we conduct experiments in the settings of [19] and
compare our results versus Table 4. In Chapter 6, we conclude the thesis and discuss

future work.
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Chapter 3

ANALYSIS AND PROOF OF THE VOTING SYSTEM

CORRECTNESS

We analyze the VS [19] described in Chapter 2 and prove consistency of the
conditions (2.8), (2.14) and (2.18) used in the novel oblivious signature and (2.34),
(2.39), and (2.42) used in VS [19] without justification. The VS is adjusted according

to the proofs made.

3.1 Proof of the Conditions Used in Novel Oblivious Signature

Scheme [19]

We prove conditions (2.8), (2.14) and (2.18) used in VS [19].
3.1.1 Proof of (2.8)

Let us prove that (2.8) holds.
Proof. Consider its left-hand side (LHS). From (2.6), we get:

gsp — ngr+kmodqm0dp — ngr+ k—quOdp — (((ng)rmodp)((g"modp) .

(g%modp)~")modp, (3.1)
where
N = [(ar +K)/q) - (3.2)

From (3.1), (2.3), (2.2), and (2.5), we get
g% = (yimodp)-r-1"¥ mod p = yir mod p.
As far as our result is equivalent to the right-hand side (RHS) of (2.8), hence, (2.8) is

proved. QED
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3.1.2 Proof of (2.14)
We prove that LHS of (2.14) is equal to RHS of (2.14). LHS of (2.14) is equal to
RHS of (2.12), hence we prove that RHS of (2.12) equals to RHS of (2.14). We see
that they are equal if
K;6; modp = g% ypeAlch mod p
Using (2.9) -(2.11) in the LHS, so we have
ghic(gh)imod p = grigPh~ - giki = gi+kitvpi=b mod p

Now, taking RHS, we use (2.9), (2.11), (2.13), and (2.7),

g% y,%8; mod p = ghi~eéimodd (gp)e - (g"h™P - g'h)ymod p =

ki— spéi—Nq+spé;+v+i

g W mod p,
where N = |(k; — s,6))/q].
From (2.2), g9modp = 1, gN9modp = 1V = 1, and from the last equality,

g% y,86;mod p = gkvrt - WP g p

Thus, RHS of (2.14) equals to the RHS of (2.12) hence their LHS’s are also equal,
and (2.14) is proved. QED

3.1.3 Proof of (2.18)

LHS of (2.14) for i = b, equals to LHS of (2.18) because of (2.15), Let us prove

that the RHS’s of (2.14) and (2.18) are also equal:
H (mb 'ggbypéB6b mod P) = H(my , g5y¢ mod p)
9%, 8, mod p = g°y mod p
Using (2.15), (2.16), we have

g°y,? modp = gS*v+bmedayth modp = gitvtbNayT modp,  (3.3)

where N =[(§, +v+b)/ql.
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From (2.2), since g9modp = 1, we get gN9modp = 1.
Substituting our equation into the RHS of (3.3), we get

v+b.,€b

g*ysPmod p = g% g”*?ys" mod p.
Using (2.9) and (2.11), we have
8p = c(gh)® = g"h™"(gh)® = g"*’mod p.
Thus, it is true, hence,

gy modp = g g"*yf mod p = g%y, 6, modp,

holds, and (2.18) is proved. Q.E.D.

3.2 Adjustment of the Novel Oblivious Signature

There are some issues associated with the signature [19], which we will adjust in this
section of the thesis.

In spite of the correctness of (2.8), it can’t be verified by B because s/he does not
know y, , hence, we can make a conclusion that in the proxy phase, y, shall be

published, not y,, only as it is specified in the original protocol. Hence, Step 2 of the

proxy phase shall be adjusted as follows:

Step 2 Adjusted: The original signer, A, securely sends the pair (r, sp) to B and y,

v, are published.

3.3 Proof of the Voting System Correctness
3.3.1 Proof of (2.34)
Using (2.33) to expand the left hand side of (2.34), we have

S,5% = (H(g*4 mod p)® mod Ng)°®mod Ng = H(y,) mod Np,
due to (2.27), and reminding RSA encryption/decryption, considered in Section
2.3.2. Thus, we get

RHS of (2.34), Q.E.D
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3.3.2 Proof of (2.39)
From (2.37),
sg = H(pn,ep)? mod N .

Using the right hand side of (2.39) to prove the equality, and reminding RSA
encryption/decryption, we have

sg? = (H(pn,ez)*® mod Ny )®8 mod Ny = H(pn, eg)mod Nj ,
Q.ED
3.3.3 Proof of (2.42)
We refer to the proof of (2.14), Section 3.1.2, just that an additional variable pn
(pseudo-name) is included in (2.42) and it holds.

3.4 Modification of the Voting System

The modification for the proposed method [19] at the System Setup Phase: y, shall
be published to be used in the proxy phase by B. And this is described in the
modified Figure 8, where we have added publishing of y,.

3.5 Summary

In summary, based on the proposed voting [19] protocol, we have proved (2.8),
(2.14), (2.18), (2.34), (2.39) and (2.42) not proved in [19]. We have found in the
course of proving some problems with the oblivious signature scheme and VS [19]

and made necessary adjustments.
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Chapter 4

VOTING SYSTEM DESIGN, IMPLEMENTATION

AND TESTING

We discussed the Voting System in Chapter 2 and its proof and adjustment in
Chapter 3. We proceed in this chapter to the system design, implementation, and
testing of the voting system [19]. We design EVS architecture (Section 4.1), specify
tools used in its implementation (Section 4.2), and provide information on EVS

implementation (Section 4.3) and testing (Section 4.4).
4.1 Voting System Design

Based on the voting system design, we show implementation by Steps 1-6 below for
the EVS.

Step 1. Parameters are generated.

Step 2. The original signer, A, delegates authority to B, the proxy signer, and B then
publishes the public key to the bulletin.

Step 3. The proxy signer, B, checks whether R, is voter legally registered; if so, a
voting certificate is issued to R. B publishes all the certificates to BB (the bulletin
board). R checks whether he is registered via BB successfully.

Step 4. The voter, R, makes his choice candidate and receives signature on it from B.
Step 5. The voter, R, casts his vote by sending it to V (the voting center), V
immediately publishes a message about the vote cast by R to BB. Every single R can

confirm whether his/her vote was received by V; else, voters can resend their votes.
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Step 6. When the voting period has ended, B forwards the decrypting key to V, and
V verifies and counts the votes. V publishes the result of the votes to BB, where

every voter can count and verify all votes.

We design the voting system using context diagram and use-case diagram as shown
in Figures 15 and 16, respectively. The context diagram for the EVS represents the
entirety of the EVS and how it relates with the actors, it is built for one user, the
system administrator, acting as the original signer, A, proxy signer, B, voter, R, and

voting center, V.

Electronic

Voting System

System Administrator (A, B, R, &V)

Figure 15: Context diagram for EVS
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Figure 16: Use-case diagram for EVS

The use-case diagram for EVS in Figure 16 has five actors: System administrator,
SA, Original signer, A, Proxy signer, B, Voter, R, and Voting center, V. Based on
our EVS implementation, we simulated the work of all these five actors to be done
by just one actor, SA. The Registration Dbase use-case is used to populate the
database with the information of all VVoters. The Login use-case is provided for each
actor to be able to have access to the EVS. We have the setup phase use-case for A,
and the separate setup use-case for B. We also have the proxy phase for A and B
where A delegates authority to B. We also have registration phase use-case, this is
where B checks if R is a legal voter by identity number, ID, and registered voters can
get Cert(R) and make progress to vote. In circling phase use-case, B checks whether
R has voted, if he has, the process gets terminated, else he is given access to continue
to vote and make his choice from the candidate list. In voting phase, R encrypts the
ballot and sends to V in order to hide his choice until the end of the voting period.
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From the counting phase use-case, every candidate selection tallies only with

corresponding pseudo-name (pn) available from BB.

BB writing use-case provides access for an actor to write on the bulletin board so that
everyone could have access to vital information that is specific to them, voters from
it could ascertain whether their names and votes have been received by the vote
center and election results can be verified. While, for the BB reading use-case is
available for everyone to be able to verify their information on the screen; you could
also click on the BB button on the menu page to have access to the page, according
to Figure 22.

4.2 Tools Used for EVS Implementation

We implemented the EVS [19] using Windev express version 17 [37, 38] which has
a built-in database called Hyper File SQL. WinDev is an integrated platform for
software development. Most software developed with WinDev offers a set of
advanced features, you can download it from [37, 38], and the installation steps and

work environment is shown below, Figures 17-20.

Figure 17: WD Full Application Install.exe
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To install WinDev17, click on the WD full Application install.exe icon, as shown in
Figure 17:

1. Click on “installation de Windev 17” during installation, as shown in Figure 18.

Installation de WinDev 17

~7 Instalation de WinDev 17
& » =

MEF Installation du Serveur HyperFile SQL C/S

— installation d'un Secveur d'Application
d y WebDev - 10 connexions

T Usez-mol

'c Support Technique
sad

Figure 18: Installation Phase for French Language

S5 WD Full Application - Setup wizard — =<

vvclcome to the sctup wizard of VWL Hull
Application
This prearam will install WD Full Apphication on vour computer

we recemmend that you close all the curent applications befors running the setup program.

Powarad by WINDEV Mext > cancel .
Figure 19: Setup Directory for Windev Application

N

. Validate the setup directory by clicking on the application, as shown in Figure 19.

3. Move to next step and end the setup for the application.

>

Then the application starts up. Click to validate the steps of the setup.

5. Then we have the work environment, as shown in Figure 20.
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| == o o

Cogin

NG 7 | .
Figure 20: Windev Work Environment

More details on how to install Windev Application are given in the webpage in [39].
4.3. Voting System Implementation

We model the EVS as proposed by [19] based on the context diagram in Figure 15
and use-case diagram in Figure 16. It will be run by a single user, SA, representing
all actors. In the Login use-case, SA logs on and then moves to the Menu page use-
case to select whatever process he wants to choose either A, B, R, or V. Figure 21 is

the screenshot for the Login use-case and Figure 22 is the screenshot for the Menu

page.

@ =N Wem =)

SYSTEM ADMINISTRATOR

D K

Lser Mame ||

Password I

Cancel I Login

Create your account

Figure 21: Login screenshot
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Verifier Q Voter
&« Y ugE e @
= —
- B __y | Bulletin Board

Proxy Signer

Original signer

Figure 22: Menu page screenshot

4.3.1. Implementation of Setup Phase for A and B Use-Case

Figure 23 shows the screenshot of the system setup phase use-case for both A and B,
Figure 16 described the use-case for the setup phase for A and B in Section 2.4.4.1
of our protocol design. In Step 1, A selects two large prime values, p and g ( see
Appendices A.1.2, lines #9-28, and A.1.3, lines #29-57), according to (2.1). In Step
2, two generators of order g, which are h and g according to (2.2) (Appendix A.1.4,
lines #59-66, and Appendix A.1.5, lines #68-80) are selected by A. In Step 3, A
chooses x, € Z; (Appendix A.1.12, lines #156-160), and calculates y,, defined by
(2.3) (Appendix A.1.6, lines #81-83). Then, A publishes p, q, g, h, and y, values on
BB (Appendix A.1.1, lines #1-4) as described on Figure 16 as BB writing use-case.
In Step 4, B enters xz and computes yg according to (2.4) (Appendix A.1.9, lines #
128-131). In Step 5, B chooses two large prime numbers pg and gz (Appendices
A.1.7, A.1.8, lines #84-127). In Step 6, the product of pg and g is stored in Ng
according to (2.24), (Appendix A.1.8, lines#116-117). In Step 7, Euler totient
function, @(Np), is calculated according to (2.25) (Appendix A.1.8, lines#119-121).
In Step 8, B selects RSA public key, eg, meeting condition (2.26). In Step 9, B
calculates private key dg, according to (2.27) (Appendix A.1.10, lines #131-151).

Then B publishes Ng, eg, y5, on BB (Appendix A.1.11, lines #152-155).
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& Version Express - SYSTEM SETUP PHASE - - EN

rrrrrr

Publish p,a.q,h,ya

Figure 23: System Setup Phase for A and B

4.3.2 Implementation of Proxy Phase Use-Case

Figure 24 shows the screenshot of the proxy phase, Figure 16 described the use-case
for the proxy phase described in Section 2.4.4.2 of our protocol design. In this phase,
communication is made between A and B. In Step 1, A chooses a random number, k,
and computes 7, s, and y, according to (2.28)-(2.30). (Appendix A.2.2, lines# 165-
168) In Step 2, A encrypts (r4,54) using RSA, and it is forwarded to B, (Appendix
A.2.2, lines # 164-180). In Step 3, B decrypts the message (7,4, s4) using RSA private
key (dg, Ng) (Appendix A.2.5, lines #231-239) and checks condition (2.31) to know
if values have been compromised, (Appendix A.2.3, lines #181-212). If (2.31) is true,
B accepts the message and computes s,, as his own secret key signature, according to
(2.32). In Step 4, B generates S, signature according to (2.33) and forwards it to A
by clicking the send button (Appendix A.2.4, lines #213-230). In Step 5, A checks if
the signature s,, is valid according to (2.34) (Appendix A.2.6, lines #240-249). If
(2.34) is true, the original signer A publishes y, to BB (Appendix A.2.1, line #156-

158).
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15 Version Express - proxy = =

[eB ,NB ] =[3, 55 ] [rA,sA]1=[3,4]

A B
our K value must be between 1 and 4

Vi

K 3 SEND encrypri(rA,sA) 27 9 Decrypt
A 3 decrypri(rA,sA) 3 a SEND
p

encrypri(ra,sa) 27 El sp

s(a,8) ES Check Sta.B) 2s

S(A,B)eB 5 H(yP) 5
Total Time 1.6220000000000001000000000000

Registration Phase

Figure 24: Proxy Phase

4.3.3 Implementation of Register Phase Use-Case

Figure 25 shows the screenshot of the register phase, Figure 16 described the use-
case for the register phase described in Section 2.4.4.3 of our protocol design. Every
eligible voter name exists already in the database called IDExpress_Flag designed in
HyperFileSQLWindev; this is detailed in Section 4.3.7. Figure 25 shows that Voters
R records are already populated in the database on a grid. It is populated by A with R
records, so R updates records of password (pw) and pseudo-name (pw), according to
Section 2.4.4.3. In Step 1, R encrypts his id, pseudo-name and hash of his password,
according to (2.35) (Appendix A.3.1, lines #250-276, Appendix A.3.2, lines #277-
301, and Appendix A.3.3, lines #302-325), using (Ng,ep) published on BB and
sends it to B, Figure 11. In Step 2, B decrypts it using dg and checks if the ID is
valid, sets the vote flag to zero meaning the voter has not voted, and then allows the
voters The proxy signer B computes keyr and sg, according to (2.36), (2.37)
respectively; (Appendix A. 3.4, lines #326-346) and then forwards the certificate of
voter R (Appendix A.3.5). R sees it, and proceeds to vote (Appendix A.3.6, lines#

360-388).
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) Version Express - registration = =

Password(pw)  eeeeses o HR 12 [5, feyi, 12]

[eB ,NB ] =[3,55] B ag| KeyR 150
[ 5.feyi, 12 ]

1 lec 255

Encrypted Values :[ 15, 1591917, 23] 3 peter 255
4 paul 255
Cert[R][ feyi, 3, 49 ] 5 feyi 12

Figure 25: Registration phase

4.3.4 Implementation of Circling Phase Use-Case

Figure 26 shows the screenshot of circling phase, Figure 16 described the use-case
for the circling phase described in Section 2.4.4.4 of our protocol design. In Step 1, B
sends a random number r after the request from R, (Appendix A.4.1, lines # 389-
392). In Step 2, R proceeds to calculate Hi using an hash function, according to
(2.40), (Appendix A.4.2, lines# 393- 404), this is where the use of the oblivious
signature comes in, R picks a random number v used as a blinding factor (Appendix
4.3, lines# 405- 408), and computes ¢ for all candidates and picks b as the candidate
of his or her choice, m;,, from the whole candidates list (m;),i = 1,..,n , according
to (2.9), (Appendix 4.4, lines# 409-429), and forwards the values to B, (Appendix
4.5, lines# 430-457). In Step 3, B checks whether the hash function are equal,
according to (2.41), (Appendix 4.6, lines# 458-469), then B chooses some k; and
calculates value for K;, 6;,e, and 5, for all i, (Appendix A.4.7, lines #470-501), B
sets the flag(pn) to 1 and sends e, and §, for all i back to R, according to (2.10),
(2.11), (2.12), (2.13), (Appendix A.4.8, lines #502-516). In Step 4, R, calculates y,,
according to (2.19), (Appendix A.4.4, lines #409-414), for all i, he calculates for

6;, and checks if ¢;, according to (2.11), (2.42) respectively, is correct, (Appendix
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A.4.8, lines #517-522), then R computes s and e, according to (2,15), (2.16)

respectively as the final signature (Appendix A.4.9, lines #527-545).

Figure 26: Circling Phase

4.3.5 Implementation of Voting Phase Use-Case

Figure 27 shows the screenshot of voting phase, Figure 16 described the use-case for
the voting phase described in section 2.4.4.5 of our protocol design. In Step 1, R
calculates H(H(pw),eg), (Appendix A.5.1, lines #546-555) and uses it as a
symmetric key to encrypt (m,, a(m,)), produces a cipher Cg, (Appendix A.5.2, lines
#556-580), then send the certificate to the voting center V, (according to Appendix
A.5.3, lines #581-588). In Step 2, V examines it, according to (2.39), (Appendix
A.5.4, lines # 589-619) and sends it to BB; (Appendix A.5.5, lines #620-632). In
Step 3, every voter can check whether his or her ballot is received by V via BB, else

the voter resends his ballot.
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& VOTING PHASE -0

Version Express BULLETIN BOARD

([ fevi, 3,49 1), ([1,1,1])

H(H(pw),e8) 150 Calculate Cert((R)Cr) ([ fayi, 3, 49 ([1,1,1]) Examine

(mb) 4214 Encrypt [ B~ €B = H(pn,eB)Mod(NB) = 4 Publish
e 111

Cert((R),Cr) ([ feyi, 3, 49 1),([1,1,1]) Send

Figure 27: Voting Phase

4.3.6 Implementation of Counting Phase Use-Case

Figure 28 shows the screenshot of the counting phase, Figure 16 described the use-
case for the counting phase described in section 2.4.4.6 of our protocol design; this
phase is done between B and V. In Step 1, the key generated by B during the
registration phase is sent to V; according to (2.44), (Appendix A.6.1, lines #633-
636). In Step 2, V decrypts C,, (Appendix A.6.2, lines #637-646) and V now
publishes (Cert(R), Cr, m;, keygr) on BB, (Appendix A.6.3, lines #647-655, and V
calculate y,, according to (2.19), (Appendix A.6.4, lines #656-663), then, V verifies
e, according to (2.45), (Appendix A.6.5, lines #664-687). In Step 3, V publishes the
election result on BB, (Appendix A.6.6, lines #688-700) and everyone can verify and

count the ballots via BB.
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o) Version Express - counting_phase = [

| "
VersionBXIESS g1 ETIN BOARD  The ballot is counted,

(([feyi, 3,49 D([1,1,1])[ 4 1,[150])

B v

KeyR 150 Send KeyR 150
Cr 111 Decrypt
Decrypted Cr 4,214 Publish
yP 3 Caleulate

e 21 e 21 Verfies

Publish the
voting result

Figure 28: Counting Phase

4.3.7 Database Implementation

There are several ways available to connect to database. The connection to database
in this thesis is done directly by connecting to a HFSQL Classic database. The main
operation that is performed in order to make use of WDSQL is that we have to
establish foremost connection to database. Once this connection is done, we can now

have access to run and create SQL queries on the used database.

The database used is inbuilt with Windev application called HFSQL, as shown in
Figure 29 for the overall view of the database; we have a database with four tables.
For the Registration of voters and voter’s choice, Express flag table was used, as
shown in Figure 30. For login information for all users, Fich_Login table is used to
store records for each user that have access to the EVS, as shown in Figure 31. For
character coding table, we used the Express_alphabeth table to store the values, as
shown in Figure 32. For the database of contestant and vote result we used

candidate.fich as shown in Figure 33.
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7 Ola_thesis - WinDev 17 Editeur d'analyses - Mb-m(vﬂl
“[= Fichier Edition Projet  Atelier GDS  Tests Analy S de fichiers Forme  Affichage

T x| PN Menu ¥ T2 X [@aREQ bulietin % |/l Express_registration |

Figure 29: Database view [Overall]

WDMAP - Express_flag.fic

Fichier Edition Affichage Outils Paramétres 2
Hom de Fanalyse | D:\Mes Projets\Ola_thesis\Express_test.ana\Express_test.wdd = | | Parcourir... |
Mom du fichier | Express_flag - 8 enreg(s)
Chemin du fichier D:WWes Projets\Ola_thesis\EXEL saa| | ‘
M Enr. - IDExpress_flag o 3 - Pseudonime Password Flag
4 P &7 1 folakemi 176 i
3 P ) 2 ihinkalu 251 I
1 8 &9 3 osoghbo 185 Ird
z P 70 4 helen a1 I
5 & 71 5  austin 75 ird
7P 7z &  olododo 75 Icd
& & 73 7 evelyn 235 ird
a & 76 8  emmanuel 225 I
1
< n »

Fermer

Figure 30: Table for Express_flag

fich_login HFESQL

[ 1] Hombre de rubriques et index 1 | 17 Tafle en octets : 67| () Arficher aans fordre physiaue (C)Général| @ Avance | [ Etats et Requstes
aé rom g ] et Rubrigue non reliée a un Métatype
|7 T 0 41~ | )
o s0
* u 50 L] L_Ld
e so | Lbm)
s () Sow type: [identitiant automatiaue (4 octets) -
a o
y

1
e
vo
b
h

© cié unique

b
5
type
o

Paramétres du champ relié & la rubrique sétectionnée (informations partagses)

1 - [l
Figure 31: Table for Fich_login
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WDMAP - Express_alphabet.fic

Eichier Edition Affichage Qutils Paramétres 2
Nom de Fanalyse | D\Mes ProjetsiOla_thesis\Express_test.ana\Express_test.wdd || Parcourir... |
Hom du fichier | Express_alphabet i 39 enreg(s)
Chemin du fichier D:=\Mes ProjetsiOla_thesis\EXE\ hala| ‘
N® Enr. - IDExpress_alphabet o & Letter o Number *
6 6 f 7 o~
T 7 e 8
g P g8 h e (2
9 P 9 i 10
10 P 10 |j 11
1 1k 1z
12 P 12 1 13
13 F 13 m 14
14 g 14 n 15
< m »

WDMAP - candidate.fic

Fichier Edition Affichage Outils Parametres ?

Mom de lanalyse | DWMes Projets\Ola_thesis\Express_test.ana\Express_test.wdd x| Parcourir... |

Nom du fichier | candidate = 4 enreg(s)

Chemin du fichier D:'\Mes Projets\Ola_thesis\EXE\ oao | .

N® Enr. i IDcandidate o 4 can_id o can_name can_surname ~ nbr_of_vote
1 P 1 1 Mickey Francis
2 P z 2 Donald Trump
3 P 3 3 Claude Peter
4 P 5 4  Putine Lemar
< 1! »

Fermer .

Figure 33: Contestant and results table

4.4 VVoting System Testing

In software development, the testing phase is of uttermost importance. After the
software was developed the voting protocol was also tested, so to ascertain that it met
the necessary requirements as proposed by [19] and also the modifications made in

these thesis. Below are the snapshots for each of the phases of the voting protocol.
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4.4.1. Testing of System Setup Phase Use-Case

Express Version - SYSTEM SETUP PHASE

gggggggggg

,,,,,,,,,,,,,,,,,

Figure 34: Testing for ystem setup phase

Tested result for Figure 34 has been explained in examplel and example 2 of section

2.4, for Figure 34 the Right hand side is original signer A segment and the left hand

side is the proxy signer B segment.

According to (2.1). Let p = 11,q = 5 be our prime numbers chosen, p —1 =

11-1=10,10/5 = 2.
From equation (2.2),h=5,9g =9,0rd5 =¢q

From equation (2.3), p = 11,Z; = {1,2,3,4}.
Let x, = 2,and xz = 4 theny, = g*4mod 11, = 92 mod 11 = 4.

From equation (2.4), we have y; = 9* mod 11 = 5.
Let pg = 11, g5 = 5.

According to (2.24), Ny = 11 - 5 = 55.

According to (2.25), @ (Ng) = (11 -1)(5—-1) = 40.

According to (2.26), ez = 3. According to (2.27), dg =27.

and Ord9 = q =

Now, we need to compute dz = ez mod @(Np) by using backward substitution of

GCD algorithm:

According to GCD:
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40 =3-13 +1
13=1-13+0
Therefore, we have:
1 =40-3-13
Hence, we get dg = eg'mod @(Ng) =ez'mod 40 = —13 mod 40 =
(27 - 40) mod 40 = 27
So, the public key is {3, 55} and the private key is {27, 55}.

4.4.2. Testing of Proxy Phase Use-Case

H Express Version - SYSTEM SETUP PHASE = B

o2 ) BULLFTIN BOARD

o H Express Version - proxy = =
[eB ,NB] =[3,55] [rA,sA]1=[3,4]

enter p)
enter p A B

(p-1)/q
== encrypri(ra,sa) 27 9| Decrypl t

general
decrypri(ra,sA)
general

XA

vA g

Registration Phase
< 4

Figure 35: Testing for proxy phase

Tested result for Figure 35 has been explained in Example 3 of section 2.4, for
Figure 35 the Right hand side is original signer A segment and the left hand side is
the proxy signer B segment.

Recall (2.5) r was used as our notation, we will now use r, in place of r for this
example

7= 93mod 11 = 3
For (2.20),

sS4 =2"3+3mod5=4
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(T4, s4)= (3,4)
Yp =g*Amodp = 9*mod11 =5
the original signer, A, encrypted pair (14, sz) (= (3,9)) using (eg, Ng) (=
(3,55)),and y, =5 will be forwarded to B. The proxy signer B must decrypt the

message using (14,54) (= (3,9)) using (dg, Ng) = (27,55)

(For our numbers.,5 = g54 = ry] = 3-43 = 5mod 11 = 5)

which holds for our values. The proxy signer B accepts computes s,

From (2.2) —(2.6), which hold, s, =9 + 4 mod 5 = 13

From (2.33),

Sap = H(9° mod 11 = 5)?7 mod 55 = H(5)?” mod 55 =532 mod 55 = 37,
sj% = 373mod 55 = H (5) = 53, (Note: The ASCII value for 5 is 53)
H (y,) modNg = H(5)mod 55 = H(5) =53.

4.4.3 Testing of Register Phase Use-Case

Express Version - SYSTEM SETUP PHASE = B

@ (Vs ) RULLETIN ROARD.

Express Version - registration - =

Allow
Pseudoname (pn)  OLA

ord(pw) coee o HR as Decrypted Values
[eB .NB ] =[3, 55 ]
[ 2,0LA 45 ]

Tdo|  eseudonime

Encrypted Values :[ 8, 49110, 45 ]

Figure 36: Testing for Registration Phase
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Tested result for Figure 36 has been explained in Example 4 of section 2.4, for
Figure 36 the Right hand side is the voter R segment and the left hand side is the
proxy signer B segment.

From (2.39), R enters Password as “FEYT” and pseudo-name as “OLA”

Each of the ASCII value for each letter is taken added up modulo N

Hgr = H(pw) =70+69+89+73 = 301 mod 55 = 26

Encryption is done for each of id, pseudo-name and password, i.e., (id, pn, H(pw))
(e.g.,=(2,0LA,26)) using (eg, Ng)= (3, 55)) which when encrypted, for the pseudo-
name (pn), we introduced Character Coding Table, illustrated in Table 3

We now encrypt the value of each character. For OLA: 16-13-2, this takes each value
before the dash and encrypt it as follows: we used (eg, Ng) = (3,55))as our
encryption keys, we have 163mod 55 = 26,133mod 55 = 52,23mod 55 = 8 after
these encryption, we now concatenate each encrypted the value to get
26]||52]|8 taken out the dash(“-”) to form "26528". We have (8,26528, 31) after the

encryption for each of them.

The encrypted (id, pn, (pw)) is decrypted by B to give us (2,0LA,26) then R is
checked to be a legal voter and the flag (pn) value is set to be zero,

From (2.36), calculated to give (e.g. Keyz = H (45,3) = 156 = 52 + 53 +

51 mod 55 = 46

From (2.37),sg = H(OLA, 3)2” mod55 = ( H(OLA||3) = 79 + 76 + 65 + 51 =
271 mod 55 = 51 = sg = (51)2” mod55 = 6

This is forwarded to R as certificate, Cert(R) = (pn,eg, sg) = (OLA, 3,6)

The certificate, Cert(R) = (pn,eg,sg) = (OLA, 3,6), is forwarded to R.

Verification is done by voter, R, according to (2.39):
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sg? = 63mod 55 = 51
H (OLA,3) mod 55 =79+ 76+ 65+ 51 =271 mod 55 =51 , and it is verified
because (2.39) holds.

4.4.4 Testing of Circling Phase Use-Case

Express Version - CIRCLING PHASE — = ECE |

Figure 37: Testing for Circling Phase

Tested result for Figure 37 has been explained in Example 5 of section 2.4, for
Figure 36 the Right hand side is the proxy signer B segment and the left hand side is

the voter R segment.

The proxy signer B sends a random chosen number r = 3 € Z; = {1,2,3,4} to the
voter R after which the voter R is requested to login.

The voter R does some computations from (2.44)

Hr = H(H(pw),r) = H(45,3) = 156mod 55 = 46

Also, from (2.9), for our values, n = 6,{m;,m,, ....,m,}={10,3,2,1,4,7},b =5,
v=2c= g’h"®modp= 925 mod 11 = 92- 3125 1 mod 11 =

3125 1 mod 11 = 1, this can be rewritten as,3125 * x = 1mod 1,thenx = 1,
=92-1mod 11 =4

(mp € {my, m,, ....,m,}), he then forwards the message (pn, Hg,c) = (OLA, 46,4)
to the proxy signer B
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For (2.41) Hi = H (Hg,r) = H(45,3) = 156mod55 = 46

From (2.10)

k; ={1,2,3,4,1,2}

ky =1, k, =2, ks =3, kg =4 ks =1, kg =2

Ky = 99mod11=9,K, = 9% mod 11 = 4,K; = 93 mod 11 =3,K, =
9*mod 11 =5

Ks = 9Y'mod 11 =9, K, = 92 mod 11 = 4

From (2.11)

8, =4(9 - 5)'mod 11 = 4, 8, = 4(9 - 5)?mod 11 = 4, 65 = 4(9 -
5)3mod 11 = 4.

85, =4(9 - 5)*mod 11 =4,85 =4(9 - 5)°mod 11 = 4, 5 = 4(9 -
5)mod 11 = 4

From (2.15) it used two variables for the hash function, but here we are introducing

for three variables for this hash function.

Using a hash function that has three inputs introduced in (2.14).

é, = H(m;,pn,K;6; mod p), (2.43)

6, = H(10,0LA,9 -4mod 11) = H(10,0LA,3) = 49 + 48 + 79 + 76 + 65 +
51 mod 55 = 38

é; =H(3,0LA,4 -4mod11) =H(3,0LA,5)=(51+79+76+ 65+
53)mod 55 = 49

6 =H(2,0LA,3 -4mod11) = H(2,0LA,1) =50 + 79 + 76 + 65 +

49 mod55 = 44

é,=H(1,0LA,5 -4mod11) = H(1,0LA,9) =49+79+ 76+ 65 +

57mod 55 = 51
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6 =H(4,0LA,9 -4mod 11) = H(4,0LA,3) =52 + 79 + 76 + 65 +

51 mod55 = 48
é, =H(7,0LA,4 -4mod11) = H(7,0LA,5) =554+79+ 76+ 65+

53 mod 55 = 53

From (2.13), recalling (2.2), (2.10),

55=1—-3-38mod5 =2,
$5=2—3-49mod5 = 0,

$3=3—3"44mod5 =1,
$3=4—3-51mod5 =1,
S$s=1—3-48mod5 = 2,
S¢=2—3-53mod5= 3

(é;,5) = (38,2),(49,0),(44,1),(51,1),(48,2),(53,3)

s=2+4+24+5mod5 =4

according to (2.17), o (ms) = (e,s) =(48,4).

4.4.5. Testing of Voting Phase Use-Case

ert((R),Cr) oLA, =

156 calculste L 3.5 D0z
[ sB~eB = Hipn,eB)Mod(NB) = 15

Figure 38: Testing for voting phase
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Tested result for Figure 38 has been explained in Example 6 of Section 2.4, for
Figure 38 the Right hand side is the voter R segment and the left hand side is the

verifier V segment.

R uses a symmetric key keyr = H(45,3) = 46 to encrypt (my,a(my))
=([4],[48,4]), using Caesar cipher encryption; ¢ =p + kmod N, where c is
cipher, p is plaintext, and k is the key (the shift), therefore, we have 4 +
46 mod 55 =50, 48 4+ 46 mod55 =39, 4+46 mod55=50; which produces
Cr = (50,39,50). It will now send (Cert(R),Cg) as ([ OLA, 3,5 ]),([50,39,50]) to
the voting center, V.

The voting center, V checks if

sg? = 6mod 55 = 51 = H (OLA,3)mod 55 = 79 + 76 + 65 + 51 mod55 = 51
is true, V publishes (Cert(R), Cg) on BB and each voter can check its presence there.

4.4.6 Testing of Counting Phase Use-Case

SYSTEM SETUP PHASEtestina outcome - Microsoft Word
M Express Version - CIRCLING PHASE - =

o [ 1| Express Version - counting_phase = = ug\
B BULLETIN BOARD i

] ((LoLA, 3, 51),([26,1,31]),[ 4 1,[156])

cr 26,1,31 Decrypt t

wvoting result

ULonz] s L R

Figure 39: Testing for Counting Phase
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Tested result for Figure 39 has been explained in Example 7 of Section 2.4, for
Figure 39 the Right hand side is the proxy signer B panel and the left hand side is the

verifier V panel.

The proxy signer, B, forwards the key, keyr = H(45,3) = 46 , to V. The voting
center decrypts using symmetric encryption, Cg = ([50,39,50]) using keyr = 46,
with formula p = ¢ - k mod N, where c is cipher, p is plaintext and k is key, therefore
we have 50-46=4, 39-46=-7+55=48, 50-46=4; we have this result ([4],[48,4]), then

it publishes (Cert(R), Cr, mp, keyg) = ((OLA,3,5), (4,48,4),4,46),

From (2.18), also adding a final variable
Yp = ¥pypmodp =5 -5mod 11 =3
48 = e = H(my, pn, g°ygmod p)= H(4, OLA, 9* - 3*¥mod 11) = H(4,0LA,3) =
(52+ 79+ 76 + 65 + 51)mod 55 = 48, which is correct.

4.5. Summary

We designed the EVS architecture in section 4.1, we also specify the tools used for
the implementation of our EVS in section 4.2 as Windev 23 Express Version, and we
also provided screen shot of our implementation with respect to various design phase
in Section 4.3 and finally we obtain results for our design and implementation to

produce the screen shots for our testing in Section 4.4,
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Chapter 5

COMPARISON OF COMPUTATION TIME FOR

KNOWN AND IMPLEMENTED VOTING SYSTEMS

This chapter shows a comparison of the implemented and tested voting protocol as

against the known one [19] for oblivious and proxy signature.

For the known Voting protocol [19], it was not specified the software android mobile
package that was used by for the implementation of our voting protocol, but the
computation time in milliseconds gave the results [19] in Table 4, as shown in
Section 2.4.4.7, where PP stands for the Proxy Phase, RP stands for the Registration
Phase, CiP stands for the Circling Phase, VP stands for the Voting Phase and CoP
stands for the Counting Phase. Other notation like A is the original signer, B is the
proxy signer, R is the voter, and V is the verifier. After we used Windev 23 express
edition for our implementation and testing, the result obtained is fair and better than
that of the known [19] computation time. There is an inbuilt function in Windev, it is
a function that is used to calculated runtime in seconds. To get the mathematical
calculation of the time it takes for a process to complete its operation, we use an
inbuilt function in Windev 23 Edition to perform the computation time. We call the
function of the clock called ChronoDebut() at the start and at the end (ChronoFin)
using the subroutine code which measures time in seconds, and then we further
divide by 1000 to get processing time in millisecond. Appendix A, Source code lines

(# 177,181, 195,204,205,206). These average computation time was tested 4 times
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(according to Appendix B, Experimental Results screen shots) and the average of the

results was computed.

These functions are used to calculate the time passed between the start
(ChronoDebut) and the end (ChronoFin), we used this to calculate the average
computation time from one phase to another. Table 5 shows the average computation

time measured in milliseconds for the known [19] and the implemented.

Table 5: Average computation time for EVS (milliseconds) for 6 phases

Phase SP PP RP CiP VP CoP
Role A|B A B R B R B R \Y \Y
Time[19] - 424 |1 315| 229 | 196 | 31.2 31 198 | 104 | 20.3
Time - 4.2 3.1 2.6 2.1 3.2 3.5 2.0 1.4 2.0

(Implemented)

Relative - 90 | 90.2 | 88.6 | 89.3 | 89.7 | 88.7 | 89.8 | 865 | 90.1

change (%)

We shall do the comparison based on each of the six phases of the implementation

using Relative Change [42] to compare with the known system [19].

The formula for Relative change is represented as
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_ actual change
Relative Change (x, xreference) = -100%

|xreference |

_ Ix - xreferencel

-100%

|%7e ference |
where X is time in (milliseconds) for the implemented EVS for each phase, and
Xreference 1S the time in (milliseconds) for the known EVS for each phase. So after
computation, the results obtained for all the phases are:
Phase (PP): For A in known [19], it took 42. 4ms to complete the process while for

implemented, an average of 4.191ms

38.2

RC(4.2,42.4) = 22222 1009% = 222 100% = 0.90 - 100% = 90%

For B in known [19], it took 31.5ms to complete the process while for implemented,

an average of 3.1ms

RC(3.1,31.5) = '“lﬂ 100% = @ 100% = 0.903 - 100% = 90.2%.

Phase (RP): For R in known [19], it took 22.9ms to complete the process while for

implemented, an average of 2.6ms

RC(2.6,22.9) = '26272929' 100% = 222.100% = 0.886 - 100% = 88.6%

For B in known [19], it took 19.6ms to complete the process while for implemented,

an average of 2.1ms

RC(2.1,19.6) = % 100% = 22.100% = 0.893 - 100% = 89.3%.

Phase (CiP): For R in known [19], it took 31.2ms to complete the process while for

implemented, an average of 3.2ms

|32 312|

RC(3.2,31.2) = +100% = —-100% = 0.897 - 100% = 89.7%
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For B in known [19], it took 31ms to complete the process while for implemented, an

average of 3.5ms

RC(3.5,31) = 2221 100% = Z=2- 100% = 0.887 - 100% = 88.7%.

Phase (VP): For R in known [19], it took 19.8ms to complete the process while for

implemented, an average of 2ms

|2-19.8] 100% = 178, 100% = 0.898 - 100% = 89.8%

19.8 19.8

RC(2,19.8) =

For V in known [19], it took 10.4ms to complete the process while for implemented,

an average of 1.4ms

|1.4-10.4|
10.4

RC(1.4,10.4) = +100% = ——-100% = 0.865 - 100% = 86.5%.
Phase (CoP): For V in known [19], it took 20.3ms to complete the process while for

implemented, an average of 2ms

RC(2,20.3) = 22221 1009% = 122 100% = 0.901 - 100% = 90.1%.

20.3 0.

We conclude that the value for the implemented has better computation time than
that of the known [19] in Relative Change (RC) with an average of 80.29% which is

good for our implementation.
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Chapter 6

CONCLUSION AND FUTURE WORK

This thesis is devoted to the study, design and implementation of the VS based on the
use of proxy and oblivious signature for providing privacy to the voters of EVS [19].
This scheme is implemented with Windev Express 23 version for our voting
application on Dell Inspiron 3542, Windows 8.1 Operating System and a RAM of 16
GB. EVS was studied, necessary for it proofs are provided, and also some adjustment
in the oblivious signature of the EVS are made. Design, implementation and testing
of the EVS are made in the thesis. Experiments with the EVS similar to those made

in [19] are conducted.

Time of completion of six phases of the known EVS from [19] and our
implementation are compared using Relative Change (RC). The implemented EVS

computation time is better with about an average of 80.3% than the reported in [19].

For future work, since most of the computations were done on the voter’s side, this
might discourage the use of the system if implemented. A revised version of the
protocol to have less computation on the voter’s side will be encouraged.
Furthermore, implementation of the modified protocol to use it in small-scale

election will be given a consideration.
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Appendix A. Voting System Source Codes

/[The codes use French language terms. So we give their translation in Table A.1

Table A.1. English translations of French terms used in the source codes

French term English translation
Si If

Fin End

TANTQUE AS LONG AS
Alors Then

Vrai True

Info Message
Reprisesaisie Return To Capture;
RETOUR RETURN

Faux False

Raz Reset

Grise Grey

Titre Title

Ligne Line

Ouvre Open

et and

non no

Appendix A.1. System Setup Phase Source Code

Appendix A.1.1 Publish BB

Click Publish// BB is published “Publish- //p,q,g,h,yA” is clicked

Libellél=Libellé1+" p = "+enter_p+", g = "+enter_qg+", g = "+enter_g+" , h = "+enter_h+", yA ="+Ya

Libellél..Visible=Vrai
/lend of click publish
Appendix A.1.2 Prime Number p

Exit from enter_p//Procedure invoked when cursor exits enter_p field

I est un entire
1=2;
TANTQUE (i<=(enter_p)-1)
Sl ((enter_p)modulo(i))<>0 ALORS
i=i+1
SINON

Info(""Please enter a prime number")

RepriseSaisie(enter_p)
RETOUR
FIN
FIN
/I code to perform p-1 divide g and to check validity
Sl (enter_g<>0) ALORS
Sl ((enter_p1)modulo(enter_q))<>0 ALORS

Info("*(P-1)/Q is a decimal number! please change their values ")

RAZ(Vrai)
RepriseSaisie(enter_p)
RETOUR
ELSE
enter_P_1 Q=enter_pl/enter_q
FIN
FIN

/lend of exit from enter_p
Appendix A.1.3 Prime Number q

Exit from enter_g//Procedure invoked when cursor exits enter_q field

i1 est un entier
i1=2;
TANTQUE (il<=(enter_g)-1)
Sl ((enter_g)modulo(i1))<>0 ALORS
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i1=i1+1

SINON
Info("Please enter a prime number")
RepriseSaisie(enter_q)
RETOUR

FIN

FIN

TableSupprimeTout(Tablel)

IF enter_p=0 THEN
Info(""Please enter the value of P")
RepriseSaisie(enter_p)

END

Tablel.Ligne2..Titre=enter_h

Sl (enter_p<>0) ALORS
Sl ((enter_p1)modulo(enter_q))<>0 ALORS

Info(""(P-1)/Q is a decimal number! please change their values ")

RAZ(Vrai)
RepriseSaisie(enter_p)
RETOUR
ELSE
enter_P_1_Q=enter_pl/enter_q
FIN

FIN

/lend of exit from enter_q

Appendix A.1.4 Generator h Order p
whenever modifying enter_h//procedure to get h
iisint

FOR i=1 TO enter_pl STEP 1

TableAddLine(Tablel,i,(Power(enter_h,i))modulo(enter_p))
TableDisplay(Tablel)
END
Tablel..Visible=Vrai
/I end procedure for h
Appendix A.1.5 Generator g Order p
whenever modifying enter_g//procedure to get g
Table2.Ligne2..Titre=enter_g
TableSupprimeTout(Table2)
IF enter_p=0 THEN
Info("Please enter the value of P")
RepriseSaisie(enter_p)
END
iisint
FOR i=1 TO enter_pl1 STEP 1
TableAddLine(Table2,i,(Power(enter_g,i))modulo(enter_p))
TableDisplay(Table2)
END
Table2..Visible=Vrai
/lexit enter_g
Appendix A.1.6 Compute y,
whenever modifying Xa// procedure to get Ya
Ya=(Power(enter_g,Xa))modulo(enter_p)
Ilexit Xa
Appendix A.1.7 Prime Number pp
Exit from enter_p_1 // procedure for entering Pb
i est un entier
i=2;
TANTQUE (i<=(enter_p_1)-1)
Sl ((enter_p_1)modulo(i))<>0 ALORS
i=i+1
SINON
Info(""Please enter a prime number")
RepriseSaisie(enter_p_1)
RETOUR
FIN
FIN
Slenter_g_1<>"" ALORS
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NB=enter_p_1*enter_q_1;
FIN
Sl (enter_p_1<>0) ET (enter_g_1<>0) ALORS
enter_n=(enter_p_1-1)*(enter_q_1-1);
FIN
/lexit from Pb
Appendix A.1.8 Prime Number gqp
Exit from enter_qg_1 //procedure to invoke when cursor exits enter_g_1
i1 est un entier
i1=2;
TANTQUE (il<=(enter_q_1)-1)
Sl ((enter_g_1)modulo(i1))<>0 ALORS

i1=i1+1
SINON
Info(""Please enter a prime number")
RepriseSaisie(enter_g_1)
RETOUR
FIN

FIN

Slenter_p_1<>"" ALORS
NB=enter_p_l1*enter_q_1,;
FIN
Sl (enter_p_1<>"") ET (enter_g_1<>"") ALORS
enter_n=(enter_p_1-1)*(enter_q_1-1);
FIN
/[TableSupprimeTout(Tablel)
IF enter_p_1=0 THEN
Info("Please enter the value of PB")
RepriseSaisie(enter_p_1)
END
I/ end of exit enter Qb
Appendix A.1.9 Compute yg
whenever modifying Xb// procedure to get Yb
Yb=(Power(enter_g,Xb))modulo(enter_p)
/lend of exit for Xb
Appendix A.1.10 Compute dg
Exit from Eb// procedure for checking Eb
r,r1,u,v,ul,vi,rs,us,vs sont des entiers;
r= Eb; rl=enter_n;u=1; v=0; ul=0; vl=1,
g est un entier
r = (Eb*u)+(enter_n*v); rl=( Eb*ul)+(enter_n*v1);
TANTQUE (r1 <> 0)
q=r/rl;
IS=T; US= U; VS= V;
r=rl; u=ul; v=vl;
ri=rs-g*rl; ul=us - g*ul; vli=vs - g*vi,;
FIN
Sl (r<>1) ALORS
Info("GCD is different from 1, please change the value")
RepriseSaisie(Eb)
RETURN
FIN
IF (u<0) ALORS
u=enter_n+u;
FIN
Db=u;
/I 'end of exit from Eb
Appendix A.1.11 Publish Ng, yg, ep

Click Bouton1// procedure to publish the values of Nb, Eb, and Yb
Libellé3=Libellé3+" NB ="+NB+", eB = "+Eb+" , yB ="+Yh
Libellé3..Visible=Vrai
/lend of Click Boutonl
Appendix A.1.12 Enter x4
SI (Xa<1l) OR (Xa>(EXPRESS crypt.enter_g-1)) ALORS
Info("Please enter value between 1 and "+(EXPRESS crypt.enter g-1))

80



RepriseSaisie(Xa)
FIN
/I end of exit from Xa

Appendix A.2. Proxy Phase Source Code

Appendix A.2.1 Publish BB

Initializing Libelle2 // to display published in bulletin board
Libellé2=("[eB ,NB ] ="+"["+EXPRESS_crypt.Eb+", "+EXPRESS_crypt.NB+"1")
/IEnd of initializing Libelle2
Appendix A.2.2 Compute s, yp,
Exit from sai_k// on cursor exit
Sl (sai_k<1) OR (sai_k>(EXPRESS_crypt.enter_/g-1)) ALORS
Info("Please enter value between 1 and "+(EXPRESS_crypt.enter_g-1))
RepriseSaisie(sai_k)
FIN
Ra=Puissance((EXPRESS_crypt.enter_g),sai_k)modulo(EXPRESS_crypt.enter_p)
Sa=((EXPRESS_crypt.Xa)*(Ra)+(sai_k))modulo(EXPRESS_crypt.enter_q)
Libellé1=("[rA ,sA]="+"["+Ra+", "+Sa+"]1")
Libellél..Visible=Vrai
Sl sai_k<>"" ALORS
dlg=(Puissance(Ra,EXPRESS_crypt.Eb)modulo(EXPRESS_crypt.NB))
FIN
Sl sai_k<>"" ALORS
dlgl=(Puissance(Sa,EXPRESS_crypt.Eb)modulo(EXPRESS_crypt.NB))
FIN
yP=(Puissance((EXPRESS_crypt.enter_g),Sa)modulo(EXPRESS_crypt.enter_p))
/lend of Exit from sai_k
Appendix A.2.3 Compute s, p
Click SEND // clicked to produce result
monchonol, monchrono2,monchrono sont des entiers
desdlg=dlg
desdlgl=dlgl
gSA=yP
ChronoDébut()
gSAl=(Ra*(Puissance(EXPRESS_crypt.Ya,Ra)))modulo(EXPRESS_crypt.enter_p)
Sl (gSA=gSA1) ALORS
Sl YesNo("(g"sA)MOD(P)=(rA*yA*"rA)MOD(P)= "+gSA+ "HOLDS"+" Would you like to continue
the process")=Vrai ALORS
Sp=((Sa)+(EXPRESS_crypt.Xb))modulo(EXPRESS_crypt.enter_q)
monchonol=ChronoFin()

ELSE
RepriseSaisie(sai_k)
FIN
ELSE
Info("'Values are not equal")
FIN
ChronoDébut()

al,bl,mod,div,a2 sont des entiers
mod=(EXPRESS_crypt.Db)modulo(5)
div=PartieEntiere(EXPRESS_crypt.Db/5)
a2=(Puissance(EXPRESS_crypt.enter_g,Sa))modulo(EXPRESS_crypt.enter_p)
al=(Puissance(a2,div))modulo(EXPRESS_crypt.NB)
b1=(Puissance(a2,mod))modulo(EXPRESS_crypt.NB)
S_A_B=((Puissance(al,5))*h1)modulo(EXPRESS_crypt.NB)
monchrono2=ChronoFin()

Libellé3="[ yp' = "+yP+"]"
monchrono=(monchonol+monchrono2)/1000
Saisiel=monchrono

Saisie3=Saisiel+ Saisie2

/IEnd of Click SEND

Appendix A.2.4 Comparism of S and H value

Click Bouton3//on click procedure

monchrono est un entier
ChronoDébut()
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sab1,hyp sont des entiers
sabl=(Puissance(S_A B,EXPRESS_crypt.Eb))modulo(EXPRESS_crypt.NB)
hyp=(yP)modulo(EXPRESS_crypt.NB)
S A B eB=sabl
H_yP=hyp
H_yP=hyp
Sl(sabl=hyp) ALORS
Info("S(A,B)"eB=H(yP") = "+sab1+" hold")
FIN
S A B_eB..Visible=Vrai
H_yP..Visible=Vrai
monchrono=ChronoFin()
Saisie2=(monchrono)/1000
Saisie3=Saisie3+Saisie2
//End of Bouton3
Appendix A.2.5 RSA Decryption for secret proxy signature

Click Bouton2// click to decrypt..

monchonol sont des entiers

ChronoDébut ()
desdlg2=POW_FUNC1(desdlg,EXPRESS_crypt.Db,EXPRESS_crypt.NB)
desdlg3=POW_FUNC1(desdlgl,EXPRESS_crypt.Db,EXPRESS_crypt.NB)
monchonol=ChronoFin()

Saisie5=(monchonol) /1000

Saisie4=Saisie5

//End of click Bouton2

Appendix A.2.6 _Forward value s, p

Click Boutonl // Send back to A
monchono2 sont des entiers
ChronoDébut ()

S ABI=S AB

S A BLl..Visible=Vrai
Bouton3..Visible=Vrai;
monchono2=ChronoFin()
Saisie6=(monchono2/1000)
Saisie4=Saisie4+Saisieb
/IEndof Click buotonl

Appendix A.3. Registration Phase Source Code

Appendix A.3.1 Hash function for password

Exit from ID //

Sl ID<>"" ALORS

som est un entier

som=0;

Sl (Password<>"") ALORS
som=H_FUNC(Password)
pwencrypt=som;

FIN

Sl (Pseudoname="") AND (Password="") ALORS
Libellé1="[ "+ID+","+0+", "+0+" ]"

FIN

S| (Pseudoname<>"") AND (Password="") ALORS
Libellé1="[ "+ID+","+Pseudoname+", "+0+" ]"

FIN

Sl (Pseudoname="") AND (Password<>"") ALORS
Libellé1="[ "+ID+","+0+", "+som+" ]"

FIN

Sl (Pseudoname<>"") AND (Password<>"") ALORS
Libellé1="[ "+ID+","+Pseudoname+", "+som+" ]"

FIN

SI ID<>"" ALORS
Sl HLitRecherchePremier(EXPRESS_flag,ID,ID,hldentique)=Vrai ALORS

ID=EXPRESS_flag.ID

FIN

FIN
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FIN

//End of Exit from ID

Appendix A.3.2 Hash function for Pseudoname
Exit from pseudoname//this works by keypress or cursor blink
som est un entier

som=0;

Sl (Password<>"")ALORS
som=H_FUNC(Password)

pwencrypt=som

FIN

SI (ID="") AND (Password="") ALORS

Libellé1="[ "+0+","+Pseudoname+", "+0+" ]"
FIN
SI (ID<>"") AND (Password="") ALORS

Libellé1="[ "+ID+","+Pseudoname+", "+0+" ]"
FIN
SI (ID="") AND (Password<>"") ALORS

Libelle1="[ "+0+","+Pseudoname+", "+som+" ]"
FIN
S| (ID<>"") AND (Password<>"") ALORS

Libellé1="[ "+ID+","+Pseudoname+", "+som+" ]"
FIN
Sl ID<>"" ALORS

Sl HLitRecherchePremier(EXPRESS_flag,ID,ID,hldentique)=Vrai ALORS

PN=EXPRESS _flag.pseudonime

FIN
FIN
//End of Exit from pseudoname
Appendix A.3.3 Encryption of Id, pn, pw
Click Bouton3//
monchrono est un entier
i est un entier
ch est une chaine
ChronoDébut()
sai_ch=ENCRYP_FUNC(Pseudoname,EXPRESS_crypt.Eb,EXPRESS_crypt.NB)
POUR i=1 A Length(sai_ch) PAS 1

Sl (sai_ch[[i]]<>"-") ALORS

ch=ch+sai_ch[[i]]

FIN
FIN
pseu=ch
Sl Libellé4<>"Encrypted Values :" ALORS

Libellé4="Encrypted Values :"

Libellé4=Libellé4+"[ "+POW_FUNC(ID,EXPRESS_crypt.Eb,EXPRESS_crypt.NB)+", "+pseu+",
"+POW_FUNC(pwencrypt, EXPRESS_crypt.Eb,EXPRESS_crypt.NB)+" ]"
monchrono=ChronoFin()
ELSE
Libellé4=Libellé4+"[ "+POW_FUNC(ID,EXPRESS_crypt.Eb,EXPRESS_crypt.NB)+", "+pseu+",
"+POW_FUNC(pwencrypt, EXPRESS_crypt.Eb,EXPRESS_crypt.NB)+" ]"
FIN
Saisie2=(monchrono)/1000
Saisie3=Saisie3+Saisie2
//End of Click bouton3
Appendix A.3.4 Decryption of pn, pw, id
Click Bouton2//
monchronol est un entier
id1,psl sont des entiers
pseudo est une chaine
ChronoDébut()
id1=POW_FUNC1(Tablel.ID,EXPRESS_crypt.Db,EXPRESS_crypt.NB)
ps1=POW_FUNC1(Tablel.PW,EXPRESS_crypt.Db,EXPRESS_crypt.NB)+(PartieEntiére(pwencrypt/EXPRESS
_crypt.NB))*EXPRESS_crypt.NB
pseudo=DECRYPT_FUNC(sai_ch,EXPRESS_crypt.Db,EXPRESS_crypt.NB)

monchronol=ChronoFin()

Sl Libellé5<>"" ALORS

Libellé5=""

Libellé5=Libellé5+"[ "+id1+", "+pseudo+", "+psl+"]"
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Libellé5..Visible=Vrai
ELSE
Libellé5=Libellé5+"[ "+id1+", "+pseudo+", "+psl+"]"
Libellé5..Visible=Vrai
FIN
Saisie5=(monchrono1)/1000
Saisie4=Saisie4+Saisie5
/IEnd of Click Buoton2
Appendix A.3.5 Decryption of pn
Click Boutonl//
monchrono? est un entier
id1,psl sont des entiers
pseudo est une chaine
ChronoDébut()
id1=POW_FUNC(Tablel.ID,EXPRESS_crypt.Db,EXPRESS_crypt.NB)
ps1=POW_FUNC(Tablel.PW,EXPRESS crypt.Db,EXPRESS_crypt.NB)+(PartieEntiére(pwencrypt/EXPRESS
crypt.NB))*EXPRESS_crypt.NB
pseudo=DECRYPT_FUNC(sai_ch,EXPRESS_crypt.Db,EXPRESS_crypt.NB)
monchrono2=ChronoFin()
Saisie6=(monchrono2)/1000
Saisie4=Saisie4+Saisie6
//End of Click Boutonl
Apprendix A.3.6 Store pn, id, pw in Dbase
Click Buoton4//
monchrono est un entier
ch sont des chaines
ChronoDébut()
ch=Pseudoname+EXPRESS_crypt.Eb
SI (POW_FUNC1(sh,EXPRESS_crypt.Eb,EXPRESS_crypt.NB))= (H_FUNC(ch))modulo(EXPRESS_crypt.NB)
ALORS
Sl test<>"" ALORS

test=""
test="[ sB”eB = H(pn,eB)Mod(NB) = "+ (H_FUNC(ch))modulo(EXPRESS_crypt.NB)
ELSE

test="[ sB”eB = H(pn,eB)Mod(NB) = "+ (H_FUNC(ch))modulo(EXPRESS_crypt.NB)
FIN

Ouvre(EXPRESS_vote)
monchrono=ChronoFin()
ELSE
Sl test<>"" ALORS
test=""
test="[ sB”eB ="+(POW_FUNC1(sh,EXPRESS_crypt.Eb,EXPRESS_crypt.NB))+"<>"+
"H(pn,eB)Mod(NB) = "+(H_FUNC(ch))modulo(EXPRESS_crypt.NB)+"]"
ELSE
test="[ sB”eB ="+(POW_FUNC1(sh,EXPRESS_crypt.Eb,EXPRESS_crypt.NB))+"<>"+
"H(pn,eB)Mod(NB) = "+(H_FUNC(ch))modulo(EXPRESS_crypt.NB)+" ]"
FIN
Info("You can't vote")
FIN
Saisiel=(monchrono)/1000
Saisie3=Saisie3+Saisiel
//End of Click Buoton4

Appendix A.4. Circling Phase Source Code
Appendix A.4.1 Generate r

Initializing enter_r// initializing random value for r
InitHasard()  // it generate a random value for r
enter_r=Hasard(1,EXPRESS_crypt.enter_g-1)

[l end of Initializing enter_r

Appendix A.4.2 Ecryption of R ballot

Click Bouton2 //

monchronol est un entier

ch est une chaine

ChronoDébut()
ch=EXPRESS_registration.pwencrypt
ch=ch+enter_rl..ValeurAffichée
hr=H_FUNC(ch)
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hrl=hr
monchronol=ChronoFin()
Saisie8=(monchrono1)/1000
Saisie7=Saisie7+Saisie8
/lend of click Buoton2
Appendix A.4.3 Choose blinding factor v
Initializing select_v//
InitHasard()
select_v=Hasard(1,EXPRESS_crypt.enter_g-1)
/lend of Initializing selct_v
Appendix A.4.4 Completeness of Oblivious signature generated
Click Bouton7 //
monchrono? est un entier
sig,ei,i,rs,yp,res sont des entiers
ch est une chaine
ChronoDébut()
yp=POW_FUNCI1(EXPRESS_proxy.yP*EXPRESS_crypt.Yb,1,EXPRESS_crypt.enter_p)
POUR i=1 A TableOccurrence(k)
sig=POW_FUNCL(EXPRESS_crypt.enter_g*EXPRESS_crypt.enter_h,i,EXPRESS_crypt.enter_p)
sig=(c*sig)modulo(EXPRESS_crypt.enter_p)
ch=""
rs=POW_FUNC1(EXPRESS_crypt.enter_g,k[i].si1,EXPRESS_crypt.enter_p)
res=(rs*POW_FUNC1(yp,k[i].ei, EXPRESS_crypt.enter_p))modulo(EXPRESS_crypt.enter_p)
ch=Tablel[i].Message+EXPRESS_registration.Pseudoname+POW_FUNC1(res*k[i].5i,1, EXPRESS_crypt.enter_
)
ei=H_FUNC(ch)
TableAjouteLigne(k1,i,sig,ei)
TableAffiche(k1)
FIN
monchrono2=ChronoFin()
Saisie9=(monchrono2)/1000
Saisie7=Saisie7+Saisie9
/' end of click Bouton7
Appendix A.4.5 Flag (pn) value checker
Click Bouton4 //
monchrono? est un entier
ChronoDébut()
Sl (pn_hr_c)<>"" ALORS
pn_hr_c=""
pn_hr_c="[ "+EXPRESS_registration.Pseudoname+", "+hr+", "+c+" ]"
pn_hr_c..Visible=Vrai

ELSE
pn_hr_c="[ "+EXPRESS_registration.Pseudoname+", "+hr+", "+c+" ]"
pn_hr_c..Visible=Vrai

FIN

Sl hhr=hrl ALORS

Sl
HLitRecherche(EXPRESS_flag,EXPRESS_flag.ID,EXPRESS_registration.ID,hldentique)=Vrai ALORS
Sl Libellé3="Flag(PN)=" ALORS
Libellé3=Libellé3+EXPRESS flag.flag
Libellé3..Visible=Vrai
monchrono2=ChronoFin()

ELSE
Libellé3="Flag(PN)="
Libellé3=Libellé3+EXPRESS _flag.flag
Libellé3..Visible=Vrai
FIN
FIN
FIN

Saisie8=(monchrono1)/1000

Saisie7=Saisie7+Saisie8

/I end of bouton4

Appendix A.4.6 Compleness of the proxy signature check
click Buotonl//on click procedure

monchrono est un entier

enter_rl=enter r

ch est une chaine
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ChronoDébut()
ch=EXPRESS_registration.pwencrypt
ch=ch+enter_r
hhr=H_FUNC(ch)
monchrono=ChronoFin()
Saisie5=(monchrono)/1000
Saisie4=Saisie4+Saisie5
/IEnd of click Boutonl
Appendix A.4.7 Calculation of Ki for completion of signature
Click bouton5 //
monchronol est un entire
ChronoDébut()
S| TableOccurrence(k)+1<=Saisie2 ALORS
i,kil,sig,el,s1,sigl,j sont des entiers
ch est une chaine
i=TableOccurrence(k); j=1;
Sl TableOccurrence(k)<=Saisie2 ALORS
kil=POW_FUNC1(EXPRESS_crypt.enter_g,enter_ki,EXPRESS_crypt.enter_p)
sigl=POW_FUNC1(EXPRESS_crypt.enter_g*EXPRESS_crypt.enter_h,i+1,EXPRESS_crypt.enter_p)
sig=(c*sigl)modulo(EXPRESS_crypt.enter_p)
ch=""
ch=Tablel[i+1].Message+EXPRESS_registration.Pseudoname+POW_FUNC1(kil*sig,1,EXPRESS_crypt.enter_

P)

el=H_FUNC(ch)
sl=(enter_ki-EXPRESS_proxy.Sp*el)modulo(EXPRESS_crypt.enter_q)

IF s1<0 ALORS
s1=s1+EXPRESS_crypt.enter_g
FIN
TableAjouteLigne(k,i+1,kil,sig,el,s1)
ELSE
Info("You have already entered the required number for ki")
RETURN
FIN
TableAffiche(k)
monchronol=ChronoFin()
ELSE
Info("Your calculations are complete")
RETURN
FIN

Saisie6=(monchrono1)/1000
Saisie4=Saisie4+Saisie6
I/ End of click bouton5
Appendix A.4.8 Flag (pn) validator
Click Bouton6 //
monchrono est un entire
ChronoDébut()
Sl HLitRecherchePremier(EXPRESS_flag,EXPRESS_flag.ID,EXPRESS_registration.|D,hldentique)=Vrai
ALORS
EXPRESS_flag.flag=1
HModifie(EXPRESS _flag)
Sl Libellé3="Flag(PN)=" ALORS
Libellé3=Libellé3+EXPRESS flag.flag
Libellé3..Visible=Vrai

ELSE
Libellé3="Flag(PN)="
Libellé3=Libellé3+EXPRESS _flag.flag
Libellé3..Visible=Vrai

FIN

FIN
i est un entier
POUR i=1 A TableOccurrence(k)
TableAjouteLigne(Table2,"[ "+k[i].ei+", "+k[i].sil+" ")
FIN
TableAffiche(Table2)
Table2..Visible=Vrai
monchrono=ChronoFin()
Saisie5=(monchrono)/1000
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Saisie4=Saisie4+Saisie5
/I End of click Bouton6
Appendix A.4.9 Final signature confirmation
Click Bouton8 //
monchrono? est un entire
ChronoDébut()
comp_s=POW_FUNC1((k[choose_b].sil+EXPRESS_vote.select_v+(choose_b)),1,EXPRESS_crypt.enter_q)
comp_e=k[choose_b].ei
Sl e_s<>"(mb)" ALORS
e_s="(mb)"
e_s="[ "+comp_e+","+comp_s+"]"
e_s..Visible=Vrai
Libellél..Visible=Vrai
monchrono2=ChronoFin()

ELSE
e_s="[ "+comp_e+","+comp_s+"]"
e_s..Visible=Vrai
Libellél..Visible=Vrai

FIN

Saisie8=(monchrono2)/1000
Saisie7=Saisie7+Saisie8
/I end of click Bouton8

Appendix A.5. Voting Phase Source Code
Appendix A.5.1 Signature confirmation
Click Boutonl//
monchrono?2 est un entire
ChronoDébut()
hh_eb=EXPRESS _registration.keyr
mb=EXPRESS_vote.Tablel[EXPRESS_vote.choose_b].Message+","+EXPRESS_vote.comp_e+","+EXPRESS _
vote.comp_s
monchrono2=ChronoFin()
Saisiel=(monchrono2)/1000
Saisie3=Saisie3+Saisiel
/lend of Click Boutonl
Appendix A.5.2 Symmetric Encryption to produce (Cert(R),Cr)
Click Bouton3//
monchrono est un entier
i est un entier
ch est une chaine
ChronoDébut()
get_cr=""
TANTQUE i<(Length(mb)+1)

ch=""

TANTQUE (mb[[i]]<>",") ET (i<(Length(mb)+1))

ch=ch+mbl[[i]]
i=i+1;

FIN
i=i+1
Sl get_cr<>"" ALORS
get_cr=get_cr+","+POW_FUNCZ1(Val(ch),hh_eb,EXPRESS_crypt.NB)
ELSE
get_cr=POW_FUNC1(Val(ch),hh_eb,EXPRESS_crypt.NB)
FIN
FIN
cert_r="([ "+EXPRESS_registration.Pseudoname+", "+EXPRESS_crypt.Eb+", "+EXPRESS_registration.sh+"
Dr+"(["+get_cr+"])"
monchrono=ChronoFin()
Saisie2=(monchrono)/1000
Saisie3=Saisie3+Saisie2
/I end of Click Bouton3
Appendix A.5.3 Sending of (Cert(R),Cr)
Click Bouton2//
monchrono?2 est un entire
ChronoDébut()
cert_rl=cert_r
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monchrono2=ChronoFin()
Saisiel=(monchrono2)/1000
Saisie3=Saisie3+Saisiel
/I end of Click Bouton2
Appendix A.5.4 Verification of (Cert(R),Cr)
Click Bouton4//
monchronol est un entier
ch sont des chaines
ChronoDébut()
ch=EXPRESS_registration.Pseudoname+EXPRESS_crypt.Eb
IF (POW_FUNC1(EXPRESS_registration.sb,EXPRESS_crypt.Eb,EXPRESS_crypt.NB))=
(H_FUNC(ch))modulo(EXPRESS_crypt.NB) ALORS
Sl test<>"" ALORS
test=""
test="[ sB”eB = H(pn,eB)Mod(NB) = "+ (H_FUNC(ch))modulo(EXPRESS_crypt.NB)
ELSE
test="[ sB”eB = H(pn,eB)Mod(NB) = "+ (H_FUNC(ch))modulo(EXPRESS_crypt.NB)
FIN
Info("HOLD")
ELSE
Sl test<>"" ALORS
test=""
test="[ sB"eB
="+(POW_FUNC1(EXPRESS_registration.sh,EXPRESS_crypt.Eb,EXPRESS_crypt.NB))+"<>"+
"H(pn,eB)Mod(NB) = "+(H_FUNC(ch))modulo(EXPRESS_crypt.NB)+"]"
ELSE
test="[ sB"eB
="+(POW_FUNC1(EXPRESS_registration.sh,EXPRESS_crypt.Eb,EXPRESS_crypt.NB))+"<>"+
"H(pn,eB)Mod(NB) = "+(H_FUNC(ch))modulo(EXPRESS_crypt.NB)+" ]"
FIN
Info("IT DOESN'T HOLD")
FIN
monchronol=ChronoFin()
Saisie5=(monchrono1)/1000
Saisie4=Saisie4+Saisie5
/I 'end of Click Bouton4
Appendix A.5.5 Sending of (Cert(R),Cr) to BB
Click Bouton5//
monchrono?2 est un entire
ChronoDébut()
Sl test1<>"" ALORS
test1=""
testl=testl+cert rl
ELSE
testl=cert_rl
FIN
monchrono2=ChronoFin()
Saisie6=(monchrono2)/1000
Saisie4=Saisie4+Saisie6
/IEnd of Click Bouton5

Appendix A.6. Counting Phase Source Code
Appendix A.6.1 Get key generated

Click Boutonl//

hh_eb1=hh_eb2
crl=EXPRESS_Fenétrel.get_cr

/lend of Click Boutonl

Appendix A.6.2 Symmetric key decryption
Click Bouton2//

monchronol est un entier

ChronoDébut()
decrypt_cr=DECRYPT_FUNC1(cr1,Inverse_MOD_FUNC(hh_ebl,EXPRESS_crypt.enter_p),EXPRESS_crypt.e
nter_p)

decrypt_cr=EXPRESS_Fenétrel.mb
monchronol=ChronoFin()
Saisiel=(monchrono1)/1000
Saisie3=Saisie3+Saisiel
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/lend of click Bouton2

Appendix A.6.3 Publishing on BB

Click Bouton3//

monchronol est un entire

ChronoDébut()

test1="( "+EXPRESS_Fenétrel.cert_r+"[ "+EXPRESS_vote.Tablel[EXPRESS_vote.choose_b].Message+"
1.["+hh_eb1+"])"

monchronol=ChronoFin()
Saisie2=(monchrono1)/1000
Saisie3=Saisie3+Saisie2

/lend of click Bouton3

Appendix A.6.4 Calculate Proxy public key y,,

Click Bouton4//
monchrono? est un entier
ChronoDébut()
get_yp=POW_FUNC1(EXPRESS_proxy.yP*EXPRESS_crypt.Yb,1,EXPRESS_crypt.enter_p)
monchrono2=ChronoFin()
Saisiel=(monchrono1)/1000
Saisie3=Saisie3+Saisiel
/lend of click Bouton4
Appendix A.6.5 Signature verification
Click Bouton5//
monchrono?2 est un entier
comp_e=EXPRESS_vote.comp_e
ch est une chaine
rs,res sont des entiers
ChronoDébut()
ch=""
rs=POW_FUNC1(EXPRESS_crypt.enter_g,EXPRESS_vote.comp_s,EXPRESS_crypt.enter_p)
res=(rs*POW_FUNC1(get_yp,EXPRESS_vote.comp_e,EXPRESS_crypt.enter_p))modulo(EXPRESS_crypt.ente
r_p)
ch=ch+EXPRESS_vote.Tablel[EXPRESS_vote.choose_b].Message
ch=ch+EXPRESS _registration.Pseudoname
ch=ch+res
comp_el=H_FUNC(ch)
IF comp_e=comp_el THEN
Info("The signature is valid and the ballot is counted ")
Bouton6..Visible=Vrai
ELSE
Info(""The signature is invalid ")
RETURN
END
monchrono2=ChronoFin()
Saisie2=(monchrono2)/1000
Saisie3=Saisie3+Saisie2
/lend of click Bouton5
Appendix A.6.6 Publish election result on BB
Click Bouton6//
monchrono?2 est un entire
ChronoDébut()
Sl test3<>"" ALORS
test3=""
test3="The ballot is counted, "
ELSE
test3="The ballot is counted, "
FIN
monchrono2=ChronoFin()
Saisiel=(monchrono2)/1000
Saisie3=Saisie3+Saisiel
/lend of click Bouton6
I
//Global Procedure H_FUNC

PROCEDURE H_FUNC(plaint est une chaine)
som, i sont des entiers
som=0;
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POUR i=1 A Length(plaint) PAS 1
som=som+Asc(plaint[[i]])modulo(256)
som=(som)modulo(256)

FIN

RENVOYER som

I

//PROCEDURES

Global Procedure ENCRYP_FUNC // Function call for Encryption

PROCEDURE ENCRYP_FUNC(ch est une chaine,eb est un entier, nb est un entier )

i,res sont des entiers

Val est une chaine

Val=""

POUR i=1 A Length(ch) PAS 1
SI

HLitRecherchePremier (EXPRESS_alphabet, EXPRESS alphabet.letter,ch[[i]],hIdentique)=V

rai ALORS

res=(POW_FUNC1(EXPRESS_alphabet.number,eb,nb))
SI (Val="") ALORS
Val=Val+NumériqueVersChaine(res)

SINON
Val=Val+"-"+NumériqueVersChaine(res)
FIN
FIN
FIN
RENVOYER Val
I

Global Procedure DECRYPT_FUNC // Fucntion for Decrytion
PROCEDURE DECRYPT_FUNC(ch est une chaine ,db est un entier, nb est un entier )
i,nbl sont des entiers
chl,me sont des chaines
i=1
TANTQUE i<(Length(ch)+1)
ch1=""
TANTQUE (ch[[i]]<>"-") ET (i<(Length(ch)+1))
chl=chl+ch[[i]]
i=i+l;
FIN
nb1=POW_FUNC1(Val(ch1),db,nb)
SI
HLitRecherchePremier (EXPRESS alphabet, EXPRESS alphabet.number,nbl,hIdentique)=Vrai
ALORS
me=me+EXPRESS_alphabet.letter

FIN
SI (ch[[i]]="-") OU (i<=Length(ch)) ALORS
i=i+1
FIN
FIN
RENVOYER me
Il - B —

Global Procedure POW_FUNC1 // Function for raising to power
PROCEDURE POW_FUNC1(nb est un entier,e est un entier, mod est un entier)
i, res sont des entiers
res=1;
POUR i=1 A e PAS 1
res=(res*nb)modulo(mod)
FIN
RENVOYER res

Global Procedure DECRYPT_FUNC1

PROCEDURE DECRYPT_FUNC1(ch est une chaine ,db est un entier, nb est un entier )
i,nbl sont des entiers

chl,me sont des chaines
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i=1
TANTQUE i<(Length(ch)+1)

chi=""
TANTQUE (ch[[i]]<>",") ET (i<(Length(ch)+1))
chl=chl+ch[[i]]
i=i+1;
FIN
nb1=POW_FUNC1(Val(chl),db,nb)
SI (me<>"") ALORS
me=me+", "+nbl
ELSE
me=nbl
FIN

SI (ch[[i]]=",") OU (i<=Length(ch)) ALORS
i=i+1
FIN
FIN
RENVOYER me

Global Procedure Inverse_MOD_FUNC
PROCEDURE Inverse_MOD_FUNC(nb est un entier,mod est un entier)
r,rl,u,v,ul,vl,rs,us,vs sont des entiers;
r= nb; rl= mod; u= 1; v= 0; ul= 9; vl= 1;
q est un entier
r = (nb*u)+(mod*v); ri=( nb*ul)+(mod*vl);
TANTQUE (r1 <> 0)
g= r/ri;
rs= r; us= u; Vs= V;
r= rl; u= ul; v= vl;
rl= rs - g*rl; ul= us - q*ul; vl= vs - g*vi;
FIN
IF (u<@) ALORS
u=mod+u;
FIN
RENVOYER uj;

91



Appendix B. Experimental Results

The Screen shot for Computation Time:

(R Version Expeess - prooy - o IEl
e [eB NE ]| =[3, 55 ] [rA A ] =[3 4]
[wp'=5]

B
Tour K value must be between | and 4

mhi 4.0001 3.0

Screen shot for Computation Time for Proxy Phase (PP) of A and B, see
(Appendix A, A.2 proxy phase source code, lines #177,181,194,202,204-206,

210,222-224,227-228,231-234,236-237, 241-243).

L Viersion Express - registration - B n

[ Sdevl 12 ]

Escrygpied Valees o 15, 1591937, 33 ]

Corg] ][ Tovd, 2, 49 ]

2.3 2.33

Screen shot for Computation Time for Register Phase (RP) of R and B, see
(Appendix A, A.3 registration phase source code, lines# 298,301,313,318-

319,322,325,330,339-340,343,346,351-353,356,358,369,381-382)
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BAALLE VIR BARD

2.6 . 3.2

Screen shot for Computation Time for Circling Phase (CiP) of B and R, see
(Appendix A, A.4 circling phase source code, lines# 389,392,396-398,407-
408,430,435-437,439-440,459-461,464,466,471-473,480-481,486,491-492,495-

496,511,519-520,523,526,539-541,544-545,553,559-560).

[l gl i | 5

1.99 1.44

Screen shot for Computation Time for Voting Phase (VP) of R and V, see
(Appendix A, A.5 voting phase source code, lines# 563-564,568-570, 573,576,593-

595,598-599,601-603,606,608,632-634,637-638,645-647).
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......
E Versaon Express - counding sbne ] : |
I ALETEN BOAD  The: balled i comsied

{ (0 b 3, 4 TLITLL, AL @ 5158
B W

atey

2.30

Screen shot for Computation Time for Counting Phase (CoP) of V,

see (Appendix A, A.6 counting phase source code, lines# 654-655,659-661,664-
665,668-670,673-674,676-678,681,685,700-702,705-706,713-715). Verifier makes

the output.

94



