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ABSTRACT

This thesis will describe two main contributions to quantum cryptography. First of all
the well-known BB84 protocol for quantum key exchange is modified to eliminate
the originally high bit error rate completely without compromising on the security.
As the classical channel is the only place where eavesdropping could be possible, any
attempt to eavesdropping is prevented. Secondly, the Quantum Linear Feedback Shift
Register is proposed as a tool to generate the key matrix for the classical Hill-Cipher
algorithm. Finally, all proposed methods are combined in an encryption process,
proving to be secure, i.e. the resulting quantum encrypted message is less susceptible

to attacks as shown in the detailed security.

Keywords : Network security, Quantum cryptography, Quantum computing, BB84
Protocol, Quantum encryption algorithm , polarization filter, Multi-qubit Quantum

shift register matrices,.
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Bu tezin kuantum sifreleme sistemlerine iki ana katkisi tartisilacaktir. BB84
protokolii kuantum sifre degisiminde literatlirde en tanimmmis protokoli,
giivenliginden o6diin vermeden yliksek bit hata oranimi ortadan kaldirmak igin
degistirilmistir. Orijinal BB84 protokoliinde tek dinleme olasiligi olan klasik hat
modifye edilmis BB84 protokoliinde ortadan kaldirilarak, tiim hatlar kuantum fizik
kurallarina tabiidir. Dolayisiyla kuantum klonlanamama (no-cloning theorem)
teoremine tabiidir. Ikincisi, Kuantum Dogrusal Geri Doniim Kayan Yazmag
(Quantum Linear Feedback Shift Register) klasik Hill-Sifreleme algoritmasi igin sifre
matrisini olusturmak icin bir ara¢ olarak Onerilmistir. Son olarak, tiim Onerilen
yontemler bir sifreleme isleminde birlestirilmistir. Ayrintili giivenlik analizi kuantum
sifreli mesaj saldirilarina klasik yontemlere gore daha az duyarli oldugu, yani giivenli

oldugunu kanitlamaktadir.

Anahtar Kelimeler: Ag giivenligi, Kuantum kriptografi, Kuantum hesaplama, BB84
Protokolii, Kuantum sifreleme algoritmasi, polarizasyon filtresi, Multi-qubit

Kuantum kayan yazmag matrisleri.
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Chapter 1

INTRODUCTION

In cryptography, key based encryption algorithms are classified into two classes i.e., synmmetric
(secret/private-key) and asymmetric (public-key); If the same key is used for encryption and
decryption of a message the algorithm is called a symmetric algorithm (inverse key can be
used to decrypt the message), whereas if different keys are used for encryption and decryption,
the algorithms are called asymmetric algorithms. In modern cryptography keys are considered
as the basis for secure communication, therefore it is a major challenge to ensure a secret key
exchange for symmetric encryption. Key exchange protocols provide shared secrets between
two or more parties, usually for subsequent use of symmetric keys used for a variety of data
security services including encryption, authentication of a message, or authentication of an
entity. The key exchange problem is one of the big issues in symmetric algorithms. However,
the key exchange is important from the perspective of security with respect to authentication

and quality of the key.

Quantum key exchange is based on the principles of guantum mechanics that
allows two parties to exchange random keys represented as qubits that can be used as
keys for encryption and decryption. The quantum key exchange protocol BB84
proposed by Bennett and Brassard in 1984 [1] has been proven by Shor and
Preskill [2] to be unconditionally secure, facilitateting secure communication
between parties without any pre-shared secret information. The BB84 protocol was

realized experimentally in 1992 by the group lead by Bennett [3]. As we will discuss



in Chapter 3 section 3.1, the original BB84 protocol works with a high bit error rate,

1.e. the number of successfully agreed bits is 4 of the number of bits send.

Because of the problem of secure key exchange in symmetric cryptography, public
key cryptography became more and more important, e.g. [4]. The securities of
public key algorithms strongly rely on the difficulty of prime number factorization.
Prime number factorization is still one of the most challenging problems in computer
science with a super-polynomial computational complexity. With the introduction
of a polynomial time-complexity prime number factorization algorithm, the
public key cryptography would disappear immediately. Peter W. Shor introduced in
his groundbreaking works [5, 6, 7, 8] a polynomial time-complexity prime number

factorization quantum algorithm.

There are many different approaches to design quantum encryption algorithms. E.g
Zhou [9] proposed to encrypt a classical bit using three qubits. Another class of
quantum encryption algorithms is based on a sequence of unitary operations applied
to an encoded plaintext to get the encrypted message [9, 10, 11, 12]. Other
encryption algorithms like the Quantum Vernam cipher introduced by Leung [13] are
relying on entanglement, where the entangled key is sent over an insecure quantum
channel. Boykin et al generalized Leung’s algorithm in their work on Optimal
encryption of quantum bits [14]. Furthermore, Gui-Hua proposed in [11] an
algorithm where a classical binary bit is encrypted using keys in a non-orthogonal
guantum state. This work was later extended by Nan-Run and Gui-Hua in [10]. Zhou
et al proposed standard a one-time pad encryption algorithm for classical messages

without a pre-shared or stored key [15]. Cao and Liu refined this algorithm to a



probabilistic algorithm [12]. Several studies on quantum encryption algorithms [16,
12, 17, 18] noticed that the main difference between classical encryption algorithms
and quantum encryption algorithms are that the classical algorithms solely depend
on mathematical principles, whereas quantum algorithms depend on principles of
quantum mechanics. Zhou et al [19] introduced a new quantum image encryption
algorithm based on generalized Arnold transform and double random-phase
encoding. This algorithm opens up a new field in the domain of quantum encryption.

A quantum circulate cipher by using Yuen 2000 (Y-00) protocol with a suggestions
register might be a linear suggestions register (LFSR) or a nonlinear feedback
register it's terribly enticing in implementing a secure high-pace optical knowledge
gear mechanism for subsequent generation optical networking. Thus far, a LFSR has
been utilized in a quantum circulation cipher by means of Y-00 as a jogging key
generator, rather of a nonlinear suggestions register. However, it's well known that a
suitably designed nonlinear feedback register has larger amount and linear
complexness than the corresponding portions of a LFSR driven through a secret key
of same size. Though massive linear complexness of a key generator does not now
guarantee the safeguard of the important thing generator itself, it forces the listener at

least to accumulate extra measure knowledge to hold out the attacks [20, 21].

This leads us to the conclusion that new encryption algorithms resisting attacks of
quantum algorithms have to be designed, both pure quantum mechanical and hybrid.
One of the main objectives of this thesis is improve the BB84 algorithm.

So, the questions that arise can be stated as following.

1. How can we reduce the bit error rate of the BB84 protocol?



2. Can we get rid of the classical channel to match the basis’s between Alice
and Bob?

3. Can we introduce different process to match the basis’s between Alice and
Bob?

4. How can we encode and decode the plain text message?

5. Can we propose a new quantum encryption algorithm?

In order to reduce bit error of the transmission in the BB84 protocol the
polarized photons concept will be employed to match the basis over a quantum
channel. This eliminates the usage of the classical channel for the basis match, which
results in an improvement of the bit error rate of the BB84 protocol. After discussing
the bit error rate of the original BB84 protocol in chapter 2, we will introduce the
modified BB84 protocol in chapter 3, showing also that the improvement of the bit

error rate will not affect the unconditional security of the BB84 protocol.

The second contribution of this thesis is, the introduction of the Quantum Linear
Feedback Shift Register, used for the generation of the matrix key for the classical

Hill-Cipher algorithm, discussed in chapter 4.

In order to show the applicability of these contributions, we propose an encryption
process using both approaches in chapter 4. First the key, i.e. the One-Time-Pad, will
be exchanged between sender and receiver using the BB84 protocol. Then the key
matrices are produced using the Quantum Linear Feedback Shift Register, which will
be sent to the receiver employing the Diffie-Hellman concept. The resulting Hill-
Cipher cipher-text will be encrypted by XORing the One-Time-Pad with this cipher

text, agreed using the modified BB84 protocol at the beginning before being sent



over a public channel. This proposed encryption algorithm turns out to be resistant

against all possible attack methods, classical as well as quantum.

The (DH) key exchange is one of the known public key algorithms; it aims to
distribute keys over insecure channels. The complexity of (DH) is based on discrete
logarithm problem (DLP) solved over a finite field, where P is prime which
considered a feature from the point of view of security, because of the challenge and

difficulties of the solution of the discrete logarithm GF(P).

Chapter 2 presents a brief introduction to the concepts of quantum encryption
algorithms and original BB84. Chapter 3 describes the modified BB84. Chapter 4
describes the quantum shift register and Hill-Cipher algorithm. The plaintext
message will be encrypted first using the Hill-Cipher algorithm with the key matrix
generated by the Quantum Shift register, then the cipher-text will be encrypted again
XORing the cipher-text with the One-Time-Pad key agreed using the MBB84

protocol. Finally the results are summarized in chapter 5.



Chapter 2

QUANTUM ENCRYPTION ALGORITHM

The principle aiming of the complicated encryption algorithm is to transform a
plaintext into a cipher-text and prevent the eavesdropper from assessing plaintext
from the cipher-text or finding the key. This is only possible, because the strength of
modern encryption systems relies on the algorithms in combination with long
encryption keys. The classical encryption algorithms are divided into two categories.
The first category can be considered as sender and receiver are using the same key
for encryption message and decryption message. This process is referred to as the
symmetric encryption algorithm. There are many classical symmetric encryption
algorithms in the literature. Exemplarily, we would like to mention the most common
algorithms of classical symmetric key encryption, like AES [22], Blowfish [23], DES
and all its derivatives [24], Serpent [25], Twofish [26]. On the other hand the
Vernam algorithm [27] serves as examples for symmetric quantum encryption
algorithm. In the second category Alice and Bob use different keys in the encryption
and decryption. These algorithms are called asymmetric encryption algorithms or
public key cryptography. Well known examples for public key cryptography can be

considered as RSA [28].

The security of the widely used RSA encryption algorithm relies on the fact that the
keys used for encryption and decryption are products of large prime numbers, and

that prime number factorization is known as one of the super-polynomial time



complexity problems in literature. Peter Shor showed in his work on Polynomial-
time algorithms about a quantum computer in 1997 [8] that can solve the prime
number factorization problem in polynomial time. The realization of a quantum
computer would immediately make the RSA algorithm as open as any simple

substitution cipher used by children.
2.1 Features of Quantum Encryption Algorithm

As the secure information transmission is based on secure key exchange and secure
encryption algorithms (i.e. any attack to the cipher-text can only be conducted in
super-polynomial time), we consider Quantum Encryption if the key exchange is
done using QKD processes. The encryption of the plain text can be then conducted
either using quantum algorithms or classical algorithms. The basic ingredients of
Quantum Encryption are discussed in the following.

2.1.1 Quantum Key Exchange

As we described above, the security of the transmitted information relies on the
secure key exchange and a secure algorithm. The Quantum Key Exchange protocol,
namely the BB84 [29], has been demonstrated unconditionally secure by Shor and
Preskill [2]. Nevertheless, despite the BB84 protocol being unconditionally secure,
the number of agreed bits approximately quarter of the total number of bits to be
exchanged, which reduces the key length significantly opening the possibility for
attacks related to short keys. This problem will be discussed in section 3.1 in detail
and the improvement will be given in section 3.3 by the introduction of the Modified
BB84 (MBB84) protocol. The negotiated key by the BB84 or MBB84 should be
random and authenticated. The key is subject to the no-cloning theorem [30],
discussed explicitly in section 2.3, and evidently to Heisenberg’s uncertainty

principle. The eavesdropper Eve cannot determine the original state sent from Alice



to Bob by interception due to no-cloning theorem. Based on the negotiated key, that
can be either a classical (which is a subset of quantum keys) or quantum key, this key
will be used to encrypt the plaintext using either a classical symmetric key or a
quantum encryption algorithm. Both types will be discussed explicitly in chapter 4.
2.1.2 Encryption-Decryption and Transmission Process

In the previous section, A secret key is described for sharing Alice and Bob, this key
is used either to encrypt the plaintext using a classical symmetric key if the key is a
classical key or a quantum block encryption algorithm if the key is a superposition of
|0) and |1). In this case the quantum key will be used to encrypt the classical bit
message using unitary operations. A set of unitary operations like C-NOT gate,

SWAP gate, Hadamard gate, Z gate and etc. is applied to get quantum cipher text.

The table 2.1 shows the differences between the Classical Encryption Algorithm and

Quantum Encryption algorithm.

Table 2.1: Difference between Classical Encryption Algorithm and Quantum
Encryption Algorithm.

1. The proposed algorithm basedon | 1. The proposed algorithm based
the classical encryption and on the quantum principles and
mathematical principles. mathematical principles.

2. Represent information in

2. Represent information in classical quantum algorithm be |0) or |1)
algorithm either O or 1 state. state or a linear combination of

|0) and |1), i.e. a|0)+fB|1)

3. Intercept the transmitted data 3. Intercept the transmitted data
cannot be detected for can be detected for eavesdropper
eavesdropper Eve. Eve.




2.2 Eavesdropping in Quantum Cryptography

The Quantum Key Distribution protocol BB84 has been demonstrated
unconditionally secure key exchange method based on quantum mechanical
principles. An encryption key in quantum key distribution is using non-orthogonal
quantum states for generating between sender and receiver randomly. In contrast to
classical physics, in quantum mechanics there is the quantum no-cloning theorem,
which states that it is clearly impossible for anyone including an eavesdropper to
make an additional copy of an unknown quantum state, increasing the security of the
key exchange. In classical cryptography the eavesdropper Eve can store a copy of the
complete information sending from sender to receiver giving her chance to run all

possible attacks on this information offline.

Quantum No-cloning theorem: This theorem is about an unknown quantum state
that cannot be copied.

« Case with no ancilla: This case is given an unknown two qubit state such as |B)|0),
has shown a quantum copying machine that is mapping |8)|0) — [B)|B) does not

exist.

* General case: Let |B) be an unknown quantum state , a quantum copying machine

that can map |B)|0)|0)— |B)|Ug) does not exist.

Proof (a): This proof is given information about the contrary. It is important point
that is quantum-cloning machines exist. Two orthogonal input states such as |0) and
|1) respectively. We have |0)|0)— |0)|0) and |1)|0) —|1)|1). Consider a general

input |B) = a|0) + b|1). Since a unitary transformation is linear, by linearity, we have



1B)10) = (a]0) +b[1)) [0) — a]0}|0) +b|1)|1) (2.1)
In contrast, for quantum cloning, we need:

|B)/0) — (a]0) + b|1))(a|0)+ b|1)) = a’|0)|0)+ ab]0)| 1)+ ab|1)[0) + b?|1)[1)  (2.2)
Comparison of equations (2.1) and (2.2) shows that the following equations have to
be satisfied simultaneously a? = a,b? = b,ab = 0,and ba = 0. Obviously, the
only solution to these equations is ab = 0, for this reason quantum cloning (without

ancilla) is impossible.

Proof (b): General quantum states are more generally information gain implies
disturbance.
Theorem (Information Gain implies disturbance): This theorem is given one state
chosen from one of the two distinct non-orthogonal states |t) and |s) (i.e. {t|s) # 0
or 1). For any operation can define about its identity necessarily disturbs the state.
Proof: By means of this proof is given a system initially in state either |t) or |s).
Suppose an experimentalist applies some operation on the system. It prepares some
ancilla in some standard state |0) and couples it to the system. After applying any
operations on the ancilla to retrieve information about the states ¢t and s. Therefore,
we have:

[£)10) — [} ) (2.3)
And

[$)10) — [s) |@s) (2.4)

for some states |¢,) and |@s).

At the end, the experimentalist just keeps ancilla. The performance of measurement

on the ancilla learns about the initial state of the system. Quantum evolution is
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unitary and as such it preserves the inner product. By means of this is taking the inner
product between Equations such as (2.3) and (2.4). We get the following below:
(¢[€0[0)|s) = (tl{@¢lps)s)
(tls)0]0) = (tIsX@cl@s)
(tls) 1 = (tlsK@el@s)
(tls) (1 —{@clos) =0
As the states |t) and |s) are non-orthogonal, i.e. (t|s) # 0, therefore the expression
in the parenthesis must be zero as

1= {p¢lps) =0.

From this equation, consequently we get:

l0e)=0s) (2.5)
Now, the condition that |@.)= |ps) means that the final state of the ancilla is
independent of the initial state of the system, which is contradiction to the claim.
Heisenberg Uncertainty Relation:
The measurement of the ancilla will address the experimentalist nothing in regards to
the initial state of the procedure, and any try by using the eavesdropper to retrieve
any know-how a couple of key in a QKD system will lead to disturbance, which can
be detected with the aid of Alice and Bob who can, for illustration, check the bit
error fee of a random pattern of the raw transmission data. Alice prepares a sequence
of photons, each and every randomly chosen in one of the vital 4 polarizations
(vertical, horizontal, 45-degrees and one hundred thirty five-degrees). For, Bob has
chosen some of the two polarization bases (rectilinear or diagonal) to participate in a
size. Intuitively, the safety comes from the fact that the two polarization bases,
rectilinear and diagonal, are conjugate observables. Just like position and momentum

are conjugate observables in the common Heisenberg uncertainty principle, no

11



dimension by an eavesdropper Eve can examine the worth of each observable at the
same time. As in physics the measured quantities, observables, must be reel numbers,
and in quantum physics the measured values correspond to the eigenvalues of
operators, we can conclude that an observable is represented by a Hermitian
operator. Consequently, the measured values of two conjugate observables are
represented by two non-commuting Hermitian operators. According to Heisenberg’s
uncertainty principle, if A and B are two Hermitian operators, and AA denotes the
uncertainty, i.e. the root-mean-square deviation of the operator A and 4B denotes the
uncertainty of the operator B, then the general form of Heisenberg’s uncertainty

relation is
1
AA - AB > 5 I{[4, B])],

where [A, B] denotes the commutator of the operators A and Bas
[A,B] = AB — B A.
The most known relationship for Heisenberg’s uncertainty relation is

Ax - A >h
x-dp =z

Mathematically, this means that the operators Aand B cannot be simultaneously

diagonalzed and therefore they cannot be measured simultaneously.
2.3 The original BB84 protocol

In the late 1960s Stephen Wiesner proposed some quantum cryptographic ideas
without success. Later, Charles H. Bennett and Gilles Brassard found out how to
combine conjugate coding with public key encryption [31]. Then, Wiesner
reactivated his work on conjugate coding in [32]. So, Wiesner proposed how

quantum mechanics can be used to produce bank notes that cannot be forged. Finally,

12



Quantum Key Distribution, based on the ideas of Wiesner, could be realized also

experimentally .

In 1984, Bennett et al. published the well-known BB84 QKD protocol [29, 33].
Polarized photons are used in BB84 to allow two communicating parties,
conventionally “Sender” and “Receiver”, to establish a secret common key sequence.
For this the sender needs two sets of polarization filters. Set one consists of vertical
and horizontal filters. This choice is called a rectilinear basis. Second set of filters is

the same, except rotated 45°. This choice is called the diagonal basis.

Shor and Preskill showed in [2], and then the BB84 Quantum Key Distribution
Protocol is unconditionally secure. But, because of the algorithm only quarter of the
bits sent, are remaining as the agreed key. A precise description of the problem is

given in the following.

In the original BB84 protocol in general only about quarter of the key bits can be
utilized to form a key, it means distortion many of bits, because the different bases
between sender and receiver. As receiver does no longer understand the foundation
the photons have been encoded in, all he can do is to choose groundwork at random
to measure in, either rectilinear or diagonal. He does this for each photon he receives,
recording the time, size basis used and measurement outcomes. After receiver has
measured all of the photons, he communicates with Sender over the general public
classical channel. Sender publicizes the basis each photon was once sent in, and
receiver the basis each and was once measured in. They both discard photon
measurements (bits) the place receiver used an additional foundation, which is half

on common, leaving 1/2 the bits as a shared key.

13



2.3.1 Description of original BB84 Protocol

In the original BB84 protocol, Charles Bennett and Gilles Brassard showed [29]. The
proportion of matching between the sender and recipient are about 25%, because of
the random selection of basis .This protocol has been in use two channels , The first is
quantum channel uses to send encoded data in the form of photons and the second is
classical channel uses to match the different bits between the sender and the recipient.
We are now explaining the main principles of the protocol and then we give an
example. The details regarding the visualization of the results of the basis are shown

in Table 2.2.

The main principles of BB84 QKD protocol as follows:
e Sender randomly chooses bits
e Sender randomly chooses basis
e Sender encoded the bits
e Sender sends the photons to receiver.
e Receiver randomly chooses basis.
e Receiver receives the bits
e Using classical channel to match the bits.
e Receiver reports bases of received bits.
e Sender determines which bases were correct from receiver.
e Receiver randomly detects some bits key.
e Sender conforms the bits.

e Shared secret key

14



Table 2.2: The Basis

Basis 0 1
+ <> 1
X A LN

2.3.2 Example

BB84 are shown in Table 2.3.

Both of sender and receiver have the same value where each of sender and receiver
crosses between the basis (+, x) with bits (0, 1), for instance crossing the basis (+)
with bit 0 produces a photon < and crossing the basis (x) with bit 1 produces a

photon N. The details regarding the illustrated of the results of the main principles of

Table 2.3: The main steps of BB84 Protocol

Alice’s random bits

o|1|11,0(1/0
Sending basis randomly from Alice i+ Ix ]+ x| x
Produces photon /I\

>[N AN\

Measuring basis randomly from
Bob + X | X | X |+ |X
Produce photon Bob measures

MANTIN > |S
Bits as received by Bob 1
Bob basis sl x I x x|+ x
Bob decision on the correct bits T T T
Shared bits without Eve 0 1 0
Randomly Bob detect some key bits 1 0
Alice conforms them T T
Shared secret bits 0
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Chapter 3

MODIFIED BB84 QUANTUM KEY DISTRBUTION
PROTOCOL

3.1 The problems of BB84

In the original BB84 protocol in general only about 25% of the key bits can be
utilized to form a key, because of the different bases between sender and receiver.
According to Shor and Preskill [2] the original BB84 protocol it is unconditionally
secure. However, the generated key is not efficient because the qubits transmitted in
the quantum channel cannot be completely employed. The process in the protocol is a
probabilistic as a classical channel is involved in the negotiation process of the key, so
it requires compute the quantum bit error rate (QBER) for the continued operation of
the protocol. Relying on it can be re-work protocol more than once depending on the

(QBER).

Because of the presence of classical channel, the attacks, such as individual attack,
collective attack, and joint attack to the protocol by the eavesdropper Eve to recover

information on the key and hence find plaintext of the cipher-text, become possible.
3.2 Possible Attacks to BB84

At the beginning, let us first to focus on eavesdropping attacks. Note that there is a
large number of methods of eavesdropping attacks that can be lead against the BB84

protocol, such as the individual attack, collective attack, and joint attack. In the
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following we will discuss these attack methods explicitly to underline the necessity of

the modification of the original BB84 protocol.

3.2.1 Individual attack

The simplest type of possible attack is the intercept-resend attack, area Eve measures
the breakthrough states (photons) beatific by the Sender and again sends backup states
to the Receiver, able in the accompaniment she measures. In the BB84 protocol, this
produces errors in the key Sender and Receiver share. As Eve has no ability of the
base an accompaniment beatific by Sender is encoded in, she can alone assumption
which base to measurement in, in the aforementioned way as the Receiver. If she
chooses the base correctly, she measures the actual photon animosity accompaniment
as beatific by the Sender, and resends the actual accompaniment to Receiver.
However, if she chooses the base incorrectly, the accompaniment she measures is
random, and the accompaniment beatific to the Receiver cannot be the
aforementioned as the accompaniment beatific by the Sender. If the Receiver again
measures this accompaniment in the aforementioned base the Sender sent, he gets a
accidental result—as Eve has beatific him an accompaniment in an altered basis—
with a 50% adventitious of incorrect aftereffect (instead of the actual aftereffect he
would get after the attendance of Eve). In the table (3.1) below shows an example of

this type of attack.

The anticipation Eve chooses the incorrect base is 50% (assuming Sender chooses
randomly), and if the Receiver measures this intercepted photon in the base Sender
beatific he gets a accidental result, i.e., an incorrect aftereffect with anticipation of
50%. The probability an intercepted photon generates an error in the key string is then

50% x 50% = 25%. If now Sender and Receiver publicly compare n of their key bits
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(thus discarding them as key bits, as they are no longer secret) the probability they

find disagreement and identify the presence of Eve is,

So to detect an eavesdropper with probability P; = 0.999999999 Sender and

Receiver need to compare n = 72 key bits.

Table 3.1: individual attack on BB84

Sender 's random bit 0 1 1 0 1 0 0 1
Sender random sending basis + + X + X X X +
Photon polarization Sender sends T =\ T \ Vs 2 =
Eve's random measuring basis + X + + X + X +
Polarization Eve measures and — Vs —
sends T 7= 1]\

Receiver random measuring basis + X X X + X + +
Photon polarization Receiver Vs —
measures T 717N = f

PUBLIC DISCUSSION OF BASIS

Shared secret key 0 0 0 1
Errors in key v b 4 v v

3.2.2 Collective attack

Eve couples each photon to an ancilla, the result of photon/ancilla will be sent to
Receiver. Eve keeps all ancilla bits, in contrary to the individual attack. Eve
postpones the measurement to the time after she retrieves the conversation between
Sender and Receiver. Then Eve decides on the measurement of the ancilla to get
information about key. The type of attack is presented in Table 3.2.

3.2.3 Joint attack

Eve acts for all of photons as a single quantum system and then couples with ancilla.
And then she listens to the general discussion between Sender and Receiver before

the measurement. The Table 3.3 shows an example of this type of attack.
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Table 3.2: Collective attack on BB84

Sender random bits

1

0

0

Sender random basis

Photons polarization Sender sends

1<—>

Eve couples photon with ancilla

Nud
(=)

Receiver received photons from
Alice

<>

Receiver random measurement
basis

Receiver bits

=X

Receiver random measurement
basis

Receiver bits

Public discussion of basis

Sender receives bits from Receiver

photons

Correct bits from Sender and sends

Eve measures

<>

77

N7

<>

Eve bits

Table 3.3: Joint attack on BB84

Sender bits

1

0

0

Sender random basis

+

X

Photons polarization Sender sends

<>

Eve address all photons as a single
and then couples with ancilla

<>

Receiver received photons from
Sender

<>

Receiver random measurement
basis

x

Receiver received photons from
Sender

Receiver random measurement
basis

Receiver bits

Public discussion of basis

Sender receives bits from Receiver

Correct bits from Sender and sends
photons

Eve measures

>

N/

>

Eve bits
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3.3 Modified BB84 protocol
This work employs the polarization technique to BB84 protocol, so that both parties
can negotiate a shared secret key without any loss of information. The modified
BB84 protocol (MBB84 protocol) allows a Sender to encode her contribution into
photons to send them to a Receiver via a quantum channel. After that, the Receiver
will use the same polarization to generate the key. Finally, both parties negotiate a
shared key accordingly. In order to prevent the attack methods, discussed in the
previous section the MBB84 protocol will be proposed in the following.
The steps of the protocol are listed below:

e Sender randomly choses n-bits string Ka' ={ Kal, Ka?, Ka3, ... Ka" } and P!

={P!, P2, P3 ... P" } this represents the polarization of bits. Where K’

and P! denote the polarizations of the i-th bits.

e Sender generates the corresponding photons into one of the following four
photon states |1, P') according to the bit information of KA and polarize
PL,1<i<n

1
Vo, +) =7 = [4) = (10)+]1))

o, =) =N = |=) = (10~ |1)

v, ) =o = [0) =% (+) +|-)

v, =) =1 = 1) =% (+H~-)

In the above encoding process, if Ka' = 0, P! is encoded by the diagonal basis, and if
Ka =1, P! is encoded by the rectilinear basis. After that, Sender sends the photons

to Receiver in sequence through a quantum channel.
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e Upon receiving the photons, Receiver polarization are P'={P*, P2, P3 ...
P"} forl1<i<n.ifPL=|+) or |-) thenKg =0
if P{=0) or |1) thenKg'=1.
Then the n-bit string for Bob is Kg' ={ Kg* , K&, Kg®,... Kg" }
The n-bit string obtained by receiver represents the encryption key (quantum key).
Sender and receiver are using the same quantum key for encryption message and

decryption message.
3.4 Example of Modified BB84 protocol

The Sender informs the Receiver by sending a plaintext message indicating her

choices like 1 as rectilinear and 0 as diagonal as it is shown in the table 3.4.

Table 3.4: The Basis
Bit + Bit =

1 «—,0 0 |~N,”7

According to the following table, sending a one-time pad of 01010 with these bases,

Sender’s photon pattern is shown in the following table 3.5.

Table 3.5: Preparation of photons by Sender

Sender One Time Pad 0 1101 0
Basis X + x + x
Photon Polarization N o |2 ) N

Each bit is determined. The polarization is using these bits for given the one time pad
and the sequence of base. If the Receiver selects the correct basis, we will get correct
bits as in table 3.6, while if the Receiver selects the wrong basis, we will get random

bits.
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Table 3. 6: Measurement of photons by Receiver

Receiver basis X + | x| + x
Photon Polarization o | N T |7 |
Shared Secret Key 0 1 101 0

3.5 Estimate Quantum Bit Error Rate in Modified BB84 Protocol

A parameter called Quantum Bit Error Rate (QBER) must be calculated, to estimate
the error produced in the quantum key distribution (QKD) system. This parameter is
calculated when the sifted key is obtained. The sifted key represents the remaining
shared secret bits between Sender and Receiver. In principle it is defined as the ratio
of error bits to the total number of bits received, it can be expressed as a function of

rates as.

NETTOT

QBER =
NCOTTECt + NBTTOT

Number o f bit s error (3.1)

~ Number of correct bits + Number of bits error

The computed QBER is used to detect a possible eavesdropper. After that the
revealed bits will be discarded from the sifted key, causing a reduction in the length
of the final key. Finally the computed QBER will be compared with a threshold error
or Max Error level and if the QBER > error max they stop the communication and

repeat the processes on a different channel.

BB84 QKD implemented with ideal devices would give (QBER = 0) if there are no
eavesdropping attacks. If eavesdropping attacks exist in the quantum channel, the
QBER at the Sender’s and Receiver’s sifted keys will increase. Non-zero QBER can

also be attributed to imperfect devices. Since QBER resulted from eavesdropping
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attacks and QBER based on imperfect devices are indistinguishable, Sender and
Receiver must always assume that errors in their sifted key are due to eavesdropping
attacks to the quantum channel. All the attackers to MBB84 (individual, collective,
and joint) have no effect on the key it means (QBER = 0). Because of that, all the
attack methods (individual, collective, and joint) are targeted to obtain information
on the key through the communication between the Sender and Receiver through the
public channel; in MBB84 these attack methods are totally prevented by the
elimination of the public channel, resulting that the attackers can not get any
information about the key.

3.6 Comparison Between BB84 and Modified BB84 protocol

An overview of the different between proposed scheme and BB-84 protocol will be

presented in table 3.7.

. Table 3.7: Comparison between BB84 and MBB84protocol .
| BB84 Protocol MBB84 Protocol |

1. Unconditionally secure 1. Unconditionally secure.
2 The key generated from BB84 is 2. The key generated from MBB84
not efficient. is efficient.

3. The protocol needs quantum and 3. The protocol needs only

classic channel. quantum channel.
4. The protocol needs to compute 4. The protocol does not need to
QBER. compute QBER.

5. Eve can get information about the 5. Eve cannot get any information
key by classical channels. about the key.
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3.7Advantage of Modified BB84 Protocol

Modified BB84 protocol has many advantages. The following advantages are given

below:

(1) Both parties influence the outcome of the protocol; no one can determine the
shared key alone. The modified BB84 Protocol does not need a classical channel
to check the different bits. So, by cancelling the classical channel Eve cannot get
any information about the key without being detected. For instance, for each
photon, Eve chooses one of the two polarization bases (rectilinear or diagonal) to
perform a measurement. The security comes from the fact that the two
polarizations bases, rectilinear and diagonal, are conjugate observables in the
standard Heisenberg uncertainty principle, no measurement by an eavesdropper
Eve can determine the value of both observables simultaneously. The Sender

sends the bit 0 with polarization diagonal and bit 1 with polarization rectilinear.

The probability to detect the polarization as diagonal by Eve is % and also the

probability to detect the polarization as rectilinear is % In other words, even if
Eve was not detected, for each transmitted bit Eve can find the correct bit with a
probability of % If the message consists of n bits the likelihood will be 4in

(2) The MBB84 has 100 % qubit efficiency.
The receiver uses the same polarization as the sender (bit 0 with polarization
diagonal and bit 1 with polarization rectilinear). If the recipient receives a photon
with < or J, the recipient can easily identify the bit as 1 because of the
polarization. If the recipient receives \ or/7, the recipient can easily identify the
bit as 0. But if the recipient receives  with the diagonal basis easy to know that
photon | and therefore it can detect that Eve tried to intercept it, then the

recipient corrects the basis and find the correct bit, so correct all the bits that have
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been intercepted by Eve without a classical channel to match the different bits,
and therefore, it will be used all the bits generated between the sender and the
recipient.
(3) It provides about the unconditional security.
Diffie and Hellman define the term unconditionally secure in their work on New
Directions in Cryptography [34] as a system that can resist any cryptanalytic
attack, even with unlimited computational resources. So, we illuminate how this
applies to the MBB84 protocol. For a secure key exchange algorithm
unconditionally secure means that we have show that the key is random and
authenticated, i.e. we have to make sure that both parties have the same key. Shor
and Preskill used the average entropy of the key to prove the unconditional
security of BB84 [2]. The key agreed by the MBB84 protocol is secure as it is
random and authenticated, therefore MBB84 is also unconditionally secure.
Let us first examine the case that the key is random. If the key is random the
average entropy of the key is maximal. The entropy of the key agreed using the
MBB84 protocol can be calculated as:
n
HOX) == ) p(X) loga(p(X)), where X; € {D, R}
i=0
with D denoting the diagonal polarization, and R denoting the rectilinear

polarization. So, with the probabilities:

1 1
p(D)=P=§andp(R)=1—P=§

then we get for the entropy
H(X) = —Plog, P — (1 —P)log,(1—-P) =1.
The entropy is so proven to be maximal, and therefore the key to be random.

Secondly we have to show that the key is authenticated.
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e Suppose that there is no noise on the communication channel
As the classical channel is removed, possible attacks on the classical channel
are also removed in the MBB84 protocol. Therefore, all qubits sent from
sender to receiver do not change, i.e. the quantum bit error rate vanishes
(QBER=0). As we can be sure that all bits are transmitted without error, we
can say that the key transmitted using the MBB84 protocol is authenticated.
Finally, we can conclude that the MBB84 protocol is unconditionally secure
as the key is random and authenticated, because even unlimited

computational resources will not break the protocol.

e Suppose that there is noise on the communication channel

Sender sends the state |S) to receiver over a noisy communication channel.
Let p be the noise, then the receiver will get the state |S + ). If the noise is
small a measurement will give the state |S). If the noise is large, the receiver
will measure the complement basis. If sender encodes the bit O with diagonal
basis, then sender sends a photon |7) or |\). The receiver receives the photon
|7 +u) or |\ +p). If the value of u is high, the receiver interprets the state as
|T) or |&). Then, the receiver selects the complement basis, measuring the
state now in |2) or |N\). Therefore, we can say that the MBB84 protocol
corrects all error bits and random phase errors.

(4) The protocol uses one operation (deterministic) to match the generating key
between sender and receiver. The algorithm uses the concept of bases: rectilinear
and diagonal for the Sender and the Receiver respectively. This is a deterministic
algorithm in which the two communicating parties use the same orthogonal bases

to measure each qubit of the transmitted message.
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Chapter 4

QUNTUM ENCRYPTION ALGORITHM USING
MODIFIED BB84 FOR KEY EXCHANGE

4.1 Introduction

In this thesis, we investigate the function of the quantum shift register (QSR) made
of swap gates. The quantum shift register means a quantum circuit which can shift
every data qubit to the nearest qubit in a specific direction. We further study its
applications to arithmetic calculation and bit-wise operations on two quantum
registers. As it well known, the swap gate consists of three CNOT gates [35] and can
be realized by NMR [36], which is useful for reordering of qubits such as in the

quantum Fourier transform [37].

The Hill cipher (HC) is without doubt one of the notoriously symmetric
cryptosystem. The major operation of HC is matrix manipulations; it multiplies a
plaintext vector through a key matrix to get the ciphertext. It is extremely attractive
as a result of its simplicity and excessive throughput [38] The elemental suggestion
of the HC is to position the letters of the plaintext into blocks of length m, assuming
an m x m key matrix, and then each block of plaintext letters is then converted into a
vector of integers consistent with the alphabet chosen after which increased by using
the m x m key matrix. The results are then converted back to letters and the

ciphertext message is produced. The key for HC system encompass an m x m square
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invertible matrix, the place the larger the scale the more relaxed the encryption will
be. To ensure the key matrix K is invertible, the det(k) have got to be rather top to the

modulus N, to satisfy this we require
gcd(det(K) mod N,N)=1. (4.2)
4.2 General Approach of Modified BB84 with Classical Encryption

Algorithm

In cryptography, key based encryption algorithms are classified into two classes i.e.,
symmetric (secret/private-key) and asymmetric (public-key); If the same key is used
for encryption and decryption of a message the algorithm are called symmetric
algorithm (inverse key can be used to decode the encryption). Some of the most
popular examples of modern symmetric key cryptosystems include AES [22]
(Advanced Encryption Standard), DES (Data Encryption Standard) [24] RC5 [23],
Hill Cipher , and many others. On the other hand, if different keys are used for
encryption and decryption, the algorithms are called asymmetric algorithms. In
modern cryptography keys are considered as the basis for secure communication,
therefore it is a major challenge to ensure a secret key exchange for symmetric
encryption. For example, the cryptosystem RSA [28] relies on difficulty of factoring
large integers, while El-Gamal [39] cryptosystem relies on discrete logarithm

problem DLP.

Key exchange protocols provide shared secrets between two or more parties, usually
for subsequent use of symmetric keys used for a variety of data security services
including encryption, authentication of a message, or authentication of an entity. The

key exchange problem is one of the big issues in symmetric algorithms. However,
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the key exchange is important from the perspective of security with respect to

authentication and quality of the key.

An encryption algorithm is unconditionally secure if the cipher-text does not give
enough information to check uniquely the corresponding plaintext, regardless of the
cipher-text, which can be accessed. That is, no matter how much time Eve has, it is
impossible for her to decrypt the cipher-text. Except the scheme called the one-time
pad, there is no encryption algorithm that is secure and easy to use. Accordingly, an

algorithm that meets one or both of the following standards can be considered as

secure.

1. The cost of solving the cipher-text should be more than the value of the
encrypted information.

2. The time required for compromising the encrypted information should be

reasonably big. So that he information is not valuable any more when it is

decrypted.

The complexity of an encryption algorithm must be small to meet both standards.
Shor's algorithm [8] is a quantum algorithm for factoring a number N in O((log N)?)
time and O(log N) space complexity. So, the invention of a quantum computer will
make breaking public key algorithms based on the difficulty of prime number
factorization possible by reducing prime number factorization from super-

polynomial complexity to polynomial complexity as proposed by Shor’s algorithm.

Like most of the quantum computer algorithms, Shor's algorithm is probabilistic:

Repetitive application of the algorithm reduces the likelihood of failure.
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Present symmetric cryptography and hashes are believed to be suitable to some
extent against quantum computing. And because of longer symmetric keys require
exponentially more work to run a brute force attack, a sufficiently long symmetric
key makes this type of attack useless. So, up to our current knowledge, even a
qguantum computer cannot reduce the complexity of a brute force attack to classical

symmetric key algorithms from super-polynomial to polynomial.

If the size of the key is n bits, there are 2™ viable keys. When n is increasing, then the
number of viable keys grows exponentially. In classical computing if the key is n
bits, then the key space has the size 2", and therefore at least 2™~ applications of the
key have to be run to breach the algorithm. On a quantum computer, the number of
operations can be reduced up to 2™/?using Grover’s search algorithm [40]. But the
time complexity for breaching the information is still super-polynomial. This means
e.g. if we are using DES with 128-bit key, Grover’s search algorithm would reduce
this to a key length of 64 bit. As AES is standard dealing with 256 bit keys, so
breaking the AES algorithm by brute force would require 2128applications of the

algorithm, which still will require significantly more time than a humans life time.

Bennett, Bernstein, Brassard, and Vazirani proved in 1996 [41] that a brute-force key
search on a quantum laptop can't be faster than about 2™/2 when compared with
about 2™ in the classical case. Hence, the existence of a large quantum computer
reduces the security of n-bit to n/2 bit. For n > 160 a brute force attack using a

guantum computer is as useless as using a classical computer.
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According to the latest information in the literature, attacks to classical symmetric
key algorithms are still conducted in super polynomial even with quantum

computers.

In this thesis, we introduced the Modified BB84 scheme that uses single photons in
batches. The states of these single photons themselves can be considered as one-time
pads. Evaluating the protocol with using EPR pairs, this scheme is functional and
already in use in modern technology. The unconditional security of the MBB84

protocol can be used for the adoption to many applications.
4.3 Hill-Cipher and Quantum Shift Register

In this chapter, we will introduce and explain the generation process of the secret key
by Quantum Shift Register. This secret key is represented the matrix key of Hill-
Cipher which are used to encode the plaintext message .And now we will
clarification in detail.

4.3.1 Circuit of The Quantum Shift Register

It can be said that the QSR circuit represented by set of input qubits and memory
qubits and set of output qubits and updated memory qubits. It feeds the memory back
into the application for the next cycle and this concept is similar to the operation of a
classical shift register [42]. The QSR circuit consists of swap gates, which can be
qguantum computationally represented using three CNOT gates as in figure 3.2. The
properties of CNOT are discussed in [35]. One possible physical realization of the
Quantum CNOT gate was presented by Linden et al [36] . The QSR circuit can shift
every data qubits to the nearest qubit in a specific direction and apply the
applications for instance arithmetic calculation and bit-wise operations on two

guantum registers where these operations are very useful for quantum computers and
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quantum computation. The circuit of the QSR is presented and considered in [43] in
which shift and rotation operations on qubits are performed by swap gates and

controlled swap gates.

T 5 5
Figure 4.1: SWAP gate using CNOT gates

LA

4.3.2 Description of Quantum Shift Register
In figure 3.1 if we denote the ancilla qubits as |a;)= |a, a,...a; ), where i=1 to k.
And the data qubits as |b;) = |by b,... b, ), Where j=1to n. Then the initial state of

the shift register (omitting the control qubit) is:

|ai>® |b]) = |a1 az...ak;bl b2~-~b1’l ) (42)
In this quantum circuit, the types of the operation activated is governed by the
control qubit. We have two cases for control C, if C is set to |0)then the shift

operation active, if C is set to |1) then the rotation operation active.

First, the ancilla qubits can be initially set to |0) for convenience. In this case, each
swap operation transforms the state of the register as:

la;a,..ax;byby.. b, )—laya,..ax;biby.. by, )—
|a,...ay by ;bib,y...a1b,_1)—|a,...a; by;a; biby...by_1) 4.3)
Since the control qubit C is set to |0), the last swap between ax and by is inhibited.

After one shift (i.e.,, after n + k — 1 swaps), the ancilla qubits becomes
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|a,...ay by, ).Note that, during the swaps and the shift, the ancilla qubits remain

disentangled from the data qubits.

Second, let us consider the rotation left operation. In this case, the control bit is set to
|1) to allow the swap between the last ancilla qubit and the first data qubit after the
shift-left operation on the data qubits. Then we obtain:

lay a,...ax ; biby...by)— ..|a,...a; b, ; a; byby...by_1) —
lay...ay ay; bybiby...by_q) (4.49)
Which is equal to output obtained by operating left rotation both on n-data qubits and
on k-ancilla qubits. It is straightforward to generalize the shift register to a shift-right

and a rotation-right register by simply reversing the order of the swap,

Figure 4.2: the ancilla qubit |a; a, ... ay Yand data qubit | b, b,...b,, )
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Figure 4.3: after one shift the ancilla qubits and data qubit become
|a2 a...ag , ble' e bn—l bn )

C
Figure 4.4: after n-shift the ancilla qubits and data qubit become
|bnbn_1...b1;ak...a1 )

4.3.3 Comparison between Classical Shift Register and QSR

The quantum shift register consists of swap gate, while the classical shift register
consist of flip-flops. The exchange of qubits is equivalent to the shift operation.
Since a unitary evolution is reversible, the information contained in the quantum shift
register does not disappear contrary to the case of the classical shift register . Hence,
to preserve the information, we need at least k extra qubits to operate k shifts.

4.3.4 Matrix of Quantum Shift Register

Quantum Shift Register (QSR) matrices are a class of square matrices which will be

used in the proposed algorithm: The QSR has a number of positions. Each of these
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positions contains one qubit. In quantum register all qubit can be shifted one or more
positions to the left or to the right. The length of QSR is determined by the number
of qubits (states), the contents of each Q-bit are shift to the next qubit in each pulse,
the outputs of final qubit shows a quantum feedback function and the resulting

sequence from the QSR is the content of the first qubit.

In the figures 4.5 and 4.6 the quantum linear feedback shift register (QLFSR) based
stream cipher using

e Quantum shift register,

e Quantum C-NOT gate, and

e Quantum feedback shift register

Are presented for two and n qubits.

Pl
L

|51)

[n)
Figure 4.5: Quantum Linear Feedback Shift Register consist of SWAP and C-Not
gate on 2-qubit.

|51) &
|52)
|$3)
|51

Figure 4.6: Quantum Linear Feedback Shift Register consist of SWAP and C-Not
gate on n-qubit

In the Quantum shift register the shift operation depends on the swap gate. The shift

is done between data and the process continues until the qubits repeat themselves.
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The quantum C-NOT gate acts on the connection states in quantum register, we
choose the connection state such that we can achieve the maximum period. The
qguantum C-NOT gate action is as follows: The second qubit is the result of a C-NOT
operation between the first and second qubit, while the first qubit is conserved. If the
two qubit state is initially in the state |10), then the application of the C-NOT gate
gives C-NOT |10) =|11). The quantum feedback shift register represents the outputs
of quantum C- NOT function and is positioned in the final state qubit of quantum
Register. In order to illustrate the way, how to utilize the QLFSR, we would like to
discuss the following example with 2 qubits. The two qubits are initially in the states
|s;) = a;10) + b;|1) and |s,) = a,|0) + b,|1). So, the two qubit product state
becomes:

[Y) = |s;1) ® |sz) = a;a;|00) + a,b,|01) + bya,|10) + b, b,|11)

The QLFSR was applied on the first state [y)and the computation compute as
follows:
|Shifty) = |1) = C — NOT(1,2)SWAP(1,2)[¢)

= a1a2|00) + a1b2|11) + b1a2|01) + b1b2|10)

taking the output of first shift as input to the second shift
|Shift,) = |yY,) = C— NOT(1,2)SWAP(1,2)|y,)
= a,a,|00) + a,b,|10) + bya,|11) + b, b,|01)
taking the output of second shift as input to the second shift
|Shifts) = |$3) = C — NOT(1,2)SWAP(1,2)|¢;)

= a1a2|00) + a1b2|01) + b1a2|10) + blbzlll)
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Based on the resulting states of the shift register we can generate the so-called shift
register matrix A by associating the first column with the state belonging to a; a,, the
second column with the state belonging to a, b,, the third column belonging to b;a,,
and finally the forth column belonging to b, b,. For example let us consider |Shif't,),
and generate the shift register matrix using this method. Therefore, we have to use

the equivalency of the two basis’s in the Dirac notation and in the column vector

M

notation, i.e.

S OO R

{100),101),]10),[11)} = {(

So, we get for the matrix for |Shift,):

S OO
o RO O
oo O
S O O

Now from the above matrix A of order 4 we can generate matrix generate the codes

by considering the column vectors of the transpose of the matrix A :

lg0) = 100)
lg,) = 111)
lg2) = 101)
lgs) = 110)

|90) +191) = 100) + |11)

|g0) + 191) + 1g2) = [00) + |11) + |01)

And so on. Matrix are arranged in increasing order and then bring the required

number in the matrix, to generate matrix codes as shown below and we work X-OR
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among rows matrix, in similar way we can generate QSR matrix of any desired order

and generate any number of codes from it.

lg1) = [11)
lg3) = [10)
l91) +1g3) = [11) +|10)
lg2) =101)
l91) +192) = 111) +/01)
lg2) + 1g3) = 101) +]10)
191) + 192) + 1g3) = [11) +]01) + [10)
|90} = 100)
lg0) + 191) = [00) + |11)
lg0) + 193) = [00) + [10)
lg0) + 191) + |g3) = 100) + [11) + |10)
lg0) + 192) = [00) + [01)
lg0) + 191) + 1g2) = 100) + [11) + [01)
190) + 192) + 193) = [00) +|01) + |10)
190) +191) + 192) + |g3) = [00) +]11) +|01) + |10)
4.3.5 Hill-Cipher Algorithm
The main idea in HC algorithm based on separating the plaintext into blocks of m
letters. The corresponding key matrix should be a m X m matrix that is used to
convert every block of the plaintext into a vector of integers based on the position of
the corresponding letter in the alphabet. The results are then converted back to letters
and the cipher-text message is produced. The key for HC process includesam x m

square invertible matrix K. The larger the size of the key matrix, the more secure is
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the algorithm. The key matrix K has to be invertible, therefore the key matrix has to
satisfy the condition det(K) # 0. In order to reduce the repetitions in the key matrix
we have to satisfy additionally the condition:
gcd(det(K) mod N,N) =1 (4.5)
where m denotes the block size and N denotes the number of letters in the alphabet.
Both m and N are selected positive integers (e.g., N=26 for standard alphabet).
det(K) denotes the determinant of the key matrix K and gcd(a,b) denotes the greatest
common divisor function, determining the greatest common divisor of the integers a
and b. Suppose the sender and receiver want to exchange a secret key using HC; they
share securely a non-singular invertible key matrix K. If sender wants to encrypt a
plaintext vector, P, she gets the cipher-text vector, C, as follows:

C=K.P mod N (4.6)
The receiver decrypts the cipher-text vector C by

P=K’.C mod N (4.7)
Where K™ is the inverse of the key matrix K and N is the alphabet cardinality. For
existence of K™, we require K to satisfy (4.5).

4.4 Diffie-Hellman Algorithm

The implementation of Diffie-Hellman, the two parties sender and receiver, when
talking by a channel they must to be secure, sender and receiver agree on positive
whole numbers p and g, such that p is prime and q is a generator of p. The generator
g is a number that, when raised to a positive integer power will be less than the prime
number p. Any two entire numbers do not produce the same outcomes. The value of

p must be large be while the value of q is normally small.
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Once sender and receiver have agreed on p and q in secret, they select their
individual keys x and y, both less than the prime number p. Neither sender nor
receiver shares their individual key with anybody; ideally they memorize these
numbers and do not write them down. Subsequent, sender and receiver compute
public keys x* and y* on their individual keys in step with the formulas;

X*=q“mod p

and

y* =g¢’mod p

The two users can share their public keys x* and y* over a communications channel
assumed to be insecure. From these public keys, a number z will also be generated
for both sender and receiver based on their own private keys. Alice computes z
utilizing this method.

4.4.1 Example

After the secret key has been generated by Quantum Shift Register between sender
and receiver, we apply the DH algorithm to match the key between sender and
receiver and eliminate the man in the middle attack by using the public values |P)
and |g) and secret values of |x) and [y). The example below shows the process of

matching.

« Alice and Bob agree to use a prime basis |P)=|10111), (the basis p are selected
from matrix of QSR). Transform the binary bits of |P)to decimal value, Then |P)=

123).
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* Alice and Bob agree to use a base |g)= [10111) (the basis g are selected from
matrix of QSR). Then the binary bits of g are transformed into decimal, giving |g)=

|5) (which is a primitive root modulo |23)).
« A secret basis chooses by sender |x)=]10111), (where the basis x are selected from

matrix of QSR), transform the binary bits of |x) to decimal value, then |x)= |3).

Alice compute [4) = |g*mod p ) = |53mod 23) = [10) and sends it to Bob.

* Bob chooses a secret basis [y)=[00010), (where the basis y is selected from matrix
of QSR), transform the binary bits of |y)to decimal value, then |y) = |2). Bob
computes |B) = |g”mod p ) = |52mod 23) = |2) and sends this to Alice.

+ Alice computes |K,) = |B* mod p) = [23mod 23) = |8), where |K,) the key of
Alice.

+ Bob computes |Kz) = |A¥mod p) = [10%°mod 23) = |8) (where |Kz) the key of
Bob).

« Alice and Bob now share a secret |K,)= |Kg)=|8).

* The secret exchange key between Alice and Bob is |8). The key |8) corresponds to

191) D 196) D 190) D 192> D g7) D 1g3) D Igs) while non existing values are

ignored in the matrix.

* The g’s represent Row numbers and the corresponding bits 0, 1 will be selected by
the related parties to produce a key.

4.5 Quantum Encryption Algorithm

The algorithm is divided into three parts namely: encryption, transmission and

decryption.
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4.5.1 Encryption Part

Encryption process as it is shown in the figure 4.7 includes the following steps,

Ml H A
M Clh>EM—]5S >
1A C
X
O — QC
R
Q 0
5 1T
R P
Figure 4.7: Encryption Process

e The size of the QSR matrix depends on the length of the message.

e Construct encoded QSR matrix by the operation X — OR between the rows
(basis).

e Generate the secret key between Alice and Bob using authentication DH key
exchange. Alice and Bob match the values of two values P and G, where G is a
generator of P and P is a prime number. Then, we apply the DH algorithm to
match the key between Alice and Bob.

e The secret key should be read from left to right, segment the secret key to five
bits based on standard alphabets (26 letters) such that the first segment is
represents a;; and second segment represent a;, and so on. Put the values a;1, aj»,
... in to a matrix. This matrix represent matrix key of HC (K).

aixr aiz -+ Aim
am1 | am2 ar;m
» Encoded the message by using matrix key of HC (K) by the relation

|[E M) = |(M X K)mod 26).
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« Generate the quantum one time pad (OTP) key between Alice and Bob.

« To construct quantum ciphertext, using the formula

QC)= |E M) @ |0TP). (4.8)
4.5.2 Transmission Part
The communication process as it is shown in the figure 4.8 between Alice and Bob

includes two main parts:

Alice Bob

Authentication DH-Key Exchange

Secret Key Dublic CT l
ac ublic Channe

o BBS4

Secret Key
Qc

1P

¥y ¥5

Figure 4.8: Transmission Process

4.5.2.1 Generate Quantum OTP Key

The first step in BB84 is quantum transmission. Alice generates a random bits (O or
1) and then selects one of her two basis’s (rectilinear or diagonal in this case) to
transmit it in. She then prepares a photon polarization state depending both on the bit
value and basis, as shown in section 3.8.

4.5.2.2 HC Matrix Key

Alice and Bob generate the same rows from encoded QSR matrix Subsequently they
have the same bits (0,1) based on DH algorithm as shown in section 4.5.

4.5.3 Decryption Part

Decryption process as it is shown in the figure 4.9 includes the following steps:
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Figure 4.9: Decryption Process

e Bob decrypts the encoded message after receiving the OTP key using

IDM) =1QC) @ |0TP). (4.9)

e After Bob receives the HC-matrix key as a sequence of bits, he segments
these bits to five bits five bits to generate the matrix. With the inverse of
matrix we get the original plaintext by a

M) = |(DM x K~1) mod 26). (4.10)
4.6 Example
In this example, we will provide how to generate the secret and quantum keys,

encoded the message and construct the quantum cipher-text.

Step 1: Generate the secret key using the authentication of DH key exchange as
shown in section 4.5. Suppose that Alice and Bob match the key Ka = Kg =
|105644).

Step 2: Encoded the message

The key that has been agreed between Alice and Bob, Alice converts it into binary
and then divides the bits into portions of five bits (standard alphabet=26). The key of
Alice becomes K, = [00011001110010101100). Then we convert each string of
five bits length to corresponding decimal value.

|00011) - [3) = an
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|00111) — |7) =as
100101) — |5) =a
101100) — |12) =az
Then we convert it to a matrix as follows:
[Zi :Z] - [3 172]
If we have plaintext, P=he, then encoding message |E M) = Ka XP.
[g 172] % [2] - [15090mmOodd2266] - [272] = 3]
|E M) = |gv) =[0011110110).
After that we match the quantum key between Alice and Bob as shown in the

example in section 3.8:

Following table 4.1 and 4.2 clarify matching quantum key between Alice and Baob.

Table 4.1: Preparation of photons by Alice

Random bits 0| 1 1101 0 0 1 1 1
Basis X | + + | x| + X X + | + +
Photon Polarization N =] 2/ N 2N T —

Table 4.2: Measurement of photons by Bob
Measuring basis X |+ | + | x| + X X + | + | +
Photon Polarization 211 N o | KN 2|17 |-
Shared Secret Key 0|1 0| 1 0 0 1 1

e

Alice and Bob matching the OTP quantum key (shared secret key).
OTP=00110100111)
Alice will to construct the quantum cipher-text using the one time pad as:

|0C) = |E M) @ |0TP) = |0011110110) @ |0110100111) = [0101010001)

45



Then the cipher-text is sent to Bob, where Bob first decrypts the cipher-text using the

one time pad key as:

IDQC) =|QC) @ |0T P)=0101010001) € |0110100111) =|0011110110)
Then the binary message is splitter into a sequence of five bits and converts each 5
bit chunk to the corresponding letter getting:

IDQC) = |gv).
After that the matching quantum key (OTP) between Alice and Bob. Then we can

represent [DQC) as

7
lgv) = [22]
With
3 7
Kp = [5 12]'
Bob find the inverse key,
1 _[12 19
Kz _[21 12
Decoding message
IDM) = Kg* |gv)

|DM) = Bi 3] [272] = [g]

which corresponds to [g]

4.7 Security Analysis of Proposed Algorithm
The proposed quantum encryption algorithm is unconditionally secure against all the
attackers classical and quantum. This algorithm relies on security of quantum key

generated from Modified BB84 protocol and classical key generated by
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authentication DH algorithm. This algorithm is unconditionally secure, as we will
show this in the following:

e The MBB84 has been shown to be unconditionally secure in the previous
section.

o If Eve gets a quantum cipher-text created with the One Time Pad, where the
One Time Pad is the only known classical cipher that is known to be
unconditionally secure, then there is no way in which they can find the
corresponding plaintext or key. Since the key is random and has the same
length as the plaintext, there is no information in the cipher-text (such as the
frequency of letters) that the Eve can use to determine the plaintext/key. Also,
even if a brute force attack could be applied, where Eve decrypts the cipher-
text will all possible keys, Eve has no chance to retrieve the plain text from
the cipher text. This is because a brute force attack will produce many

potential plaintexts that make sense to the Eve.

e Eve does not have enough information to determine the plaintext from the

cipher-text. Because of there is no relation between plaintext and cipher-text.

e The process of finding the plaintext from the cipher-text includes solving a

mathematical problem that is just too difficult for Eve.

e The known-plaintext and chosen- plaintext attack are unfeasible because Eve
has no chance to know the correspondence of cipher-text and plaintext. This

property results from the uncertainty principle in quantum mechanics.
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e The Trojan horse attack cannot gain any useful information. The Trojan
horse attack may be created from the drawback of structure of the system. For
instance, algorithm, protocol, program or device. The idea of a Trojan horse
attack is that the Eve can sneak in any system easily and can get useful
information from the system and then break this system. This kind of attack is not
only in classical cryptography but also exist in quantum cryptography as well.
The concept of non-orthogonality in the quantum cipher-text makes the attack of
the Trojan horse senseless and will not get any useful information even if it
sneaked in the encryption system. For instance, the Trojan horse will return
available information 0 and 1 when the cipher-text is in state |0) or |[1). However,
when the cipher-text is in states |+) or |—), there is no determined return

information.
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Chapter 5

CONCLUSION

In this thesis, we have identified that the original BB84 protocol proposed by Bennet
an Bassard is inefficient with respect to the number of sent and finally agreed bits.
Statistically, only one out of four bits can be negotiated successfully. By elimination
of the classical channel in the original BB84 protocol, we proposed the modified
BB84 protocol. As the original BB84 protocol has been proven to be unconditionally
secure to any types of attacks, the modified BB84 protocol conserves this property.
Based on the MBB84 protocol one can design a huge number of hybrid
cryptosystems, combining classical symmetric key cryptography with the Quantum
Key Exchange using MBB84. Furthermore, it was shown how to generate the key
matrix using the Quantum Linear Feedback Shift Register, discussed in chapter 4. As
one example of a hybrid cryptosystem, we used the MBB84 to negotiate the One-
Time-Pad key, then we exchanged the key matrix generated out of the Quantum
Linear Feedback Shift Register for the Hill Cipher algorithm using Diffie-Hellman
authentication. Finally, the encoded message is XOR’ed with the One-Time-Pad key
already negotiated using the modified BB84 protocol. The cipher-text is transmitted
over a public channel. The decryption and decoding is conducted using the inverse
operation of encryption and encoding. The security analysis of the overall encryption
process is presented in chapter 4.7. It shows that none of the possible attack methods,
neither classical, nor quantum mechanical lead to success, and that this proposed

encryption algorithm is unconditionally secure.
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