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ABSTRACT

In this thesis, taking into consideration of performance-based and security issues, we
suggest a set of secure and lightweight AKA methods for LTE network and LTE-
enabled 10T applications named Robust Evolved Packet System-Authentication and
Key Agreement (REPS-AKA) protocols. Accordingly, we presented five security
approaches called REPS-AKAL, REPS-AKA2, REPS-AKA3, REPS-AKA4, and
REPS-AKAS. The REPS-AKAL protocol is presented in chapter 3 to satisfy the
security requirements of the LTE system. Then, new handover mitigation named
REPS-AKAZ2 is also suggested in chapter 4 to provide backward and forward key
separation and satisfy important security requirements in the X2 handover. In chapter
5, the REPS-AKAZ protocol is presented to settle the security issues in LTE networks.
The suggested approach combines the asymmetric and symmetric encryption methods
to provide a strong mutual authentication between involved nodes. In chapter 6, we
proposed REPS-AKA4 method as a set of safe and fast authentication protocols during
the first attachment, n" attachment, and Inter/Intra handover in LTE-WLAN
Interworking (LWI) systems. In addition, we suggested a lightweight group-based
AKA method for 10T applications called REPS-AKAS protocol in chapter 7. The
proposed method presents a strong mutual authentication between involved nodes and
ensures strong identity protection of the 10TDs. The suggested approach also presents
considerable confidentiality in the user/control plans using an optimized combination
of symmetric/asymmetric keys. We verified the proposed AKA protocols by using the
AVISPA, Scyther tools, and BAN logic to check that the REPS-AKA methods are
resistant to different known security attacks. Furthermore, we evaluated our method

based on performance metrics. The considered results are shown that compared with



other AKA methods, the proposed methods provide better performance in terms of
computational cost, and signaling overhead. Hence, the REPS-AKA approaches are
able to achieve not only defined security requirements but also a considerable

improvement in network performance.

Keywords: M2M communication, LTE Security, AVISPA tool, BAN logic, Group-
based authentication, 10T systems, Subscriber identity, and EPS-AKA protocol,

Mobile Communication, Mutual Authentication.



0z

Bu tezde, performansa dayali ve giivenlik konularin1 dikkate alarak, LTE ag1 ve LTE
ozellikli IoT uygulamalar igin Robust Evolved Packet System-Authentication and
Key Agreement (REPS-AKA) adi verilen bir dizi giivenli ve hafif AKA yontemi
Oneriyoruz. Buna gore, REPS-AKA1L, REPS-AKA2, REPS-AKA3, REPS-AKA4, ve
REPS-AKAS adi verilen bes giivenlik yaklasimi sunuyoruz. Bolim 3’te, LTE
sisteminin glivenlik gereksinimlerini karsilamak i¢in REPS-AKAL protokoli
sunulmustur. Daha sonra, yeni gegis islemi ad1 verilen REPS-AKAZ2, geriye ve ileriye
dogru anahtar ayrimi saglamak ve X2 gegisinde dnemli giivenlik gereksinimlerini
karsilamak i¢in Boliim 4’te Onerilmistir. 5. bélimde, REPS-AKAS3 protokoli LTE
aglarindaki giivenlik sorunlarini ¢dzmek igin sunulmustur. Onerilen yaklasim, ilgili
cihazlar arasinda giiclii bir karsilikli kimlik dogrulama saglamak i¢in ortak anahtar ve
simetrik anahtar yontemlerini birlestirir. 6. Bolimde, LTE-WLAN sistemlerinde ilk
baglanti, n’inci baglanti ve inter/intra aktarim sirasinda bir dizi giivenli ve hizh
dogrulama metodu olarak REPS-AKA4 protokoliinii nerdik. Onerilen REPS-AKA4
protokolii, yalnizca giivenli bir inter/intra kimlik dogrulamasi degil, ayn1 zamanda
AKA prosediiriiniin performansini arttirabilen LWI sistemi i¢erisinde etkin bir yeniden
dogrulama yaklasimi saglar. Ek olarak, 7. bolimde REPS-AKAS protokolu olarak
adlandirilan IoT uygulamalar ic¢in hafif grup-tabanli bir AKA yontemi Onerdik.
Onerilen ydntem, ilgili diigiimler arasinda giiclii bir karsilikli kimlik dogrulama sunar
ve IoT cihazlari igin giiclii kimlik korumasi saglar. Onerilen yaklasim ayn1 zamanda,
optimize edilmis bir simetrik/asimetrik anahtar kombinasyonu kullanan
kullanici/control planlari i¢in 6nemli Sl¢iide gizlilik sunar. REPS-AKA yontemlerinin

bilinen farkli giivenlik saldirilarina karsi direngli oldugunu kontrol etmek igin



AVISPA, Scyther araglar1 ve BAN mantigin1 kullanarak 6nerilen AKA protokollerini
dogruladik. Ayrica, yontemimizi performans metriklerine gore degerlendirdik. Ele
alinan sonuglar, diger AKA yontemleriyle karsilastirildiginda, onerilen yontemlerin
hesaplama maliyeti, ve sinyal yilikii acisindan daha iyi performans sagladigini
gostermektedir. Bu nedenle, REPS-AKA yaklasimlari, yalnizca tanimlanmis giivenlik
gereksinimlerine ulagmakla kalmaz, ayn1 zamanda ag performansinda da dnemli bir

gelisme saglar.

Anahtar Kelimeler: Makineden Makineye iletisim (M2M), LTE Giivenligi, AVISPA
aract, BAN mantig1, Grup-tabanli kimlik dogrulama, IoT sistemleri, Abone kimligi,

EPS-AKA protokolii, Mobil iletisim, Karsilikli kimlik dogrulama.
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Chapter 1

INTRODUCTION

Nowadays, Internet of Things (loT) technologies become popular considerably. The
0T systems connect several smart devices to provide the required services. The 0T
applications employ Machine to Machine (M2M) or Machine Type Communications
communication (MTCs) to meet the requirements of 10T applications. To develop IoT
systems, one of the most important challenges is providing a proper security level for
each 10T Device (1oTD). The loT systems are effective and popular when all the 1oTD
are verified successfully. The LTE network is an appropriate network for 10T systems.
One of the most important objectives of an LTE-enabled 10T network is to manage a
great number of 10T Ds with a proper level of security. When plenty of loTDs connects
to the LTE network simultaneously, all the 10TDs need to run a full AKA process,
which might make problematic signaling congestion. Thus, supporting a great number

of 10TDs is a fundamental requirement of 10T systems.

The introduction chapter is reviewed in four sections. In section 1.1, the architecture
of the LTE network has been mentioned. We focus on needed infrastructure (i.e.,
nodes) which are related to security mechanisms in LTE networks. In section 1.2, the
standard AKA method of LTE network is presented. Then, in section 1.3, we present
security loopholes of LTE system. In addition, the main contributions of our academic

thesis are given in section 1.4.



1.1 Architecture of LTE network

We explain architecture of LTE network as shown in Figure 1 [1-5]. The LTE system
includes Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and

Evolved Packet Core (EPC) [1-25].

Internet

F o S6a F g
$1-C il H|| g

Radio Network (E-UTRAN) Evolved Packet Core (EPC)

Figure 1: LTE architecture

In the E-UTRAN, User Equipment (UEs) are connected to evolved Node B (eNodeB),
while the EPC section contains different LTE nodes to connect UEs to the Internet.
The main components of the LTE system are listed as follows [4-15]:

eNodeB: The eNodeBs are the access points of an LTE network that handle the
wireless communications in the network. The eNodeBs are directly connected to EPC
(i.e., LTE core network) using the S1 interface. The eNodeBs are responsible to
control/manage the wireless radio channels of LTE network. Each eNodeB can be
interconnected with another one through the X2 interface, especially during handover
procedures. We can categorize LTE access points into two main types including
common eNodeB and Home Evolved Node B (HeNB). The HeNB works as a low-
power eNodeB like a WiFi access point in wireless LAN in a small office. It can
improve indoor LTE coverage and the speed of data uploading/downloading. Wide

Area Networks (WANS) such as the Internet need to be used to set connections



between each HeNB and other common eNodeBs. Each eNodeB is an active entity of
the security architecture of the LTE network, and it plays an important role in AS
Security Context (in LTE-AKA procedure). In the AS security context, main session

keys are generated to provide integrity and confidentiality of transmitted data.

PDN Gateway (P-GW): The P-GW is a bridge between the LTE network and external
IP-based networks to transfer the UE’s traffic. It is responsible for some services such
as IP allocation/reallocation, and data filtering. It makes a connection between UEs
and external Public Data Networks (PDNs) when it works as an exit/enter point for
infoutput traffic. Moreover, to access several PDNs, LTE mobile users (i.e., UES)

might need to use different P-GWs.

Serving Gateway (S-GW): This node is responsible for routing and forwarding the
UE’s packets. The S-GWs control the mobility of UEs between different eNodeBs in
the LTE system. It is a connection between eNodeBs in E-UTRAN and P-GW in the
LTE network to manage UE’s mobility. Moreover, the S-GW can help inter-eNodeB
handovers in order to make mobility services between LTE users and other

communication networks (e.g., 2G and 3G systems).

Mobility Management Entity (MME): This is the most important LTE node that
controls security functionalities. Importantly, this node performs the challenge-
response procedure of the EPS-AKA method. The MME node is placed in the serving
network named visited network. It is responsible for Access Security Management
Entity (ASME) to handle LTE security context. Additionally, Non-Access Stratum
(NAS) security context covers the security of communications between MME and the
UE. When each UE makes a connection to the LTE core network (i.e., EPC), the MME
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node very firstly requests the needed authentication information from the HSS in home
network of subscribers. The MME needs the security information of each UE to run

the AKA procedure with the attached UE.

Home Subscriber Server (HSS): This node is a central database containing UE’s
AKA parameters. The HSS forwards EPS Authentication Vector (EPS-AV) towards
the MME in the EPS-AKA protocol. This node stores not only the security information
of the LTE users but also generates the Authentication Vectors (AVs) and main keys
which are used in AKA process. In addition, it stores LTE device information used for

device triggering and authorization purposes.

Policy and Charging Rules Function (PCRF): This entity supports the service
policies of LTE systems. It also manages and controls data sessions. All the quality of
service (QoS) rules are distributed to P-GW by the PCRF which provides
control/management of LTE services. In addition, the PCRF helps to provide an
opportunity for other mobile users in other networks to connect to LTE users.

1.2 Security architecture of LTE system

The 3rd Generation Partnership Project (3GPP) defined the EPS-AKA as a standard
security protocol for LTE system. It performs challenge-response mechanisms
between the UE on behalf of user and MME on behalf of the network as shown in
Figure 2 [5-12]. The steps of the EPS-AKA method are illustrated as follows [12] [20-

45]:
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Figure 2: Standard EPS-AKA

1. UE & MME (Attach_Request message): The UE receives user identity request
as beacon message from eNodeB and forwards its International Mobile Subscriber

Identity (IMSI) to network side (i.e., MME).

2. MME - HSS (Auth_Info Request message): The MME receives
Attach_Request message from UE and checks the received IMSI. Then, MME attaches
its Service Network Identity (SNID) to Auth_Info_Request message and forwards it

to the home network (i.e, HSS).

3. HSS > MME (Auth_Info_Response message): The HSS gets Auth_Info_Request
message and checks the IMSI and the SNID values. Then, it generates an
Authentication Token (AUTN), a master key for encryption (KASME), a Random
number (RAND), and an expected response (XRES) for each authentication vector
(i.e., EPS-AV). The HSS sends them to the MME. The HSS employs the secret key of
user (i.e., K), and two types of security functions to make AVs. The f1, and f2 are

authentication functions; and the 3, f4, and 5 are key generation functions.
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4, MME - UE (Auth_Request message): When the MME gets
Auth_Info_Response message from HSS, it forwards Auth_Request message
including a RAND and an AUTN to each UE. The MME selects another AV (i.e.,

unused parameters) for next AKA procedure.

5. UE = MME (Auth_Response message): When the UE gets Auth_Request
message from the MME, it calculates the value of the expected Message
Authentication Code (XMAC). Then, the UE compares the calculated XMAC with the
received one in AUTN to verify network side. After a successful verification, the UE
produces the Response (RES) and forwards this value to the MME using

Auth_Response message. Then UE generates the master key (i.e., KASME).

6. MME: The MME compares the received RES with saved XRES to confirm this
match, then it sends a success message to the target UE. This message means that AKA

procedure is done successfully.

The general procedure of the proposed AKA protocols (i.e., REPS-AKA methods) is
the same as EPS-AKA protocol. It means that there is no need for additional nodes in
the proposed protocols. Thus, all REPS-AKA methods can be adapted to existing LTE
infrastructure. In addition, signaling overhead (i.e., number of transmitted messages),
and receiver/transmitter nodes for each step of our presented methods are the same as
EPS-AKA protocol. In the proposed methods, we generate needed keys and
parameters by the embedded key which is set in manufacturing time. We have the
same approach in EPS-AKA method. In addition, we employ different random

numbers to generate our security parameters. In EPS-AKA method, we also use a



random number. The procedure of key and parameter generation are different in our

proposed methods and EPS-AKA protocol.
1.3 Security loopholes of LTE network

We present the security vulnerabilities of the EPS-AKA as follows [12] [30-65]:

IMSI cracking: The user’s identification is the first step in AKA protocols. The
identification step in EPS-AKA is performed by transmitting the user's IMSI in
plaintext form over the LTE channel. Thus, attackers can extract the IMSI parameter
in an specified area. Capturing a user’s identifier (i.e., IMSI) allows the attackers to
detect the UE’s location. In addition, the adversary might extract the user’s temporary
identifier which sent over an unsecured air interface in the LTE network. When the
victim (LTE user) tries to connect to a fake eNodeB (i.e., attacker’s node), this eNodeB
can force the UE to transmit its main identity (i.e., IMSI). Thus, the adversary recovers

transmitted information and can trace the LTE users.

Lack of mutual authentication: In EPS-AKA, the authentication is indirect. The UE
uses AUTN to authenticate the HSS, and the MME checks RES to confirm the UE.
However, the UE cannot verify the MME on one hand, and the MME cannot verify

the HSS on the other hand.

Man in the Middle (MitM) attack: An adversary can send a fake Attach_Request
message using a valid UE’s identity (from a captured user) to the MME. At that time,
the MME forwards authentication parameters (i.e., RAND and AUTN) back to the
intruder. Then, the attacker waits for an Attach_Request message from that genuine
UE. The UE requests a new attachment, and the attacker sends previously received

authentication parameters to the victim UE. Therefore, the attacker authenticates itself



to the victim UE as a genuine network node. By running the MitM attacks, an attacker
can make an unsafe connection between the two LTE entities and start to
modify/intercept/remove transmitted messages in data and control planes. The MitM
attacks in LTE systems are feasible because authentication procedures among the

communication nodes are handled in one direction.

Unprotected Wireless Interface: The wireless interface in the LTE network is always
at risk of security threats such as manipulation and eavesdropping on user’s packets.
For example, the UE forwards an Attach_Request message to the LTE nodes based on
EPS-AKA method. The Attach_Request message is transmitted over an unsafe
wireless channels. If a malicious attacker eavesdrops on these channels, s/he can

perform serious attacks such as MitM attacks.

SNID leakage: In the Auth_Info_Request message, the MME transmits its SNID to
the HSS in plaintext form through the LTE channels. An attacker can capture the

Auth_Info_Request message to detect the identity of the involved MME.

DoS attacks: The Denial of Service (DoS) attack prevents legitimate UESs from using
the requested services in the LTE network. The LTE system allows unprotected
transmissions during the AKA procedure. Thus, a malicious attacker can launch
various active attacks against the unprotected AKA messages. Consequently, the UE

can not obtain its requested services.

Replay attack: Replay attacks were in previous generations of networks (e.g., GSM,
and UMTS) and are still possible in current LTE networks. In the LTE system, an

attacker can capture the authentication parameters (i.e., RAND and AUTN)



transmitted by the MME and replay them to the victim UE. Thus, an attacker can find
the presence of the victim UE by checking the received message. Hence, the current

AKA method is vulnerable to this security attack.

Redirection attack: In the EPS-AKA method, there is not an strong mutual
authentication among the LTE nodes. Thus, an adversary can place a fake eNodeB that
will be seen as a legitimate one in the network. Then, the rouge eNodeB (i.e., attacker)
sends the AKA messages to the victim UEs. Thus, this rouge eNodeB can redirect the

UE’s request message to the fake LTE system.

Bandwidth consumption and overhead storage issues: The bandwidth consumption
between HSS and MME can be very high. This issue is a performance-decreasing
factor in EPS-AKA protocol. In addition, when the UE resides in the coverage of of
MME node for a long time, it may use all its saved EPS-AVs. Then, the MME requests
another set of EPS-AVs from the HSS again. This generates more bandwidth
consumption among LTE nodes. This issue also makes more storage overhead at the

MME’s database because it needs to save more EPS-AVs.

Single-key dependency: In the EPS-AKA scheme, the security of the LTE networks
is based on a single symmetric key (i.e., K) pre-shared between the UE and the HSS.

Therefore, if attackers extract this key, all dependent keys can be extracted.

Issue of KFS and KBS: The Key Forward/Backward Secrecy (KFS/KBS) is an
important issue in AKA methods. In the EPS-AKA protocol, the eNodeB generates

the new keys for AS layer from the current key (i.e., KeNB). When the eNodeB is



captured, the dependent keys can be retrieved. Thus, the KFS/KBS feature can not be

satisfied in the standard EPS-AKA protocol properly.

Tracking temporary identity of LTE users: In the LTE system, each UE has a
Globally Unique Temporary ID (GUTI). These GUTI values are assigned to the LTE
devices (i.e. UEs) by the MME node. If the GUTI values are not updated regularly, an
attacker can monitor them. And if the attacker finds GUTI, s/he can use it to trace
targeted UE. Then, by monitoring the LTE’s user, when it connects to the attacker’s
server, the attacker can extract important information from users. This occurs when

LTE’s user logins into a fake website controlled by that attacker.
1.4 Thesis contribution

The key contributions of our thesis are listed as follows:

1. In this research, we evaluate and categorize the most important security issues in
LTE network and LTE-enabled 10T systems. Taking into consideration the important
performance and security issues, we present five security protocols for LTE systems

and LTE-enabled IoT applications as shown in Figure 3.

For For For For For
LTE systems LTE systems LTE systems LTE-WLAN LTE-enabled
(AKA) (Handover ) (AKA) (LWT) systems IoT systems
REPS-AKA1 REPS-AKA2 REPS-AKA3 REPS-AKA4 REPS-AKAS

|

Figure 3: Overview of proposed REPS-AKA protocols
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2. The presented methods provide strong mutual authentication and proper key
management between user side (i.e., UE or loT device) and the network side. The
suggested methods generates a set of security parameters in each involved entities to

satisfy the node’s privacy during the authentication procedure.

3. The proposed AKA protocols follow the characteristics of the 3GPP standards (i.e.,
current LTE system) by using Symmetric/Asymmetric key infrastructure and
calculated security parameters. These security approaches solve single key issue by

generating the secret keys based on random values and some security parameters.

4. The presented protocols provide the unlink ability in the LTE networks and LTE-
enabled IoT systems. Thus, they satisfy the KFS/KBS for involved nodes. By proposed
security methods, a secure session key can be generated between UE and eNodeB to

establish a safe communication in the LTE system.

5. The suggested methods considerably improve performance metrics such as
bandwidth consumption, computational cost, signaling overhead, and storage

overhead. Thus, they can provides a suitable QoS level in the systems.

6. Formal security analyses of the presented methods are accomplished by using BAN
logic, Scyther, and AVISPA tools. The evaluation results prove that the presented
methods satisfies all defined security goals and the protocols are resistant to known

security attacks.
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Chapter 2

LITERATURE REVIEW

The literature review of this thesis is presented in three sections. A general description
of used security verification tools is provided in section 2.1. A set of important related
works in LTE security methods is presented in section 2.2. Then, in section 2.3, we
review several group-based security protocols in LTE networks which can be

presented for LTE-enabled lIoT systems.
2.1 Simulations and security tools

Designing security protocols is one of the most important subjects in both industrial
and academic environments. Each protocol needs to work under worst-case scenarios
in open networks such as the Internet. Accordingly, verification tools to support
analysis of security protocols are important point in improving and development of
security protocols. There are several appropriate verification tools to check AKA
protocols based on defined security goals. In this thesis, we selected AVISPA, Scyther,
and BAN Logic as our simulation/verification platforms. Thus, we provide a general
description of these security tools/logic in this section [12-16] [32-49].

2.1.1 AVISPA verification tool

The AVISPA is a strong pushbutton tool for verification of security methods. It
employs a modular language to modeling security methods and the security goals. By
using this tool, we can verify a large set of network security protocols, this prove that

the AVISPA tool is the state of the art for verification of different AKA protocols.
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The AKA protocols need to be written in HLPSL which is High-Level Protocol
Specification Language. The HLPSL is a modular language to present intruder models
and security properties. These points make HLPSL an appropriate option for
specifying academic and industrial scale security protocols. The HLPSL code must be
translated into an Intermediate Format (IF). The IF is a lower-level language in
abstraction viewpoint. The HLPSL codes are converted into the IF by means of
HLPSL2IF translator as shown in Figure 4. The IF code is utilized as an input to the
back-ends part of the AVISPA tool. There are four main back-ends modes in AVISPA
including Tree-Automata-based Protocol Analyzer (TA4SP), SAT-based Model-
Checker (SATMC), On-the-fly Model-Checker (OFMC), and CL-based Attack
Searcher (CL-AtSe). These back-ends can verify that whether a presented method is

safe or not according to the defined goals.

HLPSL
I HLPSL2IF I
IF
l I l
I OFMC I ATSE l SATMC I TA4SP |
3
Execute l

Figure 4: Four backends of AVISPA tools

We employ the AVISPA animator named Security Protocol Animator (SPAN) to write
the HLPSL codes of the protocol. The SPAN is designed to help developers in writing
HLPSL codes. It simulates the security attacks by modeling an active intruder. If a
security attack is found on a modeled protocol, the SPAN displays it by a message
sequence chart. The AVISPA uses Dolev-Yao attack model to check AKA protocols.

In this model, we assume that the system is completely monitored by an attacker.

13



2.1.2 Scyther verification tool

The Scyther is another verification tool for formal security analysis. This security tool
Is used to find security issues that launch from the way the modeled method is
implemented (based on defined cryptography assumption). The Scyther can provide
useful evaluation results even in the situation that there is no attack. In these cases, the
evaluation results have a output result like a bounded verification tool. In addition, this
tool provides different classes of protocol behavior in particular for classes of attacks.
This verification software can facilitate so-called multi-protocol analysis.
Accordingly, this tool can be successfully used in academic and industrial
environments. The proposed protocols are modeled in SPDL which is Security
Protocol Description Language and it is based on the operational semantics. By using
SPDL in Scyther tool, we can define different security properties which are
implemented as claim events. For instance, we can define a specified claim to prove
that a transmitted parameter is confidential (secrecy). Then, the Scyther can check this

cliam to verify modeled protocol.

Each verification tool covers one or more security model. The Scyther tool uses Dolev-
Yao’ adversary model to check AKA methods. In the Scyther tool, the cryptographic
functions are assumed to be perfect. Accordingly, the adversary cannot extract
anything from encrypted messages unless s/he learns the secret keys. Based on Dolev-
Yao model, there is no need to formalize the abilities of an adversary in our modeled
protocols [47]. In the Scyther tool, an attacker (presented by “A4”) can check
tranmtitted messages on the network communication. In this section, we mention how
an attacker “A” extracts new transmitted data. We can assume that “N " is the attacker’s

knowledge, and “/” is a function which we use to make the relations among different
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sets of “N . In addition, “k”” can be a secret key where “k 1 is its reverse. Accordingly,
“k > equalsto “k” in symmetric key infrastructure. The concatenation of terms xi and
Xj can be presented by (xi, X;). Accordingly, there are some assumption in Scyther: x
€N =N+ x:ifxisanitem of N, A (i.e., N) knows X; N + (X1, X2) = {N + X1, N + X2}: if
A (i.e., N) knows (x1, x2), then A (i.e., N) knows both terms x1 and x2; {N r X1, N + X2}
=N+ (X1, X2): If A (i.e., N) learns both x; and x2, A (i.e., N) Knows (X1, X2); Ar<i<s F Xi
= N+ f(xg, - ,Xs): if A (i.e., N) knows all xj (1 <i <s) and f is a general (i.e., public)
function, then A (i.e., N) is able to generate the output of function (i.e., f) by using the
input xg, -+, Xs; {N + X ,N r &} = N+ {X}«: if A (i.e., N) learns message (i.e., x) and valid
key (i.e., k), A (i.e., N) is able to make encrypted message (i.e., {x}); {N+ X}, N+ k-
11 =N+ x: if A (i.e., N) learn the encrypted message (i.e., {x}«) and the key k 1, A (i.e.,
N) is able to decrypt cipher text and extract corresponding plaintext (i.e., x). Thus, an

attacker A which has above information is able to monitor tranmistted messages.

In the Scyther, we need to define different claims to specify security requirements. The
security claims which are used in our protocol verification are Alive, Nisynch,
Niagree, and Secret. Alive claim is a kind of authentication. Based on Alive claim, a
given communication party (R) has executed some specified events (e.g., claim(R,
Alive)). The modeled protocol guarantees to a node X aliveness of another node Y if,
whenever X (as initiator) completes a given run of an AKA protocol, seemingly with
node Y (i.e., as responder), then Y has previously been running the protocol. Nisynch
claim can be defined to prove that received messages of R are sent by a node X (as
sender) and are received by another node Y (as receiver). The Nisynch is defined as
claim(R, Nisynch). In Secret claim wich is defined as claim(R,secret, Q), if a term Q

is claimed to be secret, Q should be kept secret to the attacker. Based on Non-injective
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agreement (Niagree) claim, if a node X completes a protocol execution seemingly with
node Y, then X has run the protocol with X, and node X agrees with all other transmitted
values. The Scyther simulation is a well-known security verification tool that offers a
graphical analysis of modeled protocol. A general overview of Scyther procedure for

protocol verification is indicated in Figure 5.

Protocol Design | ¢y
o

!
Protocol
:— Description
l
= ‘
§
Claims

Protocol Protocol
Verification Pass _:I ‘ E- Verification Failed

Figure 5: General overview of Scyther tools

2.1.3 BAN logic

The main purpose in formally analyzing a security method is to prove the correctness
of the modeled method. The BAN logic is a well-known formal analysis for different
AKA protocols. This logic is presented by Burrow, Abadi and Needham to model the
central concepts of each AKA protocol. The BAN logic works with beliefs of
trustworthy principals running AKA protocol. The evolution of defined beliefs are
modeled as a consequence of transmitted messages between involved nodes.
Accordingly, the BAN logic works appropriately in discovering security issues and
redundancies in common used security methods. In the BAN logic, there are two times

(present and past time) which are considered for each message. The present time
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begins with the sending first message and ends with receiving last message. Each
transmitted message which sent before this time can be considered as past time [48].

For the formal evaluation of an AKA protocol, the following assumptions are assumed
including “P” and “Q” are the two nodes (i.e., principals); “Kpq” is the symmetric
key; “Kp” and “Kq” show the public keys, “Kp 1", and “Kq ! are secret keys of “P”
and “Q” respectively; “X” and “Y” work as two different statements. We provide a

list of the basic notations of the BAN logic model as shown in Table 1.

Table 1: Notations of BAN Logic

Notation | Definition

Pl=X Node P can believe “X™” : node P can be sure that “X is true
P|~X Node P can once say “X”: node P sends a message including “X”
P<oX Node P can see “X”: node P can receive a message including “X”’
P|l=X Node P has jurisdiction over “X” : node P can control “X”

# (X) “X” has not sent at any time before execution: “X” is fresh value
{X}x “X” encrypted with key K

’g p Node P uses Kj as its public key (i.e., Ky is its secret key)

p ’g 0 Nodes P and Q have shared secret key named Kpq

P é 0 Only Nodes P and Q can know the secret formula “X™

Morever, the combination of X and Y can be written as (X, Y) which is a formula in

this rule, if all mentioned X (i.e., X1 ... and X) hold, then we can assume that Y holds.
Accordingly, the other different inference rules are listed as follows: Message-

meaning: This rule works with the description of transmitted messages. We have three

K
message-meaning rules. For shared keys: % Accordingly, if P believes that

key K is shared between Q and P, and also P sees a message X encrypted by K, then P

K
P|=-Q ,P<{X}
P|=Q|~X

can believe that Q surely sent X. For public keys: 2 Accordingly, if P

17



believes K as the public key of Q, and sees a message X encrypted by K (i.e., private

key), then P Dbelieves that Q definitely sent X. For shared secrets:

Y
Pize= PPt Accordingly, if P believes that secret Y is shared between P with Q, and

P|=Q|~X

sees {X}v, then P can believe that Q transmitted X definitely; Nonce-verification: The

P|=# (X) ,P|=Q|~X

sender of a fresh message is supposed to believe it: POl

. Accordingly, if node

P believes that node Q transmitted value X in the recent run, then, node P can believe

that node Q believes X; Jurisdiction: A node can trust a node on matters delegated to

P| =Q|=X ,P| =Q|=X
P|=X

the node: .Accordingly, if node P believes that node Q has jurisdiction

over message X and believes that node Q believes X, then node P can believe message

X; Belief rules: The belief operators are characterize as follows:

P|=X ,P|I=EY P|=(X)Y) P|I=Q|=(X)Y) .
Pl=(xy) ' Pl=x ' P|=QI=x '’

Utterance rule: The "once said" operator is characterized

PI=QI~(X)Y) .

as: — = Sight rules: The property of the "sees" operators is characterized as:

P<(X)Y) P<{X}y .
pax ' pPax’

Message decryption rules: If node P receives a message encrypted by

key K, and K is shared between P and Q, then node P sees the X message (decrypted

K
message): w If node P receives a message encrypted with its public key,

K
then P can see the decrypted message: w If node P believes that K is the

public key of node Q, and node P sees a message encrypted by K (i.e., private key)

=Ko ptx},
then node P can sees the decrypted message X: %; Freshness rule: If P

believes that one (at least) component of a given formula is fresh, P can believes that

PI=#(X) .

whole formula is fresh: — X
P|=# (X,Y)

Bidirectionality rules: A shared key K or secret value

X can be used between a node P and Q in both directions as follows:

K K X X
P|=Re R/ P|=Q|=R< R/ P|=R© R/ P|=Q|=R& R/

K 4 K ' X 4 X '
P|=Rr R P|=Q|=Rr©R P|=Rr©R P|=Q|=R/&R

18



2.2 Related works of LTE protocols

Many schemes and methods have been presented to address security vulnerabilities in
LTE networks [45-93]. The suggested protocols are defined to improve the security
level of the LTE system. Still, none of them has reached a perfect and practical solution
so far. In [23], authors analyzed E-UTRAN protocols in the LTE system to show
security vulnerabilities and practical attacks in particular DoS attacks. However, the
approach required high bandwidth consumption over the LTE network. Abdrabou et
al. [26] presented a security approach based on a symmetric key named MEPS-AKA.
This protocol uses the concept of exponential key exchange. Ekene et al. [27]
suggested an new AKA scheme based on public keys. In this protocol, some security
parameters are sent in clear text, making this method vulnerable to some security
attacks. Moreover, in the suggested method, the values of RES, RAND, and AUTN
parameters are transmitted in clear text (i.e., unsafe), which leads to some security
attacks. In [29], the authors presented a new method for LTE systems. The method
solves some security weaknesses of the existing AKA protocol in the LTE system.
However, the presented method requires high bandwidth among the LTE nodes. In
addition, there are some security schemes for handover key agreements in LTE
systems. In [30], authors proposed a new authentication method to make a secure the
handover procedure between LTE system and Wireless LAN (WLAN). Han et al. [32]
proposed a mathematical model to cover the de-synchronization attack. In this paper,
authors show the security issues of handover key management in LTE system such as
desynchronization attacks. The method can minimize the effect of desynchronization
attacks but cannot be effectively prevented. Agarwal et al. [33] suggested a method to
prevent de-synchronization attacks in LTE handover. However, this proposed method

was not efficient since it cannot fully cover strong key agreement. The authors in [36]
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proposed a secure handover scheme that requires a new attach method to verify the
HSS node. In this method, they proposed a handover procedure for the LTE-Advanced
(LTE-A) systems. This scheme proposed a registration process in order to enable the
eNodeBs to verify the HSS node. Sridevi et al. [37] designed an approach for handover
key agreement to increase the security levels between eNodeB and MME. In this
paper, authors proposed a method which is device certification based scheme. The
suggested method is implemented by using MATLAB software. The authors in [8]
suggested an Efficient EPS-AKA protocol named EEPS-AKA to handle the security
problems in LTE-AKA protocol, in which, the Password Exponential Key Exchange
(SPEKE) method is used. Singh et al [11] explored different security issues like the
weak handover issues by simulating the LTE system on NS3 software. They evaluated
E-UTRAN protocols, and discovered some security threats in a real LTE environment.
In [10], a security-enhanced AKA scheme named PSE-AKA protocol is proposed.
This method is suggested to provide the privacy of LTE nodes. It could overcome some
security issues in the LTE systems. However, it has high bandwidth consumption.
Some researches proposed authentication methods for 3G-WLAN or LTE-WLAN
systems [88-93] [97]. In [88], authors presented a security approach in WLAN and
authors in [89] suggested authentication protocol for WiMAX networks. On the other
hand, mostafa et al defined an AKA method in [84] to provide suitable security level
in WLAN-LTE systems. Also, there are some other proposed security protocols for

3G-WLAN networks [90-93].
2.3 Related works of group-based protocols

In addition, some researchers presented several AKA protocols for M2M
communications in LTE networks. These security schemes aimed to achieve security

needs in loT-enabled LTE systems. Garima et al [9] suggested a group based AKA
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scheme for MTC named EMTC-AKA method. This method provides authentication
between the MTC devices and integrity for wireless channels. The evaluation results
show that suggested method can solve some securty threats in the MTC network. Lai
et al. [66] presented an E2SEC scheme for the MTC network and the LTE systems.
The method is based on the proxy signatures to provide End-to-End security for MTC
systems. The method employ EPS-AKA approach to establish authentication between
the involved MTCDs. Thus, the scheme can be vulnerable to all the security threats
which are in the EPS-AKA method. Modiri et al. [69] implemented an authentication
protocol called GSL-AKA for M2M communications. The proposed scheme can
overcome some security attacks of EPS-AKA protocols. Cao et al. [70] made a new
method called UPPGHA protocol to verify a group of MTCDs. This method can
achieve some security goals but it also suffers from communication overheads. Due to
the unprotected wireless interface, the protocol can be threaten by some security
attacks. Additionally, the method has high computational cost. Choi et al. [54]
presented an AKA protocol to improve the grouping optimization in MTC systems. In
this method, all the MTCDs and the LTE network (i.e., HSS) have a tree of binary
values to make the MTC group. In this method, the addition of each MTCDs needs
some computational cost. The protocol also uses unprotected interfaces that can be
subjected to some security issues. Yao et al. [57] presented the group based method
(GBS-AKA) to overcome some issues. However, this method fails to satisfy the
privacy of involved nodes. Cao et al. [53] defined a new AKA protocol (group-based)
named as GBAAM which uses identity-based cryptography approach. It needs to
execute a full EPS-AKA procedure for each loT node with some additional
communication cost. Hence, the GBAAM protocol has all the security threats which

are in the EPS-AKA method. Jiang et al. [52] designed a group based AKA method
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named as EG-AKA using the elliptic curve Diffie—Hellman (ECDH). The EG-AKA
method presented to protect the group identity of M2M system by setting some
temporary IDs. However, the suggested method has a high computational cost, since
it used ECDH algorithm. Lai et al. [59] proposed MTC-AKA protocol which is another
group-based method for the MTC system. The method claims that it has a less
computational cost. However, the protocol employs unprotected links that lead to some
security issues such as MitM attacks. Lai et al [58], implement a security scheme to
enhance authentication in particular for roaming services in mobile networks. But, it
cannot satisfy important security issues such as integrity. A robust security protocol is
presented in [12] for the AKA procedure in the LTE system. However, this method
has a high computational cost for the LTE-enabled 10T system. Mou et al [1] defined
an authentication protocol for LTE-enabled 10T applications. They claimed that the
suggested method improves the performance metrics such as computational overhead.
In this approach, they made two groups for each MTCD to reduce the complexity of
the system. Parne et al. [68], [42] presented two protocols named as DGBES-AKA and
SEGB-AKA to overcome signaling overhead. However, these methods generate
inadequate authentication delay, especially during a handover procedure. Cao et al [49]
presented an AKA method called as GAHAP to improve the existing handover
procedure using a new group-based method. The method can handle a group of
MTCDs in different mobility scenarios. The handover authentication is improved in
this protocol but it is subject to signal congestion when there is a huge number of
simultaneous MTCDs. To improve computational costs, Lai et al. [71] made a group
based approach named as GLARM-AKA scheme. The method is suitable for resources

of MTCDs but it is subject to impersonation attack.
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Chapter 3

MODEL 1 (REPS-AKAL1)

In this chapter, we presented the REPS-AKA1 protocol using a strong AKA
mechanism with security improvements. The proposed protocol satisfies the main
three secuirty requirements for AKA. Namely, appropriate security level, converged
AKA method, and proper QoS level. We also evaluate the REPS-AKAL protocol
according to security features by using BAN Logic, Scyther, and AVISPA tools. This
chapter is organized as follows: In section 3.1, we present the REPS-AKAL protocol
in detial. Section 3.2 evaluates the suggested method by using verification tools. The
performance evaluations of suggested protocol are provided in section 3.3.

3.1 The proposed REPS-AKA1 protocol

To avoid EPS-AKA's security issues in the LTE system, we proposed the REPS-
AKAL. The main features of the suggested approach are presented as follows:

1. The REPS-AKAL enables strong mutual authentication not only between UE and

serving network (i.e., MME) but also between LTE entities such as HSS and MME.

2. The REPS-AKAL method seriously reduces the signaling overhead and guarantees

an acceptable level of QoS in the LTE networks.

3. The REPS-AKAL is resistant to multiple security attacks including user anonymity,

traceability, and DoS in the LTE networks.
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4. Compared with standard EPS-AKA and some suggested AKA approaches, the

REPS-AKAL method has acceptable bandwidth consumption.

5. The proposed REPS-AKAL follows the standard architecture of the LTE system and

its security requirements defined in the 3GPP standards.

6. In the suggested method, we settle the problem of single key exposure using an
updatable key shared between the UE and network side. This method provides

acceptable secrecy and key freshness in the AKA process.

The EPS-AKAL method has some security loopholes corresponding to the network
secrecy and mobile users' privacy. The communication between UEs and LTE nodes
on one side and between network nodes on the other side should be protected

weaknesses. Therefore, we suggest the following modification to the original protocol:

1. The Symmetric and Asymmetric cryptography algorithms protect the

communication interfaces between the used LTE nodes in the AKA process.

2. The REPS-AKAT hides UE’s identity (i.e., IMSI) from the third parties by hashing

function (i.e., HIMSI). Then, the HIMSI is transmitted securely.

3. The UE uses New and Novel Key (NNK), which is a new calculated key. We
generate NNK by performing the XOR (i.e., exclusive or) operator on generated
Random Key (RK) and the Original Symmetric Key (OSK) shared between UE and

HSS nodes. The main contribution of this new key (i.e., NNK) is to form a robust
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secret key named as Kum between UE and MME. The Kum protects the channel

between MME and UE in the authentication procedure.

4. The UE and the HSS employ a fresh security parameter, named UE ldentifier for
HSS (UIH), to authenticate each other. The main aim of the UIH is to protect the UE

against impersonation attacks.

5. The MME and the HSS nodes in serving and home networks employ two new secret
parameters in REPS-AKA1 method. These AKA’s parameters are MME Validation
Parameter (MVP) and HSS Validation Parameter (HVP). The HSS can authenticate

MME by MVP. And The MME can authenticate HSS by HVP.

6. We use Hash of SNID (HSNID) in place of the original SNID to protect the network

identifier. The REPS-AKAL protocol transmits HSNID in the channel securely.

7. We utilize SNID and HIMSI to generate Kum which is an asymmetric key shared
among UE and MME nodes. These nodes can apply the Kum in future authentication

procedures and decrease computational cost.

8. We added another unique parameter called Home Network Identity (HNID) which

is calculated by MVP and HVP in the authentication procedure.

9. The proposed protocol has a practical feature of modifying Integrity Key (IK),
Cipher Key (CK), and Anonymity Key (AK) in a given manner so that the keys are

dynamic.
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10. To provide the acceptable level of security in the REPS-AKAL protocol, we utilize

some hash and cryptography functions as shown in Table 2.

Table 2: Cryptography functions in REPS-AKAL

Function Role Function Role

H1 Hash IMSI H11 Calculate XMA
H2 Hash Ru H12 Hash RES

H3 Hash MVP F1 Make XMAC
H4 Calculate UIH F2 Make RES

H5 Calculate Kum F3 Make CK

H6 Hash SNID F4 Make IK

H7 Calculate Kmh F5 Make AK

H8 Hash HVP AUTHFunc | Calculate AUTN
H9 Calculate HNID KDF Calculate KASME
H10 Calculate XRNK

The proposed REPS-AKAL is a hybrid method that uses Symmetric and Asymmetric

systems as shown in Figure 6. The steps of REPS-AKAL are presented as follows:

=
F n
Generate RK

NNK - (RK @ 05K ) UE MME HSS
l‘!l IMSI)

Attach_Req Msg (A1, A2)

. XHIMSI = HI (TSI )
HMVP=H3 (MVP) XHMVP = H3 (MVP )
UIH = Hd ( IMSI @ 0SK ) Anuth_Info_Req Msg (A2, A3) XHH!
Kum = H5 (IMST & NNK)
Al = { HIMSI, HRu, HMVP, Kum, { NNK }_inv ( Kpu )
| Kpm 3
A2 = {HIMSL HMVP, UTH ) _Kph v (Kpu)) Compares XUIH with UIH
Kph - RNK = HI ( UTH )
- Auth_Info_Reply_Msg (A4, AS) MA =H11 (RNK. HSNID )

()
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MAC = F1 (SQN | RAND | AMF) RNK
XRES = F2 (RAND ) RNK
AN CK = F3{ RAND } RNK
2 MA, AMF } _Kpu IK = F4 ( RAND ) RNK
AK = F5 ( RAND ) RNK.
HRES = H12 { XRES )

HMVP = H3 ( MVF )
UIH = H4 (IMSI ) OSK )
XRNK = HI0 ]
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Con MA KASME = KDF { (SQN @ AK), HSNID, CK, IK)
XMAC = FI (SQN || RAND | AMF) XRNK AUTN = AUTE
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Auth_Reply Msg (A8) Compares the values of HRES

Figure 6: Steps of REPS-AKAL1 protocol

1. UE - MME: At the beginning of AKA method, the UE calculates a Random Key
(RK) and uses the RK to make NNK by applying the XOR operator to RK and OSK:

NNK = (RK@OSK). We utilize NNK for the message authentication process. Then,
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the UE executes the hash function (i.e., H1) on the IMSI parameter to generate HIMSI:
HIMSI=H1 (IMSI). Accordingly, the IMSI value can be sent to the MME securely.
Then, UE produces a random value called Ru; this random value will approve
freshness of transmitted request message. Accordingly, the proposed method can
protect MME node against Reply attack. We Hash the Ru: HRu=H2 (Ru) to send it
securely. The UE also has a list of MVP parameters to identify MME. MVP is
distributed by eNB to all UEs in the eNB Zone. We hash it as well before transmission
(Hash of MVP): HMVP= H3 (MVP). We generate UIH as an identifier between HSS
and UE: UIH=H4 (IMSI@OSK). It is encrypted by HSS public key to increase the
security level. Then, a new symmetric key (Kum) is generated based on IMSI and
NNK that can help as a future symmetric key: Kum=H5(IMSI@NNK). Finally, the
Attach Request message includes two parts (A1, A2). The UE transmits Al including
HIMSI, HRu, HMVP, Kum, and {NNK} _inv(Kpu) encrypted by Kpm. The Kpm is
public key of MME node in LTE system. And the UE forwards A2 including HIMSI,

HMVP, and UIH encrypted by public key of HSS (Kph).

2. MME - HSS: The MME employs its private key (i.e., Kprm) to decrypt the
received message and extract the HMVP, HISMI, HRu, and Kum. The MME stores
Kum for future transactions. It needs HIMSI and HRu to protect MME from DoS
attacks. The serving MME looks for received HIMSI in its database. It checks that if
the UE is a new user or not. The MME can use HRu to specify the number of attach
requests from a given UE to this MME. If the MME finds unsafe behavior in a given
interval, it will add that UE to a black list. The MME node hashes the SNID parameter
(i.e., network identity) using the H6 function: HSNID=H6 (SNID). In this stage, a

unique symmetric key (Kmh) will be calculated based on SNID and HIMSI:
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Kmh=H7(SNID&@HIMSI). On the other hand, MME has the HVP of HSS, which is
also hashed before transmission (Hash of HVP): HHVP=H8(HVP). MME encrypts all
of the parameters using the Kph key and forwards Authentication Information Request
(A2, A3). The A2 includes HIMSI, HMVP, and UIH encrypted by Kph. And A3

contains Kmh, HHVP, HSNID, and {NNK} _inv(Kpu) encrypted by Kph.

3. HSS - MME: The HSS decrypts the received message (i.e., A2 and A3) and
extracts the values of Kmh, HSNID, HIMSI, HMVP, HHVP, and UIH. The HSS
applies H1 to IMSI and generates Expected HIMSI (XHIMSI) to find UE in its
database: XHIMSI=H1 (IMSI). To authenticate the MME, the HSS calculates
Expected HMVP (XHMVP) and Expected HHVP (XHHVP): XHMVP=H3 (MVP),
XHHVP=H8 (HVP), and compares them with the received ones (HMVP and HHVP).
Then, HSS calculates Expected HNID (XHNID) based on MVP and HVP:
XHNID=H9 (MVP@HVP). After MME successful authentication, it employs the
saved IMSI and OSK to generate the Expected UIH (XUIH): XUIH= H1
(IMSI@OSK), and compares the generated parameter with the received UIH to
confirm the UE. Then, the HSS calculates RNK (Received New Key) based on UIH:
RNK=H10 (XUIH). Then, It produces Multiple Authentication parameters (MA):
MA=H11 (RNK.HSNID). The MA value is a unique parameter between UE, MME,
and HSS nodes. It will be used for the re-authentication procedure. Then, the HSS uses
the RAND, Authentication Management Field (AMF), and Sequence Number (SQN)
to calculate MAC=F1(SQN||RAND|AMF)RNK, AK=F5(RAND)RNK, CK=
F3(RAND)RNK,XRES=F2(RAND)RNK,AUTN=AUTHFunc((SQNDAK)||AMF]|

MAC), IK=F4(RAND)RNK, and KASME=KDF((SQN®AK).HSNID.CK.IK).

Finally, the HSS sends the calculated parameter to the MME using Authentication
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Information Reply (A4, A5). The A4 includes HNID, SQN, RAND, AUTN, KASME,
HRES, and XHMVP encrypted by Kmh. And A5 contains RNK, MA, and AMF

encrypted by UE’s public key (Kpu).

4. MME - UE: In this step, the MME node utilizes generated symmetric key (Kmh)
to decrypt the Authentication Information Reply message. The MME verifies the HSS
node by checking the HNID value (compare with the received HNID). After successful
verification, the MME saves the received AVs and forwards needed parameters to the
UE. The MME encrypts parameters by received Kum (in step 2) and sends them to
UE. Consequently, the MME forwards the Authentication Request message (A6, A7)
to the UE. The A6 includes SQN, RAND, AUTN, and HMVP encrypted by Kum. And

the A7 contains RNK, MA, and AMF encrypted by Kpu.

5. UE - MME: In this step, the UE decrypts the Authentication Request messages
using the generated symmetric key (i.e Kum). The UE generates Expected RNK
(XRNK) by hashing UIH: XRNK=H10 (UIH) and compares XRNK with received
RNK to authenticate HSS. Then, to authenticate the MME, the UE generates Expected
MA (XMA) using received HSNID and XRNK: XMA= H11 (XRNK, HSNID) and
compares XMA with received MA. The UE generates HMVP to authenticate MME:
HMVP=H3 (MVP). After successfully authenticating the serving MME, the UE also
calculates XAUTN and compares its value with the received AUTN to authenticate
the HSS node again. Subsequently, UE will calculate XMAC, AK, RES, IK, KASME,
CK, and XAUTN the same as HSS. After successfully authenticating the MME and
the HSS, the UE makes Hash of RES (HRES): HRES= H12 (RES) and encrypts it
using generated Kum: {HRES} Kum. Then, the UE transmits A8 including

{HRES} Kum to the MME.
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6. MME: The MME receives the HRES from the user’s device (i.e., UE). Then, MME

compares the received HRES with the saved XHRES to confirm the UE.
3.2 Security analysis of REPS-AKAL protocol

The presented protocol is evaluated according to different security parameters in this
section. We compare our suggested method with some other AKA protocols including
EPS-AKA (standard method). The Security analyses of the REPS-AKAL protocol are
conducted using AVISPA tools, BAN Logic, and Scyther tool. These verification tools
are the most well-known security tools to verify AKA protocols.

3.2.1 Formal analysis using AVISPA

The AVISPA tool is a security simulation to verify modeled protocols. In this section,
we employ OFMC and CL-AtSe backends to check the validation of REPS-AKAL
protocol. The AVISPA tool can also show visual details about the occurred attacks
during simulation. Otherwise, the final result displays that the simulated model is
SAFE. The AVISPA tool employs a strong intruder model named Dolev-Yao. In this
model, an intruder completely controls the network. All the transmitted messages
between LTE nodes (i.e., UE, MME, and HSS) are reachable to the attackers. The
verification's main goals are the mutual authentication and secrecy of transmitted
parameters. The detailed security goals in REPS-AKA1L protocol are presented in

Table 3 (AVISPA codes are presented in Appendix 1).
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Table 3: Security goals in REPS-AKA1

Defined security goals

Description

authentication_on
mme_ue_auth HRES

MME authenticated UE by HRES properly

authentication_on
ue_hss auth AUTN

UE authenticated HSS by AUTN properly

authentication_on
ue_mme auth HMVP

UE authenticated MME by HMVP properly

authentication_on
mme_hss auth HNID

MME authenticated HSS by HNID properly

authentication_on
mme_ue_msg_auth NNK

MME authenticated UE’s message by NNK
properly

authentication_on
hss ue msg auth NNK

HSS authenticated UE’s message by NNK properly

secrecy of ue_mme_IMSI

IMSI is sent from UE node to MME safely

secrecy of ue_mme_ HIMSI

HIMSI is sent from UE node to MME safely

secrecy of ue_mme HRu

HRu is sent from UE node to MME safely

secrecy of ue_mme_Kum

Kum is sent from UE node to MME safely

secrecy of ue_ mme HMVP

HMVP is sent from UE node to MME safely

secrecy of ue_mme_ RES

RES is sent from UE node to MME safely

secrecy of ue_hhs UIH

UIH is sent from UE node to HSS safely

secrecy of ue_hhs HMVP

HMVP is sent from UE node to HSS safely

secrecy of ue_hhs HIMSI

HIMSI is sent from UE node to HSS safely

secrecy of mme_hss_kmh

Kmh is sent from MME node to HSS safely

secrecy of mme_hss HHVP

HHVP is sent from MME node to HSS safely

secrecy of mme_hss HSNID

HSNID is sent from MME node HSS safely

secrecy of mme_hss UIH

UIH is sent from MME to HSS securely

secrecy of mme hss HVP

HVP is sent from MME to HSS securely

secrecy of mme_hss HIMSI

HIMSI is forwarded from MME securely

secrecy of mme_ue SON

SQN is forwarded from MME to UE securely

secrecy of mme _ue RAND

SQN is forwarded from MME to UE securely

secrecy of mme ue AUTN

AUTN is forwarded from MME to UE securely

secrecy_of mme_ue MA

MA is forwarded from MME to UE securely

secrecy of mme_ue RNK

RNK is forwarded from MME to UE securely

secrecy of mme _ue AMF

AMF is forwarded from MME to UE securely

secrecy of hss mme KASME

KASME is forwarded from HSS securely

secrecy of hss mme XRES

XRES is forwarded from HSS to MME securely

secrecy_of hss_mme AUTN

AUTN is forwarded from HSS to MME securely

secrecy of hss mme RAND

RAND is forwarded from HSS MME securely

secrecy of hss_ mme SQN

SQN is forwarded from HSS to MME securely

secrecy of hss mme HNID

HNID is forwarded from HSS to MME securely

secrecy_of hss_mme_RNK

RNK is forwarded from HSS to MME securely

secrecy_of hss_mme_MA

MA is forwarded from HSS to MME securely

secrecy_of hss_mme_AMF

AMF is forwarded from HSS to MME securely

Figure 7 and 8 indicate the evaluation results of the REPS-AKAL method in OFMC
and CL-AtSe modes, respectively (Details are in Appendix1). The ‘“SAFE’’ shows

that the simulated method is safe against the automatically created attacks.
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& SPAN 1.6 - Protocol Verification : REPS-AKA1.hlpsl
File File:

% OFMC

% Version of 2006/02/13 SUMMARY
SUMMARY SAFE
SAFE DETAILS
DETAILS BOUNDED_NUMBER_OF SESSIONS
BOUNDED_NUMBER OF SESSIONS TYPED_MODEL
PROTOCOL PROTOCOL
estsuite/results/REPS-AKAL.if estsuite/results/REPS-AKAL if
GOAL GOAL
as_specified As Specified
BACKEND BACKEND
OFMC CL-AtSe
COMMENTS STATISTICS
STATISTICS Analysed : 2 states
parseTime: 0.00s Reachable : 0 states
searchTime: 0.065 Translation: 0.02 seconds
visitedNodes: 2 nodes Computation: 0.00 seconds
depth: 1 plies
‘ | View CAS+ View HLPSL | View CAS+ View HLPSL
Tools Tools
HLPSL HLPSL
HLPSL2IF Choose Tool optien and HLPSL2IF Choose Tool option and
press execute press execute
IF IF
Execute Execute
OFMC ATSE SATMC | TA4sP OFMC | ATSE SATMC | TA4SP ‘

Figure 7: Evaluation result in OFMC Figure 8: Evaluation result in CL-AtSe

3.2.2 Formal analysis using Scyther

The proposed REPS-AKAL method is analyzed by means of Scyther tool which is an
automated security verification tool under the cryptography assumption. This tool can
demonstrate security threats for each modeled method. The presented protocol is
modeled by using SPDL in the Scyther tool. The description of the proposed REPS-
AKAL protocols is accomplished according to the defined nodes in the protocol. There
are three nodes (UE, HSS, and MME) in REPS-AKAL protocol. In the modeled
protocol, five claims (Nisynch, Secrecy, Weakagree, Niagree, and Alive) are evaluated

for the involved nodes (Scyther codes are presented in Appendix 2).

Based on UE’s viewpoint in REPS-AKAI, the security claims are presented as

follows:claim_uel(UE,Secret,HIMSI);claim_ue2(UE,Secret,HRu);claim_ue3(UE,Secret, HMVP);cla

im_ue4(UE,Secret,kum);claim_ue5(UE,Secret,NNK);claim_ue6(UE,Secret,UIH);claim_ue7(UE,Secre

t,HRES); claim_uea(UE,Alive);claim_uew(UE, Weakagree); claim_uenia(UE, Niagree);

Based on MME’s viewpoint in REPS-AKAL, the security claims are presented as
follows:claim_mme1(MME,Secret, HIMSI);claim_mme2(MME,Secret, HMVP);claim_mme3(MME,S
ecret,UIH);claim_mme4(MME,Secret,kmh);claim_mme5(MME,Secret, HHVP);claim_mme6(MME,Se
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cret,HSNID);claim_mme7(MME,Secret,NNK);claim_mme8(MME,Secret,SQN);claim_mme9(MME,Se
cret,RAND);claim_mmel0(MME,Secret, AUTN);claim_mmel1(MME,Secret, HMVP);claim_mmel2(M
ME,Secret,RNK);claim_mmel3(MME,Secret,MA);claim_mmea(MME,Alive);claim_mmew(MME,Wea

kagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nisynch);

Based on HSS’s viewpoint in REPS-AKAL, the security claims are presented as

follows:claim_hss1(HSS,Secret,HNID);claim_hss2(HSS,Secret,SQN);claim_hss3(HSS,Secret, RAND

);claim_hss4(HSS,Secret, AUTN);claim_hss5(HSS,Secret, KASME);claim_hss6(HSS,Secret,HRES);clai
m_hss7(HSS,Secret, HMVP);claim_hss8(HSS,Secret,RNK);claim_hss9(HSS,Secret,MA);claim_hssa(H

SS,Alive);claim_hssw(HSS,Weakagree);claim_hssnia(HSS,Niagree);claim_hssnis(HSS,Nisynch);

The evaluation results of modeled protocol are shown in Figure 9, 10, and 11.
According to these figures, the proposed protocol satisfy all defined security goals

(i.e., climes) in involved nodes (UE, MME, and HSS).

Figure 9: Scyther evaluation for defined claims in the UE (REPS-AKAL)
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Figure 10: Scyther evaluation for defined claims in the MME (REPS-AKA1)

Figure 11: Scyther evaluation for defined claims in the HSS (REPS-AKAL)
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3.2.3 Security analysis by BAN logic

We prove that the presented REPS-AKA1 method is safe based on BAN Logic rules.
This security logic is an approach to perform a security verification of AKA protocols.
The BAN logic properly verifies the transmitted messages and checks confidentiality

among involved nodes at different steps of each AKA method.

The formal messages of the proposed protocol (i.e., REPS-AKAL) are as follows:
Attach_Req_Msg(A1,A2): UE= MME: {HIMSI, HRu, HMVP, Kum{NNK} inv(Kpu)}_Kpm and
{HIMSI, HMVP, UIH}_Kph, Auth_Info_Req_Msg(A2, A3): MME-=> HSS: {HIMSI, HMVP,
UIH} Kph and {Kmh, HHVP, HSNID, {NNK} inv(Kpu) } Kph, Auth_Info_Reply _Msg(A4, A5):
HSS = MME: {HNID, SQN, RAND, AUTN, KASME, HRES, XHMVP}_Kmh and {RNK, MA, AMF}_
Kpu, Auth_Req_Msg(A6, A7): MME = UE: {SQN, RAND, AUTN, HMVP}_Kum and {RNK, MA,

AMF}_Kpu, Auth_Reply _Msg(A8): UE 2 MME: {HRES}_Kum.

We need to transform all messages into idealized logical format as follows:
Attach_Req_Msg (A1, A2): UE= MME: MME < {UE|={HIMSI, HMVP, Kum,{NNK} Kpu}, #
(HRu)}Kpm and {UE|={HIMSI, HMVP, UIH}} Kph, Auth_Info_Req_Msg (A2, A3): MME = HSS:
HSS < {UE|= {HIMSI, HMVP,UIH}}Kph and {MME|=> {Kmh, HHVP, HSNID}, UE|= {{NNK}
Kpu'}}Kph, Auth_Info_Reply Msg(A4,A5):HSS 2MME:MME <{HSS|={HNID, AUTN, KASME,
HRES, XHMVP},#(SQN),#(RAND)} Kmh and {HSS |= {RNK, MA, AMF}}Kpu, Auth_Req_Msg(A6,
AT7): MME = UE: UE <{#(SQN), #(RAND),HSS |= {AUTN, HMVP}}Kum and {HSS |={RNK, MA,

AMF}} Kpu, Auth_Reply_Msg(A8): UE 2> MME: MME < {UE|= HRES} Kum.

The following initial Assumptions (A) are considered to evaluate the proposed
protocol: Al: we assume that some public keys in REPS-AKAL (i.e. Kpu, Kpm and

. .. K Kpu Kpm
Kph) are used between involved entities as follows: UEj= -5 HSSA -5 UEA -5 MME,
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K Kpu Kpm K Kpu . .
MME|= 23 HSS/ 23 UEA 253 MME, HSS |= -5 HSS/A 25 UE, A2: It is considered that some

secret keys in REPS-AKAL (i.e. Kum, OSK, and Kmh) is used between different nodes
Kum OSK Kum Kmh
as follows: UE|= UE « MME A HSS « UE, MME|= UE «— MME A MME «— HSS , HSS |=

HSS <5 UE 4 MME <23 Hss, A3: It is assumed that the entities calculate (i.e., control)

some security parameters and generated keys as follows: UE|= NNK A HIMSI 4 HRu #

HMVP 2 UIH 2 Kum A XRNK 21 XMA 2 XMAC /A RES /4 CK /1 1K 21 AK 21 KASME /1 AUTN 2 HRES,

MME|= HSNID A Kmh /A Kum A HHVP A HNID , HSS|= HIMSI A XHHVP A XHMVP A XUIH £

RNK A MA A HNID A MAC /A XRES /1 CK 4 1K A AK A HRES /4 KASME 4 AUTN, A4: We assume
that the entities generate some random value to use in key derivation and
authentication functions as follows:UE| = # (RNue) A # (Ru), HSS | = # (RAND), A5: It is

considered that the entities have some security value related to other involved nodes
IMSI AMF SQN MVP MVP

as follows: UE |= (UE < HSS) A (UE < HSS) 4 (UE < HSS) /1 (UE < HSS) /4 (UE < MME),

HVP MVP MVP SNID IMSI

MME |= (MME < HSS) A (MME & HSS) /4 (UE & MME) A (MME < HSS), HSS |= (UE =

AMF SQN MVP SNID MVP
HSS) /1 (UE < HSS) /4 (UE & HSS) /4 (UE & HSS) 4 (MME & HSS) /4 (MME & HSS).

The main security Goals (G) of the suggested protocol are represented as follows: G1:
The mutual authentication between involved nodes is ensured in the method as UE|=
HSS|= MME A MME|= HSS|= UE then UE|= MME A MME| = UE, G2: Key acceptance
achieved between all defined entities. There is a matched KASME between the UE,
HSS, and MME to run the proper key agreement. AS MME|= UE|= KASME A UE|= MME
|= KASME then UE < MME, thus, UE <25 Hss, G3: Message authentication between
corresponding entities as follows: MME |= UE|~NNK (in Attach_Req_Msg (Al, A2)),
HSS |= UE|~NNK (in Auth_Info_Req_Msg (A2, A3)), G4: The key freshness between

UE and network side (i.e., MME, and HSS nodes) and also among network nodes. The

36



key freshness between these entities holds since UE|= HSS|= #Ru) & #(RAND), HSS|=

UE|=#(Ru) A#(RAND), thus, CK, IK, AK, and KASME are fresh keys accordingly.

We evaluate the idealized form of presented method according to the hypothesis we
defined and the BAN Logic rules including Message meaning rule (R1), Jurisdiction

rule (R2), and Nonce Verification Rule(R3). We employ the BAN logic rule (R2) to

UE | =HSS |=AUTN,UE | =HSS |=AUTN  HSS | =UE |=AUTN,HSS | =UE |=AUTN
) )

derive: - i
UE | =AUTN HSS | =AUTN

HSS | UE |=UIH,HSS | =UE |=UIH UE | HSS |=UIH,UE | =HSS |=UIH . T
1ss Ut ) T To satisfy G1. We utilize the BAN

K.
ME | =(MME <™ HsS) MME <{KASME} g
mh

logic rule (R1) to derive: " A HSS | = KkASME To satisfy

MME | =HSS |~KASME

G2. We use the BAN logic rule (R1) to derive:

PKye PKye
MME | E(—> UE),MME<1{NNK}PK -1 HSS| E(—> UE),HSS<1{NNK}
ue

Prue” To satisfy G3. We employ the

MME| =UE |~NNK ! HSS| =UE |~NNK

BAN logic rule (R3) to derive:

UE | = #(RAND),UE| =HSS |~RAND AUE | =HSS |=RAND ,UE | =HSS | =RAND
UE| =HSS |=RAND UE | =RAND '

Thus, all other
keys (i.e., CK, IK, AK, and KASME) are generated using fresh values. We use the
same approach to prove key freshness in other entities. Thus, the protocol satisfies G4.
3.2.4 Proof of security requirements

The correctness proofs for the presented protocol (i.e., REPS-AKAL) based on security

requirements. The evaluation results of the REPS-AKAL1 are as follows:

Claim 1: Strong message authentication is provided in REPS-AKAL.

Proof: The REPS-AKAL method satisfy the message authentication in MME and HSS
entities by using NNK value. Accordingly, they can verify that the received message
is from a valid user node (i.e., UE). This property can reduces the probability of future

attacks such as DoS/DDoS attacks in LTE systems.

37



Claim 2: There is a robust mutual authentication between involved nodes.

Proof: The proposed method provides robust authentication between involved nodes
in AS/NAS layers. The UE can confirm the HSS and MME nodes by means of AUTN
and HMVP, respectively. And MME verifies UE and HSS by HRES and HNID
properly. The HSS ensures robust authentication between the UE and MME. In REPS-
AKAL, the UE verifies the HSS using the AUTN. The HSS can authenticate the UE

using the UIH. The HSS also verifies the MME using the HMVP.

Claim 3: Protection of UE’s Identity (i.e., IMSI) is provided in REPS-AKAL.

Proof: In standard EPS-AKA, the MME requests the IMSI value from the user, UE
forwards the IMSI value to the MME. Therefore, an adversary can easily achieve the
IMSI of UE and launch different malicious attacks. In REPS-AKAL approach, the UE
hashes the IMSI parameter and forwards the encrypted user’s identity to the LTE
network. It also uses secret keys (i.e. Kum and Kmh) to decrease computational cost
and signaling overload. Only the HSS has an original key (i.e., OSK) and can extract

the IMSI value of the UE. Thus, HSS node can use the user’s identity securely.

Claim 4: The protocol ensures resistance to key leaked.

Proof: The UE's AV transmission is secure by using the Kmh. In addition, the HSS
authenticates the MME successfully before sending the AVs. Thus, a rogue MME
needs to be authenticated successfully in the system.The attacker must know the valid

MME's private key to have these vectors, which is impossible in REPS-AKA1 method.
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Claim 5: The REPS-AKAL1 ensures resistance to MitM attack.

Proof: The method can be resistant to the MitM attack properly. A malicious attacker
cannot extract the UE’s identity since the IMSI is protected using a generated secret
key. The other information such as UIH, HIND, HSNID, and AUTN is not sent as a

plaintext message. Accordingly, REPS-AKAL is safe against MitM attacks.

Claim 6: The REPS-AKAL protocol is resistant to Brute force attack.

Proof: In the Brute force attacks, an attacker can reach to main keys by checking all
possible keys. In REPS-AKAL method, the OSK and generated keys are produced in

an appropriate way that makes them very hard to be obtained.

Claim 7: The protocol achieves optimization of Key generation overload.

Proof: In the REPS-AKAL1 protocol, the Kum and Kmh keys generated in UE and
MME nodes will be used for future handovers. Thus, there is no need to make them

frequently in LTE entities which helps decrease key generation overload.

Claim 8: The REPS-AKAL1 is resistant to SNID leakage.

Proof: The HSS can verify the MME by using the MVP parameter. In REPS-AKA1,

the HSS protects the MME from being impersonated even if its SNID is disclosed.

Claim 9: The REPS-AKA1 method is resistant to Single-key issues.
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Proof: The protocol ensures resistance to this security issue. The proposed approach
uses a dynamic key generation process instead of the permanent one. In the REPS-
AKAL, RNK key linked with OSK and IMSI is used to make all AKA keys. Moreover,
the UE and HSS generate a fresh RNK key and derived KASME keys for each fresh

AKA procedure. Thus, an adversary cannot obtain any User’s data using insecure keys.

Claim 10: The protocol provides confidentiality in control plan.

Proof: By sharing asymmetric and symmetric keys between UE, MME, and HSS, the
proposed REPS-AKA1 approach provides perfect confidentiality to all LTE interfaces.
Therefore, this protocol can prevent DoS and MitM attacks, which are workable

because of the unprotected transmission of AKA parameters.

Claim 11: The REPS-AKAL provides prevention of Replay attacks.

Proof: The REPS-AKAL can prevent Replay attack suitably. The UE uses a fresh HRu
value. The HRu is sent to MME node safely. The MME confirms the request message
based on received random value upon receiving attach request. If it is a fresh HRu, the

MME verifies this received message; if not, the MME reject that request message.

Claim 12: The REPS-AKAL provides resistance to redirection attack.

Proof: To provide protection against redirection attacks, the proposed method uses the
challenge-response procedure. The HSS verifies the UE's authenticity and the serving
MME using received UIH and HMVP. For verifying a valid HSS, the UE similarly

computes AUTN value and matches it with the received one. The UE similarly
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computes RES for UE authentication as HSS computes XRES. The MME checks
whether RES = XRES is satisfied or not. Thus, the proposed REPS-AKAL prevents

the deployment of rogue LTE entities, which mitigates the redirection attack.

Claim 13: The REPS-AKAL provides prevention of DoS attack.

Proof: In REPS-AKAZ1 protocol, MME checks Ru and HIMSI in each authentication
process. Thus, an adversary cannot send many attach requests from a fake UE in a
given interval. Also, there is no need to ask for all authentication parameters from HSS
since MME can authenticate UE by itself, and it can help the system to decrease the

LTE traffic load properly. Thus, REPS-AKAL is robust to DoS attacks.

Claim 14: The protocol achieves the prevention of Impersonation attack.

Proof: In REPS-AKAL protocol, it is not feasible for an attacker to run this type of
attack by capturing and modifying the transmitted parameters. Because the adversary
without the OSK cannot generate legal access to the UE and LTE nodes. The UE’s
identity is protected by hashing and encryption. Thus, the attacker never finds the IMSI

and fails to perform the impersonation attacks.

In Table 4, the proposed REPS-AKA1 protocol is compared with some other suggested
AKA protocols based on the different security features [10] [42]. This comparison
allows us to place REPS-AKAL in the group of robust AKA approaches in the LTE

system.
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Table 4: Evaluation of the presented AKA methods

AKA Security Features
0 m 5 e 5 > T
o =Q| 23e| 35| Uz | xm
> Sx| 2xT S8 L7 >3
; S 3 Bo $ [
Secure against IMSI Leak No Yes Yes Yes Yes Yes
Secure against MitM attack No Yes Yes Yes Yes Yes
Secure against DoS attack No No No No No Yes
Secure against redirection attack No No No No No Yes
Secure against impersonation attack No Yes Yes Yes Yes Yes
Secure against replay attack No No Yes Yes No Yes
Strong mutual authentication No No No No No Yes
Independency of Single secret key No No No Yes No Yes
Secure against HSS overloading Yes Yes Yes No Yes No
Data confidentiality in AKA No Yes No No No Yes
Total number of satisfied features 1 5 5 5 4 9

3.3 Performance analysis of the proposed model: REPS-AKAL

In this section, an evaluation of suggested REPS-AKAL protocol is presented. The

analysis clarifies that the REPS-AKAL method can satisfy the QoS requirements

efficiently. The performance analyses are carried out based on some performance

metrics such as bandwidth consumption, computational cost, and signaling overhead.

3.3.1 Bandwidth consumption (core traffic)

We employ a common traffic model to evaluate the bandwidth consumption between

MME and HSS entities. The traffic model of AKA protocol is proportional to some

parameters as shown in Table 5. The “L”, “MD”, “V”, and “Ar” are Length of the

registration cell, Mean Density of user nodes (i.e., UE), Velocity of the UE, and total

number of registration areas respectively [12, 24, 41]. This model is applicable for

LTE systems. Assumption values for traffic model are shown in Table 5.

Table 5: Assumption values for Traffic’s model

Parameters Assumption value
Ar 100
L 25.3 km
MD 350 / km?
Vv 4.8 km/h
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If we assume that the direction of user’s movement is spread over [0-2x], the Rate of
user’s authentication request (R) is defined by (3.1) as:

R=(MDxV xL)/n (3.1)
Then Total generated Requests (TR) can be measured as:

TR =R X Ar (3.2)
The bandwidth consumption between the MME and the HSS (BWmn) can be measured
as [12, 24, 41]:

BWy, = YX=(MSG), x TR (3.3)
Where “n” shows the number of transmitted messages between MME and HSS, and
(MSG),, presents the length of k™ message (in bits). Based on Table 5, the TR is
calculated (TR=376). According to (3.2) and (3.3), we compute the BWmn of the REPS-
AKAL and compare it with two other protocols including the standard EPS-AKA
method and Modified LTE-AKA (MLTE-AKA) as follows [12, 24, 41]:

The BWmn of EPS-AKA: In the EPS-AKA protocol, two authentication messages are
used between the MME and the HSS entities. The MME transmits a request to the HSS
node via MSG1. Then, the HSS in home network sends “n” number of AVs to the
serving network via MSG2 message. Therefore, the number of transmitted bits is
presented as: MSG1 = (IMSI) + (SNID) = 128 + 48 = 176 bits, MSG2 = AV{(XRES) +
(AUTH) + (RAND) + (Kjsmg)}n = 544n bits, BW,,;, = (176 + 544n) x TR.  According to
(3.3) and Table 5, when the number of AVs is 7 (i.e., n =7), the BWmn of EPS-AKA

protocol is expressed as 1.49 Mbits/s.

The BWmn of MLTE-AKA: In the MLTE-AKA method, MSG1 and MSG2 are
forwarded between involved nodes. Thus, the number of transmitted bits in the EPC

part of the LTE network for MLTE-AKA can be calculated as: MSG1 = 2 x (Uid) +
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(SN;p) = 176 bits, MSG2 = AV{(XRES) + (AUTH) + (IMSI) + (RAND) + (Kssuz) + (SK)}, =
800n bits, BW,,, = (176 + 800n) x TR. Therefore, according to (3.3), and Table 5, the

BWmn of MLTE-AKA protocol can be found as 2.17 Mbits/s (when n =7).

The BWmn of the REPS-AKAL: In the REPS-AKAL, we require two messages (i.e.,
MSG1, and MSG2) transmitted among the MME and the HSS in EPC part of LTE
network. The total number of transmitted bits between these nodes can be found as:
MSG1 = (HIMSI) + (HMVP) + (UIH) + (Kmh) + (HHVP) + (HSNID) + (NNK) = 128 +

128 + 128 + 128 + 128 + 128 + 128 = 896 bits, MSG2 = (HNID) + (SQN) + (RAND) +
(AUTH) + (Kysyz) + (HRES) + (XHMVP) + (RNK) + (MA) + (AMF) = 128 + 48 + 128 +

128 + 256 + 128 + 128 + 128 + 128 + 16 = 1216 bits, BW ., = (896 + 1216) x TR.

Consequently, using (3.3) with the parameters in Table 5 (when n=7), the BWmn of the

REPS-AKAZ1 can be found 0.79 Mbits/s.

Thus, the achieved improvements of the REPS-AKA1 method over the EPS-AKA and
MLTE-AKA are 46% and 63% respectively. Then, we compare these AKA methods
according to different authentication vector sizes. The evaluation results are depicted
in Figure 12. The evaluation results present that the BWmn of the suggested method is
fixed. However, there is a significant growth in BWmn of other methods in particular

when value of “n” (i.e., AV) increases.
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Figure 12: Evaluation of bandwidth consumption in core traffic

The performance of AKA methods can be different according to the MD values. Figure
13 shows behavior of protocols based on different MD values (when AV =7). As can
be seen, BWmn of all methods increases as MD increases, however, REPS-AKAL

outperforms the other two protocols as it has the lowest BWmh and the smallest slope.
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Figure 13: Bandwidth consumption of core traffic (when n=7)

Some methods have better BWmn (€.9., Ref. [63]= 1088xTR, Ref. [25]= 1248%TR).

3.3.2 Computational cost
We check security functions for Computational Cost (CC). Each function’s cost is

supposed to be 1. Thus, the CC of each protocol is calculated as shown in (3.4) below

[12, 24, 41]: CC = ¥ ¥=™ Cost(node), X TR (3.4)

45



Where “m” is the number of nodes (i.e., m = 3: UE, MME, and HSS) in the system.
Here, we compare the CC of the REPS-AKA1 method with some others as follows:
The CC of EPS-AKA protocol: Total security functions involved in EPS-AKA can
be expressed AS:UE ose = (f1+ f2+ f3 + f4 + 5+ 2KDF) = 7,MME sy =
(No security function) = 0, HSScoe = AV(f1+ f2 + f3 + f4 + f5 + 2KDF)n = 7n, (n=
number of AVs). The CC of EPS-AKA can be as: CCgps_axa = TR X (7 + 7n).

The CC of MLTE-AKA protocol: Total security functions involved in the MLTE-

AKA method are expressed as: UE, . = (Enc + 2fk + MAC + f1+ f2+ f3+ f4+ f5 +
3KDF) = 12, MME_,;; = (No security function) = 0, HSS.,s; = Dec + AV(3KDF + f1+ f2 +

3+ f4+ f5)n = 1+ 8n. Accordingly, by using equation (3.4), the CC of the MLTE-

AKA can be calculated as: €Cyrg_axa = TR x (13 + 8n).

The CC of REPS-AKAL protocol: Total number of security functions used in

suggested REPS-AKAL approach are as follows: UE,,, = (F, + Fs + H1 + H2 + H3 +

H4 + H5 + H10 + H11 + H12 + f1+ f2 + f3 + f4 + f5 + KDF + AUTHFunc) = 17,
MME .5 = (Fy + Fs + H6 + H7 + H8 + H9) = 6, HSS o5 = (F4 + Fs + H1 + H3 + H4 + H8 +

H9+ H10 + H11+ H12 + f1+ f2 + f3 + f4 + f5 + KDF + AUTHFunc) = 17, Where Fa and
Fs are Symmetric and Asymmetric encryption respectively. Hence, using (3.4) the CC

of the REPS-AKAL1 protocol is calculated as: €Creps_axar = TR x (40).

Figure 14 shows the CC of AKA methods based on different value of “n”. The
suggested method has lower CC compare to the EPS-AKA and MLTE-AKA methods
(when TR= 376). The average computational cost improvement of REPS-AKA1 over

EPS-AKA and MLTE-AKA is 71% and 76%, respectively.
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Figure 14: Computational cost in AKA protocols

We compare the REPS-AKAL method with other two protocols based on different MD
(when n =7, and TR= 376). As can be seen in Figure 15, the CC of all AKA methods
rises as MD increases. However, the REPS-AKA1 approach surpasses others since the

proposed method has the lowermost CC and the slightest slope.
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Figure 15: Computational cost in AKA protocols (when n=7)

3.3.3 Signaling overhead

The steps of AKA protocol in the REPS-AKAL approach are equal to the AKA steps
in the existing EPS-AKA scheme. Accordingly, there are no more round-trip delays in
the REPS-AKAL protocol. Moreover, Table 6 shows the Signaling Overload (SO) of
other AKA protocols [42] [51-60][71]. The evaluation results illustrate that REPS-

AKAL has less SO compare to other AKA protocols.
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Table 6: Comparison of SO metric

AKA method Number of AKA method Number of
Message Message

EG-AKA 12 GR-AKA 7

GBAAM-AKA 10 REPS-AKA1 6

GROUP-AKA 9 EPS-AKA 6

GLARM-AKA/ PRIVACY-AKA 8

/SEGB-AKA/NOVEL-AKA/ SE-AKA

3.3.4 Storage overhead in the serving network

The Storage Overhead (StO) of MME node in various AKA protocols is evaluated. In
the REPS-AKAL protocol, the MME uses previous security parameters to generate

new AVs. However, in other AKA methods the MME have to keep

9

n” AVs. The

comparison of the StO for different AKA methods is presented in Table 7.

Table 7: The StO of different AKA protocols

AKA methods StO (bits) AKA methods StO (bits)
Ref. [10] 392n Ref. [62] 608n
Ref. [24] 640n Ref. [63] 704n
Ref. [61] 448n Ref. [25] 800n
Ref. [29] 432n Proposed REPS-AKA1 1184

According to Table 7, the proposed protocol can reduce the StO of the MME node.

Figure 16 present a comparison of StO between different AKA protocols.

600

500

(=3

Storage overhead (in Bytes)

mRef. [61] = Ref. [24]

500
440
400 380

400 340
300 270 245
200 148
100

0

AKA Protocols
REPS-AKA1 = Ref.[29] ®Ref.[10] ®=Ref.[62] ®Ref.[63] ® Ref.[25]

Figure 16: Storage overhead in AKA protocols (when n=>5)
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According to extracted results, the proposed method has the lowermost StO compare
to other mentioned methods. The StO of the suggested method is fixed, but, there is an

extensive growth in the StO of other methods.

The storage overheads of suggested protocols are calculated based on four AV’s size
(when “n”is 5, 10, 15, and 20). The average improvements of proposed protocol over
EPS-AKA, Ref. [24], Ref. [61], Ref. [29], Ref. [10], Ref. [62], Ref. [63], and Ref. [25]

are 82%, 85%, 78%, 78%, 75%, 84%, 86%, and 88% respectively.
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Chapter 4

MODEL 2 (REPS-AKA2)

In this chapter, we present the REPS-AKA2 method which is an efficient way to
update session keys during the handover procedure. The main goal is to make
optimized key management and update according to a few key parameters. These
optimal parameters and updating keys mechanism improve the communication
overhead in Access Stratum (AS) and Non-Access Stratum (NAS) layers properly. We
also evaluate our method according to security features by AVISPA, Scyther tools,
and BAN logic. This chapter is organized as follows: In section 4.1, the REPS-AKA2
protocol is presented in detial. Section 4.2 evaluates the proposed protocol by means
of AVISPA tools, BAN Logic, and Scyther tools. The performance evaluations of the

REPS-AKAZ2 approach are provided in section 4.3.

4.1 The proposed REPS-AKA2 protocol

We suggested a robust authentication protocol (REPS-AKA?2) to settle the security
vulnerabilities in the X2-Handover. We presented an improved key management
model that covers forward/backward key separation efficiently. For efficiency reasons,
the key management during the X2-Handover procedure does not involve the HSS
node. The proposed scheme improves the existing X2-Handover, consisting of two
main phases including initial authentication phase (i.e., phase 1) and re-authentication

phase (i.e., phase 2).
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4.1.1 Phasel (Ph1: Initial Authentication)

The steps of the REPS-AKA in phase 1 are as follows (Figure 17):

UE - A | eNB2(T) Ta eNB1 (S) 5 MME

Generate RNue \ Il
su.]«‘girflclapl\m Check T1, RNue, elD1
MST=HI ( MSI ) Generate RNe2, T2 Check T2, R¥ue, elD2
elueduth = AuthFunc ( elueAuth @ R¥ue ) M2 = { UECap. RNel, T2, RNue, o102, Gomerate RNl T3
M= IJ{‘}SLlIC-p,K‘\ue:-'ml.Pl\“-i { HIMSI }_inv( PKe2 ), { elueAuth® 'NKG = NKGFunc { RNeZ, RNue, RNel )
eluedath® }_inv (FKue ) ) PKe? }_inv { PKue ) }_PKel NB* = KDF ( KeNB, NKG

]
hFun: ueAus

ECap, eID2, NKG, T3, RNel, { MVP

4= L
M3 | }inv(PKel)] PKm M4

Check RNel, RNe2, T3 Check RNel, T3, MVP, HIMSI

KASME* = KDF ( KASME, NKG )
KNASenc = KDF ( KASME*, NAS-CAD )
Check RNe2,T4 KNASint = KDF ( KASME*, NAS-1AD )
NKG = NKGFune ( RNe2, RNue, RNel )
KeNB* = KDF ( KeNB, NKG )

KRRCint = KDF ( KeNB*, { RNue @ RNe2 ),
AS-IAD)

KRRCenc = KDF ( KeNB*, ( RNue @ RNe2 ),

ASFAD) M5
KRRCUPenc = KDF ( KeNB*, { RNue @ .
RNe2), ASTPEAD )

KDF ( KASME", NAS-CAD) Mé

F (KASME*, NASIAD )

uthFune ( RNel @ RNe2 )

M6 = { RNl { edueduth } inv{ PKine)}_ Chck eZueuth to auth. UE

Figure 17: Steps of REPS-AKA2 (Ph1)

1. UE - eNB2 (Target eNB): In Attach request of handover (M1), the user node (i.e.,
UE) produces a new random value (RNue) and adjusts its UECap value, which
displays capability of encryption/decryption for that UE node. Then, we use a hash
function to calculate the Hash of IMSI (HIMSI) and set T1 as a timestamp. In addition,
the UE generates new elueAuth (elueAuth*) using RNue and last elueAuth from
previous handover. The elueAuth is an authentication parameter between UE and
eNodeB1. These nodes save the elueAuth after successful authentication. We encrypt
elueAuth* by inverting the public key of UE before transition, and the target eNodeB
forwards it to Source eNodeB. In this manner, Source eNodeB will be sure that this
message is from a valid UE. Because the only valid UE can create that message. As a
result, we can decrease the probability of DoS attacks in Source eNodeB. Finally, the
UE transmits M1 including HIMSI, UECap, RNue, elD1 (identifier of eNB1), PKue
(UE public key), and {elueAuth*} inv(PKue) encrypted by PKe2 (public key of
target eNodeB).
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2. eNB2 (Target eNB) = eNB1 (Source eNB): Target eNB extract HIMSI, RNue,
elD1, and PKue from M1. First of all, eNB2 will check that if RNue is fresh to protect
the system against replay attack. Then, it uses elD1 to learn source eNB and saves the
public key of UE in its database for future usage. Target eNB encrypts HISMI by
inverting the public key of eNB2 before transition. Then, target eNodeB will forward
it to Source eNodeB. In this manner, Source eNodeB will be sure that this message is
from valid eNB2 because the only valid eNB2 can create that message, and we can
decrease the probability of DoS attacks in Source eNodeB. Finally, eNB2 will generate
RNe2, T2 and transmit M2 to eNB1 (Source eNB) securely encrypted by the eNB1
public key (PKel). The M2 includes UECap, RNe2, T2, RNue, elD2,

{HIMSI}_inv(PKe2), and {elueAuth*} inv(PKue).

3.eNB1 (Source eNB) = eNB2 (Target eNB) and MME: Here is the main advantage
of our protocol. The eNB1 plays the most important role in REPS-AKAZ2 to decreases
the computational cost of AKA procedure. The eNB1 generates pair (RNel, T3) and
calculates New Key Generator (NKG) using the NKGFunc function and random
values (RNe2, RNue, and RNel); NKG=NKGFunc(RNe2,RNue,RNel). Then, eNB1
calculates KeNB* which is new session key for Target eNodeB;
KeNB*=KDF(KeNB,NKG). The eNB1 also computes XelueAuth* which is new
expected elueAuth; XelueAuth*=AuthFunc(elueAuth@@RNel) and forwards it to
target eNB. The source eNB encrypts the XelueAuth* by the inverse of eNB1’s public
key to wverify that the received message is sent from a valid eNB1,;
{XelueAuth*}_inv(PKel). The eNB1 also encrypts pre-shared MVP (MME
Validation Parameters) using invert of eNB1 public key; {MVP}_inv(PKel).

Accordingly, the MME node can be sure that the message is forwarded from a valid
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eNB1. The MME can verify eNodeB using MVP values. The eNB1 transmits M3
including HIMSI, KeNB*, RNe2, RNel, RNue, T3, and {XelueAuth*} inv(PKel)
encrypted by public key of eNB2 (PKe2) to eNB2 and at the same time, sends M4 to
MME. The M4 contains HIMSI, UECap, elD2, NKG, T3, RNel, and

{MVP}_inv(PKel) encrypted by public key of MME (PKm).

4. eNB2 (Target eNB) = UE: When the eNB2 receives M3 from eNB1 and extracts
the message, it checks RNel for freshness (for replay attack). The eNB2 makes
FSKe2u as symmetric key between itself and UE for future: FSKe2u=FSKGFunc
(RNe2, HIMSI). The eNB2 encrypts FSKe2u by invert public key of eNB2 before
transition. Therefore, the UE will be sure that this message is from a valid eNB2. In
addition, the eNB2 has new session key (KeNB¥*), and it can calculate KRRCint,
KRRCenc, and KRRUPenc by using received UECap. In fact, AS-1AD, AS-EAD, and
AS-UPEAD are AS-Integrity-Algorithm-Distinguisher, AS-Encryption-Algorithm-
Distinguisher, and AS-Uplink-Algorithm-Distinguisher respectively which are
selected based on UECap. The eNB2 also creates e2ueAuth as authentication
parameter for next handover in future; e2ueAuth=AuthFunc(RNel@RNe2). Finally,
eNB2 sends RNe2, RNel, RNue, T4, {FSKe2u} inv(PKe2), and

{XelueAuth*} inv(PKel) by M5 (encrypted by PKue) to the UE.

5. MME: When the MME receives M4, it extracts HIMSI, UECap, elD2, NKG, T3,
RNel, and {MVP}_inv(PKel). It checks the pair (RNel, T3) for freshness and
generates new KASME*; KASME*= KDF(KASME, NKG). Now, the MME can
generate KNASenc and KNASint based on KASME* and NAS CAD and NAS IAD,
which are NAS-Cyphering-Algorithm-Distinguisher and NAS- Integrity-Algorithm-

Distinguisher, respectively. The MME sets them according to the UECap.
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6. UE 2 eNB2 (Target eNB): The UE checks the pair (RNe2, T4) to be sure about
message freshness. And extracts RNe2 and RNel by its public key and makes NKG
using NKGFunc function (hash function); NKG=NKGFunc (RNe2, RNue, RNel).
Then, the UE can generate new session key KeNB* using NKG; KeNB* = KDF
(KeNB, NKG). Also, the UE makes KASME* by NKG and its previous KASME;
KASME*=KDF (KASME, NKG). Additionally, all related keys, including KRRCint,
KRRCenc, and KRRUPenc in AS layer and KNASenc and KNASInt in NAS layer,
are generated by KeNB* and KASME*. After that, it makes e2ueAuth as an
authentication parameter between Target eNB and UE, used for future handover;
e2ueAuth=AuthFunc (RNel@RNe2). Finally, The UE forwards e2ueAuth, which is
encrypted by inversing its public key PKue for message authentication procedure.

Message M6 is encrypted by the received secret key (FSKe2u).

7.eNB2 (Target eNB): The Target eNB receives M6 and decrypts the message to find
e2ueAuth, and compares it with the generated e2ueAuth to authenticate UE.

4.1.2 Phase2 (Ph2: re-Authentication)

The REPS-AKAZ2 protocol has an efficient feature that makes it different from other
existing X2 handovers. In many applications, UE moves between some base stations
frequently. Thus, it may need to handover between two given eNBs several times in a
short interval. In such a situation, running all steps of handover is not necessary. The
REPS-AKAZ2 has a useful solution for this situation. The steps of re-Authentication

phase are as follows (Figure 18):
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UK = UKGFunc (RNe2’, RNue’, eueAuth ) M2’ = {RNe2’, RNue’, T2', { Xe2ueAuth }_inv( PKe2)
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Figure 18: Steps of REPS-AKA2 (Ph2)

1. UE - eNB2 (Target eNB): In Attach request of handover (M1°), the UE generates
new Random Number (RNue’) and set its UECap’. Then, we use a hash function to
calculate HIMSI and set T1’ as a timestamp. In addition, the UE generates e2ueAuth*
(new e2uecAuth) using RNue’and last e2ueAuth from previous handover;
e2ueAuth*=AuthFunc (e2ueAuth@RNue’). Then, the UE makes M1’ including
HIMSI, RNue’, UECap’, elD1, T1’, and {e2ueAuth*} inv(PKue) encrypted by

FSKe2u (secret key between eNB2 and UE) and forwards it to eNB2.

2. eNB2 (Target eNB) = UE and MME: Target eNB decrypts received message
from UE and checks RNue’ for freshness confirmation of message. Then, Target eNB
computes e2ueAuth* to authenticate UE; e2ueAuth*= AuthFunc (e2ueAuth@@RNue’).
If generated e2ue Auth* matches with the received one, it authenticates UE. The Target
eNB also generates new authentication parameters, e2ueAuth** for next handover;
e2ueAuth**=AuthFunc (RNue’@RNe2’). Then, it generates Updated Key (UK) using
RNe2’, RNue’, and e2ueAuth; UK=UKGFunc (RNe2’, RNue’, e2ueAuth) to update

keys and make KRRCint*, KRRCenc*, and KRRCUPenc*. It also computes
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Xe2ueAuth using e2ueAuth (from pervious handover) and new RNe2’;
Xe2ueAuth=AuthFunc (e2ueAuth@RNe2’). After that, it sends M2’ including RNe2’,
RNue’, T2’, {Xe2ueAuth} inv(PKe2) encrypted by FSKe2u (secret key between
eNB2 and UE). The eNB2 also forwards M3’ including UECap’, RNe2’, T2’, UK,

HIMSI, and {MVP}_inv(PKe2) to MME. This message is encrypted by PKm.

3. MME: The MME receives M3’ and decrypts the message to find HIMSI, UECap’,
UK, T2’, RNel, and {MVP} inv(PKe2). It checks the pair (RNe2’, T2’) for freshness
(replay attack) and authenticates eNB2 using {MVP} _inv(PKe2). Then, the MME
uses the UK to update related keys and make KNASenc*, and KNASint*. The MME
generates KNASenc* and KNASInt* based on the UK, previous keys (KNASenc and

KNASiInt), NAS-CAD and NAS-IAD.

4. UE: The UE checks the pair (T2’, RNe2’) to be sure about message freshness. Then,
UE extracts Xe2ueAuth from M2’ and compares it with generated Xe2ueAuth;
Xe2ueAuth = AuthFunc (e2ueAuth@RNe2’) to authenticate eNB2. Then, the UE
generates a new authentication parameter, e2ueAuth** for next handover;
e2ueAuth**=AuthFunc (RNue’@RNe2’). Also, the UE computes Update Key (UK)
using RNe2’, RNue’, e2ueAuth (previous parameter); UK=UKGFunc (RNe2’, RNue’,
e2ueAuth). The UE uses the UK to update all keys including KNASint*, KNASenc*,
KRRCenc*, KRRCint*, and KRRCUPenc* in AS/NAS layers.

4.2 Security analysis of REPS-AKA2 protocol

The presented REPS-AKAZ2 protocol is evaluated according to different security
parameters. The security evaluation of the REPS-AKA2 method is conducted by using

AVISPA tool, BAN Logic, and Scyther tool.
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4.2.1 Formal analysis using AVISPA

The AVISPA tool is used to verify REPS-AKAZ2 protocol. We employ OFMC and CL-
AtSe modes to check the validation of the method. The evaluation results show that
the simulated model is SAFE. The detailed security goals in REPS-AKAZ2 protocol are

presented in Table 8. (AVISPA codes are presented in Appendix 1).

Table 8: Security goals in REPS-AKA?2

Defined security goals

Description

authentication_on enbt
ue_msg_auth_elueAuthN

eNB2(T) authenticated UE’s message by elueAuthN properly

Euthentication_on
ue_enbt auth RNue

UE authenticated eNB2(T) by RNue properly

authentication_on ue
enbt_msg_auth FSKe2u

UE authenticated eNB2(T) ’s message by FSKe2u properly

authentication_on enbt
ue_msg_auth_e2ueAuth

eNB2(T) authenticated UE’s message by e2ueAuth properly

authentication_on enbt ue auth RNe2

eNB2(T) authenticated UE by RNe2 properly

authentication_on enbt
ue_msg_auth_e2ueAuthN

eNB2(T) authenticated UE’s message by e2ueAuthN

authentication_on ue_enbt
msg_auth_Xe2ueAuth

UE authenticated eNB2(T)’s message by Xe2ueAuth

authentication_on
ue_enbt auth RNueN

UE authenticated eNB2(T) by RNueN properly

authentication_on
enbt_enbs_msg_auth_XelueAuthN

eNB2(T) authenticated eNB1(S)’s message by XelueAuthN
properly

authentication_on
enbt _enbs_auth RNe2

eNB2(T) authenticated eNB1(S) by RNe2 properly

authentication_on enbs
enbt_msg_auth_ HIMSI

eNBI1(S) authenticated eNB2(T)’s message by HIMSI properly

authentication_on mme
_enbs_msg_auth_MVP

MME authenticated eNB1(S)’s message by MVP properly

authentication_on
mme_enbt_msg_auth MVP

MME authenticated eNB2(T)’s message by MVP properly

secrecy of ue_enbt HIMSI

HIMSI is sent from UE to eNB2(T) securely

secrecy_of ue_enbt UECap

UECap is sent from UE to eNB2(T) securely

secrecy_of enbt_enbs RNe2

RNe2 is sent from eNB2(T) to eNB1(S) securely

secrecy of enbt_enbs_elD2

elD2 is sent from eNB2(T) to eNB1(S) securely

secrecy_of enbt_enbs HIMSI

HIMSI is sent from eNB2(T) to eNB1(S) securely

secrecy_of enbt_enbs elueAuthN

elueAuthN is sent from eNB2(T) to eNB1(S) securely

secrecy_of enbt_ue XelueAuthN

XelueAuthN is sent from eNB2(T) to UE securely

secrecy_of enbt_ue RNe2

RNe2 is sent from eNB2(T) to UE securely

secrecy of enbt_ue RNel

RNel is sent from eNB2(T) to UE securely

secrecy_of enbt_ mme_UECap

UECap is sent from eNB2(T) to MME securely

secrecy _of enbt_mme_RNe2N

RNe2N is sent from eNB2(T) to MME securely

secrecy_of enbt_ mme_HIMSI

HIMSI is sent from eNB2(T) to MME securely

secrecy_of enbt mme_MVP

MVP is sent from eNB2(T) to MME securely

secrecy_of enbs_enbt HIMSI

HIMSI is sent from eNB1(S) to eNB2(T) securely

secrecy of enbt ue RNueN

RNueN is sent from eNB2(T) to UE securely

secrecy_of enbt_ue Xe2ueAuth

Xe2ueAuth is sent from eNB2(T) to UE securely

secrecy_of enbt_ue RNue

RNue is sent from eNB2(T) to UE securely

secrecy_of enbt_ue FSKe2u

FSKe2u is sent from eNB2(T) to UE securely

secrecy of enbt_ue RNe2N

RNe2N is sent from eNB2(T) to UE securely

secrecy of enbs_enbt KeNBN

KeNBN is sent from eNB1(S) to eNB2(T) securely

secrecy_of enbs_enbt_XelueAuthN

XelueAuthN is sent from eNB1(S) to eNB2(T) securely

secrecy_of enbs_mme_HIMSI

HIMSI is sent from eNB1(S) to MME securely
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The results of REPS-AKAZ2 protocol in OFMC and CL-Atse modes are shown in
Figure 19 and Figure 20 respectively (Details are in Appendix1). Here, ‘‘SAFE’’ is

the keyword showing that the proposed protocol is safe.

FMC
% Version of 2006/02/13 SUMMARY
SUMMARY SAFE
SAFE DETAILS
DETAILS BOUNDED_NUMBER_OF_SESSIONS
BOUNDED_NUMBER_OF_SESSIONS TYPED_MODEL
PROTOCOL PROTOCOL
fhome/span/span/testsuite/results/REPS-AKAZ if
GOAL

as_specified
BACKEND
OFMC

ars : 0.00s
searchTime: 0.11s
visitedNodes: 2 nos
depth: 1 plies

‘ View CAS+ View HLPSL ‘ View CAS+ View HLPSL

HLPSL HLPSL

HLPSL2IF Choose Tool option and HLPSL2IF Choose Tool option and
press execute press execute
IF IF
Execute Execute
OFMC ATSE SATMC | TA4SP OFMC ‘ ATSE SATMC | TA4SP

Figure 19: Evaluation result in OFMC  Figure 20: Evaluation result in CL-AtSe

4.2.2 Formal analysis using Scyther

The suggested REPS-AKA2 method is evaluated by using Scyther tool. The
description of the presented REPS-AKAZ2 protocol is implemented based on the
defined nodes. There are four nodes (UE, eNodeB1, eNodeB2, and MME) in REPS-
AKA2 protocol. In the modeled protocol, five claims (i.e., Nisynch, Secrecy,
Weakagree, Niagree, and Alive) are checked for mentioned nodes. (Scyther codes are

presented in Appendix 2).

Based on UE’s viewpoint in REPS-AKAZ2, the security claims are presented as

follows:claim_uel(UE,Secret,HIMSI);claim_ue2(UE,Secret, UECap);claim_ue3(UE,Secret,RNue);cl

aim_ue4(UE,Secret,elD1);claim_ue5(UE,Secret,elueAuthP);claim_ue6(UE,Secret,RNe2);claim_ue7(
UE,Secret,e2ueAuth);claim_ue8(UE,Secret,RNueP);claim_ue9(UE,Secret,UECapP);claim_uel0(UE,
Secret, T1P);claim_uell(UE,Secret,e2ueAuthP);claim_uea(UE,Alive);claim_uew(UE,Weakagree);cla

im_uenia(UE,Niagree);claim_uenis(UE,Nisynch);

58



Based on eNodeB1’s viewpoint in REPS-AKAZ2, the security claims are presented as

follows:claim_enb1c1(ENB1,Secret,HIMSI);claim_enb1c2(ENB1,Secret,KeNBP);claim_enb1c3(EN

B1,Secret,RNe2);claim_enblc4(ENB1,Secret,RNel);claim_enblc5(ENB1,Secret,RNue);claim_enblc6
(ENB1,Secret,T3);claim_enb1c7(ENB1,Secret,XelueAuthP);claim_enb1c8(ENB1,Secret, UECap);clai
m_enb1c9(ENB1,Secret,elD2);claim_enbl1c10(ENB1,Secret,NKG);claim_enblc11(ENB1,Secret, MVP
);claim_enbla(ENBZ1,Alive);claim_enblw(ENB1,Weakagree);claim_enblnia(ENB1,Niagree);claim_e

nblnis (ENB1, Nisynch);

Based on eNodeB2’s viewpoint in REPS-AKAZ2, the security claims are presented as

follows:claim_enb2c1(ENB2,Secret,UECap);claim_enb2c2(ENB2,Secret,RNe2);claim_enb2c3(ENB

2,Secret, T2);claim_enb2c4(ENB2,Secret,RNue);claim_enb2c5(ENB2,Secret,elD2);claim_enb2c6(EN

B2,Secret,HIMSI);claim_enb2c7(ENB2,Secret,elueAuthP);claim_enb2c8(ENB2,Secret,RNe2);claim_
enb2c9(ENB2,Secret,RNel);claim_enb2c10(ENB2,Secret,RNue);claim_enb2c11(ENB2,Secret, T4);cla
im_enb2c12(ENB2,Secret,FSKe2u);claim_enb2c13(ENB2,Secret,XelueAuthP);claim_enb2c14(ENB2,
Secret,RNe2P);claim_enb2c15(ENB2,Secret,RNueP);claim_enb2c16(ENB2,Secret, T2P);claim_enb2c
17(ENB2,Secret,Xe2ueAuth);claim_enb2c18(ENB2,Secret, UECapP);claim_enb2c19(ENB2,Secret,UK
);claim_enb2c20(ENB2,Secret,MVP);claim_enb2a(ENB2,Alive);claim_enb2w(ENB2,Weakagree);clai

m_enb2nia(ENB2,Niagree);claim_enb2nis(ENB2,Nisynch);

Based on MME’s viewpoint in REPS-AKA2, the security claims are presented as
follows:claim_mmea(MME,Alive);claim_mmew(MME,Weakagree);claim_mmenia(MME,Niagree);c

laim_mmenis(MME,Nisynch);

The evaluation results of modeled protocol are displayed in Figure 21-24. As it can be
seen, the proposed protocols satisfy all defined security climes in involved nodes (UE,

MME, eNodeB1 and eNodeB2).
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Figure 21: Scyther evaluation for defined claims in the UE

Figure 22: Scyther evaluation for defined claims in the eNodeB2
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Figure 23: Scyther evaluation for defined claims in the MME

Figure 24: Scyther evaluation for defined claims in the eNodeB1

4.2.3 Security analysis by BAN logic

In this section, we prove that AKA procedure of the REPS-AKA2 method is safe by
means of BAN Logic. This logic is used to perform a security verification of different
AKA protocols. We verify the transmitted messages to check confidentiality among

involved nodes in the REPS-AKA2 method.
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The formal messages of the proposed protocol REPS-AKA?2 are as follows: M1: UE =

eNB2: {HIMSI, UECap, RNue, elD1, PKue, {elueAuth*}_inv(PKue)}_ PKe2, M2: eNB2 = eNB1:
{UECap, RNe2, T2, RNue, elD2, {HIMSI}_inv(PKe2), {elueAuth*} inv(PKue)} PKel, M3: eNB1 >
eNB2: {HIMSI, KeNB*, RNe2, RNel, RNue, T3, {XelueAuth*}_inv(PKel)}_PKe2, M4: eNB1 2>
MME: {HIMSI, UECap, elD2, NKG, T3, RNel, {MVP}_inv(PKel)} PKm, M5: eNB2 2> UE: {RNe2,
RNel, RNue, T4, {FSKe2u}_inv(PKe2), {XelueAuth*}_inv(PKel)}_PKue, M6: UE = eNB2: {RNe2,
{e2ueAuth }_inv(PKue)} FSKe2u, MI’: UE = eNB2: {HIMSI, RNue’, UECap’, eIDI, TI’
{e2ueAuth*} inv(PKue)}_  FSKe2u, M2’: eNB2 =2 UE: {(RNe2’, RNue’, T2’
{Xe2ueAuth}_inv(PKe2)} FSKe2u, M3’: eNB2 -2 MME: {UECap’, RNe2’, T2’, UK, HIMSI,

{MVP}_inv(PKe2) }_ PKm.

We need to transform all messages into idealized logical format as follows: M1: UE 2

eNB2: eNB2 < {UE|=HIMSI, #(UECap), #(RNue), #(eID1), g UE, {UE|= elueAuth*} PKue'}
PKe2, M2: eNB2 2 eNB1: eNB1 <{UE|= UECap, #(RNe2), #(T2), UE|= RNue, #(elD2), {UE|=
HIMSI}  PKe2l{UE|=elueAuth*}  PKue!}PKel, M3: eNB1=> eNB2: eNB2<
{UE|=HIMSI eNB1|=KeNB* eNB2|=>RNe2 #(RNel), UE|=RNue, #(T3), { eNB1|=XelueAuth*}
PKell} PKe2, M4: eNB1 = MME: MME < {UE|= {HIMSI, UECap, RNel}, eNB2|= elD2,
eNB1|=NKG, #(T3), { eNB1|=MVP} PKel?'} PKm, M5: eNB22> UE: UE < {eNB2|= RNe2,
eNB1|=RNel, UE|=RNue, #(T4), {eNB2|= FSKe2u} PKe2!, {eNBl|=XelueAuth*} PKel?}
PKue, M6: UE = eNB2: eNB2 < {eNB2|= RNe2, {UE|=e2ueAuth} PKue*} FSKe2u, M1’: UE 2>
eNB2: eNB2 < {UE|=HIMSI, #[RNue’), #(UECap’), #(eID1), #(T1"), {UE|=e2ueAuth*} PKue}
FSKe2u, M2’: eNB2 = UE: UE < {#(RNe2’), UE|=RNue’, #(T2’), {eNB2|=>Xe2ueAuth} PKe2}
FSKe2u, M3’: eNB2 2 MME: MME < {UE|= {UECap’, HIMSI}, #(RNe2’), #(T2’), eNB2|=> UK,

{eNB2|= MVP} PKe2-1} PKm.

The following initial Assumptions (A) are considered to evaluate the proposed

protocol: Al: It is considered that some public keys in REPS-AKAZ2 (i.e. PKue, PKel,

. . PKye PK,
PKe2 and PKm) are used between involved entities as follows: UEj= —5 UE 1 —5 eNB1

PKey PKm PKeq PKye PKeq PKe
N — eNB2, MME|= — MME &1 — ¢eNB1, eNBI |=— UE /4 — eNB1 1 — eNB2 »
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PKm PKye PK, PK, . .
—5 MME, eNB2 |= —S UE 4 —5 eNB1 4 —5 eNB2, A2: It is considered that some secret

keys in REPS-AKA2 (i.e. FSKe2u) are used between different nodes as follows: UE|=

FSKe2u FSKe2u R e .
UE «—— eNB2, eNB2 |= UE —— eNB2, A3: It is assumed that the entities calculate (i.e.,

control) some security parameters and generated keys as follows: UE|= HIMSI /1 NKG /4

KeNB*/4 KRRCint 1 KRRCenc /1 KRRUPenc/ KNASenc A KNASint 1 KASME* 4 elueAuth* A
e2ueAuth /A e2ueAuth* 4 Xe2ueAuth 1 UK A e2ueAuth** 4 KRRCint* 1 KRRCenc* /1 KRRUPenc* A
KNASenc* /1 KNASint*, MME|= HNID /1 KASME* /1 KNASenc /A KNASint 1 KNASenc* /1 KNASint*,
eNB1|= NKG 4/ KeNB* /A XelueAuth*, eNB2|= KRRCint 1 KRRCenc /1 KRRUPenc A FSKe2u 4

e2ueAuth 2 e2ueAuth* 2 e2ueAuth** 41 UK A KRRCint* 41 KRRCenc* /1 KRRUPenc* 4 Xe2ueAuth,

A4: We assumed that the entities generate some random value to use in key derivation
and authentication functions as followa: UE|=# (RNue), eNBI| =# (RNel), eNB2| =# (RNe2),

Ab: It is considered that the entities have some security value related to other involved

NAS—CAD NAS—-IAD AS—-IAD
nodes as follows: UE |= (UE &= MME) /A (UE &< MME) / (UE <= eNB2) / (UE
AS—EAD AS—-UPEAD UECap UECap UECap
——— eNB2) /1 (UE ——= eNB2) /1 (UE — eNB1) /1 (UE <= eNB2) /1 (UE <= MME),
NAS—-CAD NAS—-IAD UECap MVP
MME |= (UE &——= MME) /A (UE &———= MME) /4 (UE &= MME) 2 (eNBl& MME), eNBI|=
elD1 elD2 UECap MVP UECap
(eNBl< eNB2) /1 (eNBl< eNB2) N (UE <= eNB1) /1 (eNBl< MME), eNB2|= (UE <= eNB1)
UECap elD1 elD2 AS—IAD AS—-EAD
N (eNB2= eNB1) /1 (eNBl< eNB2) / (eNBl< eNB2) /4 (UE &< eNB2) & (UE &< eNB2)
AS—UPEAD
N (UE —— eNB2).
The main security Goals (G) of the suggested protocol (i.e., REPS-AKA2) are to
provide the mutual authentication between involved nodes and manage security keys
between involved entities. All defined security goals in the suggested method are
represented as follows: G1: The mutual authentication between involved nodes is
ensured in the suggested approaches as UE |= eNBI |= eNB2 /A eNB2 |= eNBI |= UE then UE

|= eNB2 A eNB2 |= UE, G2: Key acceptance achieved between different defined entities.

There is a matched KASME between the UE, HSS, and MME to run the proper key
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KASME
agreement. AS MME|= UE|= KASME A UE|= MME |= KASME then UE «—— MME, thus, as
KASME KNAS KNASi .
UE —5 HsS then UE ——2"5 MME 4 UE —"% MME. Also, there is a matched KeNB*
between the UE, and eNB2 to run the key agreement. As eNB2 |= UE|= KeNB*/ UE|=

KeNB* KeNB* KRRCint*
eNB2 |= KeNB* then UE «—— eNB2, thus, as UE «—— eNB2 then UE «——— eNB2 /1 UE

KRRC * KRRUP * . . .
—, eNB2 /1 UE —— eNB2, G3: Message authentication between corresponding

entities as follows: eNB2 |= UE |~ elueAuth* (M1), eNBI |= eNB2 |~ HIMSI (M2), eNBI |=
UE | ~elueAuth* (M2), MME |= eNBI |~MVP (M4), eNB2 |= eNBI | ~ XelueAuth* (M3), UE |=
eNB2 |~ FSKe2u (M5), UE |= eNB1 |~ XelueAuth* (M5), eNB2|= UE |~ e2ueAuth (M6), eNB2
|= UE | ~e2ueAuth* (M1”), UE |= eNB2 | ~ Xe2ueAuth (M2”), MME |= eNB2 | ~MVP (M3”), G4:
Key agreement in AS and NAS layers are satisfied in involved nodes as follows: UE |
= HSS | = (X) RNK A HSS | = UE | = (X) RNK then UE OB, s and also UE | = eNBI |= NKG
AeNBI |= UE |= NKG then UE = eNB1, and also UE | = eNB2 | = UK AeNB2 | = UE | = UK

then UE & eNB2, thus these involved nodes can generate some agreed KeNB, UK, and
KASME, G5: The key freshness between UE and network side (i.e., MME, eNB1, and
eNB2) and also among network nodes. The key freshness between these entities holds
Since UE|= eNBI |= #(RNue) A #(RNel) A #(RNe2), eNBI |= UE |= #(RNue) A #(RNel) /1 #(RNe2),
{UE, eNBI} |= eNB2|= #(RNue) A #(RNel) 2 #(RNe2), thus, KASME, NKG, KeNB*, and
KASME* are fresh keys accordingly, G6: Confidentiality between the UE (as a user

KRRCenc

eNB2 | E(eNBZ UE),UE< {Z}kRrRCenc

eNB2 | =UE|~ {Z}kRRcenc

side) and the eNB2 (as a network side):

KRRCenc

UE| E(eNBZ UE>.eNBZ < {R}IKRRCenc

UE | =eNB2 |~{R}KkRRCenc

, Where ‘Z’ and ‘R’ are transmitted messages from UE

and eNB2 respectively.

We evaluate the idealized form of presented method according to the hypothesis we

defined and the BAN Logic rules including Message meaning rule (R1), Jurisdiction

64



rule (R2), and Nonce Verification rule (R3). We employ the BAN logic rule (R2) to

UE | =eNB1 |=elueAuth®,UE | =eNB1 |=elueAuth™ eNB1|=UE |=elueAuth*,eNB1 | =UE |=elueAuth” T
UE | =elueAuth* ’ eNB1 | =elueAuth*

0]

derive:

satisfy Gl1. We utilize the BAN logic rule (R2) to derive:

UE | =eNB2 |=KeNB*,UE | =eNB2 |=KeNB* eNB2|=UE |=KeNB*,eNB2| =UE |=KeNB* .
, To satisfy G2. We use
UE | =KeNB* eNB2| =KeNB*

’

the BAN logic rule (R1) to derive:

PKye R PKep
eNB2 |=|——> UE ),eNB2 <{elueAuth*} —1 eNB1|=(—> eNB2 |,eNB1 <{HIMSI} -1
PKye PKep

eNB2 | = UE |~elueAuth* eNB1|=eNB2 |~HIMSI

PKye . PKe1
eNB1 |=|——> UE ),eNB1 <{elueAuth*} -1 MME | E(—> eNBl),MME <{MVP} -1
PKye PKeq

eNB1 | = UE |~elueAuth* MME | = eNB1 |~MVP

PKeq . PKep
eNB2 |E(—> eNBl),eNBZ <{XelueAuth*} -1 UE| E(—> eNBZ),UE <{FSKe2u } -1
PKeq PKep

’ 1

eNB2 | =eNB1 |~XelueAuth* UE | =eNB2 |~FSKe2u

PKeq N PKye
UE |E(—> eNBI),UE <{XelueAuth }PK -1 eNB2| E(—> UE ),eNBZ<{e2ueAuth} -1
el PKue

UE |=eNB1 |~XelueAuth* eNB2| = UE |~e2ueAuth

_(PKen N _(PKuye *
UE |=(—> eNB2),UE <{Xe2ueAuth*} —1 eNB2|={— UE ),eNB2<{e2ueAuth*} -1
PKeo PKye

UE | =eNB2 |~Xe2ueAuth* eNB2| = UE |~e2ueAuth*

PKep
MME |E(—> eNBZ),MME <{MVP}

rke * To satisfy G3. We employ the BAN logic rule (R2) to

MME | = eNB2 |~MVP

eNB1| =UE |=NKG ,eNB1| =UE |=NKG  UE|=eNB1|=NKG ,UE| =eNB1|= NKG

derive: = , -
eNB1|=NKG UE|=NKG

’

eNB2| =UE |=UK ,eNB2| =UE |=UK UE|=eNB2|=UK ,UE| =eNB2|= UK -
NBII=UK ) T To satisfy G4. And then all

derived keys and parameters from NKG, UK and (X) RNK can be proved accordingly.

We employ the BAN logic rule (R3) to derive:

UE | = #(RNue),UE| =eNB2 |~RNue /\UE | =eNB2 |=RNue ,UE | =eNB2 | =RNue
UE| =eNB2 |=RNue UE | =RNue

eNB2 | = #(RNe2),eNB2| =UE |~RNe2 ACNB2 | SUE |=RNe2 ,eNB2 | =UE | =RNe2
eNB2| =UE |=RNe2 eNB2 | =RNe2

Thus, all derived keys (i.e.,

KRRCint, KRRCenc, and KRRUPenc) are generated using fresh numbers. Hence the

protocol satisfies G5. Using proofs in G4, we learn that UE | = eNB2| = KeNB A eNB2 | =

. UE| = #(RNgy),UE | =eNB2 |~RNgy
(R3)' UE | =RNg,

UE |= KeNnB. And by G5 and A

eNBZ 1= #(:;V;‘;)'T’fifv |=UEI~RMue Thys, we learn NKG is fresh and depend on RNue and
= ue

RNe2 which are shared between entities, thus we have UE «——% eNB2 to satisfy G6.
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4.2.4 Proof of security requirements
In this section, correctness proofs of the REPS-AKAZ are illustrated as follows:

Claim 1:The REPS-AKA2 can optimize the computational cost of UE.

Proof: During proposed handover in REPS-AKAZ2, the user node (i.e., UE) configure
the UECap parameter. The UECap specify encryption capability of each UE node. As
different UEs have different hardware/software specification, they might not support
all encryption algorithms properly. This point can affect the level of QoS in handover
and key agreement process. According to the UECap, the UE and LTE network set
AS-1AD, AS-EAD, AS-UPEAD, NAS-CAD, and NAS-IAD values. These parameters

are used to generate KRRCint, KRRCenc, KRRCUPenc, KNASenc and KNASiInt.

Claim 2: The protocol is resistant to Replay attacks in X2-handover.

Proof: We use timestamps in our method to protect the system against replay attack.
The involved nodes verify the timestamps to confirm that the messages are fresh. In
the protocol, stale messages are ignored by eNodeBs. Thus, these dropped messages
cannot be forwarded to the MME. Each node has timestamps and fresh random
number. These pair parameters (e.g. (T1, RNue)) provide freshness of messages. Thus,

an attacker cannot use the same message frequently, decreasing the reply attacks.

Claim 3: The REPS-AKAZ2 achieves protection of UE’s Identity in X2-handover.

Proof: The UE does not forward IMSI values in a clear text. Since the IMSI parameter,
the system should hide it from the attacker. Consequently, we hash IMSI (HIMSI=H1

(IMSI)) and then transmit HISMI encrypted by eNodeB public key (PKe2).
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Claim 4: The REPS-AKAZ2 achieves backward key separation.

Proof: To satisfy backward key separation in REPS-AKAZ2, source eNodeB produces
the next KeNB by using a one-way hash function and NKG, a new key generator. The
NKG is generated based on random values, source eNodeB, and target eNodeB;
NKG=NKGFunc (RNe2, RNue, RNel). In this scheme, NKG is always a fresh value,

and it is generated for only one handover between target eNodeB and source eNodeB.

Claim 5: The REPS-AKAZ provides authentication between UE and eNodeBs.

Proof: The UE and source eNodeB can authenticate each other using elueAuth* and
XelueAuth*. The UE will generate the elueAuth* by elueAuth (from last handover)
and RNue; elueAuth*=AuthFunc (elueAuthé@RNue) and transmit through source
eNodeB. The source eNodeB can make the same elueAuth* because it has elueAuth
from the last handover and received RNue and match with received elueAuth* in M2.
On the other hand, the source eNodeB will perform the same procedure on the other
side and make XelueAuth* by elueAuth from the previous handover and RNel (a
fresh random number). Consequently, the UE can generate same XelueAuth* by
received RNel and compare with received XelueAuth* from MD5;
XelueAuth*=AuthFunc (elueAuth@RNel). Thus, UE and source eNodeB can
authenticate each other considerably, and the attacker cannot send any message to
source eNodeB and run his DoS attacks easily. The suggested approach provides
robust mutual authentication between UE and target eNodeB. They check each other
using RNue and RNe2. Target eNodeB and source eNodeB authenticate each other

using RNe2 and RNue. Thus, the REPS-AKAZ2 can protect the LTE system against

67



MitM attacks. The rogue eNodeB cannot impersonate itself to UE and source eNodeB.

The reason is that the elueAuth value is saved in the UE and valid source eNodeB.

Claim 6: The REPS-AKAZ2 can provide message authentication in X2-handover.

Proof: The target eNodeB can authentication M1 by {elueAuth*} inv(PKue). The
elueAuth* value is authenticated by target eNodeB as produced by a valid UE. Details

of message authentication in other messages are shown in Table 9.

Table 9: Description of message authentication in REPS-AKA2

Messages Authentication Descriptions
M1 (UE-=eNB2) The elueAuth* is verified by eNB2 as generated by UE
M2 (eNB22eNB1) The HIMSI is verified by eNB1 as generated by eNB2
M3 (eNB1-2eNB2) The XelueAuth* is authenticated by eNB2 as built by eNB1
M4 (eNB1>MME) The MVP is verified by MME as generated by eNB1
M5 (eNB2 2 UE) The FSKe2u is verified by UE as generated by eNB2
M6 (UE 2eNB2) The e2ueAuth is verified by eNB2 as generated by UE
M1’ (UE2eNB2) The e2ueAuth* is verified by eNB2 as generated by UE
M2’ (eNB2 > UE) The Xe2ueAuth is verified by UE as generated by eNB2
M3’ (eNB2 >MME) The MVP is verified by MME as generated by eNB2

Claim 7: The protocol can provide robust key agreement in AS layer.

Proof: The keys of RRC layer in the UE and LTE network (target eNodeB) are
calculated using new KeNB* and XOR of RNue and RNe2; KRRCint=KDF(KeNB*,
(RNue@®RNe2),AS-IAD), KRRCenc = KDF(KeNB*, (RNued® RNe2), AS-EAD),
KRRCUPenc = KDF(KeNB*, (RNue @&RNe2), AS-UPEAD). Thus, they are fresh and
based on new random values (i.e., RNue and RNe2). The attackers are unable to extract

them for the future handover. Thus, the security goals in AS layer can be satisfied.
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Claim 8: The REPS-AKAZ2 can provide strong key agreement in NAS layer.

Proof: The KNASInt, and KNASenc keys are generated by using calculated KASME*
key. Since the KASME* is generated based on KASME and the new key generator
(i.e., NKG), KNASenc and KNASInt have a suitable security and the ability to make

NAS keys securely.

Claim 9: The protocol achieves prevention of eavesdropping attacks.

Proof: During X2-handover in existing EPS-AKA method, adversary can extract the
transmitted messages in communication networks. However, in our method,
adversaries are unable to monitor transmitted messages. Since all forwarded messages
are encrypted by Symmetric/Asymmetric keys as presented in Table 10. Thus, a

suitable confidentiality is provided properly in all transmitted messages.

Table 10: Asymmetric and symmetric keys in REPS-AKA2

Messages Keys Encryption types
M1 (UE-eNB2) PKe2 Asymmetric
M2 (eNB22eNB1) PKel Asymmetric
M3 (eNB1=eNB2) PKe2 Asymmetric
M4 (eNB1->MME) PKm Asymmetric
M5 (eNB2 =2 UE) PKue Asymmetric
M6 (UE-2eNB2) FSKe2u Symmetric
M1’ (UE 2eNB2) FSKe2u Symmetric
M2’ (eNB2 > UE) FSKe2u Symmetric
M3’ (eNB2 2MME) PKm Asymmetric

Claim 10: The protocol achieves optimization of re-authenticate in X2-handover.

Proof: There is no need to perform a complete handover security process in the second

handover between the same eNodeBs. The target eNodeBs can authenticate UE by
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e2ueAuth*; e2ueAuth*=AuthFunc (e2ueAuth@RNue’) and the UE can authenticate
target eNodeBs by Xe2ueAuth; Xe2ueAuth= AuthFunc (e2ueAuth@RNe2’). Thus,
the next handover will be lighter than the first one, and this helps to improve
computational cost and QoS level. Besides, in the second handover between the same
eNodeBs (re-Authentication), all the AS and NAS keys including KRRCint*,
KRRCenc*, KRRCUPenc*, KNASenc*, and KNASInt* can be generated by their last
versions (KRRCint, KRRCenc, KRRCUPenc, KNASenc, and KNASint). And also, an
Updated Key (UK) is calculated by RNe2’, RNue’, and e2ueAuth; UK=UKGFunc
(RNe2’, RNue’, e2ueAuth). In other words, new keys in AS/NAS layers are based on
their previous version, random number, and e2ueAuth. Accordingly, there is a
significant decrease in computational cost second handover attempt. This can be

helpful to have a better QoS level in the LTE system.

Claim 11: The REPS-AKA2 protocol achieves strong session key.

Proof: In the REPS-AKAZ2 protocol, source eNB employs a strong hash function to
generate corresponding session key. Thus, the REPS-AKA2 can cover backward key
separation goal properly. For each involved eNodeB, it is infeasible to extract the
previous version of the related keys by using existing session keys (i.e., KeNB). Thus,
if one eNodeB is corrupted by an attacker, without the last KeNB, the shared messages

among the source eNodeBs and the onboard UEs will not be extracted.

Claim 12: The proposed REPS-AKA2 provides forward key separation.

Proof: To cover forward key separation in REPS-AKA2 method, the source eNodeB

generates fresh session keys using the NKG value. The NKG is calculated by random
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parameters (RNe2, RNue, and RNel); NKG=NKGFunc(RNe2,RNue,RNel). In other
words, the source eNB makes a fresh key for the target eNB during the X2 handover.
The attacker (i.e. rogue eNodeB) is not able to calculate the session keys. Therefore, a
forward key separation goal is provided and a corrupted eNB is unable to compromise

other eNBs.

The security of the REPS-AKAZ2 protocol is compared with some suggested methods
as shown in Table 11. We can see that the scheme proposed in REPS-AKAZ2 protocol
cover forward hop security and it can protect the system against de-synchronization
attacks. Thus, compared with the standard EPS-AKA, and Ref. [18], the presented

REPS-AKAZ2 protocol is more secure.

Table 11: Comparison of security goals in Handover methods

Security goals EPS-AKA | Ref. [18] | REPS-AKA2
One-hop Forward Safety No Yes Yes
Anti-de-synchronization attack No No Yes

Moreover, one more security comparison of the handover protocols is indicated in
Table 12. Comparison of security properties confirms that the suggested REPS-AKA2

approach achieve more security goals.
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Table 12: Comparison of security properties in Handover schemes

Security properties | Ref.[86] | Ref. [49] | Ref. [50] | Ref. [6] | REPS-
AKA?2
SP1 No No Yes No Yes
SP2 Yes Yes Yes Yes Yes
SP3 No Yes No No Yes
SP4 No No Yes No Yes
SP5 No Yes Yes No Yes
SP6 No Yes Yes No Yes
SP7 No Yes Yes Yes Yes
SP8 No Yes Yes Yes Yes
Satisfied properties 1 6 7 3 8

SP1: Mutual authentication; SP2: Key agreement; SP3: Privacy preservation; SP4: Prevention from
signaling congestion prevent; SP5: Overcome MiTM attack; SP6: Overcome impersonation attack; SP7:
Overcome replay attack; SP8: Overcome DoS and insider attacks;

4.3 Performance analysis of the proposed model: REPS-AKA2

The improvement we suggested in the REPS-AKAZ2 inherits basic structure of key
management in the X2 handover. The main important difference is that the proposed
scheme uses a combination of Symmetric and Asymmetric key infrastructure and
improves performance metrics especially in the second handover attempt (re-
Authentication phase). The evaluation of the REPS-AKA2 method is presented in
terms of the most important performance metrics.

4.3.1 Communication overhead

The Communication Overhead (CO) of the REPS-AKAZ is evaluated in this section.
We suppose that the cost of handover message delivery between the eNodeB and the
MME is S unit, between the UE and the eNodeB is p unit, and between eNodeBs is ¢
unit. We assume that the p is in this range: 0 < u < . The reason is that the MME
usually locates far away from the eNodeBs, in addition, the pand o values are logically
less than f. We compare the CO of REPS-AKAZ2 protocol with some other AKA

protocols [4] [7] [13-18][20] as indicated in Table 13.
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Table 13: Comparison of communication overheads

Schemes S1 Interface (B) Uu Interface (W) X2 Interface (d)
Ref. [13] 8 13 10
Ref. [14] 2 7 0
Ref. [15] 0 4 4
Ref. [16] 0 5 2
Ref. [17] 0 4 4
Ref. [18,20,4] 4 3 2
Original method [7] 4 3 2
REPS-AKA2 (Phl) 1 3 2
REPS-AKA2 (Ph2) 1 2 0

Our scheme outperforms all other schemes since REPS-AKA2 methods have the
lowest CO as shown in Figure 25. The improvement percentages of the 1% and 2"
phases of the suggested REPS-AKA2 method over the other listed protocols are 81%,
33%, 25%, 14%, 25%, 33%, 33%, 33%, 33%, and 90%, 67%, 62%, 57%, 62%, 67%,

67%, 67%, 67%, respectively.
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Figure 25: Comparison of communication overheads

4.3.2 Transmitted packets
We compare the number of Transmitted Packets (TP) between involved nodes in the
proposed handover method with existing schemes as shown in Figure 26. The

proposed REPS-AKA2 method requires fewer transmitted packets than Ref [56], [57],
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[30], and [36]. In fact, the UEs have to send much more packets in other suggested
methods which is not desirable because of bandwidth issues between the UEs and

eNodeBs.
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i Ref. [56] 1312

BRef. [57] 1408

I Ref. [30] 704
Ref. [36] 752

BREPS-AKA2 (Ph1) 476

BREPS-AKA2 (Ph2) 196

Figure 26: Comparison of TP in AKA methods

4.3.3 Computational cost

We evaluate Computation Cost (CC) of security operations in handover schemes. The
computation cost of a bilinear pairing operator, a multiplication operator, an addition
operator, and a hashing function are 4.14 ms, 0.86 ms, 0.58 ms, and 0.0065 ms
respectively [36]. According, Table 14 shows the computation times of each LTE
node. Table 14 concludes that the computation times in involved nodes in the proposed

REPS-AKAZ2 are much fewer than other handover schemes.

Table 14: Computation times of involved nodes

Security Attribute UE eNB MME
Ref. [56] 6.73 10.19 6.64
Ref. [57] 6.73 10.19 6.64
Ref. [30] 9.9 9.9 8.7
Ref. [36] 0.586 8.87 14.173
REPS-AKA2 (Phl) 0.0715 0.052 0.0195
REPS-AKA2 (Ph2) 0.065 0.0455 0.013
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Chapter 5

MODEL 3 (REPS-AKA3)

In this chapter, we present an enhanced AKA protocol named as REPS-AKA3 which
can provide acceptable immunity against malicious attacks. In fact, the REPS-AKA3
is an enhanced version of the AKA protocol, which improves mutual authentication
while needs some minor modifications to the LTE systems. The REPS-AKA3 method
is evaluated and compared with the standard EPS-AKA scheme. This chapter is
organized as follows: Section 5.1 demonstrates the proposed REPS-AKA3 protocol to
solve security issues of LTE network. Next, we provide performance evaluation and

security analysis of the REPS-AKA3 method in sections 5.2 and 5.3 respectively.
5.1 The proposed REPS-AKA3 protocol

To provide perfect security in the LTE systems, we suggest the REPS-AKA3 protocol
that covers all security contexts. The proposed REPS-AKAZ3 can be divided into five
phases/contexts as follows: Pre-authentication phase, EPS security Context, NAS
Security Context (between MME and UE), AS Security Context (between UE and
eNodeB), and Re-authentication phase.

5.1.1 Pre-authentication phase

The pre-authentication procedure is based on a group authentication mechanism.
When a UE joins a given LTE network, it needs to attach to a legitimate eNodeB. Since
there is more than one eNodeB in each LTE area, the UE may connect to a fake
eNodeB (attacker). The UEs can connect to the legitimate eNodeBs using the pre-

authentication phase of the REPS-AKA3 protocol. According to REPS-AKA3, each
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eNodeB sends AKA Advertising Table (AAT) to UEs in its cell (i.e., eNodeB’s zone),
as shown in Figure 27. The AAT has public information about eNodeB and its
neighbors, including eNodeB’s ID, Public keys, and connected MME. Each eNodeB
can communicate with some other eNodeBs via X2 interfaces and with the EPC via

S1-C to make/update its AAT frequently.

Internet

E-UTRAN EPC

Figure 27: Fake and legitimate eNodeBs

An example of AAT is shown in Table 15. Neighbor eNodeB’s ID (NelD) is a unique
ID of each eNodeB located in the neighbor area. Connected MME ID (CMID) is a
unique identity of the MME in the serving network. Moreover, the AAT includes the
public key of eNodeB (PKenb) and connected MME (PKmme). In addition, the AATSs

have an identity (FelD) and public key (PKFenb) of fake eNodeBs.

Table 15: Example of AAT

Neighbor eNBs ID Public key of eNB Connected MME ID | Public key of MME
NelD 1 PKenbl CMID1 PKmmel
NelD 2 PKenb2 CMID1 PKmmel
NelD 3 PKenb3 CMID2 PKmme2
NelD 4 PKenb4 CMID2 PKmme2
FelD 1 PKFenbl FMID1 PKFmmel
FelD 2 PKFenb2 FMID2 PKFmme2
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Finally, the UE merges the AATSs and creates Final Decision Table (FDT), as shown
in Table 16. The UE adds the signal level (SL) of eNodeBs to the FDT. The level of
received signals can be Very Low (VL), Low (L), Medium (M), High (H), and Very
High (VH). Count Number (CN) of an eNodeB is the total number of ocuurences of
that eNodeB in the received AATSs. The number of previously Successful Attach (SA)

is included in FDT. The UE lists eNodeBs based on SL, CN, and SA in FDT.

Table 16: Example of FDT

NelD SL CN SA PKenb CMID PKmme
NelD 1 VH 5 8 PKenbl CMID1 PKmmel
NelD 2 VH 4 2 PKenb2 CMID1 PKmmel
NelD 3 H 4 7 PKenb3 CMID2 PKmme2
NelD 4 VH 2 6 PKenb4 CMID2 PKmme2
NelD 5 L 3 5 PKenb5 CMID3 PKmme3

An important point of REPS-AKAZ is that the UEs increase the count number of fake
eNodeB when it is mentioned in AATs. And after successful AS context security, the
UE sends its updated Suspicious Table (ST), including possible fake eNodeBs, to

connected eNodeB. One example of ST is illustrated in Table 17.

Table 17: Example of ST

FelD CN PKFenb FMID PKFmme
FelD 1 5 PKFenbl FMID1 PKFmmel
FelD 2 4 PKFenb2 FMID1 PKFmmel
FelD 3 4 PKFenb3 FMID2 PKFmme2
FelD 4 2 PKFenb4 FMID2 PKFmme2
FelD 5 3 PKFenb5 FMID3 PKFmme3

Where FelD, CN, PKFenb, FMID, and PKFmme are fake eNodeB identity, count
number of fake eNodeB, the public key of fake eNodeB, fake MME identity, and

public key of fake MME, respectively. The eNodeBs share a similar eNodeB
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Information Table (EIT) table between neighbor eNodeBs periodically to update their
database (i.e., fake and genuine eNodeBs). Thus, fake eNodeB frequently changes its
information (i.e. NelD, PKenb, CMID, and PKmme). Thus, a fake eNodeB obtains
new information in AATS. This decreases the count number of fake eNodeB in AAT.
Consequently, the risk of incorrect attachment will be reduced considerably. One

example of EIT is indicated in Table 18.

Table 18: Example of EIT

Neighbor eNBs ID | Public key of NB Connected MME ID Public key of MME
NelD 1 PKenbl CMID1 PKmmel
NelD 2 PKenb2 CMID1 PKmmel
NelD 3 PKenb3 CMID2 PKmme2
NelD 4 PKenb4 CMID2 PKmme2
FelD 1 PKFenbl FMID1 PKFmmel
FelD 2 PKFenb2 FMID2 PKFmme2

5.1.2 EPS security context

This section presents the EPS security context. First, we define the pre-shared keys
and parameters as follows: SK key: The secret key (SK) is a main pre-shared key
between HSS and UE at the time of manufacturing; SKmh: The SKmh is a secret key
between the MME and the HSS. This key can be updated periodically; SKem: This is
a pre-shared key for communication channels between eNodeB and MME; MVP and
HVP: The MME Validation Parameter (MVP) and HSS Validation Parameter (HVP)
are introduced as unique identifiers for MME and HSS. These identifiers can be
changed after a pre-defined number of successful attach; Public keys of MME and
HSS: MME and HSS share their public keys (PKmme, PKhss). In addition, the MME
sends its public key to the UEs in AATSs; Key/parameter Generator Functions: The
REPS-AKAS3 uses these cryptographic functions to generate various Keys/parameters

for different layers (AS and NAS). Table 19 defines the role of these functions.
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Table 19: Cryptographic functions

Functions Roles Functions Roles

F1 To make MAC HIGFunc To make HI

F2 To make RES and XRES NKGFunc To make key NKG

F3 To make key CK AUTHFunc | To make AUTN

F4 To make key IK NKeNBG To make key NKeNB

F5 To make key AK LAFunc To make LAUTHP

HFunc To make HIMSI UKFunc To generate key UK

UIGFunc To make Ul NIFunc To make HNID

KDF To generate key KASME, UFunc To generate URAND,
KNASenc, and RRCUPenc, UAUTH, and UKASME

A clear picture of the keys hierarchy and steps of REPS-AKA3 are shown in Figure

28 and 29 respectively.
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Figure 28: Keys generation model of REPS-AKA3 Protocol
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Figure 29: Steps of REPS-AKAS3 (EPS security context)

79



The steps of REPS-AKAS3 (EPS security context) are presented as follows (Figure 29):
1. UE 2 MME (M1: Attach Request): When an LTE user joins an LTE network for
the first time, s/he needs to send UE’s identify using an Attach Request. First, the UE
generates a Random Number (RNue) and sets a timestamp (TS). This pair (RNue, TS)
value will confirm that the current request message is fresh. In this manner, we can
protect MME against reply attacks. Then, it executes the function HFunc on the IMSI
to produce Hidden IMSI (HIMSI): HIMSI=HFunc (IMSI, RNue). Thus, the IMSI will
be encrypted with the random number (RNue) as a key that is never seen before. This
can prevent replay attacks. In this way, we can be sure that IMSI is sent to MME
securely. Next, the UE encrypts the HIMSI with its inverse public key (PKue) to prove
that the message comes from a genuine UE. The UE also generates a User Identifier
(UI) that works as a unique identifier between HSS and UE. The UE calculates a new
Ul using RNue, generated HIMSI, and its SK: UI=UIGFunc (HIMSI, SK, RNue).
Then, the UE sets UE Capability (UECap) and HSS identity (HID). The UECap shows
the UE capability for encryption and decryption. The HID is the unique number that
is HSS ID. Consequently, the UE transmits M1 (i.e., Attach Request) including
{HIMSI} _inv (PKue), RNue, Ul, UECap, PKue, TS, and HID. The message M1 is

encrypted by PKmme.

2. MME - HSS (M2: Auth. Key Request): The MME decrypts M1 with its private
key and checks RNue and TS for freshness. Next, the MME in the serving network
uses the HID to find the HSS's secret key stored in its database. Then, the MME makes
Home Network Identity (HNID) using MVP and HVP: HNID=NIFunc (MVP&@HVP).
The HNID can help the system to have a unique value between a given MME and

HSS. First, the MME encrypts the HNID using its inverse public key (PKmme) to
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prove that the message comes from MME. After that, the MME generates RNmme
and makes M2 (i.e., Auth. Key Request) including RNmme, RNue, {HNID} _inv
(PKmme), HIMSI, and Ul. Finally, the MME encrypts M2 by a secret key of MME

and HSS (SKmh) and sends it to HSS.

3. HSS &> MME (M3:Auth. Key Reply): In the home network, the HSS decrypts the
received message by its secret key (SKmh) and extracts the values of RNmme, RNue,
HNID, HIMSI, and Ul. To authenticate the MME, the HSS calculates HNID:
HNID=NIFunc (MVP&@HVP) and compares this value with the received one (HNID).
When MME is successfully authenticated, the HSS applies IMSI and RNue to the
HFunc function and generates HIMSI: HIMSI =HFunc (IMSI, RNue). The HSS uses
the generated HIMSI, received RNue and SK of UE to calculate Ul value:
Ul=UIGFunc (HIMSI, SK, RNue) and compares it with the received Ul to verify UE.
Thus, the HSS confirms the UE and the MME by checking Ul and HNID, respectively.
If the UE and MME are genuine nodes, then HSS makes a random number (RNhss)
and produces HSS Identifier (HI) using RNhss, Ul, SK: HI = HIGFunc (RNhss, Ul,
SK). The HI parameter is a unique value between UE and HSS. The UE uses the HI
value to authenticate HSS. The HSS forwards HI, encrypted by its inverse public key
(PKhss), to the message authentication procedure. Moreover, the HSS calculates New
Key Generator (NKG) based on RNmme, HI, and SK: NKG=NKGFunc ((RNmme
@HI), SK). Then, the HSS generates random value (RAND). It uses the RAND, SON,
AMF, HNID, and NKG to generate MAC, XRES, CK, IK, AK, KASME, and AUTN:
MAC = F1 (SQN || RAND || AMF) NKG, XRES = F2 (RAND) NKG, Cipher Key
(CK) = F3 (RAND) NKG, Integrity Key (IK) = F4 (RAND) NKG, Anonymity Key

(AK) = F5 (RAND) NKG, KASME = KDF ((SQN @ AK), HNID, CK, IK,NKG),
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AUTN = AUTHFunc ((SQN & AK) || AMF||MAC). The HSS encrypts M3 (i.e. Auth.
Key Reply) message by secret key (SKmh) and forwards M3 to the MME. The Auth.
Key Reply message includes {HI}_inv (PKhss), RAND, AUTN, KASME, XRES,

RNhss, and RNmme.

4. MME - UE (M4: UE Auth. Request): The MME in serving network employs its
symmetric key (SKmh) to decrypt the received message and authenticates the HSS by
checking the received RNmme. The MME also authenticates the received message by
{HI}_inv (PKhss). After successful authentication of the HSS, serving MME stores
received data and sends M4 (i.e., UE Auth. Request), which is encrypted by UE’s
public key (PKue). The M4 includes RAND, AUTN, RNhss, RNmme, HNID, and

{HI}_inv (PKmme).

5. UE - MME (M5: UE Auth. Reply): The UE decrypts the message M4 by using
its private key and checks the RNhss and RNmme for freshness. Then, the UE
generates HI by received RNhss, generated Ul, and its secret key (SK): HI = HIGFunc
(RNhss, Ul, SK) and compares generated HI with received HI to authenticate HSS.
After successfully authenticating HSS, the UE calculates the value of the NKG key
using RNmme, HI, and SK: NKG=NKGFunc ((RNmme @HI), SK). The UE uses
RAND, SQN, AMF, HNID, and NKG to calculate MAC, RES, CK, IK, AK, KASME,
and AUTN: MAC = F1 (SQN || RAND || AMF) NKG, RES = F2 (RAND) NKG, CK
=F3 (RAND) NKG, IK=F4 (RAND) NKG, AK=F5 (RAND) NKG, KASME = KDF
((SQN @ AK), HNID, CK, IK,NKG), AUTN = AUTHFunc ((SQN @ AK) ||
AMF||IMAC). The UE utilizes the AUTN to authenticate the network side. Moreover,

it uses KASME as a local master key to generate security keys in AS and NAS layers.
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The UE forwards M5 (i.e., UE Auth. Reply) including RNue, RNmme, and {RES} inv

(PKue) to MME. The message (M5) is encrypted by PKmme.

6. MME: The MME extracts RNue, RNmme, and RES from message M5 by its
private key. Then, it checks RNue, and RNmme for freshness and compares the
received RES with saved XRES to confirm the UE. In addition, the MME can
authenticate received messages by {RES} _inv (PKue). If these matches are successful,
the MME can start NAS security context. Otherwise, the MME forwards a failure
message to the UE.

5.1.3 NAS Security context

The REPS-AKAS protocol steps (NAS Security Context) are presented in Figure 30.
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KNASint = KDF (KASME, NAS-IAD, KNASint = KDF (KASME, NAS-
NAS-Alg-ID) o IAD, NAS-Alg-ID)
M7 = [{NASDone]_inv (PKue)} S Ry L TR M6 = { {NAS-ALG-C}_inv
_PKmme (PKmme), RNue} _PKue
MS (Attach Accept)

Check RNenb M9 (AS Security Mode _
KeNB = KDF(KASME, NAS-UP-C, _ Command) Generate RNenb E&g ];]I;IDF (KASME, NAS-UP-
UL, HI) B NKeNB = NKeNBG (KeNB, RNenb) 5= ;

_ s M8 = { {KeNB } inv (PKmme)
NKeNB = NKeNBG (KeNB, RNenbl) KRRCint = KDF(NKeNB, AS-IAD, 1 SKeEn{ v (P )
KRRCint = KDF(NKeNB, AS-IAD, AS-Alg-ID)
AS-Alg-ID) KRRCenc = KDF (NKeNB, AS-EAD,
KRRCenc = KDF (NKeNB, AS-EAD, AS-Alg-ID)
AS-Alg-ID) KRRCUPenc = KDF (NKeNB, AS-
KRRCUPenc = KDF (NKeNB, AS- || yng (a5 Security Mode || UPEAD, AS-Alg-ID)
UPEAD, AS-Alg-ID) Complete) MY = { RNemb, {AS-ALG-C} inv
M10 = {{ASDone}_inv (PKue), »{ | (PKenb)} PKue
RNenb} PKenb

Figure 30: Steps of REPS-AKAS3 (NAS/AS Security Context)

1. MME->UE (M6: NAS Security Mode Command): The MME selects security
algorithms of the NAS layer according to the UECap parameter to generate NAS
security keys. The MME uses KDF function, KASME, NAS Ciphering Algorithm
Distinguisher (NAS-CAD), NAS Integrity Algorithm Distinguisher (NAS-1AD), and
NAS Algorithm ID (NAS-Alg-1D) to calculate key NAS Encryption (KNASenc) and
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key NAS Integrity (KNASiInt): KNASenc= KDF(KASME, NAS-CAD, NAS-Alg-1D),
KNASint=  KDF(KASME, NAS-IAD, NAS-Alg-ID). Then, the MME sets NAS
Algorithm Category (NAS-ALG-C). The MME encrypts the NAS-ALG-C value by
its inverse public key (PKmme) to prove that the message comes from genuine MME
surely. The UE selects NAS security algorithms based on transmitted NAS-ALG-C.
The MME forwards message M6 to the UE encrypted by PKue. The M6 includes

{NAS-ALG-C}_inv (PKmme) and RNue.

2. UE®> MME (M7: NAS Security Mode Complete): The UE decrypts M6 and
extracts {NAS-ALG-C} _inv (PKmme) and RNue to be sure about message freshness
and authentication. The UE also uses NAS-ALG-C to select NAS security algorithms
and calculates security keys in the NAS layer. Then, the UE employs KASME, NAS-
CAD, NAS-IAD, and NAS-AIlg-ID to calculate KNASenc and KNASiInt for NAS
Security Context: KNASenc= KDF(KASME, NAS-CAD, NAS-Alg-ID), KNASInt=
KDF(KASME, NAS-1AD, NAS-Alg-1D). The UE sends M7 (i.e. NAS Security Mode
Complete) including {NASDone} inv (PKue) encrypted by PKmme. This
confirmation value (NASDone) is encrypted by UE’s inverse public key (PKue) to
prove that the message come from genuine UE surely. By sending message M7, the
UE completes procedure of NAS security context.

5.1.4 AS Security context

The AS Security Context is created when the UE is in a “connected” state as shown in
Figure 30. The keys of AS layer are derived by using KASME and main session key
(KeNB). The REPS-AKAZ3 protocol steps in the AS Security Context are as follows:
1. MME-> eNodeB (M8: Attach Accept): For starting the AS security Context, the

MME generates a session key (i.e., KeNB) using KASME, Ul, HI, and NAS Uplink
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Count (NAS-UP-C): KeNB= KDF (KASME, NAS-UP-C, Ul, HI). Then, the MME
encrypts the calculated KeNB using its inverse public key (PKmme) to prove that the
message comes from genuine MME. Finally, the MME forwards calculated KeNB to
eNodeB by message M8 (i.e., Attach Accept). The M8 is encrypted by the symmetric
key between MME and eNodeB (SKem).

2. eNodeB - UE (M9: AS Security Mode Command): The eNodeB decrypts M8
and extracts the KeNB. Then, it generates a random value (RNenb) and comuptes New
KeNB (NKeNB) using KeNB and NKeNBG function: NKeNB=NKeNBG (KeNB,
RNenb). Then, the eNodeB selects AS Algorithm ID (AS-Alg-ID) to calculate
dependent keys for AS Security Context. It uses calculated NKeNB, AS-Alg-1D, AS
Integrity Algorithm Distinguisher (AS-1AD), AS Encryption Algorithm Distinguisher
(AS-EAD), and AS User Plane Encryption Algorithm Distinguisher (AS-UPEAD) to
make Key RRC Integrity (KRRCint), Key RRC Cipher (KRRCenc), and Key RRC
User Plane cipher (KRRCUPenc): KRRCint=KDF(NKeNB, AS-IAD, AS-Alg-ID),
KRRCenc= KDF(NKeNB, AS-EAD, AS-Alg-1D), and KRRCUPenc = KDF(NKeNB,
AS-UPEAD, AS-Alg-ID). Then, the eNodeB sets AS Algorithm Category (AS-ALG-
C) and forwards it to UE. The UE selects security functions in AS layer according to
the transmitted AS-ALG-C. The eNodeB forwards M9 including RNenb, {AS-ALG-

C}_inv (PKenb) to UE. The message M9 is encrypted by public key of UE (PKue).

3. UE = eNodeB (M10: AS Security Mode Complete): When UE receives M9, it
extracts RNenb, AS-ALG-C by its private key. Then, the UE generates KeNB: KeNB=
KDF(KASME, NAS-UP-C, Ul, HI). The UE uses KeNB and received RNenb to
calculate NKeNB: NKeNB=NKeNBG (KeNB, RNenb1l). After that, the UE employs

NKeNB, AS-IAD, AS-EAD, AS-UPEAD, and AS-Alg-ID to compute KRRCint,
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KRRCenc, and KRRCUPenc: KRRCint=KDF(NKeNB, AS-IAD, AS-Alg-ID),
KRRCenc= KDF(NKeNB, AS-EAD, AS-Alg-1D), and KRRCUPenc = KDF(NKeNB,
AS-UPEAD, AS-Alg-ID). The UE sets and encrypts ASDone by its inverse public key
(PKue) to prove that this message comes from genuine UE. The UE forwards M10
(i.e., AS Security Mode Complete) to eNodeB encrypted by PKenb. Message M10
includes {ASDone} _inv (PKue) and RNenb.

5.1.5 Re-authentication procedure

If one UE is located in the serving network for a long time, it may send its n™"
authentication request to the MME. In this case, the LTE nodes can use previously
shared information to perform AKA protocol. Thus, when the subscriber wants a re-
attach to the network, a re-authentication phase of REPS-AKA3 starts to execute as

shown in Figure 31. The steps of re-authentication phase are as follows:

| eNBI || eNB2...n | [ MME |

MO(AAT) R
&4 &4 ™~

Generate RNue, TS Sl T I I
LAUTHP = LAFunc (HIMSL, RES, RI¥ue) : """""""" I Check RNue,TS
ReMl={HIMSL {LAUTHP} v | |- 7 oomommmmmofrmmmm oo Generate RNmme,
(PKue), RNue, TS} PKmme B e L LAUTHP-LAFunc (HIMSI, RES, RNue)

- B LS UK = UKFune (LAUTH, (RNmme ) KASME))
Check RNoe, e Re-MI (Attach Request) N e gggg;;
UK=UKFunc (LAUTHP, ( RNmme @ UXRES = UFunc (XRES @ URAND) UK
KASME)) UKASME = Uunc (KASME) UK
URAND = UFunc (RAND) UK : ReM! = { URAND, UAUTN, RNue
UAUTN = UFume (AUTN) UK P Re-M2 (UE Auth. Request) {RNmme} inv (PKmme) } PKue
URES = UFunc (RES @ URAND) UK
UKASME = UFunc (KASME) UK
ReM3 = {RNmme, {URES] i E
% {RNmme, {URES) fov (PKue) Re-M3 (UE Auth. Reply) Check URES, Rmme

Figure 31: Steps of REPS-AKAS3 (Re-authentication)

1. UE = MME (Re-M1: Attach Request): The UE generates a new Random Number
(RNue) and sets a new Timestamp (TS). This pair (RNue, TS) is for freshness. Then,
the UE employs LAFunc, and related parameters (i.e., HIMSI, RES and RNue) to
generate the Last Authentication Parameter (LAUTHP): LAUTHP = LAFunc (HIMSI,

RES, RNue). The UE forwards LAUTHP to the MME to prove that the UE is
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registered to MME previously, and this is at least 2" authentication. The UE forwards
Re-M1 (i.e., Attach Request) encrypted by the public key of MME (PKmme). The Re-

M1 includes {HIMSI, {LAUTHP} inv (PKue), RNue, and TS.

2. MME - UE (Re-M2: UE Auth. Request): The serving MME decrypts the
received Re-M1 (Attach Request) by its private key. The MME uses HIMSI, RES, and
RNue to calculate LAUTHP: LAUTHP=LAFunc (HIMSI, RES, RNue). It
authenticates the UE by verifying the received LAUTHP. Then, the MME generates a
new random number (RNmme) and Updated Key (UK): UK= UKFunc (LAUTHP,
(RNmme @KASME)). The MME employs UK to generate Updated RAND
(URAND), Updated AUTN (UAUTN), Updated XRES (UXRES), and Updated
KASME (UKASME): URAND= UFunc (RAND) UK, UAUTN = UFunc (AUTN)
UK, UXRES = UFunc (XRES @URAND) UK, and UKASME = UFunc (KASME)
UK. The MME forwards Re-M2 (UE Auth. Request) to UE encrypted by PKue. The

Re-M2 includes URAND, UAUTN, RNue, and {RNmme}_inv (PKmme).

3. UE 2 MME (Re-M3: UE Auth. Reply): The UE decrypts Re-M2 (i.e., UE Auth.
Request) and checks RNmme for freshness. Then, the UE generates the UK using
received RNmme, generated LAUTHP, and KASME: UK= UKFunc (LAUTHP,
(RNmme @KASME)). The UE utilizes the UK to calculate URAND, UAUTN,
URES, and UKASME: URAND= UFunc (RAND) UK, UAUTN= UFunc (AUTN)
UK, URES = UFunc (RES @URAND) UK, and UKASME = UFunc (KASME) UK.
The remaining parts of the key agreement procedure are the same as the first attach.
Then, the UE forwards Re-M3 (UE Auth. Reply) including RNmme,{URES} inv

(PKue) to MME. Finally, the Re-M3 is encrypted by PKmme.
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4. MME: The MME extracts RNmme and URES from message Re-M3 by its private
key. It compares the received URES with generated UXRES to verify the UE. The
MME can authenticate received message by {URES} inv (PKue). If these matches
are successful, the MME can start NAS security context. The remaining parts of the

key agreement procedure are the same as NAS and AS contexts in the first attach.
5.2 Security analysis of REPS-AKAS3 protocol

In this part of the chapter, we provide a security analysis of suggested method by using
BAN Logic, Scyther, and AVISPA tools to show that the suggested REPS-AKA3
method can achieve security goals properly.

5.2.1 Formal analysis using AVISPA

We have tested the proposed REPS-AKA3 protocol by using the AVISPA tool to
check its security properties. The presented method provides secrecy goal to ensure
that transmitted information is secret between defined entities. To verify the REPS-
AKAS protocol, we define secrecy and strong authentication goals as shown in Table

20. (AVISPA codes are presented in Appendix 1).

Table 20: Security goals of REPS-AKA3

Goal Name in AVISPA Role

authentication_on mme_ue_msg_auth_ HIMSI | MME authenticated UE’s message by HIMSI
authentication_on ue_mme_msg_auth_HlI UE authenticated MME’s message by HI
authentication on mme_ue msg auth RES MME authenticated UE’s message by RES
authentication_on mme_ue_auth_ RNmme MME authenticated UE by RNmme
authentication_on UE authenticated MME’s message by
ue_mme_msg_auth_NASALGC NASALGC

authentication_on ue_mme_auth_RNue UE authenticated MME by RNue
authentication_on MME authenticated UE’s message by
mme_ue_msg_auth DONENAS DONENAS

authentication_on ue_enb_msg_auth  ASLGC | UE authenticated eNB’s message by ASALGC
authentication_on eNB authenticated UE’s message by DONEAS
enb_ue_msg_auth DONEAS

authentication_on enb_ue_auth_RNenb eNB authenticated UE by RNenb
authentication_on hss_mme_msg_auth HNID | HSS authenticated MME’s message by HNID
authentication_on mme_hss_auth_RNmme MME authenticated HSS by RNmme
authentication_on mme_hss_msg_auth_HlI MME authenticated HSS’s message by HI
authentication_on ue_mme_msg_auth_Hl UE authenticated MME’s message by HI
authentication_on enb_mme_msg_auth_KeNB | eNB authenticated MME’s message by KeNB
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secrecy_of ue_mme_HIMSI/ HID/ TS/ Ul/
RNue/ RNmme/ RES/ DONENAS

HIMSI/ HID/TS/ Ul/ RNue/ RNmme/ RES/
DONENAS are transmitted from UE to MME
securely

secrecy_of ue_enb_RNenb/ DONEAS

RNenb/DONEAS are transmitted from UE to
eNB securely

secrecy_of mme_hss HNID/
RNmme/ RNue

HIMSI/

ul/

HNID/HIMSI/UI/RNmme/RNue
transmitted from MME to HSS securely

are

RNmme/ HNID/ HI/ RNue/ NASALGC

secrecy_of mme_ue RAND/ AUTH/ RNhss/

RAND/AUTH/RNhss/RNmme/NASALGC are
transmitted from MME to UE securely

secrecy_of mme_enb_KeNB

KeNB is transmitted from MME to eNB
securely

secrecy_of hss_mme_HI/ RAND/ AUTH/
KASME/ XRES/ RNhss/ RNmme

HI/RAND/KASME/XRES/RNhss/RNmme are
transmitted from HSS to MME securely

secrecy_of enb_ue RNenb/ ASALGC

RNenb/ ASALGC are transmitted from eNB to
UE securely

The HLPSL code of the proposed protocol is divided into seven parts. The first four

parts define the roles of the involved entities, including UE, MME, HSS, and eNodeB.

The last three parts are the sessions, environment and goals of the protocol. The OFMC

and CL-AtSe backends are used to validate the REPS-AKAS3 protocol. According to

the test results in Figure 32 and Figure 33 (Details are in Appendixl), “SAFE”

keyword indicates that the modeled protocol is safe based on the specified goals. Thus,

we can conclude that all security goals mentioned in Table 20 have been satisfied.

File File
% OFMC |
% Version of 2006/02/13 SUMMARY
SUMMARY SAFE

SAFE DETAILS
DETAILS BOUNDED_NUMBER_OF_SESSIONS
BOUNDED_NUMBER_OF_SESSIONS TYPED_MODEL.
PROTOCOL PROTOCOL

h estsuite/results/REPS-AKAS if ults/REPS-AKAS.if
GOAL GOAL

5 _sps As Specified
BACKEND BACKEND

OFMC CL-Atse
COMMENTS STATISTICS
STATISTICS Analysed : 7 states

parseTime: 0.00s Reachable : 1 states

searchTime: 0.125 Translation: 0.04 seconds

visitedNodes: 2 nodes Computation: 0.00 seconds

depth: 1 plies

‘ View CAS+ View HLPSL | View CAS+ View HLPSL
Tools Tools
HLPSL HLPSL
HLPSL2IF Choose Tool option and HLPSL2IF Cheose Tool option and

press execute

Execute

W ATSE SATMC TA4sP
Figure 32: Evaluation result in OFMC

press execute
IF
Execute

OFMC | ATSE SATMC ‘ TA4SP ‘

Figure 33: Evaluation result in CL-Atse
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5.2.2 Formal analysis using Scyther

In this section, the proposed REPS-AKA3 method is evaluated by means of Scyther
tool. The description of the presented REPS-AKA3 model is implemented based on
the defined nodes (i.e., UE, eNodeB, MME, and HSS). In the modeled protocol, five
claims (i.e., Nisynch, Secrecy, Weakagree, Niagree, and Alive) are checked for

mentioned nodes. (Scyther codes are presented in Appendix 2).

Based on UE’s viewpoint in REPS-AKAZ3, the security claims are presented as

follows: claim_uel(UE, Secret, HIMSI);claim_ue2 (UE, Secret, Ul);claim_ue3 (UE, Secret, UECap);

claim_ue4 (UE, Secret, TS);claim_ue5 (UE, Secret, HID);claim_ue6 (UE, Secret, RNue); claim_ue7
(UE, Secret, RNmme); claim_ue8 (UE, Secret, RES);claim_ue9 (UE, Secret, NASDONE); claim_uel0
(UE,Secret, ASDONE);claim_uell(UE,Secret, LAUTHP);claim_uel2(UE,Secret,URES);claim_uea

(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);

Based on eNodeB’s viewpoint in REPS-AKA3, the security claims are presented as

follows: claim_enb1 (ENB, Secret, RNenb); claim_enb2 (ENB, Secret, ASALGC); claim_enba (ENB,

Alive); claim_enbw (ENB, Weakagree); claim_enbnia (ENB, Niagree); claim_enbnis (ENB, Nisynch);

Based on MME’s viewpoint in REPS-AKAZ3, the security claims are presented as

follows: claim_mmel (MME, Secret, RNmme); claim_mme2 (MME, Secret, RNug); claim_mme3
(MME, Secret, HNID); claim_mme4 (MME, Secret, HIMSI); claim_mme5 (MME, Secret, Ul);
claim_mme6 (MME, Secret, RAND); claim_mme7 (MME, Secret, AUTN); claim_mme8 (MME, Secret,
RNhss);claim_mme9 (MME, Secret, NASALGC); claim_mmel0 (MME, Secret, KENB); claim_mmell
(MME, Secret, URAND); claim_mmea (MME, Alive); claim_mmew (MME, Weakagree);

claim_mmenia (MME, Niagree); claim_mmenis (MME, Nisynch);

Based on HSS’s viewpoint in REPS-AKAS3, the security claims are presented as

follows: claim_hss1 (HSS, Secret, HI); claim_hss2 (HSS, Secret, RAND); claim_hss3 (HSS, Secret,
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AUTN); claim_hss4 (HSS, Secret, KASME); claim_hss5 (HSS, Secret, XRES); claim_hss6 (HSS,
Secret, RNhss); claim_hss7 (HSS, Secret, RNmme); claim_hssa (HSS, Alive); claim_hssw (HSS,

Weakagree); claim_hssnia (HSS, Niagree); claim_hssnis (HSS, Nisynch);

The evaluation results of REPS-AKA3 protocol are presented in Figures 34-37. As it
can be seen in these Figures, the proposed protocols satisfy all defined security climes

in involved nodes (UE, MME, HSS and eNodeB).

Figure 34: Scyther evaluation for defined claims in the HSS (REPS-AKAS3)

Figure 35: Scyther evaluation for defined claims in the UE (REPS-AKAZ3)
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Figure 36: Scyther evaluation for defined claims in the MME (REPS-AKAS3)

Figure 37: Scyther evaluation for defined claims in the eNB (REPS-AKA3)

5.2.3 Security analysis by BAN logic

We prove the security of the presented REPS-AKA3 by using the BAN Logic. This
security logic is an approach to perform a security verification of AKA protocols. The
BAN logic properly verifies the transmitted messages and checks confidentiality

among involved nodes in modeled AKA method.

The formal messages of the proposed protocol (REPS-AKAS3) are as follows: (M1:

Attach Request): UE 2 MME: {{HIMSI}_inv(PKue), RNue, Ul, UECap, PKue, TS, HID} PKmme,

(M2: Auth. Key Request): MME = HSS: {RNmme, RNue, {HNID} inv(PKmme),HIMSI, Ul}_SKmh,
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(M3:Auth. Key Reply): HSS = MME: {{HI}_inv (PKhss),RAND, AUTN, KASME, XRES, RNhss,
RNmme} _SKmh, (M4: UE Auth. Request): MME -2 UE: {RAND, AUTN, RNhss, RNmme, HNID,
{HI}_inv(PKmme)}_PKue,(M5: UE Auth. Reply): UE =2 MME: {RNue,RNmme{RES}
_inv(PKue)}_PKmme, (M6: NAS Security Mode Command): MME =2 UE: {{NAS-ALG-
C}_ inv(PKmme), RNue} PKue, (M7: NAS Security Mode Complete): UE =2 MME:
{{NASDONE} inv(PKue)} PKmme, (M8: Attach Accept): MME =2 eNodeB:
{{KENB} _inv(PKmme)} _SKem, (M9: AS Security Mode Command): eNodeB 2 UE: {RNenb, {AS-
ALG-C} inv(PKenb)} PKue, (M10: AS Security Mode Complete): UE =2 eNodeB:

{{ASDONE} _inv(PKue)} PKenb.

We need to transform all messages into idealized logical format as follows: (M1: Attach
Request): UE 2 MME: MME < {UE|={{HIMSI}PKue?, # (RNue), Ul, # (TS), UECap,
HID}}PKmme, (M2: Auth. Key Request): MME 2 HSS: HSS < {MME|={#(RNmme),
{HNID}PKmme-1}, UE|={# (RNue), HIMSI, UI}}SKmh, (M3:Auth. Key Reply): HSS = MME: MME
< {HSS|={{HI}PKhss?, # (RAND), AUTN, KASME, XRES, # (RNhss)}, MME|=# (RNmme)}SKmh,
(M4: UE Auth. Request): MME =2 UE: UE < {HSS|={#(RAND), AUTN, #(RNhss), {HI}PKmme™},
MME|={HNID, # (RNmme)}}PKue, (M5: UE Auth. Reply): UE 2 MME: MME <{UE|={#(RNue),
{RES}PKue'}, MME|=# (RNmme)}PKmme, (M6: NAS Security Mode Command): MME - UE:
UE < {MME|={NAS-ALG-C}PKmme?, UE|=# (RNue)}PKue, (M7: NAS Security Mode
Complete):UE 2MME: MME <{{UE|=NASDONE}PKue'}PKmme, (M8: Attach Accept): MME =
eNodeB: eNodeB < {{MME|=KENB}PKmme1}SKem, (M9: AS Security Mode
Command):eNodeB22UE:UE< {eNodeB|={#(RNenb), {AS-ALG-C}PKenb'}}PKue, (M10: AS

Security Mode Complete): UE = eNodeB: eNodeB < {{UE|=ASDONE}PKue*}PKenb.

The following initial Assumptions (A) are considered to evaluate the proposed

protocol: Al: It is considered that some public keys in REPS-AKA3 (i.e. PKue,

PKue

PKenb, PKmme and PKhss) are used between involved entities as follows: UE= —

PKmme PKenb PKhss PKue PKmme PKenb
UE 1 —— MME N1 —— eNodeB, MME|= — HSS 4/ — UE 1 —— MME 1 —— eNodeB,

PKhss PKmme PKue PKmme PKenb .
HSS |= — HSS A/ —— MME, eNodeB |= — UE 4 —— MME A —— eNodeB, A2: It is
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considered that some secret keys in REPS-AKA3 (i.e. SKmh, and SKem) are used
between different nodes as follows: MME|=eNodeB & MME 4 MME 25 HSS, HSS |= HSS

SK SKmh SKem . e
& UE /4 MME «—— HSS, eNodeB |= eNodeB «—— MME, A3: It is assumed that the entities

calculate (i.e., control) some security parameters and keys as follows: UE|= HIMSI

Ul AHI ANKG A MAC A RES /1 CK A IK 1 AK A KASME /1 AUTN /1 KNASenc /1 KNASint 41 KeNB /4
NKeNB /1 KRRCenc /1 KRRCCint 4 KRRCUPenc /4 LAUTHP 21 UK 21 URAND 4 UAUTN 4 URES £
UKASME, MME|= HNID 2 KNASenc /1 KNASint 1 KeNB A LAUTHP 41 UK 21 URAND /4 UAUTN 4

UXRES /1 UKASME, HSS|= HIMSI A HNID /A Ul A HI A NKG A MAC A XRES N/ CK A IK N1 AK £

KASME 4 AUTN, eNodeB|=> KeNB A NKeNB 4 KRRCenc A KRRCCint 2 KRRCUPenc, A4: We
assumed that the entities generate some random value to use in key derivation and
authentication functions as follows: UE| = # (RNue), HSS | =# (RAND), # (RNhss), MME| =

(RNmme), eNodeB| = # (RNenb), A5: It is considered that the entities have some security

. IMSI AMF
value related to other involved nodes as follows: UE |= (UE < HSS) 4 (UE < HSS) 4 (UE

NAS—-ALG— NAS-UP—-C
= HSS) 1 (UE plii MME) 2 (UE == MME) 2 (UE = MME) 2 (UE

NAS—-DONE NAS—-ALG-C UECap AS—IAD
MME 4 (UE &—— MME) /4 (UE &———= MME) 4 (UE &= MME) /2 (UE < eNodeB) 2
AS—EAD AS—UPEAD AS—DONE AS—-ALG—-C
(UE &= eNodeB) /1 (UE ——= eNodeB) /1 (UE &= eNodeB) /1 (UE &< eNodeB) 2
ALG— NAS—-ALG-ID
(UE <=> eNodeB), MME |= (UE (=> MME) 2 (UE <=> MME) A (UE &——— MME)
NAS-UP-C NAS-DONE NAS—ALG-C UECap
N (UE &——= MME /4 (UE &—= MME) 4 (UE &——= MME) 4 (UE <= MME) /A (MME
MVP HVP IMSI AMF SQN MVP
& HSS) A (MME <> HSS), HSS |= (UE & HSS) /4 (UE < HSS) 4 (UE & HSS) A MME &
AS—-UPEAD

HSS) A (MME &= HSS), eNodeB|= (UE ——= eNodeB) 4 (UE ——= eNodeB) / (UE =

AS—-DONE AS—-ALG-C S—ALG-ID
eNodeB) /1 (UE &< eNodeB) /1 (UE ——= eNodeB) /1 (UE ——= eNodeB).

The main security Goals (G) of the suggested protocol (REPS-AKA3) are to provide
the mutual authentication between involved entities and manage security keys between
user side and network side. All defined security goals in the suggested method are

represented as follows: G1: The mutual authentication between involved nodes is
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ensured in the suggested method as UE|= HSS|= MME A MME|= HSS|= UE then UE|= MME
AMME| = UE and also as UE |= MME |= eNodeB A eNodeB |= MME |= UE then UE |= eNodeB
AeNodeB |= UE, G2: Key acceptance achieved between different defined entities. There

Is a matched KASME between the UE, HSS, and MME to run the proper key

KASME
agreement. As MME|= UE|= KASME A UE|= MME |= KASME then UE —— MME, thus, as

KNASint

UE < Hss then UE 2" MME 4 UE =™ MME. Also, there is a matched KeNB
key between the UE, and eNodeB to run the key agreement. These nodes can generate

NKeNB by using KeNB. AS eNodeB |= UE|= NKeNB A UE|= eNodeB |= NKeNB then UE

NKeNB NKeNB KRRCint KRRCenc
——> eNodeB, thus, UE «—— eNodeB, then UE «——— eNodeB 4 UE «———— eNodeB 4 UE

KRRUP . . . ..
—— eNodeB, G3: Message authentication between corresponding entities as

follows: MME |= UE|~HIMSI (in M1: Attach Request), HSS |= MME|~HNID (in M2: Auth.
Key Request), MME |= HSS|~ HI (in M3:Auth. Key Reply), UE |= MME|~HI (in M4: UE
Auth. Request), MME |= UE|~ RES (in M5: UE Auth. Reply), UE |= MME|~ NAS-ALG-C
(in M6: NAS Security Mode Command), MME |= UE|~NASDONE (in M7: NAS Security
Mode Complete), eNodeB |= MME|~KENB (in M8: Attach Accept), UE |= eNodeB |~ AS-
ALG-C (in M9: AS Security Mode Command), eNodeB |= UE|~ ASDONE (in M10: AS

Security Mode Complete), G4: Key agreement in AS and NAS layers are satisfied in
involved nodes as follows: UE | = HSS | = NKG A HSS | = UE | = NKG then UE &, Hss and

also UE | = MME |= UK A MME |= UE |= UK then UE & MME thus these involved nodes
can generate other shared keys such as KeNB, NKeNB, and KASME, G5: The key
freshness must be provided between UE and network side (i.e., MME, eNodeB and
HSS) and also among network nodes. The key freshness between these entities holds
SiNce UE|= HSS|= {#(RNhss).#(RNug), #(RNmme)} A HSS|= UE|= {#(RNhss), #(RNue), #(RNmme)},
thus, CK, IK, AK, UK, NKG, KeNB, and KASME are fresh keys accordingly, G6:

Confidentiality between the UE (as a user side) and the MME (as a network side):
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KNASenc KNASenc
UE| E(UE<—> MME),MME<1 {X}kNaSenc  MME | E(UE<—> MME),UE < {Y}knasenc
v v
— A — Where x’ and ‘Y
UE | =MME | ~ {X}kNASenc MME | =UE | ~{Y}kNASenc

are transmitted messages from UE and MME respectively. Since we derived KNASenc

using agreed KASME.

We evaluate the idealized form of presented method according to the hypothesis we
defined and the BAN Logic rules including Message meaning rule (R1), Jurisdiction

rule (R2), and Nonce Verification Rule(R3). We employ the BAN logic rule (R2) to

UE | =HSS |=AUTN,UE | =HSS |=AUTN HSS | UE |=ULHSS | =UE |=UI UE |=HSS |=HILUE | =HSS |=HI

derive: ,
UE | =AUTN HSS | =UI UE | =HI

HSS | =MME |=HNID,HSS | =MME |=HNID eNodeB | =UE |=KeNB,eNodeB | =UE |=KeNB
HSS | =HNID ! eNodeB | =KeNB

MME | =UE |=RES,MME | =UE |=RES MME | =HSS |=XRES,MME | =HSS |=XRES T : F
i 1. We utilize th
MME | =RES ! MME | =XRES 0 sat Sfy G e ut e the

SKmh
MME | E(MME —> HSS),MME <{KASME}skmn

BAN logic rule (R1) to derive: A HSS | =

MME | =HSS |~KASME

SKem
eNodeB | E(eNodeB — MME),eNodeB <{KeNB}skem
KASME,

A MME | = KeNB To satisfy G2. We

eNodeB | =MME |~KeNB

use the BAN logic rule (R1) to derive:

PKue PKmme
MME | E(—> UE),MME<{HIMSI}PKue_1 HSS | E(—> MME),HSS<{HNID}PKmme_1

MME| =UE |~HIMSI HSS| =MME |~HNID

PKhss

MME | E(—» HSS),MME <{HI} -1 UE|=

PKmme
( MME),UE <{HI} 1

PKhss PKmme™

MME |= HSS|~ HI UE |= MME|~ HI

PKmme
_1 UE| z(—> MME),UE <{NAS—-ALG-C}

PKue
MME | E(—> UE ),MME <{RES} 1

PKue PKmme™

MME |= UE|~ RES UE |= MME|~ NAS—ALG-C

PKmme
—1 eNodeB | E(—> MME),eNodeB <{KENB}

PKue
MME | E(—> UE),MME <{NASDONE} 1

PKue PKmme™

i

MME |= UE|~ NASDONE eNodeB |= MME|~ KENB

PKenb PKue
UE | E(—> eNodeB),UE <{AS-ALG-C} eNodeB | E(—> UE ),eNodeB <{ASDONE }

PKenb™1
L

PKue™

" To satisfy

UE |= eNodeB |~ AS-ALG—-C eNodeB |= UE|~ ASDONE

G3. We employ  the BAN logic rule (R2) to derive:

UE | =HSS |=NKG,UE | =HSS |=NKG HSS | =UE |=NKG,HSS | =UE |=NKG MME|=UE |=UK ,MME| =UE |=UK
UE |= NKG ’ HSS|=NKG MME|=UK

’ ’

UE| =MME|=UK ,UE| =MME|= UK
UE|=UK

To satisfy G4. And then all derived keys and parameters
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from NKG, UK and (X) RNK can be proved accordingly. We employ the BAN logic

- . UE | = #(RNhss),UE| =HSS |~RNhss , UE | =HSS |=RNhss ,UE | =HSS | =RNhss
rule  (R3) to derive: A :
UE| =HSS |=RNhss UE | =RNhss

UE | = #(RNmme),UE| =MME |~RNmme  UE |=MME |=RNmme UE | =MME | =RNmme _
A A UE | = #(RNue),
UE| =MME |=RNmme UE | =RNmme
HSS | = #(RNue),HSS| =UE |~RNue AHSS | =UE |=RNue ,HSS| =UE |=RNue
HSS| =UE |=RNue HSS | =RNue
HSS | = #(RNmme),HSS| =MME |~RNmme AHSS | =MME |=RNmme ,HSS | =MME | =RNmme A HSS | _

HSS| =MME |=RNmme HSS | =RNmme

#(RNhss), Thus, all fundamental keys (i.e., CK, IK, AK, KASME and KeNB) and
derived keys (KNASenc, KNASint, KRRCint, KRRCenc, and KRRUPenc) are
generated using fresh numbers. Hence the protocol satisfies G5. Using proofs in G2

and G4, we found that UE |= HSS |= K4SME and MME |= HSS = KASME. And by (R2):

MME | =HSS |=KASME ,MME | =HSS |=KASME
MME | =KASME

Then, we have UE <=, MME to satisfy G6.

5.2.4 Proof of security requirements
This section illustrates some correctness proofs for the presented REPS-AKA3
protocol with its achievements. The evaluations are as follows:

Claim 1: The risk of incorrect attach is much less than other existing protocols.

Proof: The eNodeB broadcasts the information of all genuine eNodeBs using AAT.
Thus, the UE selects the eNodeBs with the highest count number in FDT as a valid
one. This method is strong against some attacks because the number of fake eNodeB
(attackers) is smaller than valid eNodeB (genuine network) because of high-priced
eNodeB. Moreover, the valid eNodeB is selected according to SL, CN, and SA in FDT.
The SA is number of last successful attach which plays a significant role in the final
decision. Thus, even if the signal level (SL) of fake eNodeB is higher than genuine

eNodeB, the UE will choose the node with highest priority in FDT.

Claim 2: The REPS-AKAZ protects system against IMSI cracking attacks.
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Proof: In the EPS-AKA method, the IMSI value is the main user’s identity in the LTE
network. Privacy issues happen since the LTE user can be tracked using captured
IMSI. The REPS-AKAZ achieves strong privacy by employing dynamic UE identities.
The protocol uses a new mechanism for temporary ID reallocation. Thus, it can
provide user privacy considerably. In the REPS-AKA3 protocol, the UE hides the
IMSI using HIMSI and transmits the encryption of its identity (i.e., HIMSI) by the
public key of MME (PKmme). It also uses Ul as a secret identifier for the UE. Only
the HSS and UE have a secret key (i.e., SK) and can find the Ul of a given UE. Hence,

the HSS can retrieve the user identity of genuine UE securely.

Claim 3: The proposed REPS-AKAZ3 provides strong mutual authentication.

Proof: The REPS-AKA3 method can provide mutual authentication between UE and
HSS, between MME and UE, UE and eNodeB, and between HSS and MME (EPC
entities). The UE can verify the HSS and MME using AUTH, HI, and RNue. The
MME authenticates UE and HSS by RES and RNmme appropriately. The HSS can
authenticate MME and UE by verifying HNID and Ul parameters effectively. Finally,
the eNodeB checks authentication of UE by RNenb in M10. Thus, full mutual

authentication is obtained when the involved entities authenticate each other.

Claim 4: The proposed REPS-AKAZ3 achieves strong protection of EPS-AVs.

Proof: The transmission of EPS-AV (i.e., XRES, KASME, AUTN, and RAND) is
protected by a secret key (SKmh). The HSS must confirm the MME before having this

vector. The HSS can authenticate MME by received HNID in message M2. As a result,
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a fake MME (i.e., attacker) needs to know the honest MME's secret key to have this

vector, which is impossible in the REPS-AKAS.

Claim 5: The proposed REPS-AKAZ3 protocol is resistant to MitM attacks.

Proof: In REPS-AKAJ3 protocol, the user’s identity (i.e., IMSI) cannot be retrieved or
modified by an adversary since it is hidden by HIMSI. And, the Ul is generated by
RNue and SK, which is shared only between UE and HSS. Identifier pair (HIMSI, Ul)
is protected by a strong key (i.e., PKmme and SKmh). Moreover, the other
information, HI, HIND, and AVs, are not transmitted in a clear text. Thus, REPS-

AKAZ3 is protected against MitM attacks.

Claim 6: In REPS-AKAZ protocol, the main keys are always fresh and secure.

Proof: The standard EPS-AKA uses a symmetric key (i.e., K) to perform AKA
procedure. It generates subsequent CK, IK, AK, and KASME based on key K. The
attacker can disclose this key and then extract all the subsequent keys. Therefore,
standard EPS-AKA can not cover perfect forward secrecy. In the REPS-AKA3
method, the UE employs a new secret key (i.e., NKG). The NKG is generated by
applying the NKGFunc to a generated random number (RNmme), HI value, and the
original symmetric key (SK): NKG=NKGFunc ((RNmme @HlI), SK). The main goal
of this new key is to protect the AKA process from replay attacks. Other symmetric
keys (i.e., SKmh, SK, and SKem) protect communication between nodes. In addition,
generated keys (i.e., KASME, KeNB, and the UK) are created to make them very
difficult to be extracted. Moreover, calculated keys in AS and NAS layers are

computed based on random values which make them hard to break. Thus, the security
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keys in all the authentication processes are generated by fresh random values. This

mechanism provides perfect forward secrecy.

Claim 7: The protocol ensures resistance to eavesdropping attacks.

Proof: In a standard AKA scheme, attackers can steal the messages in wireless
channels. However, in the REPS-AKAS3 protocol, attackers cannot eavesdrop on
transmitted parameters. Therefore, the REPS-AKAS is safe under this adversary
model. Furthermore, all transmitted parameters are encrypted as shown in Table 21.

Thus, confidentiality is satisfied completely in the REPS-AKA3 protocol.

Table 21: Asymmetric and symmetric keys

Messages Keys Encryption types | Messages Keys Encryption
types

M1 (UE 2MME) PKmme | Asymmetric M8 (MME = eNB) SKem Symmetric

M2 (MME 22HSS) | SKmh Symmetric M9 (eNB 2UE) PKue Asymmetric
M3 (HSS>MME) | SKmh Symmetric M10 (UE 2¢eNB) PKenb | Asymmetric
M4 (MME 22UE) PKue Asymmetric Re-M1 (UE-> MME) | PKmme | Asymmetric
M5 (UE=>MME) | PKmme | Asymmetric Re-M2 (MME UE) PKue Asymmetric
M6 (MME 2UE) PKue Asymmetric Re-M3 (UE 2MME) PKmme | Asymmetric
M7 (UE 2MME) PKmme | Asymmetric

Claim 8: The REPS-AKA3 achieves optimization of the computational cost.

Proof: In the REPS-AKAS3 protocol, the RAND, XRES, AUTN, and KASME
computed in HSS can be used for the future. The MME and UE generate a UK key to
update these parameters. These nodes have URAND, UXRES, UAUTN, and
UKASME for n™" attach. Thus, there is no need to compute them again in both UE and
the network side, which helps to decrease the keys generation overload. In addition,
new keys in both AS and NAS layers are based on UKASME and UK. Thus, we have

a considerable decrease in computational cost in n" attach.
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Claim 9: The REPS-AKAZ3 protocol is resistant to redirection attacks.

Proof: The protocol is resistant to redirection attacks because of its strong mutual
authentication. To achieve strong mutual authentication, the REPS-AKA3 employs the
challenge-response mechanism. The HSS authenticates the UE and the MME by
checking the validity of the received Ul and HNID. For verifying the HSS, similarly,
the UE computes and checks the AUTN and HI. Then, the MME checks the value of
RES and compares it with XRES to verify the user. Thus, the REPS-AKA3 approach

can prevent the deployment of fake LTE nodes, which enables redirection attacks.

Claim 10: This method provides strong authentication between MME and HSS.

Proof: The MME and the HSS employ two security parameters (i.e., MVP and HVP)
to authenticate each other in AKA procedure. Indeed, the MVP and HVP parameters
are an agreement between the home and serving networks. The HSS and MME employ
these parameters to generate HNID and authenticate each other accordingly. Thus, this
method protects the MME from impersonation attacks even if an attacker discloses the
SNID value. Since the HNID is encrypted using the secret key (SKmh), the attacker

must know the SKmh key to extract the HNID parameter.

Claim 11: The protocol achieves optimization of the computational cost in UE.

Proof: In REPS-AKAZ3, the UE sets the UECap to specify its capability for encryption
algorithms in data/control planes. Since the UEs have different specifications, they
cannot support all algorithms efficiently which affects the system QoS level. Based on

the UECap parameter, both UE and network (i.e., MME and eNodeB) sides set AS-
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IAD, AS-EAD, AS-UPEAD, NAS-CAD, and NAS-IAD to generate KRRCint,

KRRCenc, KRRCUPenc, NAS-CAD, and NAS-IAD, respectively.

Claim 12: The protocol achieves message authentication.

Proof: The REPS-AKAS3 protocol provides the message authentication in LTE nodes
(i.e., UE, eNodeB, MME and HSS) using inverse public keys. In this manner, LTE
nodes can be sure that the message is from genuine nodes. This reduces the probability
of DoS/DDosS attacks in LTE systems. The MME can authentication the M1 message
using {HIMSI}_inv(PKue). The HIMSI is authenticated by MME as built by genuine
UE, which has PKue. Message authentication requirement is satisfied in other

messages, as shown in Table 22.

Table 22: Message authentication in REPS-AKA3
Messages Authentication Descriptions

M1 (UE=>MME) The HIMSI is authenticated by MME as built by UE

M2 (MME 2HSS) The HNID is authenticated by HSS as built by MME

M3 (HSS2MME) The HI is authenticated by MME as built by HSS

M4 (MME 2UE) The HI is authenticated by UE as built by MME

M5 (UE 2> MME) The RES is authenticated by MME as built by UE

M6 (MME 2UE) The NAS-ALG-C is authenticated by UE as built by MME
M7 (UE2MME) The NASDone is authenticated by MME as built by UE
M8 (MME 2 eNB) The KeNB is authenticated by eNB as built by MME

M9 (eNB 22UE) The AS-ALG-C is authenticated by UE as built by eNB
M10 (UE=2¢eNB) The ASDone is authenticated by eNB as built by UE

Re-M1 (UE 2 MME)

The LAUTHP is authenticated by MME as built by UE

Re-M2 (MME 2UE)

The RNmme is authenticated by UE as built by MME

Re-M3 (UE 2MME)

The URES is authenticated by MME as built by UE

Claim 13: The protocol ensures strong key generation in AS security context.

Proof: The RRC keys (i.e., KRRCint, KRRCenc, and KRRCUPenc) in both UE and

network sides (i.e., eNodeB) are calculated using fresh NKeNB. Thus, the RRC keys
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are fresh, and the attacker cannot capture and use them for the next attach. Therefore,

the security requirement in AS security context is satisfied appropriately.

Claim 14: The protocol ensures secure key generation in the NAS layer.

Proof: The NAS keys (KNASenc and KNASInt) are computed using the KDF function
and generated KASME or UKASME. The UE and network generate the KASME and
UKASME based on NKG and UK, which are fresh keys. Thus, the NAS keys are

always fresh and have an acceptable level of security.

Claim 15: The protocol protects the system against single-key dependency issue.

Proof: The proposed REPS-AKA3 employs dynamic keys (i.e., NKG, UK) instead of
permanent ones. In this protocol, the NKG is based on the secret key SK, HI values,
and RNmme. The NKG and UK are used to make other keys, and no one has them
except genuine nodes (i.e., UE, MME, and HSS). Thus, the NKG and UK keys are
always fresh keys, and they are generated for only one attach between UE and the

network. Thus, for each new authentication, the UE and HSS employ a fresh key.

Claim 16: The protocol provides a perfect resistance to the Replay attack.

Proof: In the REPS-AKA3 method, attach request message contains a fresh timestamp
(i.e., TS) and RNue. This pair (RNue, TS) is transmitted to MME securely. The MME
can verify the request message using the TS value, and if the TS is a valid timestamp,
then the MME accepts this AKA request; otherwise, MME ignores the received

request. Thus, MME verifies the timestamps (i.e., TS) to ensure that the packet is fresh.
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In our scheme, the MME drops stale packets, and they are not forwarded to the HSS.
Moreover, random values (i.e., RNmme, RNhss, and RNenb) in other messages can

provide suitable protection against replay attacks in LTE systems.

The security of the REPS-AKAZ3 protocol is compared with some other methods. The
comparison results are shown in Table 23 (Satisfied: S and Unsatisfied: U). As it can
be seen from the table, REPS-AKAZ has the highest total number of satisfied features
compared with other protocols, which means that it is more secure. In addition, another
comparison of the proposed REPS-AKAS is illustrated in Table 24. Again, as it can be
seen from the table, the REPS-AKA3 outperforms the other protocols as it has the
highest total number of satisfied features. These comparisons allow us to position

REPS-AKAS in the list of secure AKA protocols.

Table 23: Evaluation of security features in AKA methods

; EPS- ECAKA | EMTC- | ESEC | M-LTE REPS-
AKA Security Features AKA [67] | [45] AKA [9] | [66] AKA[25] | AKA3
Secure against IMSI Leak U S S S S S
Protects against MitM attack U S S S S S
Protects against DoS attack U U U U U S
Protects against redirection attack U ) U U U S
Secure against impersonation attack U S S S S S
Secure against replay attack U U S S U S
Strong mutual authentication U ) U U U S
Independency of Single secret key U U U S U S
Secure against HSS overloading U S S U S S
Total number of satisfied features 0 4 5 5 4 9

Table 24: Comparison of security goals in AKA protocols

Security Ref. Ref. Ref. Ref. Ref. Ref. Ref. Ref. Ref. Ref. | Ref | REPS-
Goals [51] [52] [53] [54] [71] [56] [571 [74] [62] [63] [65] | AKA3
SG1 Sym  Hybrid Asym Sym Sym Hybrid Sym Sym Sym Asym Hybrid
SG2

SG3

SG4

SG5

SG6

SG7

SG8

SG9

SG10
Total

number

w

<

3
w

wCCCcuoronCccCccwmw
ArCCCuumnmCwmC
aCunuununununCccc
aCunCcunununmwmCC
oCunuunCuunmwmCwm
o CCununummwmwmC
rCCCCuOOLWOLCW®W
NCCCcCcwhnwCccCcCcowm
NCCCCcCcwhwCcCcCcwm
NCCCCwnwCcCcwmcCc
wCCcCcCcwnCcCcuwm
NDu!mLLmLnmnmom,

[ay
o

104



In Table 24, symbols are defined as S: Satisfied; U: Unsatisfied; SG1: Type of
cryptosystem; SG2: Accept the 3GPP architecture; SG3: Protection of user’s privacy;
SG4: Resistance to redirection attack; SG5: Protection against MitM attacks; SG6:
Secure against Replay attacks; SG7: Preservation from impersonation attacks; SG8:
Resistance to DoS attacks; SG9: provide KFS and KBS features; SG10: Solve single

key issues.
5.3 Performance analysis of the proposed model: REPS-AKAS3

This section presents the proposed protocol's performance evaluation and compares
the REPS-AKAS3 protocol with other AKA schemes based on bandwidth consumption,
computational cost, signaling overhead, and storage overhead.

5.3.1 Bandwidth consumption (core traffic)

We use a basic mobility model to analyze the bandwidth consumption between MME
and HSS. The traffic flow in this scenario is proportional to Length of registration cell

(L), Mean Density of UE (MD), and user’s speed (V). The direction of UE’s movement

can be distributed over [0-21t] as shown in Table 25 [12, 24, 41].

Table 25: Assumption values

Parameters of mobility model value
Number of cells (Ar) 100
Length of registration area (L) 25.3 km
Mean Density of UE (MD) 350 / km?
Average speed of UE (V) 4.8 km/h

The request Rate (R) and Total Requests (TR) are defined by (5.1) and (5.2) [12, 24,

41]:
R=(MDxVxL)/n (5.1)
TR =R X Ar (5.2)
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Where Ar is the total number of registration areas. Bandwidth consumption (BWmn)
between EPC nodes is based on the number of bits used in the AKA messages. Thus,

the BWmn can be expressed as [12, 24, 41]: BW,,,, = YX=(MSG),, x TR (5.3)

Where n is the number of AKA messages transmitted among LTE nodes during the
REPS-AKAZ3 procedure, and (MSG), is the k' message length in bits. Accordingly,
we compare the BWmn of the REPS-AKAS protocol with other methods [12, 24, 41] as
follows:

The BWmn of EPS-AKA: In this method, the MME receives AVs from HSS node by
forwarding two authentication messages. The MME sends its request for the AVs to
the HSS using MSGL1. In response, the HSS forwards n AVs to the MME using MSG2.
Hence, the number of bits can be calculated as: MSG1 = (IMSI) + (SNID) = 128 + 48 =
176 bits, MSG2 = AV{(XRES) + (AUTH) + (RAND) + (K,su5)}n = 544n bits, Consequently,
using equation (5.3) with the parameters in Table 25 and if the number of AVs per
request is 7 (i.e., n =7), the overall bandwidth consumption (BWmn) between MME and

HSS can be found as 1.49 Mbits/s.

The BWmn of the Modified LTE-AKA (MLTE-AKA): Based on this AKA protocaol,
messages MSG1 and MSG2 are shared between MME and HSS. The MME sends
MSG1, including Uid and SNID, to HSS. And the HSS forwards n copies of AVs to
MME using MSG2: MSG1 =2 x (Uid) + (SN;p) = 176 bits, MSG2 = AV{(XRES) +
(AUTH) + (IMSI) + (RAND) + (Kasmz) + (SK)}, = 800n bits, Therefore, using equation
(5.3) with the parameters in Table 25, and if the number of AVs per request is 7 (i.e.,
n =7), the overall bandwidth consumption (BWmn) for the modified LTE-AKA will be

2.17 Mbits/s.
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The BWmnh of the REPS-AKA3: In the proposed REPS-AKAS3, messages shared
between MME and HSS for AKA method are: MSG1 and MSG2. The MME requests
AKA keys and other related parameters from the HSS using MSG1. And the HSS

forwards authentication parameters to the MME using MSG2: MSG1 = (RNmme) +

(RNue) + (HNID) + (HIMSI) + (UI) = 128 + 128 + 128 + 128 + 128 = 640 bits, MSG2 =

(HD) + (RNhss) + (RAND) + (AUTH) + (Kysug) + (XRES) + (RNmme) = 128 + 128 + 128 +

128 + 256 + 32 + 128 = 928 bits. Hence, using equation (5.3) with the parameters in
Table 25, the overall bandwidth consumption (BWmn) for the proposed REPS-AKA3

method is 0.58 Mbits/s.

The evaluation results show that the achieved improvements of the REPS-AKA3 over
the standard AKA protocol and Modified LTE-AKA are 61% and 73% respectively
(when n=7). Additionally, comparison between these AKA protocols is depicted in
Figure 38 for different authentication vector sizes. The bandwidth consumption of the
suggested protocol is fixed, however, there is a considerable increase in bandwidth
consumption of other protocols when the number of authentication vectors increases.
Hence, we conclude that the REPS-AKA3 achieves better bandwidth consumption for

the core traffic compared to other AKA methods, including the EPS-AKA protocol.
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Figure 38: Bandwidth consumption (Core Traffic)
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In addition, we evaluate the REPS-AKA3 and other methods based on MD. Figure 39
shows protocols behavior based on different MD. As expected, bandwidth
consumption of all protocols increases as MD increases, however, REPS-AKA3

outperforms the others as it has the lowest bandwidth consumption.

5
c 4
£ig
o § 2 0
MD=100 MD=300 MD=500 MD=1000
EPS-AKA 0.31 0.93 1.55 3.11
MLTE-AKA 0.44 1.34 2.24 4.48
REPS-AKA3 0.16 0.5 0.84 1.68

Figure 39: Bandwidth consumption of core traffic (AV=5)

5.3.2 Bandwidth consumption (total traffic)

We analyze the bandwidth consumption between involved nodes as shown in Figure
40 [12, 58]. The total bandwidth consumption of the proposed protocol is fixed.
However, there is a considerable increase in the total bandwisdth consumption of other
protocols as the number of AV increases. The evaluation results show that the achieved
average improvements of the REPS-AKAS3 protocol over the EPS-AKA, Cocktail-

AKA, and UMTS-AKA protocols are 56%, 57%, and 60% respectively.
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Bandwith Consumption
N
S
g
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5 10 15 20
Authentication Vectors (n)/Request

EPS-AKA Cocktail-AKA REPS-AKA3 UMTS-AKA

Figure 40: Total Bandwidth consumption
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Since the number of UE plays a significant role in protocol performance, we compare
the proposed protocol with other protocols according to the Mean Density (MD) of
UE. Figure 41 shows that our protocol is much better than other protocols, especially
when the MD increases. As expected, total bandwidth consumption of all protocols
increases as MD increases, however, REPS-AKAS3 outperforms the others as it has the

lowest bandwidth consumption.

16
14
12

Bandwith Consumption
(Mbit/Sec)

(=T O N )

— -
MD=100 MD=300 MD=500 MD=1000
uEPS-AKA 1.23 3.71 6.18 12.37
m Cocktail-AKA 1.27 3.81 6.35 12.71
REPS-AKA3 0.35 1.05 1.76 3.52
UMTS-AKA 1.38 4.14 6.9 13.81

Figure 41: Total bandwidth in AKA protocols (AV=20)

In addition, we compare the total bandwidth consumption of EC-AKA [75], EPS-AKA
[2], 3GPP’s PKI [3,76], EC-AKA2 [74], and the proposed REPS-AKA3 protocols.
Table 26 presents the transmitted bits of the above mentioned protocols. The total
transmitted bits is divided into Upload Radio (UR), Upload Backhaul (UB), Download

Radio (DR), Download Backhaul (DB), and Core Traffic (CT).

Table 26: Transmitted bits in AKA protocols

AKA Protocol | UR UB |DR |DB |CT
EC-AKA 1172 1172 | 391 | 391 | 10240
EPS-AKA 160 160 | 304 | 304 |5616
REPS-AKA3 944 944 | 768 | 768 | 1568
3GPP’s PKI 1152 | 1152 | 1024 | 1024 | 9216
EC-AKA2 1172 1172 | 515 |515 | 10260
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Figure 42 illustrates the comparison of bandwidth consumption of the

total traffic for the mentioned protocols. We assume that the number of transmitted

AVs is 10 (i.e., n=10) and the TR is 376 according to the assumption values in

Table 25.
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Figure 42; Total bandwidth consumption in AKA protocols

As can be seen in Figure 42, the REPS-AKA3 has outperformed other protocol in total
bandwidth consumption. The evaluation results show that the achieved improvements
of the REPS AKAZ3 protocol over the EPS AKA, EC AKA2, 3GPP PKI, and EC

AKA are 46%, 72%, 71%, and 72% respectively.

Moreover, there are some methods which have better bandwidth consumption (e.g.,
Ref. [24]= 2032XTR, Ref. [65]= 1890XTR). But, according to other performance
metrics and security evaluations, our method is better than these methods.

5.3.3 Computational cost

To evaluate the computational cost, We assume that each function's computation cost
is 1 for all the security functions. Computational cost is calculated for the UE, MME,
and the HSS based on the security functions based on (5.4) [12, 24, 41]:

k=m

Computation Cost = ), =" Cost(node), X TR (5.4

Where mis the number of nodes in the system (here, nodes are UE, MME, and HSS).
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The EPS-AKA computational cost: In the standard EPS-AKA protocol, the
computational cost of security functions performed by involved nodes (i.e., UE, MME,
and HSS) are as follows: UE.., = (f1+f2+f3+ f4+ f5+ 2KDF) =7, MME o5 =
(No security function) = 0, HSS¢ose = AV(f1+ f2 + f3 + f4 + f5 + 2KDF)n = 7n, Where n
is the number of AVs; hence, using equation (5.4), the total computation cost of the

EPS-AKA can be calculated as: EPS — AKA_os; = TR X (7 + 7n).

The Modified LTE-AKA (MLTE-AKA) computational cost: Computational costs
of security functions in involved nodes (i.e., UE, MME, and HSS) for performing

Modified LTE-AKA procedure are as follows: UE,,, = (Enc + 2fk + MAC + f1+ f2 +
f3+ f4+ f5+ 3KDF) =12, MME,,,;; = (No security function) = 0, HSS o5t = Dec +

AV(3KDF + f1+ f2+ f3+ f4+ f5)n=1+8n, Where n is the number of AVs.
Consequently, using equation (5.4), the total computation cost of the Modified LTE-

AKA is: Modified LTE — AKA .,; = TR x (13 + 8n).

The REPS-AKA3 computational cost: Computational cost of security functions in

the REPS-AKAS3 protocol are as follows: UE,, = (HFunc + UIGFunc + HIGFunc +

NKGFunc + f1+4+ f2+4+ f3+ f4 + f5+ KDF + AUTHFunc) = 11, MME ., = (NIFunc) =
1,HSS ,s¢ = (HFunc + NIFunc + UIGFunc + HIGFunc + NKGFunc + f1+ f2+ f3+ f4 +

f5+ KDF + AUTHFunc) = 12, Hence, using equation (5.4) the overall computation cost

of the REPS-AKA protocol can be found as: REPS — AKA .., = TR X (24).

Figure 36 shows the overall computational cost of various protocols with different
numbers of AVs. We assume that TR is 376 (i.e., MD=350) according to the
assumption values in Table 25. The results in Figure 43 show that the proposed REPS-

AKAS has less computational cost than other protocols. The computational cost of the
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proposed protocol is fixed, however, there is a considerable increase in computational
cost of the other protocols when the number of authentication vectors increases. The
average improvements of REPS-AKAS3 over EPS-AKA and Modified LTE-AKA are
78% and 74% respectively. The superiority of our protocol becomes more clear when

the number of AV increases as shown in Figure 43.
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Figure 43: Computational cost analysis of AKA protocols

The comparative studies of the computational cost in different AKA protocols are
shown in Figure 44. We evaluate AKA protocols based on MD. As can be seen,
computational cost of all protocols increases as MD increases. But, REPS-AKA3

outperforms the others as it has the lowest computational cost and the smallest slope.

0.2
0.15
0.1

0.05

Computational cost
(in Million)

MD=100 MD=300 MD=500 MD=1000

EPS-AKA 0.0157 0.0473 0.0789 0.1579
MLTE-AKA 0.0185 0.0577 0.0929 0.1858
REPS-AKA3  0.0025 0.0077 0.0128 0.0257

Figure 44: Computational cost in AKA protocols (AV=20)

5.3.4 Signaling overhead

All the AKA steps in REPS AKA3 method are identical to the steps in the standard

EPS-AKA method. Thus, we have no extra round-trip delays in the proposed method
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compared to the standard EPS-AKA. Thus, effectively, the REPS-AKA3 protocol does
not generate any extra signaling overhead compared to the Standard AKA protocol.
Table 27 illustrates the signaling overload of several AKA protocols [42] [53] [56]

[54] [59][1] [71] [57] [51] [52] [58] [60].

Table 27: Comparison of signaling overhead

AKA protocol Number of Message AKA protocol Number of Message
G-AKA 8 GLARM-AKA 8
SE-AKA 8 PRIVACY-AKA 8
EG-AKA 12 GR-AKA 7
NOVEL-AKA 8 SEGB-AKA 8
GBAAM-AKA 10 REPS-AKA3 6
GROUP-AKA 9 EPS-AKA 6

5.3.5 Storage overhead in the serving network

We evaluate the storage overhead of different methods in the MME. During AKA
procedure, the MME stores AVs generated by the HSS for the next authentications. In
the REPS-AKAS3 method, the MME employs its UK key to compute new AVs. Thus,
the MME keeps only one AV during the AKA procedure. The comparison of the
storage overhead in some AKA protocols is shown in Table 28. Comparative results

indicate that the REPS-AKAS3 protocol can reduce the storage overhead.

Table 28: Storage overhead of AKA methods

AKA protocols Storage Overhead (bits)
Ref. [24] 640n
Ref. [61] 448n
Ref. [29] 432n
Ref. [10] 392n
Ref. [62] 608n
Ref. [63] 704n
Ref. [25] 800n
REPS-AKA3 544

113



Storage overheads at MME for various suggested protocols are depicted in Figure 45.
According to these results, we can conclude that REPS-AKAS3 has the lowest storage
overhead among other protocols. In addition, the storage overhead of the proposed
protocol is fixed, however, there is a considerable increase in storage overhead of other

methods when the number of authentication vectors increases.
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Figure 45: Storage overhead in AKA protocols (AV=5)
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Chapter 6

MODEL 4 (REPS-AKA4)

There is a considerable demand for high performance networks with secure and
reliable services in wireless systems. New generation of communication systems can
provide this increasing demand properly by the interworking technology. The 3GPP
network (e.g., LTE) can interworks with non-3GPP Network (e.g., WLAN) to improve
mobility of users in wireless systems. Interworking needs an appropriate mobility
management system to improve the level of accessibility in the involved networks. It
also requires a proper AKA mechanism to provide uninterrupted and proper network
services especially when users move between the different heterogeneous networks
(e.g., between LTE and WLAN) [80] [81]. In Heterogeneous Networks (HetNets), the
LTE merges the mobile communication system and WLAN to increase the coverage
area and improve service of mobile networks. One of the most common interworking
technologies is the LTE-WLAN Interworking (LWI) system. The LWI system
provides suitable privileges to both user side and network side such as high QoS and
lower cost. In addition, the number of smartphones supporting both LTE and WLAN
technologies are growing rapidly. Thus, LWI system has become a practical
environment for mobile users. This is due to the mobile capabilities, good QoS and
wide coverage area of the LTE on one hand, and the high bit rate of the WLAN

network on the other hand [82].
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Integration of these heterogeneous wireless networks (i.e., LTE and WLAN) creates
new security issues for interworking architecture especially in handover procedures.
In the LWI architecture, authentication and re-authentication phases are the most
significant stages to provide a safe connection during handover procedure [83] [84].
There are some suggested methods for handover procedure between different networks
[84-93]. Some handover methods such as IEEE 802.11r, and IEEE 802.11i [85] are
proposed to improve AKA delay in handover procedure. However, the mentioned
methods just work in WLANSs and are not applicable for LTE networks. The authors
in [87] presented a new protocol to provide authentication between server and users in
communication systems. However, the suggested method is not suitable for re-
authentication phases. Mostafa et al defined an AKA method in [84] to provide suitable
security level in WLAN-LTE systems. Also, there are some other proposed security
protocols for 3G-WLAN networks [90-92]. Most of the suggested AKA methods are
vulnerable to malicious threats, such as MiTM, and DoS attacks. The main challenge
of LWI system is the authentication delay and signaling cost of AKA process between
user and network side. Thus, we need an efficient AKA protocol to provide secure and

seamless handover process in the LWI systems.

In this chapter, a set of REPS-AKAA4 protocols are introduced as a robust inter/intra-
authentication and re-authentication security mechanisms for the LWI1 systems. The
security details of the proposed REPS-AKA4 protocols are presented and compared
with other approaches in 6 different scenarios. The suggested approaches are proposed
to preserve the confidentiality of the WLAN by using the LTE network address. The
proposed REPS-AKA4 protocols can optimize the authentication delay,

communication cost and simultaneously provide an acceptable security level in LWI
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systems. The rest of this chapter is organized as follows: In section 6.1, we provide the
overview of LWI system. In section 6.2, we present the suggested REPS-AKA4
methods to solve security issues of existing approaches. Section 6.3 presents a security
evaluation of the REPS-AKA4 methods. Section 6.4 illustrates the performance

analysis of the REPS-AKA4 protocols and compares them with the standard methods.
6.1 LTE-WLAN systems

The integration of the LTE with WLAN makes a high-grade technology for mobile
users in the wireless networks because of their outstanding features. Important
properties of LTE networks are reduced latency, improved network capacity, and high
data rate [12,82]. The architecture of LWI network is shown in Figure 46. The WLAN
Authentication Authorization Accounting (WAAA) and LTE AAA (LAAA) servers
work as the bridge entities between WLAN and LTE domains. This connection is
implemented by using two interfaces named as STa or Wa [82]. In a WLAN domain,
mobile users connect to WLAN using Access Points (APs). Thus, we have two types
of access points in LWI system: (1) the WLAN Access Point (AP) and eNodeB in LTE

domains.
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Figure 46: LWI architecture
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6.2 The proposed REPS-AKA4 protocol

The standard protocols (i.e., LTE-AKA, Full EAP-AKA’, and Fast EAP-AKA’) have
some limitations and security vulnerability [82]. Thus, we define the REPS-AKA4
protocols as an effective set of authentication and re-authentication methods for the
LWI system. When user moves between different LTE and WLAN domains (i.e., 1, 2,

3, and 4) as shown in Figure 47, the UE employs the corresponding protocol.
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Figure 47: UE movements in LWI system

In domain 1, the user (i.e., UE) connects to the LTE network via eNodeB. In domain
2, the UE moves from the LTE network to the WLAN and connects to AP1. In domain
3, the UE moves between different WLANS and connects to AP2, (where AP1 and
AP2 are in the same WLAN AAAL). In domain 4, the UE moves to another WLAN

and connects to AP3, (where AP2 and AP3 are connected to different WLAN servers).

In Figure 48, we present a general diagram which shows how a UE selects the adequate

AKA protocol based on its situation in LWI network.
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Figure 48: General diagram of UE selections for AKA protocols

The proposed approach is divided into 9 separate protocols. In Figure 49, the procedure

of AKA protocol (i.e., REPS-AKAA4) selection is presented in general.
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Figure 49: Procedure of AKA selection

6.2.1 REPS-AKA4 Phl.1

The steps of the REPS-AKA4 Ph1.1 are presented in the following steps (Figure 50):
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Figure 50: Steps of REPS-AKA4 Phl.1

1. UE = MME (M1): When a UE connects to an LTE system for the first attachment,
it sends its identity via M1 message. First, the UE produces an RNue (which is a
random number) and a valid timestamp (TS). The MME uses this pair (i.e., RNue and
TS) to confirm that the received message is fresh and valid. Then, the UE employs the
UIGFunc function and the IMSI value to generate User Identity (Ul) value as a unique
identifier between HSS (as a network side) and UE (as a user side): UI=UIGFunc
(IMSI, (SK@RNue)). Then, the UE uses its inverse public key (PKue) to encrypt the
IMSI value. Consequently, the UE transmits M1 message including {IMSI} _inv
(PKue), RNue, Ul, public key of UE (PKue), and TS. The UE encrypts message M1

using MME public key (i.e., PKmme).

2. MME = HSS (M2): In the serving network, the MME decrypts the received
message (i.e., M1) using its private key. First, the MME checks the freshness of RNue
and TS in message M1. Then, it generates a random number (i.e., RNmme) and makes
the HNID parameter which is Home Network Identity. This parameter is a unique

identifier between the serving network (i.e., MME) and the home network (i.e., HSS).
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The MME calculates HNID using pre-shared values (i.e., MVP and HVP):
HNID=NIFunc (MVP@HVP). The MME uses its inverse public key to encrypt the
HNID parameter. Then, the MME generates message M2 which contains RNmme,
RNue, {HNID}_inv (PKmme), IMSI, and Ul. Finally, the MME encrypts message M2

by SKmh (secret key between MME and HSS) and forwards it to HSS.

3. HSS = MME (M3): The HSS decrypts the received message (i.e., M2) to extract
RNmme, RNue, HNID, IMSI, and Ul. The HSS calculates HNID and compares it with
the received one to authenticate the serving network (i.e., MME). When MME is
successfully authenticated, the HSS generates Ul value using UIGFunc function,
IMSI, and RNue, SK (which is pre-shared key): UI=UIGFunc (IMSI, SK, RNue).
Then, the HSS compares the calculated Ul with the received one to authenticate UE.
Thus, the HSS verifies the UE (as a valid user) and the MME (as a valid serving
network) by checking Ul and HNID values, respectively. If the UE and MME are
verified successfully, then HSS generates its random number (RNhss) and Network
Identifier (NI): NI = NIGFunc (RNhss, Ul, SK). The HSS encrypts the NI value using
its inverse public key (PKhss) and forwards it to the MME via message M3. Moreover,
the HSS calculates Updated Key Generator (UKG): UKG= NKGFunc
((RNmme@NI), SK). Then, the HSS generates a RAND value which is a new random
number. It uses the SQN, RAND, UKG, AMF, and HNID to generate
MAC=F1(SQNJ||RAND||AMF)UKG,AK=F5(RAND)UKG,CK=F3(RAND)UKG,XR
ES=F2(RAND)UKG,AUTN=AUTHFunc((SQN®AK)||AMF|[MAC), IK=F4(RAND
JUKG, and KASME=KDF((SQN®AK).HNID.CK.IK). The HSS encrypts M3
message by SKmh and forwards it to MME. The message M3 includes {NI} _inv

(PKhss), RAND, AUTN, KASME, XRES, RNhss, and RNmme.
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4. MME - UE (M4): The MME employs SKmh to decrypt the received message.
Then, it sends message M4 to the UE. This message which is encrypted by PKue

includes RAND, AUTN, RNhss, RNmme, HNID, and {NI}_inv (PKmme).

5. UE = MME (M5): The UE decrypts the M4 and checks the received random values
(i.e., RNhss and RNmme) for freshness. Then, the UE produces NI value by received
RNhss, Ul, and SK: NI = NIGFunc (RNhss, Ul, SK). Then it compares the generated
NI with the received NI to authenticate HSS. When the HSS is authenticated
successfully, the UE generates the UKG key: UKG = NKGFunc ((RNmme&@NI), SK).
The UE calculates the value of MAC, AUTN, AK, CK, KASME, IK, and RES same
as HSS side. The UE uses the AUTN to authenticate the network. Then, it employs
KASME as a master key in AS and NAS layers. The UE forwards RNmme, and

{RES}_inv (PKue) to the MME via M5 encrypted by PKmme.

6. MME: The MME decrypts M5 and extracts RES value. First, it verifies freshness
of received message by checking RNmme. Then, it compares the received RES with
saved XRES to confirm the UE. If this match is successful, the AKA is successful.
6.2.2 REPS-AKA4 Ph1.2

When a UE stays in an LTE domain (under a given MME domain) for a long duration
and wants to connect the network for the n'" time, it sends the n'" attach request to the
LTE network. In this case, the UE and MME can use their previously generated
parameters for AKA process. Thus, if a user wants a re-attach to the LTE network, Re-

authentication phase of the proposed protocol starts to execute as follows (Figure 51):
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Figure 51: Steps of REPS-AKA4 Phl1.2

1. UE > MME (Re-M1): The UE generates a new random number (i.e., RNue). Then,
it employs NUIFunc, Ul and RNue to generate New User Identity (NUI): NUI =
NUIFunc (Ul, RNue). The UE forwards NUI value to the MME to prove that it is
previously connected to this MME. It sends Re-M1 encrypted by PKmme to the MME.

The message Re-M1 includes {NUI}_inv (PKue), RNue, and IMSI.

2. MME = UE (Re-M3)/HSS (Re-M2): The serving MME uses its private key to
decrypt the received Re-M1. The MME employs RNue and Ul to generate NUI. Then,
it compares calculated NUI with received NUI to authenticate the UE (i.e., LTE user).
The MME uses NUI, RNmme to calculate Updated Key (UPK): UPK=UPKFunc
(NUI, RNmme). Then, the MME generates an Updated AUTN (UAUTN) and an
Updated RAND (URAND) and an Updated KASME (UKASME):
UAUTN=KDF(AUTN,UPK), ¥ URAND=KDF (RAND, UPK, RNmme),
UKASME=KDF(KASME,UPK). The MME sends Re-M2 to HSS encrypted by secret

key (i.e., SKmh) including RNue, {NUI}_inv(PKmme), and IMSI, and forwards Re-
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M3 to UE encrypted by public key of UE (i.e., PKue). The Re-M3 contains RNmme,

RNue, {UAUTN} inv (PKmme ), and URAND.

3. HSS: The HSS decrypts Re-M2 and checks NUI value. It generates NUI using
received RNue, and Ul: NUI= NUIFunc (Ul, RNue). The HSS utilizes the NI, NUI,

and SK to calculate New Network Identity (NNI): NNI= NNIGFunc (NI, NUI,SK).

4. UE - MME (Re-M4): The UE decrypts Re-M3 and checks RNmme for freshness
and generates NNI using NI, NUI, and SK: NNI= NNIGFunc (NI, NUI, SK). The UE
makes UPK: UPK=UPKFunc (NUI, RNmme) and utilizes it to generate an UAUTN
and an URAND and an UKASME same as MME. The UE makes New RES (NRES):
NRES= KDF(RES,UPK). Then, it forwards RNmme, and {NRES} inv(PKue) to

MME via message Re-M4 which is encrypted by PKmme.

5. MME: The MME receives message Re-M4 and extracts RNmme and NRES. Then,
MME generates NXRES and compares it with NRES to authenticate the UE.

6.2.3 REPS-AKA4 Ph2.1

When the UE move to WLAN domain, the LTE network can provide IP services for
the UE via the WLAN. In this state, the UE connects to WLAN using AKA
information in LTE network. This information is located in HSS and LAAA server.
The UE employs REPS-AKA4 Ph2.1 protocol when it is in LTE network before and
it connects to WLAN using AKA parameter from that LTE network. The steps of this

phase of the REPS-AKAA4 are as follows (Figure 52):
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Figure 52: Steps of REPS-AKA4 Ph2.1

1. UE = AP (M1): When an UE tries to connect to WLAN-LTE network, and has
previous identifier in LTE access network, it has to identify itself by transmitting a
valid identifier. The UE generates a RNue. Then, it sets Authentication Type (AT)
field to 1. The WLAN-LTE network use this filed to figure out that it must use REPS-
AKA4 Ph2.1 protocol for AKA procedure. The UE set Home Network Identifier
(HNID) to inform network that it authenticated by which network before. It also sends
NI or NNI value, encrypted by its inverse public key (PKue): {NI/NNI}_inv (PKue).
Then, the UE sends M1 including RNue, HNID AT, {NI/NNI}_inv(PKue), and IMSI.

The M1 is encrypted by public key of AP (PKap).

2. AP > WAAA (M2): The AP decrypts M1 and checks RNue for freshness. The AP
uses the Access Point ID (APID) as a valid ID for WAAA server. Then, it sends M2
including AT, HNID, {NI/NNI}_inv(PKue), IMSI, and APID. The M2 is encrypted

by pre-shared key (SKapws).
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3. WAAA > LAAA (M3): The WAAA decrypts M2 with its SKapws. The WAAA
server forwards the M3 to LAAA server. The information in M3 are AT, HNID,

{NI/NNI}_inv (PKue), and IMSI. The M3 is encrypted by pre-shared key (SKwsls).

4. LAAA - HSS (M4): The LAAA decrypts M3 and generates a random number
(RNIs). Then, it forwards the M4 to HSS in LTE network. The information in M4 are

RNIs, and {IMSI1} _inv(PKIs). The M4 is encrypted by HSS public key (PKhss).

5. HSS = LAAA (M5): The HSS checks RNIs for freshness and finds the information
of the user according to IMSI value. These parameters are RNIs, XRES, PKue,

NI/NNI, and Ul which are sent to LAAA server by M5 encrypted by PKhss.

6. LAAA > WAAA (M6): When LAAA received the M5, it compares saved NI/NNI
with received NI/NNI makes a New XRES (NXRES) using XRES (i.e., previous one)
and RNIs: NXRES=KDF (XRES,RNIs). Then, it sets M6 including NXRES, RNIs,

PKue, and Ul. The message M6 is encrypted by SKswils.

7. WAAA > AP (MT7): When the WAAA server receives the M6, it checks RNIs and
sends M7 to AP in WLAN. The M7 including RNIs, PKue, and Ul. The M7 is

encrypted by SKapws.

8. AP = UE (M8): The AP uses SKapws key to decrypt the received messages from
WAAA and gets the values of RNIs, PKue, and Ul. Then, it generates Random Number
(RNap) and checks RNIs for freshness. The AP forwards RNIs, Ul, and RNap to UE

via M8 encrypted by PKue.
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9. UE - AP (M9): The UE checks the received Ul to confirm network and makes
NRES using pervious RES and RNIs: NRES=KDF(RES,RNIs). Then, the UE forwards

RNap, and {NRES} inv (PKue) to AP in M9 encrypted by PKap.

10. AP > WAAA (M10): The AP forwards {NRES} _inv( PKue) to WAAA server

via M10 encrypted by SKapws.

11. WAAA > AP (M11): The WAAA server checks the received NRES to confirm
UE and makes Master Key (MK): MK=KDF(UI, NRES, RNIs). Then, it sends M11 to

AP including AKA success, and MK. This message is encrypted by SKapws.

12. AP = UE (M12): The AP saves MK and forwards “AKA success” to UE via M12

encrypted by PKue.

13. UE: The UE checks the “AKA success” in received M12 and makes MK:
MK=KDF(UI, NRES, RNIs).

6.2.4 REPS-AKA4 Ph2.2.1

This protocol has been specified to provide authentication when the UE did not
connect to the LTE network before but its security information is saved in HSS and
LAAA server. This method is for the situation where the UE connects to the AP of

LWI for the first time. The steps of this method are presented as follows (Figure 53):
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Figure 53: Steps of REPS-AKA4 Ph2.2.1

1. UE = AP (M1): When a user (i.e., UE) tries to connect to LWI system, but it has
no previous identifier in LTE network, it has to identify itself by transmitting a valid
identifier via M1 message. The UE generates an RNue which is a new random number
and sets TS which is a valid timestamp. The AP uses this pair (i.e., RNue and TS) to
confirm that the received request message is fresh. Then, it makes LTE User Identity
(LUI: LUI = LUIFunc (IMSI, SK, RNue) and sets AT field to 2. The LTE-WLAN
network use this filed to figure out that it must use REPS-AKA4 Ph2.2.1 protocol for
AKA process. The UE uses HNID to inform the LWI system that it is belong to which
LTE network. Consequently, the UE transmits M1 including HNID, TS, AT, RNue,

IMSI, and LUI. The message M1 is encrypted by PKap.

2. AP 2> WAAA (M2): The AP uses its private key to decrypt message M1. Then it
checks RNue and TS for message freshness. The AP forwards M2 including AT,

RNue, LUI, {IMSI}_inv (PKap), and HNID. The M2 is encrypted by SKapws.
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3. WAAA > LAAA (M3): The WAAA decrypts M2 with SKapws. The WAAA
server forwards the message M3 to LAAA server. The information in M3 are AT, LUI,

RNue, {IMSI}_inv ( PKIs), and HNID. The M3 is encrypted SKwsls.

4. LAAA - HSS (M4): The LAAA server forwards the M4 to HSS in LTE network.
The information in M4 are AT, RNue, LUI, and {IMSI} _inv (PKIs). The M4 is

encrypted by PKhss.

5. HSS - LAAA (M5): The HSS checks RNIs for freshness and find the information
of the user according to IMSI value. Then, the HSS makes LUI and compares it with
received LUI. It also generates Last Network ID (LNI) and New Key (NK): LNI =
LNIGFunc (RNhss,LUI,SK), NK =NKFunc (SK,(LUI@LNI)). It uses NK to calculate
MAC, XRES, CK, IK, AK, KASME, and AUTN: MAC=F1(SQN||RAND||AMF)NK,
XRES = F2(RAND)NK, CK=F3(RAND)NK, IK= F4(RAND) NK,
AK=F5(RAND)NK, KASME= KDF ((SQN@AK), HNID, CK,IK,NK), AUTN =
AUTHFunc((SQN@AK)||AMF||MAC). The HSS sets M5 including RNhss, RAND,

AUTN, KASME, LNI, Pkue, and {XRES} _inv (PKhss). The M5 is encrypted by PKIs.

6. LAAA 2> WAAA (M6): The LAAA saves received AV (i.e., RAND, AUTN, and
KASME) and sends RNhss, RAND, AUTN, KASME, LNI, XRES, and PKue using

M6 encrypted by SKswis.

7. WAAA > AP (M7): The WAAA server saves KASME and forwards RNhss,

RAND, AUTN, LNI, and PKue via M7 encrypted by SKapws.
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8. AP =2 UE (M8): The AP sets M8 including RAND, AUTN, {LNI}_inv(PKap), and

RNhss. It encrypts these parameters by PKue and sends M8 to UE.

9. UE = AP (M9): The UE makes LNI and NK: LNI = LNIGFunc(RNhss,LUI,SK),
NK = NKFunc (SK, (LUI@ LNI)). It uses NK to generate CK, MAC, RES, AK, IK,
AUTN, and KASME same as HSS. Then, the UE sets M9 including {RES}_inv

(PKue). The M9 is encrypted by PKap.

10. AP = WAAA (M10): The AP forwards {RES} _inv (PKue) to WAAA server in

M10 encrypted by SKapws.

11. WAAA - AP (M11): The WAAA server compares the received RES with saved
XRES to authenticate UE. Then, it makes MK: MK=KDF(KASME, RNws) and sends

M11 including RNws, AKA success, MK. This is encrypted by SKapws.

12. AP = UE (M12): The AP saves MK and forwards “AKA success” and RNws

value to the UE via M12 encrypted by PKue.

13. UE: The UE checks the “AKA success” in M12 and makes MK same as WAAA.
6.2.5 REPS-AKA4 Ph2.2.2

This protocol provides authentication when the UE has been connected to LWI system
before and it tries to connect to the system again. In fact, this is its n" attachment. The
system uses the security information that is saved in LAAA server. The steps of the

protocol are presented as follows (Figure 54):
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Figure 54: Steps of REPS-AKA4 Ph2.2.2

1. UE = AP (M1): When a user (i.e., UE) tries to connect to LWI network, and it has
previous identifier in LWI network, the UE identifies itself by transmitting its
identifier via M1 message. The UE generates a RNue and uses IMSI, Pervious LUI
(PLUI), and RNue to make LUI: LUI=LUIFunc(IMSI, PLUI,RNue) and sets AT field
to 3. The LTE-WLAN network use this filed to figure out that it must use REPS-AKA4
Ph2.2.2 protocol for AKA procedure. The UE set HNID to inform the system that it is
belong to which LTE network. Consequently, the UE transmits M1 including HNID,

AT, RNue, IMSI, and LUI. The M1 message is encrypted by PKap.

2. AP > WAAA (M2): The AP decrypts M1 and checks RNue to prove freshness of
the received message. The AP forwards M2 including HNID, AT, LUI, RNue, and

{IMSI} _inv(PKap). The message M2 is encrypted by SKapws.

3. WAAA 2> LAAA (M3): The WAAA decrypts M2 with its secret key SKapws and
generates RNws. The WAAA server forwards the message M3 to LAAA server. The
information in M3 are AT, RNws, LUI, RNue, {IMSI} _inv (PKIs), and HNID.
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4. LAAA > WAAA (M4): The LAAA uses saved AV (i.e., RAND, AUTN, KASME,
and XRES) and LNI from first attach. The LAAA makes LUI and compares it with
received one. It generates Updated Key (UK) using LUI and generated RNIs:
UK=UKFunc(LUI, RNIs, RNws). It also uses UK to make NXRES, NAUTN,
NKASME, and NLNI: NXRES = KDF (XRES) UK, NAUTN =KDF (AUTN) UK,
NKASME = KDF (KASME) UK, NLNI = KDF(LNIUK. Then, the LAAA sets M4
including RNIs, NAUTN, NKASME, NLNI, and NXRES. The M4 message is

encrypted by SKswis.

5. WAAA > AP (M5): The WAAA server sends M5 including RNws, RNIs,

NAUTN, and NLNI. This message is encrypted by SKapws.

6. AP = UE (M6): The AP sends M6 including RNws, RNIs, NAUTN, and NLNI

encrypted by PKue.

7. UE - AP (M7): The UE generates UK using LUIl: UK = UKFunc (LUI, RNIs,
RNws). Then, it uses UK to make NRES, NAUTN, NKASME, and NLNI same as

LAAA. The UE sends M7 (which has{NRES} inv (PKue)) encrypted by PKap to AP.

8. AP > WAAA (MB8): The AP forwards NRES to WAAA server via M8 encrypted

by SKapws.

9. WAAA > AP (M9): The WAAA server compares the received NRES with saved
NXRES to confirm UE and makes MK: MK=KDF (KASME, RNws). Then, it sends

M9 including AKA success, and MK. This message is encrypted by SKapws.
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10. AP 2 UE (M10): The AP saves MK and forwards “AKA success” to UE via M10

encrypted by PKue.

11. UE: The UE checks the “AKA success” in received M12 and makes MK same as
WAAA.

6.2.6 REPS-AKA4 Ph3.1

The intra-handover is used when users (i.e., UES) moves between different APs which
are in the same WLAN area. In fact both target and source AP are connected to a same
WAAA. The system employs REPS-AKA4 Ph3.1 when the UE attached to LTE
network through eNodeB (by REPS-AKA4 Phl.1 or REPS-AKA4 Phl.2), then it
connected to AP1 (by REPS-AKA4 Ph2.1) and then it moves to AP2 (i.e., target AP).

The steps of the REPS-AKA4 Ph3.1 protocol are presented as follows (Figure 55):
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Figure 55: Steps of REPS-AKA4 Ph3.1

1. UE = AP2 (M1): When an UE tries to connect to new AP (i.e., AP2) in same
WLAN and it has previous identifier in LWI network, the UE identifies itself by

transmitting a valid parameter (i.e., NI/NNI) via M1 message. The UE generates an
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RNue. Then, it sets AT field to 4. The LTE-WLAN network use this filed to figure out
that it must use REPS-AKA4 Ph3.1 protocol for AKA procedure. The UE set Last
Access Point ID (LAPID) to inform network that it is belong to which AP.
Consequently, the UE transmits M1 including RNue, AT, LAPID, {NI/NNI}_inv

(PKue), and IMSI. The M1 is encrypted by PKap2 which is public key of AP2.

2. AP2 > WAAA (M2): The AP2 decrypts message M1 and checks the received
RNue and LAPID. Then, it generates Random Number (RNap2). The AP2 forwards
M2 including AT, {NI/NNI}_inv (PKue), IMSI, LAPID, and RNap2. The M2 message

is encrypted by pre-shared key (SKap2ws).

3. WAAA > AP2 (M3): The WAAA server checks NI/NNI and sends M3 including

RNap2, RNws, and PKue. This message is encrypted by SKap2ws.

4. AP2 = UE (M4): The AP2 sends message M4 including RNap2, and RNws. This

message is encrypted by PKue.

5. UE = AP2 (M5): The UE generates NRES using RES, RNue, and RNws: NRES
= KDF (RES, RNue, RNws). Then, the UE sets message M5 which is encrypted by

PKap2. The M5 includes RNue, RNap2, and {NRES} _inv( PKue).

6. AP2 - WAAA (M6): The AP2 forwards RNue and {NRES} _inv (PKue) to

WAAA server via M6 encrypted by SKap2ws.

7. WAAA > AP2 (M7): The WAAA server makes NXRES: NXRES=KDF(XRES,

RNue, RNws). It compares the received NRES with generated NXRES to confirm UE
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and makes MK: MK=KDF(NI/NNI,Ul, NXRES). Then, it sends M7 including AKA

success, and MK. This message is encrypted by SKap2ws.

8. AP2 - UE (M8): The AP2 saves MK and forwards “AKA success” to UE via M8

encrypted by PKue.

9. UE: The UE checks the “AKA success” in received M8 and makes MK: MK=
KDF(NI/NNI, Ul, NRES).
6.2.7 REPS-AKA4 Ph3.2
When the UE first attaches to LWI through LTE network (i.e. by REPS-AKA4 Ph2.2.1
or REPS-AKA4 Ph2.2.2) and then moves from AP1 to AP2 in same WLAN, the
system employs REPS-AKA4 Ph3.2 protocol. The steps of the protocol are presented

follows (Figure 56):
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Figure 56: Steps of REPS-AKA4 Ph3.2

1. UE = AP2 (M1): When the UE tries to connect to new AP2 in same WLAN and it

has previous identifier in LWI network, the UE transmits its valid identifier via M1
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message. The UE generates an RNue. Then, it sets AT field to 5. The LTE-WLAN
network use this filed to learn that it must use REPS-AKA4 Ph3.2 protocol for AKA
procedure. The UE generates New User Identity (NUI) using Last User Identity (LUI)
and RNue: NUI = NUIFunc (LUI, RNue).Then, the UE transmits M1 message

including AT, RNue, IMSI, NUI, and LAPID. The M1 is encrypted by PKap2.

2. AP2 > WAAA (M2): The AP2 decrypts M1 and checks the received RNue to
prove freshness of the M1. Then, the AP2 forwards M2 including AT, RNue, IMSI,

LAPID, and {NUI}_inv(PKap). The message M2 is encrypted by SKap2ws.

3. WAAA > AP2 (M3): The WAAA server makes NUI and compares generated NUI
with received one. The WAAA generates RNws and calculates Updated Network ID
(UNID): UNID = UNIDFunc (LNI/NLNI, RNws). Then, it sends M3 including RNws,

PKue and UNID encrypted by SKap2ws.

4. AP2 - UE (M4): The AP2 sends M4 including UNID, and RNws. This message

is encrypted by PKue.

5. UE = AP2 (M5): The UE makes UNID and compares it with received one. It also
generates NKASME and NRES using RES, KASME, RNue, and RNws:
NKASME=KDF (KASME, RNws), NRES=KDF (RES, RNue RNws). Then, sends

M5 including {NRES} _inv (PKue) encrypted by PKap?2.

6. AP2 > WAAA (M6): The AP2 generates RNap2 and forwards RNap2 and

{NRES} inv (PKap2) to WAAA server in M6 encrypted by SKap2ws.
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7. WAAA 2> AP2 (M7): The WAAA server makes NXRES: NXRES = KDF (XRES,
RNue, RNws). It compares the received NRES with generated NXRES to confirm UE
and makes NKASME and New MK (NMK): NKASME = KDF (KASME, RNws),
NMK =KDF (NKASME, RNap2). Then, it sends M7 including NMK, and AKA

success. This message is encrypted by SKap2ws.

8. AP2 = UE (M8): The AP2 saves MK and forwards “AKA success”, and RNap2

to UE via M8 encrypted by PKue.

9. UE: The UE checks the “AKA success” in M8 and makes NMK same as WAAA.
6.2.8 REPS-AKA4 Ph4.1

The inter-handover occurs when the UE moves to different APs which are in different
WLAN:S. In this case, the UE is attached to LTE network by REPS-AKA4 Phl.1 or
REPS-AKAA4 Ph1.2, and then it is connected to WLAN (i.e., AP1) by REPS-AKA4
Ph2.1, then it changes its AP to new AP (i.e., AP3) which is placed in another WLAN.

The details of this protocol are presented in the following steps (Figure 57):
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Figure 57: Steps of REPS-AKA4 Ph4.1
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1. UE = AP3 (M1): The UE generates a RNue and calculates New Ul (NUI):
NUI=NUIFunction (RNue,Ul) and sets AT field to 6. The network uses this filed to
learn that it must use REPS-AKA4 Ph4.1 protocol for AKA procedure. The UE set
LAPID and WLAN ID (WLID) to inform the network that the UE was in area of which
AP and WLAN. Consequently, the UE transmits M1 including RNue, AT, LAPID,
WLID, {NUI}_inv(PKue), and IMSI. The message M1 is encrypted by PKap3 which

is public key of AP3.

2. AP3 = WAAAZ2 (M2): The AP3 decrypts message M1 and checks the received
RNue and AT. The AP3 forwards M2 including AT, NUI, IMSI, LAPID, RNue, and

WLID. The message M2 is encrypted by pre-shared key (SKap3ws).

3. WAAA2 - LAAA (M3): The WAAA2 server forwards the M3 to LAAA server.

The information in M3 are RNue, WLID, IMSI, NUI, and AT encrypted by SKwsls.

4. LAAA > WAAA2 (M4): The LAAA uses saved XRES, NI/NNI and Ul from
pervious attaches. The LAAA makes NUI and compares it with received one. It
generates Updated NI/NNI (UNI/NNI) using generated Random Number (RNIs):
UNI/NNI= NUIFunction (RNIs, NI/NNI). It also uses XRES to make NXRES:
NXRES=KDF (XRES, RNIs, RNue). Then, the LAAA sets M4 including NXRES,

{UNI/NNI}_inv( PKIs), PKue, and RNIs. The M4 message is encrypted by SKswis.

5.WAAA2 > AP3 (M5): The WAAA server sends M5 including NXRES, UNI/NNI,

PKue, and RNIs. This message is encrypted by SKap3ws.
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6. AP2 = UE (M6): The AP2 sends M6 including UNI/NNI, and RNIs. This message

is encrypted by PKue.

7. UE = AP2 (M7): The UE generates UNI/NNI using NI/NNI:
UNI/NNI=NUIFunction (RNIs, NI/NNI). It also uses RES to make NRES:
NRES=KDF (RES, RNIs,RNue). Then, the UE sets M7 including {NRES} inv

(PKue). The message M7 is encrypted by PKap3.

8. AP3 > WAAAZ2 (M8): The AP3 forwards {NRES}_inv ( PKue) to WAAAZ2 server

via M8 encrypted by SKap3ws.

9. WAAA2 - AP3 (M9): The WAAAZ server compares the the value of the received
NRES with saved NXRES to authenticate UE and makes MK: MK = KDF (UNI/NNI,
Ul, NRES). Then, it sends M9 including “AKA success”, and MK. This message is

encrypted by SKap3ws.

10. AP3 = UE (M10): The AP3 saves MK and forwards “AKA success” to UE using

M10 encrypted by PKue.

11. UE: The UE checks the “AKA success” in M10 and makes MK same as WAAAZ2.
6.2.9 REPS-AKA4 Ph4.2

When the UE is connected to LTE-WLAN by REPS-AKA4 Ph2.2.1 or REPS-AKA4
Ph2.2.2, and then it moves to next access point (i.e., AP3) that is belongs to another
WLAN, the system employs REPS-AKA4 Ph4.2. The steps of the REPS-AKA4 Ph4.2

protocol are presented in the following steps (Figure 58):
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Figure 58: Steps of REPS-AKA4 Ph4.2

1. UE - AP3 (M1): The UE generates its RNue and makes NUI: NUI=NUIFunction
(RNue, Ul) and sets AT field. The network uses this filed to learn that it must use
REPS-AKAA4 Ph4.2 protocol for AKA procedure. The UE sets LAPID and WLID and
transmits M1 including RNue, AT, LAPID, WLID, NUI, and IMSI. The message M1

is encrypted by PKap3.

2. AP3 - WAAA2 (M2): The AP3 decrypts message M1 by its private key and
checks the received RNue and AT. Then, it forwards M2 including AT, RNue, IMSI,

NUI, WLID, and LAPID. The M2 is encrypted by pre-shared key (SKap3ws).

3. WAAA2 - LAAA (M3): The WAAAZ2 forwards the M3 (encrypted by SKswis)

to LAAA. The information in M3 are AT, RNue, IMSI, NUI, WLID, and LAPID.

4. LAAA > WAAA2 (M4): The LAAA makes NUI and compares it with received
one. Then, the LAAA uses saved XRES, NI/NNI from pervious attaches to make

ULNI/NLNI and NXRES: ULNI/NLNI= UNIDFunc (LNI/NLNI, RNIs), NXRES =
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KDF (XRES, RNIs, RNue). The LAAA sets M4 including RNIs, PKue,

{ULNI/NLNI}_inv(PKIls), and NXRES. The message M4 is encrypted by SKswis.

5. WAAA2 - AP3 (M5): The WAAAZ2 server sends M5 including RNIs, PKue, and

ULNI/NLNI. This message is encrypted by SKap3ws.

6. AP2 = UE (M6): The AP3 sends M6 including RNIs, RNap2, and ULNI/NLNI.

This message is encrypted by PKue.

7. UE = AP3 (M7): The UE generates ULNI/NLNI using LNI/NLNI: ULNI/NLNI =
UNIDFunc (LNI/NLNI, RNIs). It also uses RES to calculate NRES: NRES=KDF
(RES, RNIs, RNue). Then, the UE sets M7 including NRES. The message M7 is

encrypted by PKap2.

8. AP3 - WAAA2 (M8): The AP3 forwards NRES to WAAA2 server in M8

encrypted by SKap3ws.

9. WAAA2 - AP3 (M9): The WAAAZ2 server compares the value of received NRES
with saved NXRES to authenticate UE and generates MK: MK = KDF (ULNI/NLNI,
NUI, NXRES). Then, it sends M9 including AKA success, and MK. This message is

encrypted by SKap3ws.

10. AP3 - UE (M10): The AP3 saves MK and forwards “AKA success” to UE via

M10 encrypted by PKue.

11. UE: The UE checks the “AKA success” in M10 and generates MK.
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6.3 Security analysis of REPS-AKA4 protocol

The REPS-AKA4 protocols are evaluated according to security parameters in this
section. The Security analyses of our methods are conducted using BAN Logic,
AVISPA, Scyther tools.

6.3.1 Formal analysis using AVISPA

We have implemented the proposed AKA protocols by AVISPA tool. Figure 59 and
60 indicate the evaluation results of the REPS-AKA4 protocols in OFMC and CL-
AtSe modes respectively (Details are in Appendix1). Here, ‘‘SAFE’’ is the keyword

showing that the simulated protocols are safe according to the defined security goals.

(AVISPA codes are presented in Appendix 1).
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Figure 60: Evaluation results of REPS-AKA4 in CL-AtSe mode
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6.3.2 Formal analysis using Scyther

In this section, we evaluate the proposed REPS-AKAA4 protocols by means of Scyther
tool. In the modeled protocols, five claims (i.e., Nisynch, Secrecy, Weakagree,
Niagree, and Alive) are checked for mentioned nodes. (Scyther codes are presented in

Appendix 2).

Based on UE’s viewpoint in REPS-AKA4 Ph1l.1, the security claims are presented as

follows: claim_uel (UE, Secret, IMSI); claim_ue2 (UE, Secret, RNue); claim_ue3 (UE, Secret, Ul);

claim_ue4 (UE, Secret, TS); claim_ue5 (UE, Secret, RES);claim_uea (UE, Alive); claim_uew (UE,

Weakagree); claim_uenia (UE, Niagree); claim_uenis (UE, Nisynch);

Based on MME’s viewpoint in REPS-AKA4 Phl.1, the security claims are presented

as follows: claim_mmel (MME, Secret, RNmme); claim_mme2 (MME, Secret, RNue); claim_mme3

(MME, Secret, HNID); claim_mme4 (MME, Secret, IMSI); claim_mme5 (MME, Secret, Ul);
claim_mme6 (MME, Secret, RAND);claim_mme7 (MME, Secret, AUTN); claim_mme8 (MME, Secret,
RNhss); claim_mme9 (MME, Secret, NI);claim_mmea (MME, Alive); claim_mmew (MME,

Weakagree); claim_mmenia (MME, Niagree);claim_mmenis (MME, Nisynch);

Based on HSS’s viewpoint in REPS-AKA4 Ph1.1, the security claims are presented as

follows: claim_hss1 (HSS, Secret, NI); claim_hss2 (HSS, Secret, RAND); claim_hss3 (HSS, Secret,

AUTN); claim_hss4 (HSS, Secret, KASME);claim_hss5 (HSS, Secret, XRES); claim_hss6 (HSS, Secret,
RNhss);claim_hss7 (HSS, Secret, RNmme);claim_hssa (HSS, Alive); claim_hssw (HSS, Weakagree);

claim_hssnia (HSS, Niagree);claim_hssnis (HSS, Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Phl.2, the security claims are presented as

follows: claim_uel (UE, Secret, IMSI); claim_ue2 (UE, Secret, RNue); claim_ue3 (UE, Secret, NUI);
claim_ue4 (UE, Secret, NRES); claim_uea (UE, Alive); claim_uew (UE, Weakagree); claim_uenia (UE,
Niagree); claim_uenis (UE, Nisynch);
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Based on MME’s viewpoint in REPS-AKA4 Phl.2, the security claims are presented

as follows: claim_mmel (MME, Secret, RNue); claim_mme2 (MME, Secret, NUI); claim_mme3

(MME, Secret, IMSI);claim_mme4 (MME, Secret, RNmme); claim_mme5 (MME, Secret, UAUTN);
claim_mme6 (MME, Secret, URAND); claim_mmea (MME, Alive); claim_mmew (MME, Weakagree);

claim_mmenia (MME, Niagree);claim_mmenis (MME, Nisynch);

Based on HSS’s viewpoint in REPS-AKA4 Ph1.2, the security claims are presented as

follows: claim_hssa (HSS, Alive); claim_hssw (HSS, Weakagree); claim_hssnia (HSS,

Niagree);claim_hssnis (HSS, Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Ph2.1, the security claims are presented as

follows: claim_uel (UE, Secret, RNue); claim_ue2 (UE, Secret, HNID); claim_ue3 (UE, Secret, AT);

claim_ue4 (UE, Secret, NINNI);claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret,
RNap);claim_ue7 (UE, Secret, NRES);claim_uea (UE, Alive); claim_uew (UE, Weakagree);

claim_uenia (UE, Niagree); claim_uenis (UE, Nisynch);

Based on AP’s viewpoint in REPS-AKA4 Ph2.1, the security claims are presented as
follows: claim_ap1 (AP, Secret, HNID); claim_ap2 (AP, Secret, AT); claim_ap3 (AP, Secret, NINNI);

claim_ap4 (AP, Secret, RNIs);claim_ap5 (AP, Secret, IMSI); claim_ap6 (AP, Secret, APID); claim_ap7
(AP, Secret, Ul); claim_ap8 (AP, Secret, RNap); claim_ap9 (AP, Secret, NRES); claim_ap10 (AP,
Secret, AKASuccess); claim_apa (AP, Alive); claim_apw (AP, Weakagree); claim_apnia (AP,

Niagree);claim_apnis (AP, Nisynch);

Based on WAAA’s viewpoint in REPS-AKA4 Ph2.1, the security claims are presented

as follows: claim_waaal (WAAA, Secret, AT); claim_waaa2 (WAAA, Secret, NINNI); claim_waaa3

(WAAA, Secret, Ul); claim_waaad4 (WAAA, Secret, IMSI); claim_waaa5 (WAAA, Secret, HNID);

claim_waaa6 (WAAA, Secret, RNIs); claim_waaa7 (WAAA, Secret, MK); claim_waaa8 (WAAA, Secret,
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AKASuccess);claim_waaaa (WAAA, Alive); claim_waaaw (WAAA, Weakagree); claim_waaania

(WAAA, Niagree);claim_waaanis (WAAA, Nisynch);

Based on LAAA’s viewpoint in REPS-AKA4 Ph2.1, the security claims are presented

as follows: claim_laaal (LAAA, Secret, RNIs); claim_laaa2 (LAAA, Secret, UI); claim_laaa3 (LAAA,

Secret, XRES); claim_laaad (LAAA, Secret, IMSI);claim_laaaa (LAAA, Alive); claim_laaaw (LAAA,

Weakagree); claim_laaania (LAAA, Niagree);claim_laaanis (LAAA, Nisynch);

Based on HSS’s viewpoint in REPS-AKA4 Ph2.1, the security claims are presented as

follows: claim_hss1 (HSS, Secret, RNIs); claim_hss2 (HSS, Secret, XRES); claim_hss3 (HSS, Secret,

NINNI); claim_hss4 (HSS, Secret, Ul); claim_hssa (HSS, Alive); claim_hssw (HSS, Weakagree);

claim_hssnia (HSS, Niagree);claim_hssnis (HSS, Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Ph2.2.1, the security claims are presented

as follows: claim_uel (UE, Secret, HNID); claim_ue2 (UE, Secret, TS); claim_ue3 (UE, Secret, AT);

claim_ue4 (UE, Secret, RNue); claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret, LUI);claim_ue7
(UE, Secret, RES); claim_uea (UE, Alive); claim_uew (UE, Weakagree); claim_uenia (UE, Niagree);

claim_uenis (UE, Nisynch);

Based on AP’s viewpoint in REPS-AKA4 Ph2.2.1, the security claims are presented
as follows: claim_ap1 (AP, Secret, HNID); claim_ap2 (AP, Secret, AT); claim_ap3 (AP, Secret, LUI);

claim_ap4 (AP, Secret, RNue); claim_ap5 (AP, Secret, IMSI); claim_ap6 (AP, Secret, RES); claim_ap7
(AP, Secret, RAND); claim_ap8 (AP, Secret, AUTN); claim_ap9 (AP, Secret, LNI); claim_ap10 (AP,
Secret, RNhss); claim_ap11 (AP, Secret, AKASuccess); claim_ap12 (AP, Secret, RNws); claim_apa

(AP, Alive); claim_apw (AP, Weakagree); claim_apnia (AP, Niagree);claim_apnis (AP, Nisynch);

Based on WAAA’s viewpoint in REPS-AKA4 Ph2.2.1, the security claims are

presented as follows: claim_waaal (WAAA, Secret, AT); claim_waaa2 (WAAA, Secret, LUI);
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claim_waaa3 (WAAA, Secret, RNue); claim_waaa4 (WAAA, Secret, IMSI);claim_waaa5 (WAAA,
Secret, HNID); claim_waaa6 (WAAA, Secret, RNhss); claim_waaa7 (WAAA, Secret, RAND);
claim_waaa8 (WAAA, Secret, AUTN); claim_waaa9 (WAAA, Secret, LNI); claim_waaalO (WAAA,
Secret, RNhss); claim_waaall (WAAA, Secret, AKASuccess); claim_waaal2 (WAAA, Secret, MK);
claim_waaaa (WAAA, Alive); claim waaaw (WAAA, Weakagree); claim_waaania (WAAA,

Niagree);claim_waaanis (WAAA, Nisynch);

Based on LAAA’s viewpoint in REPS-AKA4 Ph2.2.1, the security claims are

presented as follows: claim_laaal (LAAA, Secret, AT); claim_laaa2 (LAAA, Secret, RNug);

claim_laaa3 (LAAA, Secret, LUI); claim_laaad (LAAA, Secret, IMSI); claim_laaa5 (LAAA, Secret,
RNhss); claim_laaa6 (LAAA, Secret, RAND); claim_laaa7 (LAAA, Secret, AUTN); claim_laaa8 (LAAA,
Secret, KASME); claim_laaa9 (LAAA, Secret, LNI); claim_laaal0 (LAAA, Secret, RES); claim_laaaa
(LAAA, Alive); claim_laaaw (LAAA, Weakagree); claim_laaania (LAAA, Niagree);claim_laaanis

(LAAA, Nisynch);

Based on HSS’s viewpoint in REPS-AKA4 Ph2.2.1, the security claims are presented

as follows: claim_hss1 (HSS, Secret, RNhss); claim_hss2 (HSS, Secret, RAND); claim_hss3 (HSS,

Secret, AUTN); claim_hss4 (HSS, Secret, KASME); claim_hss5 (HSS, Secret, LNI); claim_hss6 (HSS,
Secret, RES);claim_hssa (HSS, Alive); claim_hssw (HSS, Weakagree); claim_hssnia (HSS,

Niagree);claim_hssnis (HSS, Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Ph2.2.2, the security claims are presented

as follows: claim_uel (UE, Secret, HNID); claim_ue2 (UE, Secret, AT); claim_ue3 (UE, Secret,

RNue); claim_ued (UE, Secret, LUI); claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret, NRES);
claim_uea (UE, Alive); claim_uew (UE, Weakagree); claim_uenia (UE, Niagree); claim_uenis (UE,

Nisynch);

Based on AP’s viewpoint in REPS-AKA4 Ph2.2.2, the security claims are presented
as follows: claim_ap1 (AP, Secret, HNID); claim_ap2 (AP, Secret, AT); claim_ap3 (AP, Secret, LUI);
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claim_ap4 (AP, Secret, RNue); claim_ap5 (AP, Secret, IMSI); claim_ap6 (AP, Secret, RNws);
claim_ap7 (AP, Secret, RNIs); claim_ap8 (AP, Secret, NAUTN);claim_ap9 (AP, Secret, NLNI);
claim_apl10 (AP, Secret, NRES); claim_apll (AP, Secret, AKASuccess); claim_apa (AP, Alive);

claim_apw (AP, Weakagree); claim_apnia (AP, Niagree);claim_apnis (AP, Nisynch);

Based on WAAA'’s viewpoint in REPS-AKA4 Ph2.2.2, the security claims are

presented as follows: claim_waaal (WAAA, Secret, HNID); claim_waaa2 (WAAA, Secret, AT);

claim_waaa3 (WAAA, Secret, LUI); claim_waaa4 (WAAA, Secret, RNue);claim_waaa5 (WAAA, Secret,
RNws); claim_waaa6 (WAAA, Secret, IMSI); claim_waaa7 (WAAA, Secret, RNIs); claim_waaa8
(WAAA, Secret, NAUTN); claim_waaa9 (WAAA, Secret, NLNI); claim_waaaa (WAAA, Alive);
claim_waaaw (WAAA, Weakagree); claim_waaania (WAAA, Niagree);claim_waaanis (WAAA,

Nisynch);

Based on LAAA’s viewpoint in REPS-AKA4 Ph2.2.2, the security claims are

presented as follows: claim_laaal (LAAA, Secret, RNIs); claim_laaa2 (LAAA, Secret, NAUTN);

claim_laaa3 (LAAA, Secret, NKASME); claim_laaa4 (LAAA, Secret, NLNI); claim_laaa5 (LAAA,
Secret, NXRES); claim_laaaa (LAAA, Alive); claim_laaaw (LAAA, Weakagree); claim_laaania (LAAA,

Niagree);claim_laaanis (LAAA, Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Ph3.1, the security claims are presented as

follows: claim_uel (UE, Secret, RNue); claim_ue2 (UE, Secret, AT); claim_ue3 (UE, Secret, LAPID);

claim_ue4 (UE, Secret, NINNI); claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret,
RNap2);claim_ue7 (UE, Secret, NRES);claim _uea (UE, Alive); claim_uew (UE, Weakagree);

claim_uenia (UE, Niagree); claim_uenis (UE, Nisynch);

Based on AP2’s viewpoint in REPS-AKA4 Ph3.1, the security claims are presented as
follows: claim_ap21 (AP2, Secret, RNue); claim_ap22 (AP2, Secret, AT); claim_ap23 (AP2, Secret,

LAPID); claim_ap24 (AP2, Secret, NINNI);claim_ap25 (AP2, Secret, IMSI); claim_ap26 (AP2, Secret,
RNap2); claim_ap27 (AP2, Secret, RNws); claim_ap28 (AP2, Secret, NRES); claim_ap29 (AP2, Secret,

147



AKASuccess); claim_ap2a (AP2, Alive); claim_ap2w (AP2, Weakagree); claim_ap2nia (AP2,

Niagree);claim_ap2nis (AP2, Nisynch);

Based on WAAA’s viewpoint in REPS-AKA4 Ph3.1, the security claims are presented

as follows: claim_waaal (WAAA, Secret, RNap2); claim waaa2 (WAAA, Secret, RNws);

claim_waaa3 (WAAA, Secret, AKASuccess); claim_waaa4 (WAAA, Secret, MK); claim_waaaa (WAAA,
Alive); claim_waaaw (WAAA, Weakagree); claim_waaania (WAAA, Niagree);claim_waaanis (WAAA,

Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Ph3.2, the security claims are presented as

follows: claim_uel (UE, Secret, RNue); claim_ue2 (UE, Secret, AT); claim_ue3 (UE, Secret, LAPID);

claim_ue4 (UE, Secret, NUI); claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret, NRES);
claim_uea (UE, Alive); claim_uew (UE, Weakagree); claim_uenia (UE, Niagree); claim_uenis (UE,

Nisynch);

Based on AP2’s viewpoint in REPS-AKAA4 Ph3.2, the security claims are presented as
follows: claim_ap21 (AP2, Secret, RNue); claim_ap22 (AP2, Secret, AT); claim_ap23 (AP2, Secret,

LAPID); claim_ap24 (AP2, Secret, NUI); claim_ap25 (AP2, Secret, IMSI); claim_ap26 (AP2, Secret,
RNap2); claim_ap27 (AP2, Secret, RNws); claim_ap28 (AP2, Secret, NRES);claim_ap29 (AP2, Secret,
AKASuccess);claim_ap210 (AP2, Secret, UNID); claim_ap2a (AP2, Alive); claim_ap2w (AP2,

Weakagree); claim_ap2nia (AP2, Niagree);claim_ap2nis (AP2, Nisynch);

Based on WAAA’s viewpoint in REPS-AKA4 Ph3.2, the security claims are presented

as follows: claim waaal (WAAA, Secret, RNws); claim_waaa2 (WAAA, Secret, UNID);

claim_waaa3 (WAAA, Secret, AKASuccess); claim_waaad4 (WAAA, Secret, NMK);claim_waaaa
(WAAA, Alive); claim_waaaw (WAAA, Weakagree); claim_waaania (WAAA, Niagree);claim_waaanis

(WAAA, Nisynch);
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Based on UE’s viewpoint in REPS-AKA4 Ph4.1, the security claims are presented as

follows: claim_uel (UE, Secret, RNue); claim_ue2 (UE, Secret, AT); claim_ue3 (UE, Secret, LAPID);

claim_ue4 (UE, Secret, WLID); claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret, NUI);claim_ue7
(UE, Secret, NRES); claim_uea (UE, Alive); claim_uew (UE, Weakagree); claim_uenia (UE, Niagree);

claim_uenis (UE, Nisynch);

Based on AP3’s viewpoint in REPS-AKA4 Ph4.1, the security claims are presented as
follows: claim_ap31 (AP3, Secret, RNue); claim_ap32 (AP3, Secret, AT); claim_ap33 (AP3, Secret,

LAPID); claim_ap34 (AP3, Secret, UNINNI);claim_ap35 (AP3, Secret, IMSI); claim_ap36 (AP3,
Secret, NUI); claim_ap37 (AP3, Secret, WLID); claim_ap38 (AP3, Secret, NRES);claim_ap39 (AP3,
Secret, AKASuccess);claim_ap310 (AP3, Secret, RNIs); claim_ap3a (AP3, Alive); claim_ap3w (AP3,

Weakagree); claim_ap3nia (AP3, Niagree);claim_ap3nis (AP3, Nisynch);

Based on WAAA2’s viewpoint in REPS-AKA4 Ph4.1, the security claims are

presented as follows: claim_waaa21 (WAAA2, Secret, RNue); claim_waaa22 (WAAA2, Secret,

WLID); claim_waaa23 (WAAA2, Secret, IMSI); claim_waaa24 (WAAA2, Secret, NUI); claim_waaa25
(WAAA2, Secret, AT); claim_waaa26 (WAAA2, Secret, UNINNI); claim_waaa27 (WAAA2, Secret,
RNIs); claim_waaa28 (WAAA2, Secret, AKASuccess);claim_waaaa2 (WAAA2, Alive); claim_waaa2w

(WAAA2, Weakagree); claim_waaa2nia (WAAA2, Niagree);claim_waaa2nis (WAAA2, Nisynch);

Based on LAAA’s viewpoint in REPS-AKA4 Ph4.1, the security claims are presented

as follows:claim_laaal (LAAA, Secret, NXRES); claim_laaa2 (LAAA, Secret, UNINNI); claim_laaa3

(LAAA, Secret, RNIs); claim_laaaa (LAAA, Alive); claim_laaaw (LAAA, Weakagree); claim_laaania

(LAAA, Niagree);claim_laaanis (LAAA, Nisynch);

Based on UE’s viewpoint in REPS-AKA4 Ph4.2, the security claims are presented as

follows:claim_uel (UE, Secret, RNue); claim_ue2 (UE, Secret, AT); claim_ue3 (UE, Secret, LAPID);

claim_ue4 (UE, Secret, WLID); claim_ue5 (UE, Secret, IMSI); claim_ue6 (UE, Secret, NUI);claim_ue7
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(UE, Secret, NRES); claim_uea (UE, Alive); claim_uew (UE, Weakagree); claim_uenia (UE, Niagree);

claim_uenis (UE, Nisynch);

Based on AP3’s viewpoint in REPS-AKA4 Ph4.2, the security claims are presented as

follows:claim_ap31 (AP3, Secret, RNue); claim_ap32 (AP3, Secret, AT); claim_ap33 (AP3, Secret,

LAPID); claim_ap34 (AP3, Secret, ULNINLNI); claim_ap35 (AP3, Secret, IMSI); claim_ap36 (AP3,
Secret, NUI); claim_ap37 (AP3, Secret, WLID); claim_ap38 (AP3, Secret, NRES); claim_ap39 (AP3,
Secret, AKASuccess);claim_ap310 (AP3, Secret, RNIs); claim_ap3a (AP3, Alive); claim_ap3w (AP3,

Weakagree); claim_ap3nia (AP3, Niagree);claim_ap3nis (AP3, Nisynch);

Based on WAAAZ2’s viewpoint in REPS-AKA4 Ph4.2, the security claims are

presented as follows: claim_waaa21 (WAAA2, Secret, RNue); claim_waaa22 (WAAA2, Secret,

WLID); claim_waaa23 (WAAA2, Secret, IMSI); claim_waaa24 (WAAA2, Secret, NUI); claim_waaa25
(WAAA2, Secret, AT); claim_waaa26 (WAAA2, Secret, ULNINLNI); claim_waaa27 (WAAA2, Secret,
RNIs); claim_waaa28 (WAAA2, Secret, AKASuccess); claim_waaa29 (WAAA2, Secret, LAPID);
claim_waaa210 (WAAA2, Secret, MK); claim_waaaa2 (WAAA2, Alive); claim_waaa2w (WAAA2,

Weakagree); claim_waaa2nia (WAAA2, Niagree);claim_waaa2nis (WAAA2, Nisynch);

Based on LAAA’s viewpoint in REPS-AKA4 Ph4.2, the security claims are presented

as follows:claim_laaal (LAAA, Secret, NXRES); claim_laaa2 (LAAA, Secret, ULNINLNI);

claim_laaa3 (LAAA, Secret, RNIs); claim_laaaa (LAAA, Alive); claim_laaaw (LAAA, Weakagree);

claim_laaania (LAAA, Niagree);claim_laaanis (LAAA, Nisynch);

The evaluation results of REPS-AKAA4 Phl.1 protocol are presented in Figures 61-63.
As it can be seen in these figures, the proposed protocol satisfy all defined security
climes in involved nodes. The evaluation results for other phases of REPS-AKA4 are

the same as REPS-AKA4 Phl.1.
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Figure 61: Scyther evaluation for UE (REPS-AKA4 Phl.1)

Figure 62: Scyther evaluation for MME (REPS-AKA4 Ph1.1)
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Figure 63: Scyther evaluation for HSS (REPS-AKA4 Ph1.1)

6.3.3 Security analysis by BAN logic

We prove the AKA procedure of the presented REPS-AKA4 methods using the BAN
Logic. This logic properly verifies the transmitted messages and checks confidentiality
among involved nodes in modeled AKA methods. The formal messages of the
suggested REPS-AKAA4 protocols are as follows:

REPS-AKA4 Ph1.1: M1: UE = MME: {{IMSI}_inv(PKue), RNue, Ul, PKue, TS}_PKmme, M2:

MME -2 HSS: {RNmme, RNue, {HNID} inv (PKmme), IMSI, Ul} SKmh, M3: HSS-> MME:
{{NI}_inv(PKhss), RAND,AUTN,KASME, XRES, RNhss, RNmme}_SKmh, M4: MME 2 UE: {RAND,
AUTN, RNhss, RNmme, HNID, {NI}_inv(PKmme)} PKue, M5: UE 2 MME: {RNmme,

{RES} _inv(PKue)} PKmme.

REPS-AKA4 Ph1.2: Re-M1: UE 2 MME: {{NUI}_inv(PKue), RNue, IMSI}_PKmme, Re-M2:

MME -2 HSS: {RNue, {NUI}_inv(PKmme), IMSI} SKmh, Re-M3: MME - UE: {RNmme, RNue,

{UAUTN}_inv(PKmme),URAND} PKue,Re-M4:UE 2MME:{RNmme, {NRES} inv(PKue)} PKmme.
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REPS-AKA4 Ph2.1: M1: UE = AP: {RNue, HNID, AT, {NI/NNI}_inv(PKue), IMSI}_PKap, M2:

AP 2> WAAA: {AT, HNID, {NI/NNI}_inv(PKue), IMSI, APID} SKapws, M3: WAAA 2> LAAA: {AT,
HNID, {NI/NNI}_inv(PKue), IMSI}_SKwsls, M4: LAAA 2 HSS: {RNIs, {IMSI}_inv(PKIs)}_PKhss,
M5: HSS 2 LAAA: {RNIs, XRES, PKue, {NI/NNI}_inv(PKhss), UI}_PKIs, M6: LAAA 2 WAAA:
{NXRES, RNIs, PKue, Ul} SKwsls, M7: WAAA 2 AP: {RNIs, PKue, Ul}_SKapws, M8: AP 2 UE:
{RNIs, Ul, RNap}_PKue, M9: UE = AP: {RNap, {NRES}_inv(PKue)}_PKap, M10: AP = WAAA:
{{NRES} _inv(PKue)} SKapws, M11l: WAAA > AP: {AKASuccess, MK} SKapws, M12: AP 2>

WAAA: {AKASuccess} PKue.

REPS-AKA4 Ph2.2.1: M1: UE = AP: {HNID, TS, AT, RNue, IMSI, LUI}_PKap, M2: AP 2

WAAA: {HNID, AT, LUI, RNue, {IMSI}_inv(PKap)}_SKapws, M3: WAAA 2> LAAA: {AT, LUI, RNue,
IMSI, HNID} SKwsls, M4: LAAA 2 HSS: {AT, RNue, LUI, {IMSI}_inv(PKIs)} PKhss, M5: HSS 2
LAAA: {RNhss, RAND, AUTN, KASME, LNI, PKue, {XRES} inv(PKhss)} PKls, M6: LAAA >
WAAA: {RNhss, RAND, AUTN, KASME, LNI, XRES, PKue} SKwsls, M7: WAAA 2 AP: {RNhss,
RAND, AUTN, LNI, PKue}_SKapws, M8: AP 2 UE: {RAND, AUTN, {LNI}_inv(PKap), RNhss} PKue,
M9: UE = AP: {{RES}_inv(PKue)}_PKap, M10: AP = WAAA: {RES}_SKapws, M11: WAAA 2>

AP: {RNws, AKASuccess, MK}_ SKapws, M12: AP 2 UE: {AKASuccess, RNws} PKue.

REPS-AKA4 Ph2.2.2: M1: UE = AP: {HNID, TS, RNug, IMSI, LUI}_PKap, M2: AP 2 WAAA:
{HNID, AT, LUI, RNue, {IMSI}_inv(PKap)}_SKapws, M3: WAAA = LAAA: {HNID, AT, LUI, RNue,
RNws, {IMSI} inv(PKap)} SKwsls, M4: LAAA = WAAA: {RNIs, NAUTN, NKASME, NLNI,
NXRES}_SKwsls, M5: WAAA =2 AP: {RNws, RNIs, NAUTN, NLNI} SKapws, M6: AP = UE:
{RNws,RNIs, NAUTN, NLNI}_PKue, M7: UE 2> AP: {{NRES}_inv(PKue)}_PKap, M8: AP > WAAA:
{NRES}_SKapws, M9: WAAA > AP: {AKASuccess, MK} _SKapws, M10: AP > UE:

{AKASuccess} PKue.

REPS-AKA4 Ph3.1: M1: UE = AP2: {RNue, AT, LAPID, {NI/NNI}_inv(PKue), IMSI}_PKap2,

M2: AP2 2> WAAA: {AT, {NI/NNI}_inv(PKue), IMSI, LAPID, RNap2} SKap2ws, M3: WAAA 2> AP2:

{RNap2, RNws, PKue} SKap2ws, M4: AP2 > UE: {RNap2, RNws} PKue, M5: UE 2> AP2:
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{RNue,RNap2,{NRES} inv(PKue)} PKap2,M6:AP2 2WAAA:{RNue,{NRES} inv(PKue)} SKap2ws,

M7: WAAA 2 AP2: {AKASuccess, MK}_SKap2ws, M8: AP2 2 UE: {AKASuccess} PKue.

REPS-AKA4 Ph3.2: M1: UE = AP2: {AT, RNue, IMSI, NUI, LAPID} PKap2, M2: AP2 2

WAAA: { AT, RNue, IMSI, LAPID, {NUI}_inv(PKap2)}_SKap2ws, M3: WAAA 2> AP2: {RNws, PKue,
UNID} SKap2ws, M4: AP2 2> UE: {RNws, UNID} PKue, M5: UE =2 AP2:
{{NRES}_inv(PKue)}_PKap2, M6: AP2 2> WAAA: {RNap2, {NRES}_inv(PKap2)}_SKap2ws, M7:

WAAA 2 AP2: {NMK, AKASuccess} SKap2ws, M8: AP2 = UE: {AKASuccess, RNap2} PKue.

REPS-AKA4 Ph4.1: M1: UE - AP3: {RNue, AT, LAPID, WLID, {NUI} inv(PKue),

IMSI}_PKap3, M2: AP3 = WAAA2: {AT, NUI, IMSI, LAPID, RNue, WLID} SKap3ws, M3: WAAA2
2> LAAA: {RNue, WLID, IMSI, NUI, AT} SKwsls, M4: LAAA 2> WAAA2: {NXRES,
{UNI/NNI}_inv(PKIs), PKue, RNIs} SKwsls, M5: WAAA2 2> AP3: {NXRES, UNI/NNI, PKue,
RNIs} SKap3ws, M6: AP3 2 UE: {UNI/NNI, RNIs} PKue, M7: UE > AP3:
{{NRES}_inv(PKue)} PKap3, M8: AP3 2> WAAA2: {{NRES}_inv(PKue)}_SKap3ws, M9: WAAA2 >

AP3: {AKASuccess, MK} SKap3ws, M10: AP3 = UE: {AKASuccess} PKue.

REPS-AKA4 Ph4.2: M1: UE = AP3: {AT, RNue, IMSI, NUI, LAPID, WLID}_PKap3, M2: AP3

> WAAA2: {AT, RNue, IMSI, NUI, WLID, LAPID} SKap3ws, M3: WAAA2 2 LAAA: {AT, RNue,
IMSI, NUI, WLID, LAPID}_SKwsls, M4: LAAA = WAAA2: {RNIs, PKue, {ULNI/NLNI}_inv(PKIs),
NXRES} SKwsls, M5: WAAA2 = AP3: {RNIs, PKue, ULNI/NLNI} _SKap3ws, M6: AP3 2 UE: {RNIs,
ULNI/NLNI}_PKue, M7: UE =2 AP3: {{NRES}_inv(PKue)} PKap3, M8: AP3 2> WAAA2:
{{NRES}_inv(PKue)}_SKap3ws, M9: WAAA2 = AP3: {MK, AKASuccess}_SKap3ws, M10: AP3 2>

UE: {AKASuccess} PKue.

We need to transform all messages into idealized logical format as follows:

REPS-AKA4 Phl.1: M1: UE 2 MME: MME < {{IMSI}PKue, UE|=#(RNue), UE|= UI,

PKue, #(TS)}PKmme, M2: MME =2 HSS: HSS < {MME|=#(RNmme), UE|=#(RNue),

{MME|=HNID}PKmme, IMSI, UE|=UI}SKmh, M3: HSS = MME: MME < {{HSS|=>NI}PKhss,
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HSS|=#(RAND),  HSS|=AUTN,  HSS|=KASME,  HSS|=XRES,  HSS|=#(RNhss),
MME|=>#(RNmme)}SKmh, M4: MME = UE: UE < {HSS|=#(RAND), HSS|=AUTN,
HSS|=>#(RNhss), MME|=>#(RNmme), MME|=>HNID, {HSS|=>NI}Pkmme™)}PKue, M5: UE =

MME: MME < {MME|=#(RNmme), {UE|=RES}PKue-1}PKmme.

REPS-AKA4 Phl.2: Re-M1l: UE =2 MME: MME < {{UE|=NUI}PKue?, UE|=#(RNue),
IMSI}PKmme, Re-M2: MME =2 HSS: HSS <{UE|=#(RNue), {MME|= NUI}Pkmme, IMSI}SKmh,
Re-M3: MME 2 UE: UE < {MME|=#(RNmme), UE|=#(RNue), {MME|=UAUTN}PKmme?,
MME|=URAND}PKue, Re-M4: UE 2 MME: MME < {MME|=#(RNmme), {UE|=NRES}PKue

NPKmme.

REPS-AKA4 Ph2.1: M1: UE 2 AP: AP < {UE|=#(RNue), MME|=HNID, UE|=AT,
{UE|=NI/NNI}PKue?, IMSI}PKap, M2: AP = WAAA: WAAA < {UE|= AT, MME|=HNID,
{UE|=NI/NNI}PKuel, IMSI, APID}SKapws, M3: WAAA = LAAA: LAAA < {UE|=AT,
MME|=HNID, {UE|=NI/NNI}PKue, IMSI}SKwsls, M4: LAAA = HSS: HSS < {LAAA|=#(RNIs),
{IMSI}PKIs}PKhss, M5: HSS = LAAA: LAAA < {LAAA|=#(RNIs), HSS|=XRES, PKue,
{HSS|=NI/NNI}PKhss®, UE|=UI}PKIs, M6: LAAA = WAAA: WAAA < {LAAA|=NXRES,
LAAA|=#(RNIs), PKue, UE|= UI}SKwsls, M7: WAAA = AP: AP < {LAAA|=#(RNIs), PKue,
UE|=UI}SKapws, M8: AP = UE: UE < {LAAA|=#(RNIs), UE|=UI, AP|=#(RNap)}PKue, M9:
UE 2 AP: AP < {LAAA|=#(RNap), {UE|=NRES}PKue'}PKap, M10: AP = WAAA: WAAA <
{{UE|=NRES}PKue'}SKapws, M11: WAAA = AP: AP < {AKASuccess, WAAA|=MK}SKapws,

M12: AP 2 UE: {AKASuccess}PKue.

REPS-AKA4 Ph2.2.1: M1: UE 2 AP: AP < {MME|=HNID, UE|=TS, UE|=AT,
UE|=#(RNue), IMSI, UE|=LUI}PKap, M2: AP = WAAA: WAAA < {MME|=HNID, UE|=AT,
UE|=LUI, UE|=#(RNue), {IMSI}PKap*}Skapws, M3: WAAA 2 LAAA: LAAA < {UE|=AT,
UE|=LUI, UE|=#(RNue), IMSI, MME|=HNID}SKwsls, M4: LAAA 2 HSS: HSS < {UE|=AT,
UE|=#(RNue), UE|=LUI, {IMSI}PKIs}PKhss, M5: HSS 2 LAAA: LAAA < {HSS|=#(RNhss),

HSS|=RAND, HSS|=AUTN, HSS|=KASME, HSS|=LNI, PKue, { HSS|=XRES}PKhss}PKIs,
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M6: LAAA = WAAA: WAAA < {HSS|=#(RNhss), HSS|=RAND, HSS|=AUTN, HSS|=KASME,
HSS|=LNI, HSS|=XRES, PKue}SKwsls,M7: WAAA 2> AP: AP <{HSS|=#(RNhss), HSS|=RAND,
HSS|=AUTN, HSS|=LNI, PKue}Skapws, M8: AP = UE: UE < {HSS|=RAND, HSS|=AUTN,
{HSS|=LNI}PKap™?, HSS|=#(RNhss)}PKue, M9: UE = AP: AP < {{UE|=RES}PKue'}Pkap,
M10: AP 2 WAAA: WAAA < {UE|=RES}SKapws, M11: WAAA 2 AP: AP <{WAAA|=#(RNws),

AKASuccess, WAAA|=MK}SKapws, M12: AP 2 UE: UE <{AKASuccess, WAAA|=#(RNws)}PKue.

REPS-AKA4 Ph2.2.2:M1: UE 2 AP: AP < {MME|=HNID, UE|=TS, UE|=#(RNue), IMSI,
UE|=LUI}PKap, M2: AP 2> WAAA: WAAA < {MME|=HNID, UE|=AT, UE|=LUI,
UE|=#(RNue), {IMSI}PKap}SKapws, M3: WAAA = LAAA: LAAA < {MME|=HNID, UE|=AT,
UE|=LUI, UE|=#(RNue), WAAA|=#(RNws), {IMSI}PKap}SKwsls, M4: LAAA 2> WAAA: WAAA
< {LAAA|=#(RNIs), LAAA|=NAUTN, LAAA|=NKASME, LAAA|=NLNI,
LAAA|=NXRES}SKwsls, M5: WAAA = AP: AP < {WAAA|=#(RNws), LAAA|=#(RNIs),
LAAA|=NAUTN, LAAA|=NLNI}SKapws, M6: AP = UE: UE < {WAAA|=#(RNws),
LAAA|=#(RNIs), LAAA|=NAUTN, LAAA|=NLNI}PKue, M7: UE =2 AP: AP <
{{UE|=NRES}_inv(PKue)}PKap, M8: AP 2 WAAA: WAAA < {UE|=NRES}SKapws, M9: WAAA

2 AP: AP < {AKASuccess, WAAA|=MK}SKapws, M10: AP 2 UE: UE < {AKASuccess}PKue.

REPS-AKA4 Ph3.1:M1: UE = AP2: AP2 < {UE|=#RNue), UE|=>AT, LAPID,

{UE|=NI/NNI}PKue?, IMSI}PKap2, M2: AP2 2 WAAA: WAAA < {UE|=AT,
{UE|=NI/NNI}PKue, IMSI, LAPID, AP2|=#(RNap2)}SKap2ws, M3: WAAA = AP2: AP2 <
{AP2|=#(RNap2), WAAA|=#(RNws), PKue}SKap2ws, M4: AP2 =2 UE: UE < {AP2|=#(RNap2),
WAAA|=#(RNws)}PKue, M5: UE =2 AP2: AP2 < {UE|=#(RNue), AP2|=#(RNap2),
{UE|=NRES}PKue-1}PKap2, M6: AP2 = WAAA: WAAA < {UE|=#(RNue), {UE|=NRES}PKue"
1}SKap2ws, M7: WAAA 2 AP2: AP2 <{AKASuccess, WAAA|=MK}SKap2ws, M8: AP2 2 UE: UE

< {AKASuccess}PKue.

REPS-AKA4 Ph3.2:M1: UE = AP2: AP2 < {UE|=AT, UE|=#(RNue), IMSI, UE|=NUI,

LAPID}PKap2, M2: AP2 = WAAA: WAAA < {UE|=AT, UE|=#(RNue), IMSI, LAPID,
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{UE|=NUI}PKap21}SKap2ws, M3: WAAA = AP2: AP2 < {WAAA|=#(RNws), PKue,
WAAA|=UNID}SKap2ws, M4: AP2 = UE: UE < {WAAA|=#(RNws), WAAA|=UNID}PKue, M5:
UE =2 AP2: AP2 <{{UE|=NRES}PKue}PKap2, M6: AP2 = WAAA: WAAA <{AP2|=#(RNap2),
{UE|=NRES}PKap21}SKap2ws, M7: WAAA 2 AP2: AP2 < {WAAA|=NMK,

AKASuccess}SKap2ws, M8: AP2 2 UE: UE < {AKASuccess, AP2|=#(RNap2)}PKue.

REPS-AKA4 Ph4.1: M1: UE = AP3: {UE|=#(RNue), UE|=AT, LAPID, WLID,
{UE|=NUI}PKue?, IMSI}PKap3, M2: AP3 = WAAA2: {UE|=AT, UE|=NUI, IMSI, LAPID,
UE|=#(RNue), WLID}SKap3ws, M3: WAAA2 = LAAA: {UE|=#(RNue), WLID, IMSI, UE|=NUI,
UE|=>AT}SKwsls, M4: LAAA = WAAA2: {LAAA|=NXRES, {LAAA|=UNI/NNI}PKIs?, PKue,
LAAA|=#(RNIs)}SKwsls, M5: WAAA2 > AP3: {LAAA|=NXRES, LAAA|=UNI/NNI, PKue,
LAAA|=#(RNIs)}SKap3ws, M6: AP3 = UE: {LAAA|=UNI/NNI, LAAA|=#(RNIs)}PKue, M7: UE
-2 AP3: {{UE|=NRES}PKue'}PKap3, M8: AP3 2> WAAA2: {{UE|=NRES}PKue*}SKap3ws, M9:

WAAA2 =2 AP3: {AKASuccess, WAAA2|=MK}SKap3ws, M10: AP3 = UE: {AKASuccess}PKue.

REPS-AKA4 Ph4.2: M1: UE 2 AP3: {UE|=AT, UE|=#(RNue), IMSI, UE|=NUI, LAPID,

WLID}PKap3, M2: AP3 = WAAA2: {UE|=AT, UE|=#(RNue), IMSI, UE|=>NUI, WLID,
LAPID}SKap3ws, M3: WAAA2 = LAAA: {UE|=AT, UE|=>#(RNue), IMSI, UE|=NUI, WLID,
LAPID}SKwsls, M4: LAAA = WAAA2: {LAAA|=#(RNIs), PKue, {LAAA|=ULNI/NLNI}PKIs?,
LAAA|=NXRES}SKwsls,M5:WAAA2 DAP3:{LAAA|=#(RNIs),PKue,LAAA|=ULNI/NLNI}SKap3w
s, M6: AP3 = UE: {LAAA|=#(RNIs), LAAA|=ULNI/NLNI}PKue, M7: UE = AP3:
{{UE|=NRES}PKue}PKap3, M8: AP3 = WAAA?2: {{UE|=NRES}PKue'}SKap3ws, M9: WAAA2

-2 AP3: {WAAA2|=MK, AKASuccess}SKap3ws, M10: AP3 = UE: {AKASuccess}PKue.

The following initial Assumptions (A) are considered to evaluate the suggested
method: Al: It is considered that the secret keys (i.e., SKmh, SKapws, SKwsls,

SKap2ws and SKap3ws) and public keys (PKue, PKmme, PKhss, PKap, PKIs, PKap2

. .. PK PK
and PKap3) are shared between involved entities as follows: UE |z —UE 4 ——MME
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PKap PKap?2 PKap3 SK PKue PKmme PKhss
N —AP & —AP2 1 —AP3 /4 UEeHSS, MME |= —UE 1/ ——MME N ——HSS /2

SKmh PKmme PKhss SKmh PKls SK
MME«—HSS, HSS |= ——MME N —HSS 1 MME«——HSS /1 —LAAAA UE©HSS, AP |=

PKap PKue SKapws PKap?2 PKue SKap2ws
—>AP N —UE /1 AP——WAAA, AP2 |= —AP2 1 —UE /N AP2——WAAA, AP3 |=

PKap3 PKue SKap3ws SKapws SKwsls PKue

——AP3 N —UE N AP3——WAAA2, WAAA |= AP——WAAA N WAAA——LAAA N —UE
PKap SKap3ws SKwsls PKue PKhss

N —AP, WAAA2 |= AP3 «——WAAA2 1 WAAA——LAAA N —UE, LAAA |= —HSS £

PKl SKwsl. PK . . .
“SLAAA A4 WAAA——SLAAA 4 —SUE, A2: It is assumed that the entities calculate (i.e.,

control) some security parameters and generated keys as follows: UE |= UIANIAUKGA

MACA RESA CKA IKA AKA KASMEA AUTNA NUIA NNIA UPKA UKASMEA URESA UAUTNA
URANDA NRESAMK ALUI ALNIANK 2 UKA NAUTNA NKASMEA NLNIAAT AUNID AUNI/NNI
AULNI/NLNI; MME  |= HNIDA NUIA UPKA UAUTNA URANDA UKASMEA NXRES, HSS |=
HNIDAUI ANI AUKG AMAC A XRESACK /K AAK AKASME AAUTNA NUIA NNIA LUIALNIE ANK,

WAAA |=NUIAUNID ANXRES ANKASME ANMK /MK , WAAA2 |= MK, LAAA |= NXRESA

LUIA UK ANAUTN /NKASME A NLNIA NUILA UNI/NNIA ULNIZNLNI, A3: We consider that the
entities generate some random value to use in key derivation and authentication
functions as follows: UE | =# (RNue), MME | = # (RNmme), HSS | = # (RNhss), AP | = # (RNap),
LAAA | =# (RNIs), WAAA | =# (RNws), AP2 | =# (RNap2), AP3 | =# (RNap3), Ad: It is considered
that the entities have some security value related to other involved nodes as follows:

IMSI AMF SQN AT LAPID
UE |= (UE < HSS) A (UE < HSS) /# (UE & HSS) 41 (UE & LAAA) A (UE < WAAA) /4 (UE
WLID mMvp HVP IMSI AMF
&= LAAA), MME |= (MME <> HSS) 4 (MME < HSS), HSS |= (UE & HSS) /1 (UE < HSS) £
SQN mvpP HVP APID LAPID
(UE & HSS) A (MME & HSS) /A (MME < HSS), AP |= (AP WAAA), WAAA |= (UE —

WLID
WAAA), LAAA |= (UE = LAAA).

The main security Goals (G) of the suggested protocol are as follows: providing mutual
authentication between involved entities (i.e., UE, MME, HSS, AP, WAAA, and
LAAA), and establishing strong session keys between user side and network side.

Detailed security goals are represented as follows: G1: The mutual authentication
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between involved nodes is ensured in the suggested approach as UE|= HSS|= MME A
MME|= HSS|= UE then UE|= MME A MME| = UE and also as UE |= LAAA |= WAAA A WAAA|=
LAAA| = UE then UE |= w444 A wAAA|= UE, G2: Key acceptance achieved between
different defined entities. There is a matched MK (NMK) between the UE and WAAA

(AP) to present a strong key agreement. AS UE |=WAAA(AP)= MK (NMK)A

WAAA(AP)|=UE|=MK(NMK) then UE SO \wAAA (AP), G3: Message authentication

between corresponding entities is satisfied as MME |= UE|~IMsI (in M1 of REPS-AKA
Ph1.1), HSS |= MME|~HNID (in M2 of REPS-AKA Phl.1), MME |= HSS|~ NI (in M3 of
REPS-AKA Phl.1), UE |= MME|~NI (in M4 of REPS-AKA Phl.1), MME |= UE|~ RES
(in M5 of REPS-AKA Ph1.1), MME |= UE|~NUI (in M1 of REPS-AKA Ph1.2), HSS |=
MME]|~NUI (in M2 of REPS-AKA Ph1.2), UE |= MME|~UAUTN (in M3 of REPS-AKA
Ph1.2), MME |= UE|~NRES (in M4 of REPS-AKA Ph1.2), 4P |= UE|~ NI/NNI (in M1 of
REPS-AKA Ph2.1), w444 |= 4P|~ NINNI (in M2 of REPS-AKA Ph2.1), 1444 |=
WAAA|~NI/NNI (in M3 of REPS-AKA Ph2.1), HSS |= LA44|~IMSI (in M4 of REPS-AKA
Ph2.1), L444|= HSS|~NI/NNI (in M5 of REPS-AKA Ph2.1), 4P |= UE|~NRES (in M9 of
REPS-AKA Ph2.1), w444 |= 4P|~ NRES (in M10 of REPS-AKA Ph2.1), w444 |= AP|~
IMSI (in M2 of REPS-AKA Ph2.2.1), HSS |= LA444]~ IMSI (in M4 of REPS-AKA
Ph2.2.1), L444 |= HSS|~ XRES (in M5 of REPS-AKA Ph2.2.1), UE |= AP|~LNI (in M8 of
REPS-AKA Ph2.2.1), 4P |= UE|~RES (in M9 of REPS-AKA Ph2.2.1), w444 |= AP|~
IMSI (in M2 of REPS-AKA Ph2.2.2), L444 |= wA44)~ MSI (in M3 of REPS-AKA
Ph2.2.2), 4P2 |= UE|~ NINNI (in M1 of REPS-AKA Ph3.1), w444 |= 4P2|~ NI/NNI (in
M2 of REPS-AKA Ph3.1), 4P2 |= UE|~NRES (in M5 of REPS-AKA Ph3.1), w444 |=
AP2|~NRES (in M6 of REPS-AKA Ph3.1), w444 |= 4P2|~ NUI (in M2 of REPS-AKA
Ph3.2), 4P2 |= UE|~NRES (in M5 of REPS-AKA Ph3.2), w444 |= AP2|~NRES (in M6 of

REPS-AKA Ph3.2), 4P3 |= UE|~NUI (in M1 of REPS-AKA Ph4.1), WAAA2 |= LAAA|~
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UNI/NNI (in M4 of REPS-AKA Ph4.1), 4P3 |= UE|~NRES (in M7 of REPS-AKA Ph4.1),
WAAA2 |= AP3)~NRES (in M8 of REPS-AKA Ph4.1), w4442 |= LAAA) ~ ULNI/NLNI (in M4
of REPS-AKA Ph4.2), 4P3 |= UE|~NRES (in M7 of REPS-AKA Ph4.2), WAAA2 |= AP3|~
NRES (in M8 of REPS-AKA Ph4.2), G4: The key freshness between UE and WAAA
is provided. The key freshness between these entities holds since UE|= WAA44|= #(RNws),
WAAA|= UE|= #(RNws), UE|= WAAA |= #(RNap2), WAAA |= UE|= #RNap2) thus, MK = KDF
(NKASME, RNws), NMK = KDF (NKASME, RNap2) are fresh keys accordingly,

G5: Confidentiality between the UE (as a user side) and the AP (WAAA) (as a network

MK (NMK) MK (NMK)
—

UE| E(UE AP),AP< {X}MK(NMK) AP | E(UE AP),UE <{Y} Mk (NMK)
UE | =AP | ~ {X}mk(NMK) AP | =UE | ~ {Y}mk (NMK)

side): Where ‘X’ and ‘Y’

are transmitted messages from AP and UE respectively.

Then, we evaluate the idealized form of our presented method based on defined
hypothesis and the BAN Logic rules. The used BAN Logic rules includes Message

meaning rule (R1), Jurisdiction rule (R2), and Nonce Verification rule (R3).

We employ the BAN logic rule (R2) to derive:

HSS | =UE|=RES,HSS | =UE|=RES UE | =HSS |=RES,UE | =HSS |=RES
HSS | =RES ! UE| =RES ’

HSS | =UE|=UI,HSS | =UE|=UI UE |=HSS |=NIUE | =HSS |=NI TO Satisfy Gl We Uti|ize the BAN |OgiC
HSS | =UI ' UE| =NI )

SKapws
P E(AP — WAAA),AP <{MK (NMK)}SKapws

A WAAA| = MK (NMK) To

. A
rule (R1) to derive: ~
AP | =EWAAA |~MK (NMK)

satisfy G2. For REPS-AKA4Ph1.1, we use the BAN logic rule (R1) to derive:

PKue PKmme
MME)| E<—> UE),MME<{1MSI}PKu8_1 HSS | E(—> MME),HSS<{ HNID }PKmme_l
L 1

MME| =UE |~IMSI HSS| =MME |~ HNID
_ (PKhss _(PKmme
MME | :(—» HSS),MME<1{NI}PKhSS_1 UE | :(—> MME),UE<1{NI}PKmme_1
MME| = HSS |~NI ' UE| = MME |~NI

PKue
MME)| E<—> UE),MME<{RES}PKue_

" To satisfy G3. For other phases (i.e., REPS-AKA4Ph.1.2,

MME| =UE |~RES

160



REPS-AKA4Ph.2.1, REPS-AKA4Ph.2.2.1, REPS-AKA4Ph.2.2.2, REPS-
AKA4Ph.3.1, REPS-AKA4Ph.3.2, REPS-AKA4Ph.4.1, and REPS-AKA4Ph.4.2) we

can prove G3 in the same way. We employ the BAN logic rule (R3) to derive:

UE|E#(RNWS),UElEAP|~RNWSAUE|EWAAA|=>RNWS,UE|EWAAA|ERNW5
UE|=AP|=RNws UE=RNws !

UE|E#(RNaiJZ),U_E|EAP|~RNap2AUE|EWAAA|=RNaf)2,UE|EWAAA|ERNap2, ThUS, the MK and NMK are
UE|=AP|=RNap2 UE=RNap2

generated as fresh keys. Hence the protocol satisfies G4. Using proofs in G2 and G4,

we found that UE |= 4P (WAA44) |= MK (NMK) and AP (WAAA) |= UE |= MK (NMK). And by

(RZ)' UE | SWAAA |=MK (NMK),UE | SWAAA |=MK (NMK) Then. we have UE MK (NMK) AP (WAAA) 10
) UE | =MK (NMK) !

satisfy Gb.

6.3.4 Proof of security requirements

We present correctness proofs of suggested REPS-AKA4 protocols based on defined
security requirements. The security evaluation of the REPS-AKA4 methods are as
follows:

Claim 1: The REPS-AKA4 provides resistance to user’s identities attacks.

Proof: The REPS-AKA4 protocols protect user’s identities in WLAN and LTE
networks. In the standard AKA protocol, the user’s identity (i.e., IMSI) is transmitted
during AKA procedure in clear text. Thus, an LTE user can be found and tracked by
means of its captured IMSI. The REPS-AKA4 methods achieve considerable privacy
by employing dynamic user’s identities (i.e., UI, and NUI, LUI). Also, the methods

encrypt IMSI using the public key of APs and eNodeBs before transmissions.
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Claim 2: The protocol ensures strong message authentication.

Proof: The REPS-AKA4 protocols can provide message authentication between the
involved nodes. For example, in message M3 of REPS-AKAA4 phl.1, the NI value is
encrypted by the inverse key of the HSS. Thus, the MME can be sure that the received
messages are from valid HSS nodes. We also have the same situation in other REPS-

AKA4 protocols.

Claim 3: The REPS-AKA4 achieves protection of AVs and Keys.

Proof: In REPS-AKA4 methods, the AVs are transmitted securely since nodes encrypt
AVs using secret and public keys (i.e, SKmh, PKue, and PKIs). Thus, an attacker
cannot be authenticated successfully as a valid node in the system. Since, attacker
needs to extract AVs for a successful authentication and extraction of these AVs is

impossible in REPS-AKA4 methods.

Claim 4: The REPS-AKA4 achieves resistance to MitM attacks.

Proof: The REPS-AKA4 methods are resistant to the MitM attacks properly. A
malicious node cannot extract security parameters such as Ul, NUI, NI, and MK since
all transitions are encrypted. In REPS-AKAA4 protocols, it is not feasible for an attacker
to capture the transmitted parameters. Since attackers cannot generate corresponding
keys without the main keys (e.g, UKG, UPK, and NK). Also, the UE’s identity (i.e.
IMSI) is protected by encryption. Thus, the attacker never finds the user’s identity and

fails to run MitM attacks.
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Claim 5: The REPS-AKA4 protocol achieves optimization of Key computation.

Proof: In the re-authentication phases of the REPS-AKA4, the system does not need
to generate all keys as the first attachment. It can update keys in a secure manner to
optimize cost of key generation. The UPK in REPS-AKA4 phl.2 and UK in REPS-

AKA4 ph2.2.2 are two updating keys which help to decrease key generation overload.

Claim 6: The protocol achieves protection of network identity.

Proof: The HSS authenticates the serving MME via the HNID parameter. Thus, the
HSS protects the identity of the MME from being impersonated. The HNID is

constructed from MVP and HVP which are shared between HSS and MME.

Claim 7: The proposed REPS-AKA4 provides resistance to Single-key issues.

Proof: The REPS-AKA4 protocols ensure resistance to this security problem. The
proposed approach employs a dynamic key generation scheme instead of the standard
method. In REPS-AKAA4 protocols, UKG, NK, UK, and UPK keys are linked with
original key (i.e., SK), RNmme, RNIs, RNws, NUI, LUI, LNI, and NI to make other
AKA keys. Thus, the involved nodes generate a fresh and secure key for AKA

procedure and an attacker cannot obtain any User’s data.

Claim 8: The REPS-AKA4 provides robust mutual authentication.

Proof: The REPS-AKA4 schemes provide robust authentication between involved

nodes. The UE and HSS can verify each other using NI, NUI, NNI, UNI, UNNI,
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AUTN, and Ul. The MME authenticates UE by comparing RES, XRES, NRES, and
NXRES. The REPS-AKA4 computes these parameters using new calculations and

random numbers to increase the security of the transmitted values.

Claim 9: The REPS-AKAA4 can increase level of Confidentiality.

Proof: The proposed REPS-AKAA4 approaches provide a high level of confidentiality
to all LWI interfaces in involved nodes (i.e., UE, MME, eNodeB, WAAA, AP, LAAA,
and HSS). Therefore, this method can prevent malicious attacks such as DoS and MitM
attacks, which occur because of unprotected transmissions. In ordinary AKA schemes,
attackers can extract the transmitted messages in LTE and WLAN systems. The REPS-
AKA4 methods are safe under these types of attacks since all transmitted
information/parameters are encrypted using secret/public keys as presented in Table

29 (Asym: Asymmetric, Sym: Symmetric).

Table 29: Asymmetric and symmetric encryption in REPS-AKA4

Phase name Messages and Encryption type
REPS-AKA4 phl.1 Asym: M1, M4, M5 and Sym: M2, M3
REPS-AKA4 phl.2 Asym: Re-M1, Re-M3, Re-M4 and Sym: Re-M2
REPS-AKA4 ph2.1 Asym: M1, M4, M5, M8, M9, M12 and Sym: M2, M3, M6,M7,M10,M11
REPS-AKA4 ph2.2.1 | Asym: M1, M4, M5, M8, M9, M12 and Sym: M2, M3,M6,M7,M10, M11
REPS-AKA4 ph2.2.2 | Asym: M1, M6, M7, M10 and Sym: M2, M3, M4, M5, M8, M9
REPS-AKA4 ph3.1 Asym: M1, M4, M5, M8 and Sym: M2, M3, M6, M7
REPS-AKA4 ph3.2 Asym: M1, M4, M5, M8 and Sym: M2, M3, M6, M7
REPS-AKA4 ph4.1 Asym: M1, M6, M7, M10 and Sym: M2, M3, M4, M5, M8, M9
REPS-AKA4 ph4.2 Asym: M1, M6, M7, M10 and Sym: M2, M3, M4, M5, M8, M9

6.4 Performance analysis of the proposed model: REPS-AKA4

We compare the REPS-AKA4 protocols with other suggested protocols, including
standard EPS-AKA. This section is divided into two main subsections (i.e., Evaluation

of LTE-AKA methods, and Evaluation of LWI methods).
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6.4.1 Evaluation of LTE-AKA methods (REPS-AKA4 ph.1.1/2)

When a UE joins to an LTE network, the UE employs an AKA protocol for
authentication and key management. Recall that, REPS-AKA4.phl.1 and REPS-
AKA4.ph1.2 methods are proposed for first time attachment, and n™ time attachment
respectively. In the following section, we evaluate these phases of REPS-AKA4 based
on important security metrics.

6.4.1.1 Bandwidth consumption (core traffic)

We evaluate bandwidth consumption between MME and HSS using a basic mobility
model. In this model, the cost of traffic stream is calculated according to Mean Density
(MD) of UEs in a cell, the speed (V) of the users, and length of the registration area
per cell (L). The assumption values for this model are presented in Table 30. The UE’s
can move in all directions [0-2x]. The Rate of authentication request (R) is considered

by (6.1) [12,24,41]as: R = (MD XV X L) /= (6.1)

Table 30: The assumption values

Parameters values (Assumption)
Ar 100
L 25.3 km
MD 350 / km2
\% 4.8 km/h
Therefore, the Total Requests (TR) is expressed as: TR = R X Ar (6.2)

Where Ar is the number of registration areas. Hence, according to the Table 30, TR
value can be found as 376. The bandwidth consumption between MME and HSS

(BWmn) can be calculated as [12, 24, 41]: BW,,, = YX=(MSG), X TR (6.3)
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Where “n” is the number of transmitted messages during the AKA procedure, and

(MSG), is the number of bits in the k' message.

The BWmnh of REPS-AKA4.phl.1: In the suggested REPS-AKA4.phl.1 protocol,
messages shared between the MME and the HSS nodes are: message MSG1 and
message MSG2. The MME uses MSG1 to request AKA parameters/keys from the HSS
node in home network. And the HSS forwards related AKA parameters/keys to the
MME using MSG2: MSG1 = (IMSI) + (RNue) + (RNmme) + (HNID) + (UI) = 128 +
128 + 128 + 128 + 128 = 640 bits, MS§G2 = (NI) + (RNhss) + (RAND) + (AUTH) +

(Kysme) + (XRES) + (RNmme) = 128 + 128 + 128 + 128 + 256 + 32 + 128 =

928 bits, BW,,;, = (640 + 928) X TR.

Based on (6.3) and Table 30 (i.e., TR=376), the BWmn of the REPS-AKA4.phl.1

protocol can be found as 0.58 Mbits/s.

The BWmn of REPS-AKA4.phl.2: In the REPS-AKA4.phl.2 that is for re-
authentication procedure, message shared between serving and home networks (i.e.,
MME and HSS) is MSG1. The MME forwards Re-M2 (i.e., MSG1) message including
RNmme, RNue, UAUTN, and URAND parameters to the HSS: MSG1 = (RNue) +

(RNmme) + (UAUTN) + (URAND ) = 128 + 128 + 128 + 128 + 128 = 640 bits, BWy, =

(640) x TR. Consequently, using (6.3) with the parameters in Table 30 (i.e., TR=376),
the overall BWrn in the EPC can be considered as 0.24 Mbits/s for REPS-AKA4.ph1.2

(re-authentication phase).

Accordingly, we compare the REPS-AKAA4.ph.1.1 and REPS-AKAA4.ph.1.2 protocols

with MLTE-AKA and the standard EPS-AKA methods based on BWmh.
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Comparison of mentioned AKA protocols is shown in Figure 64 for different AV sizes.

The evaluation results show that the achieved average improvements of the REPS-

AKA4.phl.1 protocol over the EPS-AKA protocol and MLTE-AKA are 78% and 84%

respectively. The achieved average improvements of the REPS-AKA4.ph1.2 protocol

over the EPS-AKA protocol and MLTE-AKA are 90% and 93% respectively.
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Figure 64: Bandwidth consumption of core traffic

We evaluate the proposed REPS-AKA4.phl.1 and REPS-AKA4.ph1.2 and other AKA

methods according to the MD. Figure 65 illustrates the performance evaluation of the

AKA protocols based on different MD values. As expected, BWmn of all protocols

increase as MD increases, however, suggested protocols outperform the other methods

as they have the lowest bandwidth consumption for core traffic compare with others.

Bandwith consumption of

core traffic (Mbit/Sec)

20
18
16
14
12

=
ON P~ OO

MD=100 MD=300

EPS-AKA
MLTE-AKA

REPS-AKA4(ph.1.1)
REPS-AKA4(ph.1.2)

1.18
1.73
0.16
0.06

3.56
5.21
0.5
0.2

5.93
8.68
0.84
0.34

MD=500

MD=1000
11.87
17.37

1.68
0.68

Figure 65: BWmn of the AKA protocols (AV=20)

167



According to evaluation results, the achieved average improvements of the REPS-
AKA4.phl1.1 protocol over the EPS-AKA and MLTE-AKA protocols are 85% and
90% respectively. The achieved average improvements of the REPS-AKA4.phl.2
protocol over the EPS-AKA and MLTE-AKA are 94% and 96% respectively.

6.4.1.2 Bandwidth consumption (total traffic)

We compare the Total Bandwidth Consumption (TBC) of the REPS-AKAA4.ph1.1 and
REPS-AKAA4.ph1.2 with some other AKA methods [1] [12] [58]. We assume that “n”
number of AVs are sent for each user. The evaluation results are shown in Figure 66.
We calculate TBC of the protocols according to different numbers of AV (i.e., 5, 10,
15, and 20) with the assumption values in Table 30. The TBC of the suggested methods

are fixed, conversely, there is an extensive increase in TBC of other methods.
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Figure 66: Bandwidth consumption of total traffic

According to evaluation results in Figure 66, the achieved average improvements of
the REPS-AKA4.phl.1 protocol over the EPS-AKA, Coctail-AKA, and UMTS-AKA
are 58%, 59%, and 62% respectively. In addition, the achieved average improvements
of the REPS-AKA4.phl.2 protocol over the EPS-AKA, Coctail-AKA, and UMTS-

AKA are 82%, 83%, and 84% respectively.
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We evaluate the AKA protocols based on the MD of UEs as shown in Figure 67, when
the number of AV is 20. As expected, TBC of all protocols rises as MD increases, but,
REPS-AKAA4.ph.1.1 and REPS-AKA4.ph.1.2 outperform the other methods as they

have the lowest TBC and the smallest slope.
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Figure 67: Bandwidth consumption of total traffic (AV=20)

The calculation results show that the achieved average improvements of the REPS-
AKA4.phl.1 protocol over the standard EPS-AKA, Coctail-AKA, and UMTS-AKA
are 73%, 74%, and 76% respectively. The achieved average improvements of the
REPS-AKAA4.phl.2 protocol over the standard EPS-AKA, Coctail-AKA, and UMTS-
AKA are 88%, 89%, and 90% respectively.

6.4.1.3 Computational cost

To compute the Computational Cost (CC), we evaluate security functions involved in
each AKA procedure. The computational cost of each AKA protocol can be expressed
by (6.4) [12, 24, 41]:

Computation Cost = YX=T Cost(node), X TR (6.4)

Where “m” is the number of involved nodes in AKA method.
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The CC of REPS-AKA4.ph.1.1: The CC of security functions in the REPS-

AKA4.ph.1.1 protocol are as follows: UE,,s, = (UIGFunc + NIGFunc + NKGFunc + f1 +

f2+f3+ f4+ f5+ KDF + AUTHFunc) = 10, MME,,;; = (NIFunc) = 1,HSS ps; =
(UIGFunc + NIGFunc + NKGFunc + f1+ f2+ f3+ f4+ f5 4+ KDF + AUTHFunc +

NIFunc) = 11. Hence, using (6.4) the total computation cost of the REPS-AKA4.ph.1.1

protocol can be found as: Computation Cost (REPS — AKA4.ph.1.1) = TR x (22).

The CC of REPS-AKA4.ph.1.2: The CC of security functions in the REPS-

AKA4.ph.1.2 protocol are as follows: UE,, = (NUIGFunc + NNIGFunc + UPKFunc +
KDF + KDF + KDF + KDF) = 7, MME .5, = (NUIGFunc + UPKFunc + KDF + KDF + KDF +

KDF) =6, HSS.. = (NUIGFunc + NNIGFunc) = 2.Hence, using (6.4) the total

computation cost of the REPS-AKA4.ph.1.2 protocol can be found as:

Computation Cost (REPS — AKA4.ph.1.2) = TR x (15).

According to the Table 30 (TR is 376), the CC (in million) of the REPS-AKA4.ph.1.1
and REPS-AKAA4.ph.1.2 can be expressed as 0.008 and 0.005 respectively. Figure 68
displays the overall computational cost of different AKA protocols based on different
numbers of AVs. The results show that the suggested REPS-AKA4 methods have less

computational cost than standard EPS-AKA and MLTE-AKA protocols.
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The average computational cost improvements of REPS-AKA4.ph.1.1 over EPS-AKA
and MLTE-AKA are 77% and 80% respectively. Additionally, the average
computational cost improvements of REPS-AKA4.ph.1.2 over EPS-AKA and MLTE-
AKA are 85% and 88% respectively. The main superiority of our protocols becomes
clearer particularly when the number of AV rises. In addition, we evaluate AKA
protocols based on MD values. As shown in Figure 69, computational cost of all
security protocols rises as MD increases. But, REPS-AKAA4 protocols outperform the
others as they have the lowest computational cost. Based on evaluation results, the
achieved average improvements of the REPS-AKA4.phl.1 protocol over the EPS-
AKA and MLTE-AKA are 85% and 87% respectively. The achieved average
improvements of the REPS-AKA4.ph1.2 protocol over the EPS-AKA and MLTE-

AKA are 90% and 92% respectively.
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Computational cost
(in Million)

MD=100 MD=300 MD=500 MD=1000
EPS-AKA 0.0157 0.0473 0.0789 0.1579
MLTE-AKA 0.0185 0.0577 0.0929 0.1858
REPS-AKA4(ph.1.1) 0.0023 0.007 0.0118 0.0236
REPS-AKA4(ph.1.21) 0.0016 0.0048 0.008 0.0161

Figure 69: Computational cost in AKA methods (when AV=20)

Moreover, there are some methods which have better computational cost (e.g., Ref.
[26]= 20xTR, Ref. [25]= 19xTR). However, according to other performance metrics

and security evaluations, the REPS-AKA4 is much better than them.
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6.4.2 Evaluation of LWI methods

We evaluate the proposed protocols based on handover authentication scenarios [82].
There are four domains based on UE movement including Domainl: when a UE
connects to eNodeB of LTE, Domain2: when a UE reaches to an area covered by both
eNodeB and AP1, Domain3: when a UE moves to next area and connects to another
AP2 which is connected to the same WAAA server, and Domain4: when a UE moves
to next area and connects to other AP3 which is connected to different WAAA. The
UE initially connects to LTE network (i.e., domain 1), and then moves to WLAN1
(domain 2), WLAN2 (domain 3), and WLAN3 (domain 4). We have considered six
different scenarios. In these scenarios, the UE uses different combination of AKA

protocols in its journey between eNodeB and APs as shown Figure 70.
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Figure 70: Evaluated scenarios (i.e., 1-6)

In the 1% scenario, we employ four full EAP-AKA’ methods to perform the AKA
procedures. There are one Full EAP-AKA’ and three Fast re-authentication protocols
in the 2" scenario. In the 3" scenario, the UE uses REPS-AKA4 Ph1.1 protocol for its

attachment to LTE network (domain 1), then it employs REPS-AKA4 Ph2.1, REPS-
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AKA4 Ph3.1, and REPS-AKA4 Ph4.1 to connect to AP1 (domain 2), AP2 (domain 3),
and AP3 (domain 4) respectively. In the 4" scenario, the UE uses REPS-AKA4 Ph1.2
protocol for its attachment to LTE network (domain 1) since the UE connects to the
eNodeB for n' time, then it employs REPS-AKA4 Ph2.1, REPS-AKA4 Ph3.1, and
REPS-AKAA4 Ph4.1 to connect to AP1 (domain 2), AP2 (domain 3), and AP3 (domain
4) respectively. In the 5" scenario, the UE uses standard LTE-AKA protocol for its
attachment to LTE network (domain 1), then it employs REPS-AKA4 Ph2.2.1, REPS-
AKA4 Ph3.2, and REPS-AKA4 Ph4.2 to connect to AP1 (domain 2), AP2 (domain 3),
and AP3 (domain 4) respectively. In the 6 scenario, the UE uses standard LTE-AKA
protocol for its attachment to LTE network (domain 1), then it employs REPS-AKA4
Ph2.2.2, REPS-AKAA4 Ph3.2, and REPS-AKA4 Ph4.2 to connect to AP1 (domain 2),
AP2 (domain 3), and AP3 (domain 4) respectively. We evaluate authentication delay
and signaling cost metrics in these scenarios to analyze the performance of proposed
REPS-AKA4 methods.

6.4.2.1 Authentication delay

An important evaluation metrics of LWI systems is Authentication Delay (AD) which
effects handover delay. The AD is composed of three components as shown in (6.5)

[82]; ADtotal = D(proc) + D(trans) + D(prop) (6.5)

Where Dproc), Darans), and Derop) are processing delay, transmission delay, and
propagation delay respectively. Total Authentication Delay for each AKA protocol
(TADauth. protocory) in LW1 systems can be composed as follows:

TAD (auth.protocol) = AM(ws) X HC(ws) X (2D(proc.ws) + D(trans.ws) +
D(prop.ws)) + AM(wd) x HC(wd) X (2D(proc.wd) + D(trans.wd) +

D(prop.wd)) + DR(av) + D(4HS) (6.6)
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Where AMws) and AMwa) are the number of transmitted messages in the wireless
networks and wired networks, respectively. The HCws) and HCwa) values are number
of hops between wireless and wired entities, respectively. The Dransws) iS defined as
the transmission delay in the wireless section of the LWI system, and the Dtrans.wd) 1S
the transmission delay in the wired section of the LWI1 system. The processing delay
in wireless and wired sections of the LWI system are defined by the Dprocws)y and
Dprocwd) respectively. The Dpropws) IS the propagation delay of the wireless section of
LWI system, and the Drop.wa) IS the propagation delay of the wired part of the system.
The DRy is the delay of generating the AV in the HSS. And the D) is the delay of
the four-way handshake process. In our evaluations, we assume that Hop Count (HC)
between WAAA server and LAAA server is 7 (i.e., HC=7), and there is one hop (i.e.,
HC=1) between each other entity. The TAD auth. protocory for standard Full authentication
(EAP-AKA’), Fast re-authentication (fast EAP-AKA’) and EPS-AKA protocols can
be calculated as follows [82]: TAD(auth.EAP — AKA’) = 5(2D(proc.ws) + D(trans.ws) +

D(prop.ws)) + 34(2D(proc.wd) + D(trans.wd) + D(prop.wd)) + DR(av) + D(4HS),

TAD(auth. Fast EAP — AKA’) = 5(2D(proc.ws) + D(trans.ws) + D(prop.ws)) + 32(2D(proc.wd) +
D(trans.wd) + D(prop.wd)) + DR(av) + D(4HS),TAD (auth.Standard EPS — AKA) =
4(2D(proc.ws) + D(trans.ws) + D(prop.ws)) + 5(2D(proc.wd) + D(trans.wd) + D(prop.wd)) +

DR(av) + D(4HS).

Additionally, the TADuth. protocory for the proposed REPS-AKA4 protocols can be

calculated as follows: TAD(auth.REPS — AKA4 Ph1.1) = 4(2D(proc.ws) + D(trans.ws) +

D(prop.ws)) + 5(2D(proc. wd) + D(trans.wd) + D(prop.wd)) + DR(av) + D(4HS),

TAD(auth. REPS — AKA4 Ph1.2) = 4(2D(proc.ws) + D(trans.ws) + D(prop.ws)) +
4(2D(proc.wd) + D(trans.wd) + D(prop.wd)) + DR(av) + D(4HS),TAD(auth. REPS —

AKA4 Ph2.1) = 5(2D(proc. ws) + D(trans.ws) + D(prop.ws)) + 20(2D(proc.wd) + D(trans.wd) +

D(prop.wd)) + DR(av) + D(4HS),TAD(auth. REPS — AKA4 Ph2.2.1) = 5(2D(proc.ws) +
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D(trans.ws) + D(prop.ws)) + ZO(ZD(proc. wd) + D(trans.wd) + D(prop.wd)) + DR(av) +
D(4HS), TAD(auth.REPS — AKA4 Ph2.2.2) = 5(2D(proc.ws) + D(trans.ws) + D(prop.ws)) +
18(2D(proc.wd) + D(trans.wd) + D(prop.wd)) + DR(av) + D(4HS),TAD(auth. REPS —

AKA4 Ph3.1) = 5(2D(proc.ws) + D(trans.ws) + D(prop.ws)) + 4(2D(proc.wd) + D(trans.wd) +
D(prop.wd)) + DR(av) + D(4HS),TAD(auth. REPS — AKA4 Ph3.2) = 5(2D(proc.ws) +
D(trans.ws) + D(prop.ws)) + 4(2D(proc.wd) + D(trans.wd) + D(prop.wd)) + DR(av) +

D(4HS), TAD(auth. REPS — AKA4 Ph4.1) = 5(2D(proc.ws) + D(trans.ws) + D(prop.ws)) +
18(2D(proc. wd) + D(trans.wd) + D(prop. Wd)) + DR(av) + D(4HS),TAD(auth. REPS —

AKA4 Ph4.2) = 5(2D(proc.ws) + D(trans.ws) + D(prop.ws)) + 18(2D(proc.wd) + D(trans.wd) +

D(prop.wd)) + DR(av) + D(4HS).

When using the standard Full/Fast EAP-AKA’, standard EPS-AKA, and the suggested
REPS-AKA4 methods in the user movements model as shown in Figure 56, the Total

Delay of each scenario (TDscenario) Can be presented as follows: TD scenario1 = 4 x

TAD(auth. EAP — AKA"),TD scenario 2 = TAD (auth. EAP — AKA’) + 3 X TAD(auth.Fast EAP —
AKA"),TD scenario 3 = TAD(auth. REPS — AKA4 Ph1.1) + TAD (auth. REPS — AKA4 Ph2.1) +
TAD(auth. REPS — AKA4 Ph3.1) + TAD(auth. REPS — AKA4 Ph4.1), TD scenario 4 =

TAD(auth. REPS — AKA4 Ph1.2) + TAD(auth. REPS — AKA4 Ph2.1) + TAD(auth. REPS — AKA4 Ph3.1) +
TAD(auth.REPS — AKA4 Ph4.1),TD scenario 5 = TAD (auth.Standard EPS — AKA) +

TAD(auth. REPS — AKA4 Ph2.2.1) + TAD(auth. REPS — AKA4 Ph3.2) + TAD (auth. REPS —

AKA4 Ph4.2),TD scenario 6 = TAD (auth.Standard EPS — AKA) + TAD(auth. REPS —

AKA4 Ph2.2.2) + TAD (auth. REPS — AKA4 Ph3.2) + TAD(auth. REPS — AKA4 Ph4.2). We use the
values of the mentioned parameters in (6) based on [96] and [97]. Accordingly, the
D(transws) and Dtranswd) are set to 2 ms and 0.5 ms respectively. The Drocws) and
D(procwd) are set to 0.00 ms, and 0.00 ms respectively. The value of the Duhs) can be
ignored in the calculation, because its effect in each scenario is same. The DRay) is
fixed to 0.001 ms [82]. Thus, the performance of scenarios can be appraised based on
AD for various Dprop (0.05-0.5 ms) when the sampling interval is 0.05 ms. As can be

seen in Table 31, the TDscenario rises when the Dprop is increased.
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Figure 71 illustrates the comparison of average authentication delay for the mentioned
scenarios. The evaluation results show that the performance of scenarios 3, 4, 5, and 6
which use REPS-AKA4 protocols outperform the scenarios 1 and 2 which used

Standard Full EAP-AKA’ and Fast EAP-AKA’.
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Figure 71: Comparison of average authentication delay

The evaluation results indicate that the achieved average improvements of the
scenarios 3, 4, 5, and 6 (which use REPS-AKA4 protocols) over the scenarios 1, and

2 (which use standard AKA protocols) are 47% and 45% respectively.

Table 31: Authentication delay in different scenarios

Propagation Authentication Delay (ms)
Delay (ms) | Scenario | Scenario | Scenario | Scenario | Scenario | Scenario
1 2 3 4 5 6

0.05 115.804 112.504 64.804 64.254 64.804 63.704
0.1 123.604 120.004 68.104 67.504 68.104 66.904
0.15 131.404 127.504 71.404 70.754 71.404 70.104
0.2 139.204 135.004 74.704 74.004 74.704 73.304
0.25 147.004 142.504 78.004 77.254 78.004 76.504
0.3 154.804 150.004 81.304 80.504 81.304 79.704
0.35 162.604 157.504 84.604 83.754 84.604 82.904
0.4 170.404 165.004 87.904 87.004 87.904 86.104
0.45 178.204 172.504 91.204 90.254 91.204 89.304
0.5 186.004 180.004 94.504 93.504 94.504 92.504
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6.4.2.2 Signaling cost

Signaling Cost (SC) is one of the most significant measurements to analyze the
performance of the AKA protocols. The SC for each scenario can be measured as
follows [82]:

SC(scenario) = N(auth.protocol) X Message(Size) X AN(UM) (6.7)
The Nauth.protocory IS the number of transmitted messages during an AKA protocol. The
Messagesiz) IS message size of transmitted packets. Thus, the SC for scenarios 1-6 are
as follows: SC(scenario 1) = (4 x N(auth. EAP — AKA’)) x Message(Size) X

AN(UM),SC(scenario 2) = (1 X N(auth.EAP — AKA’) + 3 X N(auth. Fast EAP — AKA‘)) X
Message(Size) x AN(UM),SC(scenario 3) = (N(auth. REPS — AKA4 Ph1.1) +
N(auth.REPS — AKA4 Ph2.1) + N(auth. REPS — AKA4 Ph3.1) + N(auth. REPS —

AKA4 Ph4.1)) X Message(Size) X AN(UM),SC(scenario 4) = (N(auth. REPS —

AKA4 Ph1.2) + N(auth. REPS — AKA4 Ph2.1) + N(auth. REPS — AKA4 Ph3.1) +
N(auth.REPS — AKA4 Ph4.1)) X Message(Size) x AN(UM),SC(scenario 5) =

(N(auth. Standard EPS — AKA) + N(auth. REPS — AKA4 Ph2.2.1) + N(auth. REPS —

AKA4 Ph3.2) + N(auth.REPS — AKA4 Ph4.2)) X Message(Size) X AN(UM),

SC(scenario 6) = (N(auth.Standard EPS — AKA) + N(auth. REPS — AKA4 Ph2.2.2) +

N(auth. REPS — AKA4 Ph3.2) + N(auth. REPS — AKA4 Ph4.2)) X Message(Size) X AN(UM)

The Number of Transmitted Messages (NTM) and Average Message Size (AMS) of
the Full EAP-AKA’, Fast EAP-AKA’, EPS-AKA, REPS-AKA4 (all phases) are

illustrated in Table 32 (when HCwq) = 7).

Table 32: NTM and AMS values of AKA protocols

Protocols name NTM | AMS (bytes) | Protocols name NTM | AMS(bytes)
Full EAP-AKA’ 39 100 REPS-AKA4 Ph2.2.1 25 60
Fast EAP-AKA’ 37 100 REPS-AKA4 Ph2.2.2 23 45
Standard EPS-AKA 9 100 REPS-AKA4 Ph3.1 9 40
REPS-AKA4 Phl.1 9 70 REPS-AKA4 Ph3.2 9 40
REPS-AKA4 Ph1.2 8 50 REPS-AKA4 Ph4.1 23 40
REPS-AKA4 Ph2.1 25 50 REPS-AKA4 Ph4.2 23 40
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The average number of UE movements ANwuwm can be calculated as follow:
AN(UM) = ST/RT (6.8)
Where the ST is the average session time. In our model, we set the ST to 1800 s (i.e.,
30 minutes). The RT is the average time that the UE resides in LWI network. We
assume that the RT varies between 10 and 100 s. Figure 56 shows the SC (in KB) for
the presented scenarios according to the mentioned resident time of the UE (i.e.,
RT=(10ms,100ms)). As can be seen in Figure 72, when the RT of the UE is increased,
the SC is decreased. The scenarios (i.e., scenarios 3, 4, 5, and 6) which use the proposed
protocols have less SC compared with other scenarios (i.e., scenarios 1 and 2) which

used the other protocols.
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Figure 72: Comparison of signaling cost
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Figure 73 shows the comparison of average SC for scenarios 1-6. As can be seen in
Figure 73, the average SC of the scenarios 3, 4, 5, and 6 which use REPS-AKA4

protocols are less than the scenarios 1 and 2 which use standard methods.
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Figure 73: Comparison of average signaling cost

The calculation results indicate that the achieved average improvements of the
scenarios 3, 4, 5, and 6 (which use REPS-AKA4 protocols) over the scenarios 1, and

2 (which use standard AKA protocols) are 79% and 78% respectively.
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Chapter 7

MODEL 5 (REPS-AKADY)

The Internet of Things (lIoT) is a system of interrelated electronic and mechanical
devices named “Things” that have specified identifiers and the ability to exchange and
share required data in communication networks automatically and without Human to
Computer (H2C) or Human to Human (H2H) interaction. In the l0T systems, we utilize
Machine to Machine (M2M) communication or Machine Type Communications
(MTCs). The M2M system and its applications such as smart city, smart home, and
smart grid have been growing rapidly in recent times [9] [38]. One of the most
important usage of M2M communication is to make a continual connectivity between
IoT Devices (IoTDs). In the lIoT system, the 10TDs employ MTC technology to
communicate with each other without H2H/H2C interference [98]. The IoT systems
have some important features such as low power of 10TDs, real-time requirements,
and no user intervention. Thus, the MTC technologies have been developed
considerably to manage plenty of real time loT system (i.e., applications). The most
significant applications of loT system are smart transportation, automatic monitoring
systems, smart city, Building Management Systems (BMS), smart grid, and smart

health care system [1] [49] [69].

There has been an overwhelming growth in wireless communication systems during
the last decade. An outstanding achievement of the M2M communication systems is

that not only humans but also objects (i.e., Things in loT systems) can contact each
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other by using the different communication systems. The 10TDs use some instruments
(i.e., different sensors) for information gathering [42] [100]. These devices are used
for collecting required information and transmitting them to the loT applications (i.e.,
0T servers). The loT systems employ communication technologies such as WiFi,
LTE, and ZigBee to share IoT data between involved nodes. The 10T servers convert
received data into the meaningful information. Then, the 10T system makes its decision
accordingly [9]. LTE systems play an outstanding role in loT applications because of
some main features including low transmission latency, high data rate, suitable
bandwidth/capacity, and proper flexibility. The MTC technology is standardized by
3rd Generation Partnership Project (3GPP) and considerably practiced in industrial
environments [101] [9]. Different from the common LTE devices, LTE-enabled 10TDs
need some defined requirements (e.g., lower power consumption). To handle MTC,
the 3GPP network (i.e., LTE system) needs to handle a huge number of MTC devices
(i.e., 10TDs) properly. Hence, LTE system requires managing network resources

appropriately to avoid congestion issues at both the data and control plans [102].

There are some security requirements for M2M communication specified by the 3GPP
in Release-11 [42]. When a huge number of LTE-enabled 10TDs need to connect to
the network simultaneously, each node establishes a full standardized authentication
protocol named EPS-AKA. These Authentication and Key Agreement (AKA)
procedures can generate a considerable signaling overload over the LTE network. A
high signaling overload causes performance-based issues for 10T applications [9]. For
instance, when different groups of 10TDs detect an eNodeB (i.e., LTE base station),
all these 10T nodes transmit their attach requests toward the LTE network

simultaneously. These huge transmissions lead to considerable overload and signaling
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congestion in the involved LTE nodes. The standard EPS-AKA approach does not
overcome the performance-based issues (i.e., bandwidth overhead and signaling
congestion) over the LTE-enabled 10T systems. In addition, the wireless channels
between the 10TDs and the LTE networks make possibilities of security threats
including eavesdropping/manipulation of user’s data, MitM attacks, and DoS attacks
[2] [3] [11] [25] [39] [41]. Thus, a secure and congestion avoidance AKA approach
for LTE-enabled IoT systems is required. Authentication and privacy of 10TDs are the
two principal issues in the LTE-enabled 10T systems [103][104][105]. In addition, the
IoTDs such as different sensors and small electronic devices usually have low and
limited power resources. If involved 10TDs are unable to be authenticated properly,
they would be unable to connect to the network [42]. Hence, it is a significant need to
propose a lightweight protocol for LTE-enabled 10T systems. In this chapter, we have
presented a group-based AKA protocol named as REPS-AKAS by leveraging 10T
group leader. The suggested method can verify a huge number of 10TDs in a specified
0T group appropriately without any need for a complete AKA process. The proposed
REPS-AKADS protocol mutually authenticates a group of 10TDs in the LTE-enabled
0T systems. This method generates the secure session keys between loT Leader and
each 10TD, and between 10T Leader and network nodes. Accordingly, this approach

provides secure communication between each 10T group and the LTE system.

The remaining parts of this chapter are organized as follows: Section 7.1 presents an
overview of LTE-enabled 10T systems. In section 7.2, details of the REPS-AKA5
method are described. In section 7.3, we provide a security analysis of the suggested
approach by using the AVISPA, Scyther tools and BAN logic. Performance analysis

of the protocol is illustrated in section 7.4.
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7.1 Architecture of LTE-enabled 10T system

In this section, we present a short overview of the M2M (i.e., MTC) communication
considered for the 10T systems [1] [9] [38] [105]. The architecture of the MTC system

based on the LTE network is shown in Figure 74.
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Figure 74: Architecture of LTE-enabled 10T system

The LTE-enabled 10T system can be divided into four main domains including loT
Devices Domain (i.e., 10T Groups), LTE Network Domain, 10T Server Domain (i.e.,
Application domain), and loT User Domain [42] [60] [105]:

10T Devices Domain (Group scope): In this domain, 10TDs form the 10T groups
based on some specified parameters such as behavior of the 10TDs, geographical
location of each node, and loT applications. Then, each 10T group selects an 10T
Leader (IoTL) among the group members based on IoT application. The 10TDs contact
the 10T server (i.e., application) by using the 3GPP network domain (i.e., LTE system).
All the 10T groups can be controlled by 10T users from the IoT user domain. To satisfy

the security requirements of the 10T system, each 10TDs must be authenticated by the
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LTE network. Moreover, when one device is added or removed to/from the 10T group,

the state of that group must be updated.

LTE Network Domain: The LTE network is divided into the E-UTRAN and EPC
which are Evolved Universal Terrestrial Radio Access Network and the Evolved
Packet Core respectively [2] [3] [11] [25] [41]. The E-UTRAN contains some base
stations (i.e., eNodeBs) and manages radio channels between the 10TDs and the
eNodeBs. Whereas, in the EPC part of the network, there are some nodes such as HSS,
MME, S-GW, P-GW, and SCS which are Home Subscriber Server, Mobility
Management Entity, Serving Gateway, Packet Gateway, and the Service Capability
Server respectively. The HSS works as a central database to store the security
parameters of all the LTE users (i.e., loTDs). The MME manages the related security
parameters and AKA procedures. The S-GW and also the P-GW both work in user

plans and the SCS is a service provider for 10T applications.

IoT (MTC) Server Domain: In this domain, we have the IoT Servers (IoTS) also
known as the 10T applications. An IoTS is a server which has the access to 10TDs by
communication systems (i.e., LTE network). Moreover, the 10T users can connect to
the 10TS in order to control a group of 10TDs as indicated in Figure 58. The IoTS has
access to the 10T user by using an AP1 which is an Application Program Interface. The
LTE system provides two kinds of connections to the 10T servers. In the first type, the
0TS is located within the LTE network domain and can be controlled by the network
operators. Whereas, in the second type, the 10T servers can be placed outside the LTE
network and operators have no control over the I0T servers. In our considered

architecture, 10T servers are located outside the LTE network domain.
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IoT (MTC) User Domain: In this domain, there are a number of 10T users. The 10T
users employ different control devices such as mobiles, tablets, and laptops.
Authenticated and authorized 10T users can use all defined services in the IoT systems.

The 10TS provides a proper API for 10T users to manage a group of 10TDs.
7.2 The proposed REPS-AKAS5 protocol

The proposed REPS-AKAS method for LTE-enabled 10T systems is illustrated in this
section. When “n” numbers of IoTDs from “m” IoT groups want to be authenticated
by the LTE system, some performance based and security issues may occur. To
overcome these security issues, we propose a group-based AKA approach to achieve
all defined security and performance goals. To identify an I0TD within the 10T system,
each loT device has two connectivity identities including DCID and DTID which are
constant and temporary ID respectively. The suppliers install constant identity (i.e.,
DCID) value over the 10TDs at the time of manufacturing. We use the DCID for the
registration over the 3GPP system (i.e., LTE network). The temporary ID (i.e., DTID)
is generated during AKA procedure. The n'" 10TD of m™ group (10T Dn-m) and the HSS
shares a unique secret key SKn.m that cannot be sent via the wireless channels. In
addition, the loT Leader of the m™ group (IoTLm) and the HSS of network share a
Group external Key (GXKm). This key is used to generate Secret Identity of m" Group
(SIGm). All the 10TDs, loTLs, MMEs and the HSSs need authentication functions (i.e.,
F1, F2, F6, F7, F8, and F9) and key generation functions (i.e., F3, F4, F5, and KDF).
The HSS and loTLs maintain and update the list of loTDs in m'" group (i.e., GLm). The
GLm stores all information of m™" IoT group including identities of the loTDs, secret
keys of group member (i.e., SKn.m), group external and internal keys (i.e., GXKp,

GlKm), and ID of m™ Group (i.e., GIDm). The suggested protocol includes four phases
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including Group Construction Phase, First AKA Phase, Re-authentication Phase, and
Group Updating Phase which are explained below.

7.2.1 Group construction phase

To access the LTE network, the Key Generate Center (KGC) assigns a unique
identifier to each 10TD (i.e., DCID). The KGC is usually in the LTE network domain
and is integrated with the HSS node. When an 10TD in a specified group registers to
the LTE system, the KGC produces its needed identifiers and private key. The network
nodes (i.e., MME and HSS) have the same function as the 10TDs has. Thus, only the
valid nodes can access the private keys which are generated by the KGC. It is also
assumed that 10TDs can support both WiFi and LTE networks. The 10TDs belonging
to the same 10T application can be configured as one IoT group. The IoT groups can
be controlled by one or more IoT users. Moreover, the 10TDs can form several 10T
groups according to different grouping methods. The IoT groups are formed based on
common criteria of the involved 10TDs like, existing in the same location, having the
same behaviors, using the same services, running the same loT applications, and
belonging to the same 10T users. Hence, a set of loTDs with the same local area can
form one or more certain 10T groups. Then, an IoT device with higher
storage/capability must be chosen as a trusted group leader (i.e., I0TL). A group leader
must be selected based on defined metrics such as computing power of the 10TD,
communication capability, and battery/storage status. The selected group leader must
be able to implement many AKA processes and provide safe communication. Thus, it
must be able to run the security protocols properly. During leader selection, a Group
Leader List (GLL) is constructed where 10TDs are sorted according to defined
features. The First device in a GLL is the group leader and the second one is a backup

leader. The 10TL is responsible for sending/receiving data to/from each 10TD and
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handling AKA procedure between LTE network and 10TDs. The IoTL generates some
security parameters (i.e., AUTHn.m and SKDLn.m) to verify all group members. If the
group leader does not verify both the 1o0TDs and LTE nodes, the AKA process aborts.
The secret identity of each group (i.e., SIGm) must be generated with the participation
of all 10TDs in group leader device. This SIGn value would be updated after each
successful AKA procedure.

7.2.2 First Authentication phase

In the first AKA phase, the 10TDs and the network nodes carry out the mutual
authentication process using the REPS-AKAS protocol. After a successful AKA
procedure, trusted session keys are established between 10TDs and MME on behalf of
the LTE network. Thus, the AKA method provides a secure transmission in the
data/control plans. In the method, strong authentication between the 10TDs and the
LTE nodes is executed by using an optimized challenge/response mechanism as shown

in Figure 75. The steps of first authentication phase are illustrated as follows:
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Figure 75: Steps of REPS-AKAGS (First Authentication phase)
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1. 10TDn-m=2> 10TLm: All 10TDs of each l0T group send an attach request to the MME
node through IoTL. Each 10TD generates a random number named RNn.m, which
means that it is generated by the n™ device of the m" group. Then, 10TD calculates its
own temporary identity (DTIDn.m) using IMSI value and RNn-m; DTIDn.m= F1(RNn-m,
IMSI)GIKm. Each 10TDn.m forwards these parameters (RNn.m and DTIDn.m) to the

I0TLm via M1n-m) message encrypted by the public key of the group leader (PKgim).

2. 10TLm = MME: When the 10T Lm receives all M1.m) messages from all the 10TDs,
it extracts received DTIDn.m and RNn-m. It also makes/updates the Group List (GLm)
which contains information of all the 10TDs in the m™" group. Then, the 10TLm
generates a random value named RNgm and a Timestamp (Tm). Then, it computes a
secret identity for the group (i.e., SIGm) using F1 (i.e., Authentication function),
DCIDs, RNgm, and the group external key (i.e., GXKn); SIGm = F1(RNgm, (DCID1-
m@DCID2m@. . . . @DCIDn-m))GXKm. The 10TLm encrypts the SIGm by the inverse
public key of group leader. Then, the 10T L sends calculated parameters to the MME

via M2(m) encrypted by PKmme (i.€., public key of MME).

3. MME -> HSS: After receiving the M2(m) from l0TLm, The MME decrypts the
received message. Then, this node adds its own identity, and passes the message to the
HSS node. The MME generates Home Network Identity (HNID) by using MVP and
HVP values: HNID= NIFunc(MVP@HVP). For each 1oTLn (when m=1,..., i), the
MME checks if Tm is expired or valid. If holds, then the MME goes to the next step.
Otherwise, it forwards a request failure message to the 10TLm to notify the invalid Tp.
After successful verification of Trm, the MME forwards M3m)to the HSS. This message
contains GIDm,{HNID} _inv (PKmme), RNgm, and SIGm. The M3(m) is encrypted by a

secret key between MME and HSS (i.e., SKmn).
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4. HSS = MME: When the HSS receives M3m message from serving network, it
decrypts and extracts included parameters. Then, the HSS generates its own random
number (RNhss) and calculates SIGn to verify 10T group. If received SIGm and
generated one are found to be equal, the HSS validates the 10T group successfully.
After successful verification, the HSS computes Master Key (MK) using RNhss,
received RNgm, and GXKm: MK=KDF((RNnssddRNgm), GXKm). The HSS uses
calculated MK, and two types of functions including message authentication functions
(i.e., F1, F2, F6, F7, F8, and F9) and key generation functions (i.e., F3, F4, F5, and
KDF) to generate a Group Authentication Vector (GAVm) for each 10T group. The
HSS generates AKA parameters/keys for GAVn as follows: Main XRES (MXRES);
MXRES = F2 (RNnss) MK, Cipher Key (CK); CK =F3(RNhss) MK, Integrity Key (IK);
IK=F4(RNhss)MK, Anonymity key (AK); AK=F5(RNhss)MK, XRES for n"" IoTD of
m" group (XRESh-m);XRESh.m=F6 (DCIDn.m, RNhss) SKn-m Where SKn.m is a unique
secret key for n™ 10TD of m™ group, XRES for loTL of the m™ group (XRESLm);
XRESLm=F7(MXRES, (XRESim@®XRESym @. . . . ®XRESnm)), KASME=
KDF((SQN@AK), HNID, CK, IK)MK where SQN is a Sequence Number, KASME

of mb

group  (KASMErm); KASMEm=KDF(RNhss, KASME,SIGm)  GXKpm,
Authentication Token of the m" group (AUTHm); AUTHm=F8 (SIGm,(RNgm@®RNhss)
MK. After these calculation, it forms M4m) message including XRESLm, {AUTHm}
_inv (PKhss), KASMEm, RNhss. The M4 is encrypted by SKmn and sent to the MME

over the secure channel.

5. MME = 10TLm: The MME decrypts the received message M4m) using its secret
key SKmn and forwards security parameters including {AUTHm} _inv (PKmme), RNhss,

and HNID to the 10TLm via the M5m) encrypted by PKgim.
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6. 10TLm = 10TDn-m: After acquiring M5 from the MME, the IoTLn verifies
whether the received AUTHm is equal to the calculated AUTHm or not. If they match,
the 10T Lm authenticates the MME and broadcasts the M6(-m) to all loTDs in m™" group;
otherwise, the 10T L declines the authentication process. After successful verification
of MME, the loTLm computes MK using RNhss, RNgm, and key GXKm. Then, it
generates CK, IK, AK, KASME, and KASMEn, same as HSS in home network.
Moreover, the 10TLm calculates a SKDLn.m Which is a secret key between 10TLm and
[0TDn-m; SKDLh-m=KDF(RNgm@®RNn-m) GIKm. The group leader employs the
SKDLn-m to produce AUTHnm value; AUTHn.m =F9(AUTHm) SKDLn.m. Then, the
I0TLm forwards M6m-ny including {AUTHm}_inv(PKgim), RNhss, and RNgm to the
I0TDs. This messages are encrypted by public key of each 10T Dn-m (PKn-m). All I0TDs

in each group overhear this broadcasting message M6n-m).

7. 10TDn-m=> 10T Lm: After receiving M6(-m) message from group leader, each 10T Dn.
m extracts the included parameters. Then, it produces XRESh.m, and SKDLn.m the same
as HSS and loTLnm respectively. Then, 10TDn-m calculates the value of AUTH:.m using
received AUTHm, and generated SKDLn.m. After that, each 10T Dn.m forwards M7 n-m)
message to the group leader. The M7 n-m)includes { XRESn.m}_inv(PKn.m) and AUTHn-

m. This message is encrypted by PKgim.

8. 10TLm = MME: Upon reception of the M7.m) message from each 10TDn.m, the
I0TLm checks received AUTH:.m and compares it with generated one. The 10TLm can
authenticate each 10TDn.m by checking whether received AUTHn.m = calculated
AUTHn.m or not. If they match, each 10TDn.m is a valid node. Otherwise, 10TLm sends
AKA failure message to the 10T Dn.m. After successful authentication, the group leader

computes MXRES using MK, function F2, and RNnss in similar way as HSS computed
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it. Then, the 10TLm employs generated MXRES and received XRESn.m (from all
I0TDs) to calculate the XRESLm. In addition, the 10TLm produces an Updated Home
Network ID (UHNI) for re-authentication phase;
UHNI=AuthFunc((RNgm@®RNhss),AUTHm)).  Finally, the loTLn  forwards

{XRESLn}_inv(PKgm) to the MME via M8(m) encrypted by PKmme.

9. MME: The MME receives message M8m) from the loTLm. After retrieving received
XRESLm, it verifies whether saved XRESL is same as received XRESL, or not. If
they match, the MME validates the 10T group. Otherwise, the MME declines AKA
request and sends an AKA failure message to 10TLm. The MME also generates the
UHNI value the same as loTLn to use in re-authentication phase.

7.2.3 Re-Authentication phase

After a successful AKA procedure, an 10T group might send a new attach request to
the MME for the n'" time. In this case, the involved entities (i.e., loTDs and MME) use
previously shared/generated parameters to perform a lighter AKA process. Therefore,
network performance can be improved considerably. There are three kinds of re-
authentication in REPS-AKADS protocol including complete re-authentication, external
re-authentication, and internal re-authentication.

7.2.3.1 Complete re-authentication

In this case, an 10T group wants a re-attach to the system completely. The steps of this

re-authentication phase are presented as follows (Figure 76):
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Figure 76: Steps of REPS-AKAS (Complete re-authentication)

1. 10TDn-m=> 10TLm: All previously registered 10TDs request authentication from the
same MME. Each 10T Dn.m generates a new RNn.m, and its own temporary identity (i.e.,
DTIDn-m) using its IMSI value. Then, all the 10TDn-m forward the {RNn-m}_inv(PKn-

m) and DTIDn.mto the 10TLm via M1x-m)y message encrypted by PKgim.

2. 10TLm = MME: After acquiring M1n.m) messages from all the 10TDs, The l10TLm
checks and updates received information in GLm. After that, the lIoTLm generates a
new RNgm and a valid Tm. Then, it retrieves its UHNI and encrypts it by its inverse
public key (PKgim). Finally, the 10TLm sends security parameters including GIDm, T,

RNgm, and {UHNI}_inv(PKgim) to the MME via M2¢n).

3. MME = loTLm: When the MME receives M2(m message, it decrypts M2 and
generates its own random number (RNmme). The MME verifies whether received
UHNI is same as saved one or not. If they are equal, it continues AKA procedure.

Then, the MME retrieves previous security parameters (i.e., XRESLm, KASMEm, and
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AUTHm). It also generates an Updated Key (UPK) using RNmme, and RNgm;
UPK=KDF ((RNmme®RNgm),SIGm) MK. The MME needs UPK to generate
NKASMEm, NAUTHm, NXRESLm, and NUHNI; NKASMEn= KDF ((RNmme @
RNgm), KASMEm) UPK, NAUTHm =F8 ((RNmme©©RNgm),AUTHm) UPK,
NXRESLm= F7((RNmme@®RNgm), XRESLm)UPK, NUHNI= AuthFunc((RNmme @
RNgm), UHNI) UPK. Moreover, the MME checks if Tn is expired or valid. If holds,
then it runs next step. Otherwise, it sends a request failure message to the 10TLm. Then,
the MME forwards M3(m) to the 10TLm. The M3(m) contains {NAUTHm}_inv(PKmme),

and RNmme which are encrypted by PKgim.

4. 10TLm => 10TDn-m: After receiving M3m) from the MME, the 10TLm produces
security keys/parameters (i.e., UPK, NKASMEn, and NAUTHm) same as MME. Then,
the 10T Lm verifies whether the received NAUTHm matches with calculated NAUTHm,
or not. If they are equal, the loTL authenticates the MME and broadcasts the M4n-m)
to all IoTDs in m™ group. Otherwise, the 10TL forwards an AKA failure message to
the MME node. Then, the 10TLm calculates a New SKDLn.m (NSKDLn.m) and a New
AUTHhm(NAUTH-m); NSKDLh.m=KDF((RNgm@®RNn-m),GIKm), NAUTHnm
=F9(NAUTHm)NSKDLnm. Finally, the IloTLyn forwards Md4nm including
{NAUTHn}_inv(PKgm), and RNgm to the IoTDs. All 10TDs in each group overhear

this broadcasting message.

5. 10TDn-m = 10TLm: When each 10TDn.m receives Mé4n.my message from group
leader, it extracts included parameters and calculates NSKDLn.m and NAUTHn-m. The
I0TDn.m generates these parameters by using KDF, and F9. Then, it forwards

{NAUTHm}_inv(PKnm) via M5.m) message to the 1oTLm (encrypted by PKgim).
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6. loTLm = MME: Upon reception of the M5(.m) message from each 10TDn-m, the
IoTLm checks received NAUTHnm and compares it with generated one for
authentication. If they are equal, it verifies the 10TDn.m in the group. Otherwise, a
defined AKA decline message is transmitted from loTLm to that 10TDn.m. After
successful authentication, the group leader computes NXRESLm, and NUHNI in
similar way as MME computes them. Finally, the IloTLn forwards

{NXRESLm}_inv(PKgm) to the MME via M6m)encrypted by PKmme.

7. MME: The MME receives message M6m) from the 10TLm and checks the received
NXRESLm. The MME verifies whether saved NXRESLm equals to the received
NXRESLm or not. If they match, the MME authenticates the 10T group. Otherwise, the
MME forwards an AKA decline message to 10T L.

7.2.3.2 External re-authentication

When an IoTLm loses its access to the network for some reasons, it needs to connect
to the LTE network and run re-authentication procedure. The steps of External re-

authentication are presented as follows (see Figure 77):
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Figure 77: Steps of REPS-AKAGS (External re-authentication)
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1.10TLm=> MME: The lI0TLm generates a new RNgm and retrieves its previous UHNI
and SIGm. Then, 10TLm sends security parameters including SIGm, RNgm, and

{UHNI}_inv(PKgim) to the MME via M1m) message encrypted by PKmme.

2. MME = loTLm: After receiving M1(m) from the 1oTLm, the MME generates its
random number (RNmme). Then, the MME retrieves saved SIGm and compares it with
received one. If they are found to be equal, the MME validates the 10T Lm. Otherwise,
the MME declines AKA process. Then, the MME retrieves previous security
parameters (i.e., XRESLm, AUTHm, and KASME). It also calculates an Updated Key
(UPK); UPK =KDF((RNmme@®RNgm),SIGm)MK. The MME needs UPK to generate
NKASMEn, NAUTHm, NXRESLm, and NUHNI; NKASMEn= KDF
((RNmme@RNgm), KASMEm) UPK, NAUTHm = F8 ((RNmme@®RNgm), AUTHm) UPK,
NXRESLm=  F7((RNmme@®RNgm),  XRESLm)  UPK,  NUHNI =
AuthFunc((RNmme@®RNgm), UHNI) UPK. Then, the MME sends M2(m) to the 10T Lm.

The M2(m) includes {NAUTHm}_inv(PKmme), and RNmme.

3. 1oTLm = MME: After receiving M2m) from the MME, the loTLn acquires
NAUTHm and RNmme from received message. Then, the 10TLm generates UPK,
NKASMEm, NAUTHm, NXRESLm, and NUHNI using security functions (i.e., KDF,
F7, F8, and AuthFunc). Then, it verifies whether NAUTHm matches with received one
or not. If they match, the 10T L authenticates the MME successfully. Then, the 10TLm
forwards {NXRESLmn}_inv(PKgim) to the MME via M3m) message. This message is

encrypted by PKmme.

4. MME: The MME receives message M3(m) from the 1oTLm and checks the received
NXRESLm. The MME verifies whether saved NXRESLy matches with received
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NXRESLm or not. If they are equal, the MME authenticates the 10T group. Otherwise,
the MME node sends an AKA failure message to the 10T L.

7.2.3.3 Internal re-authentication

In this case, one or more group member for some reasons lost(s) its/their connection(s)
to the group leader. These 10TDs need to re-connect to the 10T group. In this case, the

internal re-authentication starts to execute as follows (Figure 78):
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Figure 78: Steps of REPS-AKAGS (Internal re-authentication)

1. 10TDn-m => 10TLm: Each previously registered loTD forwards a re-attach request
to the 10TLm. First, the 10TDn.m generates a new RNn.m, and calculates a New Device
ID (NDln-m) using its previous parameters (i.e., AUTHn.m and SKDLn.m); NDIn-m=F1
(AUTHn-m@®RNnm)SKDLn-m. Then, the 10TDn.m forwards DTIDn.m, RNnm, and

{NDln.m}_inv (PKn-m) to the 10TLm via M1n-my message encrypted by PKgim.

2. 10TLm => 10TDn-m: Upon receiving M1(n.m) from the 10TDn-m, the 10TLm retrieves
previous security parameters (i.e., AUTHn-m, and SKDLx.m). The 10T L also produces

the NDlIn.m using the received RNn.m. Then, it verifies whether the received NDln.m
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matches calculated NDIn.m or not. If they are equal, the 10T Ly, authenticates the 10T Dn-
m; Ootherwise, the 10T L forwards an AKA failure message to 10T Dn-m and declines the
AKA process. Then, the 10TLm generates a new RNgm, a New SKDLn.m (NSKDLn-m),
and a New AUTHm (NAUTHm); NAUTHm=F8 (AUTHm, (RNgm @ RNnm) ),
NSKDLn.m = KDF ((RNgm @ RNn-m), SKDLn.m). Finally, the 10TLmy forwards M2-
m) to the 10TDn-m. The M2(-m) includes {NAUTHm}_inv(PKgim), and RNgm which are

encrypted by PKn-m.

3. 10TDn-m = 10TLm: When each 10TDn.m receives M2n.my message from group
leader, it extracts included parameters (i.e., NAUTHm and RNgm). The 10TDn.m
produces NSKDLx.m and NAUTHm by using security functions (i.e., KDF, and F8).
Then, it verifies whether calculated NAUTH, equals the received NAUTH, or not. If
they are equal, the 10TDn.m validates the l0TLm successfully. Then, the 10TDn.m
computes NAUTHnm;NAUTHnm=F9(NAUTHm)NSKDLnm. Then, it forwards

{NAUTHn-m}_inv(PKn-m) via M3n-m) (encrypted by PKgim) to the 10T Lm.

4. 10TLm: After receiving the M3n-m) message from each 10T Dn.m, the 10T Lm decrypts
received message. Then, it generates NAUTHn-m by using NAUTHm and NSKDLn-m
the same as 10T Dn.m and compares the generated NAUTHn-m with received one. If they
are equal successfully, the 10TLm validates the 10TDn-m. Otherwise, an AKA failure
message is sent from 10TLm to that 10T Dn-m.

7.2.4 Group updating phase

The group membership of the 10T systems can be updated in some situations. For
instance, a new 10TD may join a group or a registered 10TD may leave a group. The

joined or removed 10TD may be in different roles (i.e., simple member, group leader,
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and backup leader). Group updating can be categorized into two main sections such as
group leader/backup leader updating, and group member updating.

7.2.4.1 Group leader/backup leader updating

The group leader update occurs when an 10T leader (i.e., 10TLm) is exhausted with its
defined power sources or when a more appropriate 10TD joined the group. If the
system requires a leader update because of the first reason, the backup leader is
replaced by the current leader. As we mentioned before, there are two leaders in the
proposed REPS-AKAS protocol named “main leader” and “backup leader”. Thus, the
backup leader will be main leader and next one in the list (i.e., GLL) will be backup
leader and the GLL will be modified accordingly. Thus, a prepared leader list (i.e.,
GLL) is necessary to specify next leaders quickly since many loT systems run real-
time applications. If the second reason occurs, the leader selection algorithm executes
again between the 10TDs. In this case, a newly registered 10TD is more appropriate to
be a leader than the current leader. The backup leader sends the GLL to the new joined
I0TD. If new joined 10TD finds that it has better features than group leader, it sends a
unicast message to backup leader and introduce itself as candidate for leader position.
Then, a new leader selection process occurs to find a new leader/backup. Thus, the
leader list (i.e., GLL) is updated and then a new (stronger) I0TD accepts leader role.
During leader updating procedure, backup leaders forward the update messages in the
group to identity the best leader based on some predefined properties. These messages
are encrypted by GIKm to provide high level of security level. Moreover, the backup
leaders perform this procedure periodically to update the list of the best suggested

leaders.
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7.2.4.2 Group member updating

According to the REPS-AKADS update policy, the 10T group needs to cover the forward
and backward secrecy in the IoT groups. The goal of forwarding secrecy is that a
deleted 10TD has no access to the next communications of the 10T group. Whereas,
the backward secrecy goal is that a newly added 10TD is unable to check/retrieve the
previous communications in the 10T group. In the proposed method, a secure and
dynamic group updating policy is carried out by the loT Leader. The principal
difference between the suggested REPS-AKADS approach and some previous protocols
is that there is no need to run a complete AKA when a new device is added or removed
to/from the 10T group. An 10TD may leave the IoT group because of some reasons
like: its assigned mission has been done, the 10TDn.m has no more tasks, or it may enter
its Save-energy mode to increase its lifetime. When an 10TD is removed, the 10TLm
keeps doing its function till next AKA procedure. Then, the loTLm updates GLny and
SIGm accordingly. Moreover, when the 10TDnm leaves the 10T group, the loTLm
revokes all its defined binding relationships with that 10T group and updates the GLnm.
Then, the loTLyw forwards updated GLm to HSS via MME in the LTE network
periodically. The HSS deletes the corresponding rows from the GLm Table and informs
the MME about new updates. The 10TLm also updates GIKm frequently to enhance the
level of security. Thus, the removed 10TDs will be unable to have access to the loT
group in the future as a valid registered member. When a new 10TD is added to the
system, the 0T leader authenticates the joined device using a Temporary Device ID
(TDIn-m) as shown in Figure 79. The steps of the AKA process in group member

updating are as follows:
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I foT-Device (n) I foT-Leader (m) MME  HSS

Generate RNn-m M l(n-m) Generate RNgm
TDIn-m =F1 ( IMSI @ RNn-m ) é]]::lllcllll—lm =F1(IMS] @ RNn-m )
GIKm
MI1 (n-m) = { IMSI,, RNn-m , NAUTHm =F5§ ((AUTHm @
{TDIn-m} inv (PKn-m)} PKglm M2 () ils%LRNgm )IE;DJIE[?(I“RN o

n-m n-m = am

ENn-m ), NAUTHm ) GIKm

TSKDLn-m = KDF (( RNgm @ Ml_{ll—m) =i NAUTI_'IIIJ }_inv
ENn-m ), NAUTHm ) GIKm (PKglm) RNgm }_PKn-m

TAUTHnm = F8 (NAUTH , (

RNgm @ RNn-m )) TSKDLn-m

M3 (u-m) = {{ TAUTHa-m } fav TAUTHn-m =F8 ( NAUTHm,

(PKn-m) } PKglm M3 (n-m) (RNgm @ RNn-m )) TSKDLn-m
Check TAUTHn-m

Figure 79: Steps of REPS-AKAS (Group member updating)

1. 10TDn-m=> 10TLm: Each new IoTD sends an attach request to the 10TLm to join the
I0T group. First, the 10T Dn.m generates a new RNn-m, and its own TDIn.m using its IMSI
and GIKpy; TDIn-m =F1(IMSI@®RNh.m) GIKm. Then, the 10TDn-m sends IMSI, RNn.m,

and {TDIn-m}_inv(PKy.m) to the 10TLm via M1n-m)encrypted by PKgim.

2. 10TLm = 10TDn-m: Upon receiving M1n-m), the 10TLm retrieves previous security
parameters (i.e., AUTHnm, and SIGm). Then it generates TDIly.m, NAUTHm, and
Temporary SKDLn.m (TSKDLn.m); TDInm=F1(IMSI®RNnm)GIKm, NAUTHm=F8
((AUTHm®SIGm),RNgm)GXKm,  TSKDLpm =  KDF((RNgn®  RNpm),
NAUTHm)GIKm where RNgm is a new random number generated by 10TLm. Then, the
l0TLm forwards M2n.m) including {NAUTHm}_inv(PKgim), RNgm to the 10TDn.m. The

M2n-my is encrypted by PKn-m.

3. 10TDn-m = 10TLm: When new 10TDnm receives M2n.m)y message, it extracts
included parameters and calculates TSKDLnm the same as loTLm using security

functions (i.e., KDF). Then, it computes Temporary AUTHn.m (TAUTHn-m); TAUTH,.-
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n=F8(NAUTHm,(RNgn@®RNn.m)TSKDLnm. The 10TDnm forwards {TAUTHn

m}_inv(PKn-m) to the 10T Lm via M3(n.m) encrypted by PKgim.

4. 10TLm: After receiving the M3(n.m) message from each 10TD, the 10TLm decrypts
received message. Then, it generates TAUTHn.m by using NAUTHm and TSKDLn.m
the same as 10TDn.m. The I0TLm compares the generated TAUTH:.m with the received
one. If they match successfully, the 10T Lm authenticates 10T Dn-m in group temporarily.
Otherwise, an AKA failure message is forwarded from 10TLn to that 10T Dn-m. After
successful addition of the new 10TDn.m into the 10T group, the 10T Ly sends a message

to the MME and updates GLm for next AKA procedure.

7.3 Security analysis of REPS-AKAS5 protocol

In section, we provide the security analysis of the REPS-AKAS method by using BAN
Logic, Scyther, and AVISPA tools as follows:

7.3.1 Formal analysis using AVISPA

The AVISPA tool can verify that whether a presented method is safe or not according
to the defined goals. The most important goals of the proposed REPS-AKAS approach
are strong mutual authentication and robust key agreement between involved nodes.
In the presented method, there are four roles including loT Device (i.e., I0TDn.m), l0T
Leader (i.e., 10TLm), MME, and HSS. We verify the REPS-AKA5 method using
OFMC and CL-AtSe beck-ends modes. (AVISPA codes are presented in Appendix 1).
The results of OFMC and CL-AtSe are illustrated in Figure 80 and Figure 81

respectively (Details are in Appendix1).
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Figure 80: Evaluation result in OFMC Figure 81: Evaluation result in CL-AtSe

7.3.2 Formal analysis using Scyther
In this section, we evaluate the REPS-AKADS by means of Scyther tool. The description
of the proposed REPS-AKA5 model is implemented according to the defined nodes.

There are four nodes in REPS-AKADS. (Scyther codes are presented in Appendix 2).

Based on 10TD’s viewpoint in REPS-AKADS, the security claims are presented as

follows: claim_iotd1 (I0TD, Secret, RNnm); claim_iotd2 (IOTD, Secret, DTIDnm); claim_iotd3

(10TD, Secret, XRESnm); claim_iotd4 (IOTD, Secret, AUTHnm);claim_iotd5 (I0TD, Secret, NDInm);
claim_iotd6 (I0TD, Secret, NAUTHNnm); claim_iotd7 (I0TD, Secret, IMSI); claim_iotd8 (I0TD, Secret,
TDInm); claim_iotd9 (IOTD, Secret, TAUTHNnm); claim_iotda (IOTD, Alive); claim_iotdw (I0TD,

Weakagree); claim_iotdnia (IOTD, Niagree); claim_iotdnis (IOTD, Nisynch);

Based on 10TL’s viewpoint in REPS-AKAD, the security claims are presented as

follows:claim_iotl1 (IOTL, Secret, GIDm); claim_iotl2 (IOTL, Secret, SIGm); claim_iotl3 (I1OTL,

Secret, Tm); claim_iotl4 (1OTL, Secret, RNgm); claim_iotl5 (IOTL, Secret, AUTHm); claim_iotl6
(IOTL, Secret, RNhss); claim_iotl7 (IOTL, Secret, XRESIm); claim_iotl8 (IOTL, Secret, UHNI);
claim_iotl9 (IOTL, Secret, NAUTHm); claim_iotl10 (IOTL, Secret, NXRESIm);claim_iotla(IOTL,

Alive); claim_iotlw (IOTL, Weakagree); claim_iotlnia (IOTL, Niagree);claim_iotlnis(I0TL, Nisynch);
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Based on MME’s viewpoint in REPS-AKADS, the security claims are presented as

follows:claim_mme1(MME,Secret,GIDm);claim_mme2(MME,Secret,HNID);claim_mme3(MME,Sec

ret,RNgm);claim_mme4(MME,Secret,SIGm);claim_mme5(MME,Secret, AUTHm);claim_mme6(MME,
Secret,RNhss);claim_mme7(MME,Secret, NAUTHm);claim_mmea(MME,Alive);claim_mmew(MME,W

eakagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nisynch);

Based on HSS’s viewpoint in REPS-AKAD, the security claims are presented as

follows:claim_hss1 (HSS, Secret, XRESIm); claim_hss2 (HSS, Secret, AUTHm); claim_hss3 (HSS,

Secret, KASMEm); claim_hss4 (HSS, Secret, RNhss);claim_hssa (HSS, Alive); claim_hssw (HSS,

Weakagree); claim_hssnia (HSS, Niagree); claim_hssnis (HSS, Nisynch);

The evaluation results of REPS-AKAGS protocol are presented in Figures 82-85. As it

can be seen, the proposed protocols satisfy all defined security climes.

Figure 82: Scyther evaluation for defined claims in the 10TD (REPS-AKAD)
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Figure 83: Scyther evaluation for defined claims in the MME (REPS-AKADS)

Figure 84: Scyther evaluation for defined claims in the IoTL (REPS-AKADS)
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Figure 85: Scyther evaluation for defined claims in the HSS (REPS-AKAD)

7.3.3 Security analysis by BAN logic
Security correctness of the proposed REPS-AKAS are examined by using the BAN
Logic. This Logic formally verifies the transmitted messages and checks

confidentiality among involved nodes in different phases of REPS-AKA5 method.

The formal messages of the suggested REPS-AKADS protocol are as follows:M1 (n.m):
10TDn-m210TLm: {RNnm, {DTIDn-m} _inv (PKnm)} _PKgim, M2 (m): I0TLn PMME: {GIDp, {SIGn} _inv
(PKgim), Tm, RNgn} _PKmme, M3 (m): MME HSS: {GIDp, {HNID} _inv (PKmme), RNgm, SIGm} _SKpn,
M4 m): HSS PMME: {XRESL, {AUTHp} _inv (PKnss), KASMEm, RNnss} _SKmn, M5 (m): MME 10T L
{{AUTHm} _inv (PKmme), RNnss, HNID} _PKgim, M6 (n-m): 10TLm=210TDnm: {{AUTHm} _inv (PKgim),
RNgm, RNnss}_ PKnm, M7 (n-m): 10TDnm 210TLm: {{XRESn.m} _inv (PKn-m), AUTHnm} _PKgim, M8 (m):

10TLm=2>MME: {{XRESL} _inv (PKgm)} _PKinme.

We need to transform all messages into idealized logical format as follows:M1 (.m:
10TDn-m 210TLm:10TLn <{#(RNnm), {I0TDnm|= DTIDnm}PKnm™} PKgim M2 (m: 10TLn>MME:
MME < {{loTLn|=SIGn} PKgm?, #(Tm), # (RNgm)} PKmme, M3 @m: MME=HSS: HSS<
{10TLi|=S1Gn {MME|=HNID}PKmme > #(RNgm)}  SKwh, M4m: HSS > MME: MME <
{HSS|=XRESLm, {HSS|= AUTHm} PKnss'!, HSS|=>KASMEnm, # (RNnss)} SKmh, M5 (m): MME 10T Ln:
10TLm < {{HSS|=AUTHm} PKmme®, # (RNhss)} PKgim, M6@-m: 10TLm= 10TDnm: 10TDpm <

{{HSS|=>AUTHx} PKgiL, # (RNgn), # (RNhss)} PKnm M7 (nmy: 10TDnm= 10TLm: 10TLy < {10TDy.

205



n|=AUTHum, {10TDp.m|=> XRESnn} PKnm} PKgim, M8 (my: 10TLm= MME: MME < {{loTLn|=

XR ESLm} PKglm-l} P Kmme.

The following initial Assumptions (A) are considered to evaluate the suggested
method: Al: It is considered that the secret keys (i.e., GIKm, GXKm, SKn-m, and SKmn)
and public keys (PKmme, PKgim, PKn-m, and PKpss) are shared between involved entities

GIKm SKn—m PKgim
as follows: 10TDnm|= 10TDpm «— 10TLn A 10TDp.p < HSS A ——10TLm, 10TLm [=l0TD.

GIKm GXKm PKmme PKp—m SKmh PKgim
me—I10TLm A l0TLym ¢— HSS N —— MME N~—— 10TDn.m, MME |= MME «— HSS 1 —— loTLn,

PK

PKpss SKm mme . ..
N —25 HSS, HSS |= MME 5 HSS 1 —5 MME, A2: It is assumed that the entities calculate

(i.e., control) some security parameters and generated keys as follows: 10TDn.m|=DTIDx.

mAXRESn-mA SKDLpm A AUTHpm, 10TLm |[= SIGm A MXRES A XRESLm A UHNI A MK A CK A 1K /1

AK N KASME /A KASMEm A AUTHp /A SKDL.m AAUTH 1, MME |= UHNI , HSS |= SIGm A MXRES

A XRESLm /A XRESn.m /A MK A CK A IK A AK /4 KASME A KASMEn 4 AUTHn, A3: We consider
that the entities generate some random value to use in key derivation and
authentication functions as follows: 10TDnm| = # (RNnm) , 10TLm | = # (RNgn) , MME | = #

(RNmme) , HSS | =# (RNhss), Ad: It is considered that the entities have some security value

m

. IMSI DCIDy,—
related to other involved nodes as follows: 10TDnm = (10TDpm & HSS) A (I0TLy —=—=

DCIDp—m HVP MVP
HSS) , 10TLm |= 10TLy &—= HSS , MME |= (MME <> HSS) /4 (MME < HSS) , HSS |= (MME

<5 HSS) A (MME <= HSS) / (I0TDpm &= HSS) A (10TLn =8 HSS).

The main security Goals (G) of the suggested protocol are as follows: providing mutual
authentication between involved entities (i.e., 10TD, l1oTL, MME, and HSS), and
establishing strong session keys between 10TD (as user side) and MME (as network
side). Detailed security goals are represented as follows: G1: The mutual
authentication between involved nodes is ensured in the suggested approach as l1oTLy|=

HSS|= MME A MME|= HSS|= IoTLn then 10TLy |= MME A MME| = IoTLy, and also as 10TDn.m |=
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10TLm |= HSS|= MME A MME|= HSS| = [0TLn|= I0TDn.m then 10TDy.m |= MME A MME|= I0TDn.m
and because 10TLn|= HSS|= MME|= 10TDn.m A 10TDn.m |= HSS|= MME |= IoTLn then l1oTLy |=
[0TDn.m A 10TDnm |= loTLm, G2: Key acceptance achieved between different defined

entities. There is a matched KASME between the MME and 10TLw to present a strong

KASME,,
key agreement. AS MME|= IoTLn|= KASMEn A 10TLn|= MME |= KASMEr then 1oTL, ———

MME, G3: Message authentication between corresponding entities is satisfied as 10TD..
m|= I0TLn| ~AUTHm (in M6(n-m)), 10TLn|= I0TDn.m| ~DTIDn.m (in M1(n-m)), 10TLn|= I0TDnm |~
XRESh.m (in M7(n-m)), 10TLn |= MME |~ AUTHy, (in M5(m)), MME |= IoTLy |~ SIGn (iN M2(m)),
MME|= IoTLn| ~XRESLn (in M8(m)), MME |= HSS | ~ AUTHn (in M4(m)), and HSS |= MME |~
HNID (in M3(m)), G4: Key agreement is satisfied in involved nodes as follows: 10TDp.n
|= I0TLm|= SKDLn.m A 10T |= I0TDn-m | = SKDLn.m then 10T Do ™™™ 10TL,y and also HSS | =
10TLm |= MK A 10TLn |= HSS |= MK then HSS & IoTDLn, G5: The key freshness between
[0TLm and 10TDn.m in 10T group is provided. The key freshness is also satisfied
between 10TLm as group side and HSS as network side. The key freshness between
these entities holds since 10TDym|= IoTLn|= #(RNnm) A #(RNgn) A #(RNhss), 10TLm|= IoTDn.m|=
#(RNn-m) 1 #(RNgm) /1 #(RNhss), 10TLm|= HSS |= #(RNgm) /A #(RNhss), HSS |= 10TLm|= #(RNgm) A #(RNnss)
thus, MK = KDF ((RNnss @RNgm), GXKm), CK = F3 (RNhss) MK, IK = F4 (RNhss)
MK, AK = F5 (RNhss) MK, KASME = KDF ((SON @ AK), HNID, CK, IK) MK,
KASMEm = KDF (RNhss, KASME, SIG) GXKm, and SKDLn-m= KDF((RNgm @ RN
m), GIKm) are fresh keys accordingly, G6: Confidentiality between the 10TLm (as a

KASMEm,
OTLyy| E(IoTLm<—> MME),MME<1 X}KASMEp,

group side) and the MME (as a network side): :

10TLym | EMME | ~ {X}g ASME,

_ KASMEm
MME | :(IoTLm<—> MME),IOTLm < {Y}kASMEn,

— Where ‘X’ and ‘Y’ are transmitted messages
MME | =I10TLm | ~ (V}kASMEm,

from loTLn and MME respectively, G7: Confidentiality between the 10TLm (group

leader) and the 10TDn-m (group
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SKDLp-m SKDLp-m
10TLyy, | E(IoTLm<—> IoTDn,m),IoTDn,,,ﬂ {Z}skpLp_m 10TDn-ml E(IoTLm<—> IoTDn,m),IoTLm<l {R}YskDLn—m
N

10TLyy | =10T Dy |~ {Z}skDLpy1m 10TDy - | 10T Ly |~{R}skDLy, _1m

device):

Where ‘Z’ and ‘R’ are transmitted messages from 10TLm and 10T Dn.m respectively.

Then, we evaluate the idealized form of our presented method based on defined
hypothesis and the BAN Logic rules. The used BAN Logic rules includes Message
meaning rule (R1), Jurisdiction rule (R2), and Nonce Verification rule (R3). We

employ the BAN logic rule (R2) to

HSS | 10T Ly |=>S1Gp,HSS | Z10T Ly |=SIGry 10T Ly | =HSS | = AUTHyp 10T Ly | =HSS |ZAUTHp,

derive: ,
HSS | =SIGm, 10TLy, | =AUTHpy,

)

HSS | =MME |=HNID,HSS | =MME |=HNID 10T Ly, | =I0TDy_pm |=AUTHp_m, 10T Ly, | =10TDp_m |EAUTHn_m-I- 0 sati sfy
HSS | =HNID ’ [0TLy, | SAUTHy_m

Gl We utilize the BAN logic rule (R1) to derive:

SKmhn
MME | E(MME — HSS),MME <1{KASMEm}SKmh

A I0TL,, | = KASME,, To satisfy G2. We use the

MME | =HSS |~KASMEm,

PK gim
10TDp_pm | =( —=— 10T Ly, ),IOT Dy <{AUTHy} -1
PK gim

BAN logic rule (R1) to derive:

[0TDpy_ym| =10T Ly |~AUTHyp,

PKn-m PKn—-m
10T Ly, | z(—» IoTDn_m>,10TLm<1{ XRESp-m Ypy -1 10TLp| E(—> IoTDn_m),IoTLm<1{DTIDn_m}PKn el

10TLyy| = 10TDy—m |~ XRESp_m 10TLyy| = 10T Dy |~DTIDy_p,

PK
PK _ glm
10TLy, | E(ﬂ) MME)'IOTLmQ{AUTHm}PKmmE_1 MME | :<—> IOTLm>,MME<1{SIGm}PKglm—1

10T Ly | = MME |~AUTHp, MME| = [0T Ly |~SIGm

PK Im
MME| E(L 1oTLm>,MME<{XRESLm}pK .-
glim

MME| = 10T Ly, |~XRESLy,

PKpgs PK
MME | z(—» HSS).MME<1{AUTHm}PKhSS—1 HSS]| E(L’"ﬁ MME),HSS<{HN1D}

Pemme T satisfy G3. We

MME| = HSS |~AUTHyy, HSS| = MME |~HNID

10T Dy |=10T Ly |=SKD Ly, J0T Dy | ZI0T Ly |=SKDLyy
10T Dy - |=SKDLy—mm

employ the BAN logic rule (R2) to derive:

1]

10T Ly | =10T Dy |=SKD Ly, I0T Ly | =I0T Dy |=SKD Ly
10TLy, | =SKDLp—m

HSS|=I0T Ly |=MK,HSS|=10TL1ny |=EMK  10TLyy|= HSS|=MK,[0T L1y, |=HSS|=MK . .
ISSIoNK ) T To satisfy G4. Then all derived

keys and parameters from MK and SKDLx-m can be proved accordingly. We employ
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the BAN logic rule (R3) to

10TDyp—pm| E#(RNgm),IoTDn_m|EIoTLmI~RNgm/=IoTDn_m|EIoTLm|=>RNgm,IoTDn_m|EIoTLm|ERNngh us
)

derive:
10TDp—m|=I0TLim|=RNgm 10TDn—m|=RNgm

the MK and all derived keys (i.e., CK, IK, AK, KASME, KASMEr, and SKDLn.m) are
generated as fresh keys. We applied the same approach to prove key freshness in other
entities (i.e., HSS, MME, and IoTLm) using random values (RNhss and RNn.m). Hence

the protocol satisfies G5. Using proofs in G2 and G4, we found that 1oTLn |= HSS |=

MME | =HSS |=KASME, MME | =HSS |=KASMEm,
MME | =KASME,

KASMEn, and MME |= HSS |= KASME,. And by (R2):

Then, we have IoTLm% MME to satisfy G6. Using proofs in G4, we found that

I0TDnm | = IoTLw | = SKDLn-m A IoTLm|=IoTDnm|= SKDLym. And by G5 and (R3):

10TDp—m| =#(RNgm), 10T Dy |=10TLin|~RNgm y 10T Ly |=#(RNyy— ), 10T Ly |=10T Dy — | ~RNp,
10TDp_m | =RNgm 10TLy|=RNp—m

-m we found that

SKDLn-m is fresh and depend on RNgm and RNy.m which are shared between entities.

Thus, we have IoTL,, S MME to satisfy G7. It is worth to mention that we have
followed the same approach by using BAN logic rules to provide the security prove
for re-authentication phases.

7.3.4 Proof of security requirements

We provide a security analysis of the REPS-AKAGS protocol to demonstrate that the
proposed approach can cover the security goals in LTE-enabled loT systems.
Moreover, suggested protocol has been compared with some other security methods
with respect to several security goals at the end of this section [69] [42] [10]. In this
security analysis, we assumed that there is no private interfaces between involved
entities (i.e., IoTD, lIoTL, MME and HSS). Thus, an attacker can access to the wireless
channels between each 10T device and the IoTL. S/he can also monitor communication
channels between each 10TL and network side. We illustrate some correctness proofs

for the proposed method with their achievements as follows:
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Claim 1: The REPS-AKAGS provides strong message authentication.

Proof: In REPS-AKADS, the transmitted messages must be verified by receiver to
ensure that the messages are made by a valid node. The REPS-AKADS provides a strong
message authentication between involved roles properly. The 10TLm will be sure that
the received message is from a valid 10T Dn.m because the message M1.m)is signed by
using inverse public key of the 10TDnm. In the message M1n.m), the loTLm
authenticates 10TDn-m using {DTIDn.m}_inv (PKn-m). In addition, the involved entity
cannot deny its signature in the transmitted messages which are sent to another entity.

Message authentication is satisfied in other AKA messages as illustrated in Table 33.

Table 33: Message authentication in REPS-AKAS5

Phase Messages Authentication Descriptions
M1 (-m): 10TDn-m 2 10TLm The DTIDn-mis authenticated by 10TLn as built by 10TDn-m
S M2 m): 10TLm 2 MME The SIGm is authenticated by MME as built by 10TLm
= M3 m): MME 2 HSS The HNID is authenticated by HSS as built by MME
® .8 M4 (m): HSS 2 MME The AUTHn is authenticated by MME as built by HSS
LS M5 (m): MME 2 10TLm The AUTHn is authenticated by 10TLn as built by MME
§ M6 (-m): 10TLm 2 10TDn-m The AUTHnm is authenticated by 10TDn.m as built by 10TLm
< M7 (-m): 10TDn-m 2 10TLm The XRESn-m is authenticated by 10TLn as built by 10TDn-m
M8 (m): 10TLm 2 MME The XRESLn is authenticated by MME as built by 10TLm
M1 (n-m): 10TDn-m = 10TLm The RNn-m is authenticated by 10TLm as built by 10TDn-m
% = M2 (m): 10TLm 2 MME The UHNI is authenticated by MME as built by 10TLm
=5 M3 m): MME 2 10TLm The NAUTHm is authenticated by l10TLn as built by MME
g <q§ M4 (n-m): 10TLm 2 10TDn-m The NAUTHm is authenticated by 10TDn-m as built by IoTLy,
o = M5 (n-m): 10TDn-m = 10TLm The AUTHn-m is authenticated by 10TLn as built by 10TDn-m
M6 (m): 10TLm 2 MME The NXRESLn is authenticated by MME as built by 10TLm
= < M1 m): 10TLm 2 MME The UHNI is authenticated by MME as built by 10TLm
=] M2 (m): MME 2 10TLm The NAUTHm is authenticated by loTLm as built by MME
4;1.2 f,F, M3 m): 10TLm = MME The NXRESLm is authenticated by MME as built by 10TLm
W <

M1 (r-m): 10TDn-m 2 10TLm The NDIn-m is authenticated by l0TLm as built by [0TDn-m
M2 (n-m): 10TLm = 10TDn-m The NAUTHnm is authenticated by 10TDn.m as built by
10TLm

M3 (n-m): 10TDn-m = 10TLm The NAUTHh-mis verified by 10TLm as built by 10TDym

Internal
re-Auth.

M1 (n-m): 10TDn-m =2 10TLm The TDInmis authenticated by 10TLn as built by 10TDn-m
M2 (n-m): 10TLm = 10TDn-m The NAUTHm is authenticated by 10TDn-m as built by
10TLm

M3 (r-m): 10TDn-m = 10TLm The TAUTHn-m is authenticated by 10TLm as built by 10TD.m

Group
member
updating

210



Claim 2: The protocol ensures robust mutual authentication.

Proof: The proposed method need to guarantee that all the involved nodes can provide
a strong mutual authentication efficiently. A robust mutual authentication also helps
to avoid performance bottlenecks. The REPS-AKAS approach provides robust
authentication between loTLn and 10TDn.m, between MME and loTLm, and between
HSS and MME (i.e., EPC entities). For a robust mutual authentication, the HSS as
network side generates AUTHm and XRESLm parameters using random numbers and
the secret keys. On the 10T group side, 10TLm also generates these parameters by the
same random numbers and received XRESy.m from all the 10TDn.m. The 10TLm checks
received AUTHm and compares it with generated one in 10T group. If both values are
equal, it shows that the HSS is valid node in the home network. It also shows that
MME is a genuine node in the serving network authenticated by the HSS. In addition,
the MME can verify authenticity of the 10T group (i.e., IoTLm and all 10TDn.m) by
checking equality of the two XRESLm. These XRESLn values are sent by HSS and
I0TLm. If they match, it means the 10T group (i.e., all the 10TDs) are valid nodes in
LTE-enabled IoT system. We can prove mutual authentication between all other nodes
by the same way. The 10TDn-m verifies the 10TLm by using SKDLn-m, NSKDLx.m, and
TSKDLn-m. The 10TLm also can authenticate each 10T Dn-m using AUTHm, NAUTHm,
AUTHn.m, NDlh.m, TDIn-m, XRESh.m and TAUTHn.m. The group side (i.e., 10TLm)
verifies the network side (i.e., HSS and MME) as by using NAUTHm, and AUTHm.
The HSS authenticates the 10T group (i.e., I0TLm and 10TDn.m) by using AUTHm,
SIGm, SKn-m, and GXKp. Additionally, the MME verifies the loTLm and the loT group
employing XRESLm, NXRESLm, and UNHI. In the EPC section, the HSS and MME

can authenticate each other using HNID value generated by HVP and MVP.
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Consequently, proper mutual authentication is achieved when the involved nodes
verify each other. In the REPS-AKAS, all these mentioned parameters are generated
using strong calculations, random numbers, and pre-shared secret keys. These secret
keys are only known to the valid MME and HSS as LTE network side and the 10TDs.
An attacker cannot compromise these secret keys since we never send these pre-shared

keys over insecure communication channels in the LTE-enabled 10T system.

Claim 3: The protocol ensures protection of IoTD’s Identity.

Proof: The REPS-AKAS5 protocol protects [oTD’s identities in the LTE-enabled 10T
systems. In the standard EPS-AKA, each 10T Dn.m has to forward its IMSI value (i.e.,
user identity) to the MME in clear text. Therefore, an adversary can obtain the
transmitted IMSI and launch different malicious attacks. In the suggested method, each
10T Dn.m and the group leader use dynamic IDs, instead of the original IDs. Thus, an
attacker is not able to extract the original ID of each 10TD. Consequently, the privacy
requirement are provided appropriately during the REPS-AKAS5 procedures. For
strong privacy preservation in REPS-AKA5 method, each 10TDnm also calculates
DTIDn-m, NDln.m, and TDIn-m in different situations (i.e., First Authentication, Internal
re-authentication, and Group member updates). Then, the I0TDn.m encrypts them by
using the public keys before transmission. Hence, an attacker can never succeed in
extracting the original identity of each 1oTD. In addition, the loTLm aggregates the
DCIDn.m of all 10T Dn.m into one SIGm and then forwards it to the MME. Moreover, the
MME uses secret key (i.e., SKmn) to encrypt the received GIDm, and SIGm as group
identifiers before sending them to the HSS in the home network. In group member
updating, the REPS-AKADS also provides strong privacy by employing dynamic device

identities. For each authentication process, a unique and dynamic device ID is made
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by random value (i.e., RNn.m) and proper secret key (i.e., GIKm) whenever a new
10T Dn.m connects to the 10T group. Thus, the suggested method provides the privacy

of each 10TD considerably.

Claim 4: The protocol ensures resistance to the MitM attack.

Proof: The secure session keys and dynamic identity of IoTD’s protect the LTE-
enabled loT system from the MitM attacks. The proposed REPS-AKAS5 protocol
ensures secure communication between the involved nodes. Therefore, an attacker
cannot forge original ID of 1oTDs. Hence, the suggested method is resistant to the
MitM attacks properly. A malicious attacker cannot extract the IoTD’s identity (i.e.,
IMSI) since their dynamic and temporary IDs are generated and transmitted instead of
original IDs. In addition, other AKA parameters such as SIGm, AUTHm, NAUTHm,
TAUTHnm, and AUTHu.m are not sent in clear text. Hence, in the REPS-AKA5
protocol, the group’s identity also cannot be retrieved/modified by an adversary.
Additionally, the NKASMEn, and KASME, are derived from generated master key
(i.e., MK). The MK is calculated by using random value and GXKm which is shared
between loT group leader and network nodes. As all session keys are derived from
these keys (i.e., NKASMEr and KASMEn), an attacker cannot retrieve the session
keys by the public information. In the REPS-AKADS, the 10TLny and network nodes
(i.e., HSS and MME) locally calculate these master keys and derived session keys with
pre-shared secret keys (i.e., GXKm). The GXKnmn key also is not forwarded over
insecure communication channels. Thus, the attackers are not be able to generate the
session keys, even if they steal some AKA parameters during transmissions. Moreover,
all AKA messages are encrypted and embedded with a random number and timestamp.

These timestamps prevent the AKA transmitted messages from being reused by
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attackers. Consequently, MitM attacks can be thwarted in LTE-enabled IoT systems

by using pre-shared keys, random values, and dynamic/temporary IDs.

Claim 5: The REPS-AKAGS can optimize generation overload of AKA parameters.

Proof: In REPS-AKAS5, the NKASME are generated by using shared random
numbers, updated key (i.e., UPK) and the KASMEm. Hence, in re-authentication
phases, there is no need to calculate KASMEm in group/network side. This manner
helps to decrease key generation overload. Furthermore, the AKA parameters such as
NAUTHm, NUHNI, NXRESLm, NAUTHn-m, and NSKDL,.m are generated by random

numbers and UPK to optimize the overload of AKA parameter generation.

Claim 6: The protocol ensures resistance to SNID leakage.

Proof: The HSS in home network can authenticate the MME in serving network by
generating and verifying HNID value. The HNID is calculated by using the MVP and
HVP values which are pre-shared and stored in the HSS and MME. The HNID is
encrypted by inverse public key and SKmn, which means that the adversary has to know
the keys to encrypt the HNID. The EPC nodes update these parameters frequently
according to the system policies. Thus, by using REPS-AKADS, the HSS protects the

identity of MME from being impersonated even if its SNID parameter is extracted.

Claim 7: The REPS-AKAS ensures resistance to single-key dependency.

Proof: One of the most significant features of the presented protocol is that it

overcomes the single key issue of the standard EPS-AKA protocol. The REPS-AKAS5
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ensures resistance to the single-key issue properly. In the EPS-AKA, the UE (i.e.,
[0TD) and the HSS employ a symmetric key to run AKA protocol. If this key is
obtained by an attacker, s/he can extract all the subsequent keys. In this case, the
secrecy of whole system will be at risk. To avoid this issue, the proposed method uses
some fresh and dynamic keys instead of the permanent one. These keys are reallocated
after each successful AKA procedure in LTE-enabled 10T system. In the REPS-AKA5
protocol, these generated keys are linked with original keys (i.e. GXKm), SIGm, and
random numbers. For each new authentication, the loTLm and network nodes employ
a new random number to produce fresh master keys accordingly. The main goal of the
MK and UPK is to protect LTE-enabled 10T system from single key issues. These
master keys (i.e., MK and UPK) and derived parameters (i.e., XRESn-m, XRESLmand
AUTHn) are created by random numbers and one-way hash functions. This way make
them very difficult to be extracted. Even if an attacker compromises the pre-shared
keys, s/he can never obtain MK and UPK. Therefore, s/he cannot extract other session
keys and security parameters. The MK and UPK are used to generate fresh KASMEn
and NKASMEr, which are main keys to calculate other keys in REPS-AKADS. Thus,

the presented method avoids the single key issues in AKA procedure appropriately.

Claim 8: The REPS-AKAS can provide confidentiality in control plan.

Proof: Inthe EPS-AKA protocol, adversaries can steal transmitted messages in control
plan. But, the REPS-AKAS protocol ensures resistance to eavesdropping attacks by
using a combination of asymmetric and symmetric algorithms. These algorithms are
used between involved nodes including 10TDn.m, 10TLm, MME, and HSS. By using
the suggested approach, attackers are unable to eavesdrop on security parameters

transmitted through wire/wireless links. Therefore, the protocol is safe under this
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adversary model. We use a combination of symmetric and asymmetric algorithms to
provide proper confidentiality for all the wire/wireless interfaces. Hence, this approach
Is also resistance to DoS and MitM attacks. These attacks are feasible because of
sending unprotected message to the network nodes. In the REPS-AKAS5, all
transmitted parameters are encrypted by a secret keys and public keys, as shown in
Table 34 (Asym: Asymmetric, Sym: Symmetric). Therefore, confidentiality
requirements can be satisfied by the REPS-AKAS protocol completely. When the
proposed AKA method is completed, the 10T group and the MME agree upon
KASMEn/NKASMEn. Then, these nodes derive related NAS and AS keys to ensure

confidentiality and integrity protection in the NAS/AS layers.

Table 34: Asymmetric and symmetric keys in REPS-AKA5

Phase Messages Encryption types keys
- M1 (n-m): 10TDn-m =2 10TLm Asym PKgim
2 M2 m): 10TLm 2 MME Asym PKinme
g M3 (m: MME > HSS Sym SKanh
S M4 @m): HSS 2 MME Sym SKimh
s M5 m): MME = 10TLm Asym PKgim
< M6 (-m): 10TLm 2 10TDn-m Asym PKnm
.L%’ M7 (-m): 10TDn-m = 10TLm Asym PKgim
M8 @m): 10TLm 2 MME Asym PKinme
M1 (-m): 10TDn-m = 10TLm Asym PKgim
@ M2 @m: 10TLm 2 MME Asym PKinme
=35 M3 m): MME 2 10TLm Asym PKgim
S M4 (n-m: 10TLm 2 10T D Asym PKom
© = M5 (n-m): 10TDn-m = 10TLm Asym PKgim
M6 m): 10TLm = MME Asym PKinme
= M1 @m: 10TLm 2 MME Asym PKinme
£3 M2 (m: MME 2 10TLm Asym PKgim
20 M3 @m): 10TLm = MME Asym PKinme
- . M1 (-m): 10TDn-m = 10TLm Asym PKgim
g5 M2 (n-m): 10TLm 2 10TDom Asym PKnm
2 f‘é M3 (n-m): 10TDn-m= 10TLm Asym PKgim
o | M1@m:10TDnm= 10TLm Asym PKgim
gé S | M2 (m: 10TLn > 10TDnm Asym PKom
o o g_ M3 (-m): 10TDn-m = 10TLm Asym PKgim
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Claim 9: The REPS-AKAJS ensures prevention of replay attacks.

Proof: The REPS-AKAS5 method provides a perfect resistance to the replay attacks. In
our method, the involved nodes (i.e., I0TDn-m, I0TLm, MME, and HSS) employ some
fresh random number (i.e., RNn-m, RNgm, RNmme, and RNhss) and fresh timestamp (i.e.,
Tm) to withstand the replay attacks. Therefore, when an adversary wants to resent a
previously used request message, s/he cannot generate a valid message by reusing
previous random numbers. The MME verifies the request message (i.e., M2m)) using
the Tm value which marks the release time of each transmitted message. If the T is a
valid timestamp, then the MME accepts the AKA request from the 10T group.
Otherwise, it ignores the received request and does not forward the request to the home
network (i.e., HSS node). Thus, random values in transmitted messages can defend

against replay attacks in LTE-enabled 10T systems.

Claim 10: The protocol ensures resistance to redirection attack.

Proof: The proposed protocol can be resistant to redirection attacks since it provides
a strong mutual authentication by employing a proper challenge-response procedure.
In the standard EPS-AKA, an attacker can launch a redirection attack by simulating a
fake network node and extracting security information of an loTD. Then, s/he
impersonates him/herself as a valid 10TD and forwards the modified messages to LTE-
enabled 10T system. This adversary model fails if that attacker fails to extract [oTD’s
security parameters by simulating the network nodes. Without these information, the
attacker is not able to impersonate an 10TD and connect to a legitimate LTE-enabled
0T system. In the REPS-AKADJ, the group leader (i.e., loTLm) produces the SIGm by
using security information of all the 10TDs and sends the SIGn, to the LTE network.
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Then, the HSS generates and verifies this SIGy to authenticate 10T group in LTE-
enabled 10T system. The AKA request message is ignored if the HSS fails to match
the SIGn forwarded by the MME and the generated one. Hence, the attacker cannot
impersonate any loT group and connect to LTE system. In addition, an identity of each
I0TD is preserved by RNn-m, and GIKm. Hence, the attacker cannot obtain the original
identity of the 10TDs and fails to impersonate them. Therefore, it is impossible for a

malicious adversary to launch a redirection attack on the LTE-enabled 10T system.

Claim 11: The protocol provides Perfect Forward/Backward Secrecy (PFS/PBS)

Proof: When an AKA protocol provides a PFS and a PBS, even if the secret key of
each 10TD is compromised by attacker, s/he cannot learn all the following security
keys. In the REPS-AKAS5 method, the long-term secret keys (i.e., GIKm, GXKm, and
SKn-m) are stored in the safe environment of the involved nodes. It is very difficult to
be obtained by an adversary. Even if these secret keys are compromised, the following
security parameters and generated keys cannot be achieved. Because the master keys
(i.e., MK and UPK) are calculated by the random number (i.e., RNgm, RNmme, and
RNhss), the suggested approach can ensure the freshness of the derived keys/parameters
(i.e., KASMEmn, NKASMEn, XRESLm, and AUTHm). Moreover, in group updating
phase, the 10TLm removes all the previous binding information of the removed 10TD.
In addition, when a new 10TD joins the group, 10TLm employs new/temporary security
parameters (i.e., NDln.m and TDIn.m) to the newly joined l1oTD. Thus, on group
updating phase, the PBS/PFS can be provided properly. When a new node (i.e., 1oTD)
wants to join the loT group and starts its AKA process, it does not have access to the
security parameters before it is validated by that group leader. Similarly, whenan 1oTD

leaves the 10T group for any reason, it fails to use the group communication. Since the
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internal key of the group is updated as soon as one 10TD leaves the 10T group.
Accordingly, an attacker is not able to reach to the current group key and derived key
(i.e., NSKDLn.m) using previous/next keys. Thus, the REPS-AKA5 method can

provide the key unlink-ability and PFS/PBS.

Claim 12: The protocol ensures resistance to DoS attack.

Proof: The DoS attacks can be performed by a set of fake 10TDs during the AKA
procedure. The REPS-AKAS approach provides a practical congestion avoidance to
defend DoS attack by using a group-based approach. The HSS recognizes the
modified/forged request messages by checking SIGm value which is sent by 10TLm
(i.e., group leader). The HSS generates the SIGn and compares it with received one
from 10TLm through the MME. If the HSS finds a mismatch between these two SIGm
parameters, the HSS ignores this access request. As this request is received from an
invalid 10TD in the 10T group, the HSS forwards an AKA decline message to the loT
group through the MME. Thus, an attacker cannot run out the HSS resources and
launch a DoS attack easily. On the other hand, each 10TLmn computes the NAUTHm
and AUTHn to verify the authenticity of network by comparing them with received
ones. If this match fails, the loTLm transmit an AKA failure message to the network

nodes. Thus, the presented method can resist the DoS attack in the AKA procedure.

In Tables 35 and 36, we compare the security properties of the proposed protocol with
other AKA methods [42] [10] (S: Satisfied; U: Unsatisfied; Asym: Asymmetric; Sym:
Symmetric). As it can be seen from the tables, the suggested protocol can resist more

security threats/attacks than other AKA methods.
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Table 35: Comparison of security properties in Group-based AKA protocols

Security Goals —
— «Q —
B|EESIE | |g
— — | | X
RS IS IS IS SRS E Rl R -
) e B = G N S P R S8 e B3 IV B
SEEEEHEHE R B
<[ <> |2|2|%||a|8 |2
w| o O o4 b x| J| x | o w
o| W] 2 o o|lalo|o O » @
Type of cryptosystem - = =
5|5| 55|55 55 55 |¢%
f\ f\ ) < f (2P 2N %) f
Basic security requirement S| S S S S|S|S S S S S
Adaptation to the 3GPP ulu S U UjlU]|Ss U S S S
Protection of user’s privacy S| S S U UlS]|U S U S S
Signaling congestion avoidance ulu U S S|S|S S S S S
provide PFS/PBS features S|U S S S|U]|[S S U S S
Maintain unlink ability of group keys ulu U S Uujlju]lu S U S S
Overcome single key issues ulu U U Uujlju]lu U U U S
Resistance to redirection attack S|U U S U|S | S S S S S
Protection against MitM attacks S|S S S S|S|S S S S S
Resistance to impersonation attacks S|S S S S|S|U S U S S
Secure against Replay attacks S|S S S S|S|S S S S S
Resistance to DoS attacks S|U U U S|[S|[S S U U S
Total number 8 |5 7 8 71818 10 | 6 10 12
Table 36: Security comparison of the Group-based AKA protocols
Security properties _
o — — —_— — [s2) —_— —_—
Sl e &g el 2|83 gy
4 o o o 4 4 4 4 A §
) ) ) ) ) ) ) ) =
& [ M| & & =7 M| M|l X <
Cryptography system o -
E| | E| g| g | £| g| g|
A& < AR £ | n E
Based on the 3GPP architecture S S |U| S S S S| S S
Ensures privacy protection Ul U |S|U]| S S S|S S
Avoid signaling congestion issue UlU|JU|S | U UJ|S|[S S
Protection from redirection attack Ul U |jujuj|u S S|S S
Resistance to MitM attack U U|JU|U| U S S| S S
Resistance to replay attack S S S| S S S S| S S
Protection from impersonation attack U U|JU|U| U S S| S S
Resistance to DoS attack U U|JU|U| U S S| S S
PFS/PBS Ul U |jujuj|u U|S|S S
Avoids the single key issues Ul U |JUjJUuU] U U |lS|U S
Supports to the loT-based pplication Ul U |jujuj]u U |lU]|[S S

7.4 Performance analysis of the proposed model: REPS-AKAS5

The performance analysis of the REPS-AKADS approach is presented with respect to
five metrics including total bandwidth consumption, bandwidth consumption of core

traffic, computation cost, signaling overhead, and storage overhead. We compare our
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protocol with some other suggested methods to illustrate that the REPS-AKADS brings
a significant improvement in terms of the mentioned metrics.

7.4.1 Total bandwidth consumption

To evaluate the Total Bandwidth Consumption (TBC) of AKA protocols, we consider
that there are “n” [oTDs and “m” IoT groups, where “n” is greater than “m” (logically).
The TBC of each AKA method can be evaluated in terms of the length (in bits) of the
transmitted messages by (7.1) [12, 24, 41]: TBCaga = Z{iiil(MSG)k (7.1)
Where “i” is the total number of transmitted messages in AKA method, and (MSG)«k

shows the length of the k™ message (in bits).

The TBC of REPS-AKAGS (First Authentication phase): The REPS-AKA5 uses
messages in first authentication phase. The list of the involved parameters and their
sizes (in bit) are shown in Table 37. The TBC of the REPS-AKAS5 protocol can be

calculated as: TBCgreps_axas = SX=8(MSG), = 800n + 1376m.

Table 37: Size of the used parameters in the REPS-AKAS

Parameter Size (bit)] Parameter Size (bit)]  Parameter Size (bit)
RNn—m/RNgm/RNmme/ RNhss 128 Tm 32 HNID 32
XRESh-m 32 IMSI 128 | (N) UHNI 32
(N) XRESLm 32 SIGm 64 TDln-m 128
DCIDn-m/ DTIDn-m 128 GIDn 32 NDIn-m 128
(N) KASMEm 256 (N) AUTHm 128 (N/T)AUTHnm 128

The TBC of REPS-AKAS (Complete re-authentication phase): In complete re-
authentication phase of the REPS-AKADS, we perform AKA procedure only with 6
messages. The TBC of the REPS-AKADS in this phase of protocol (REPS-AKA5c-re-

Auth-ph) ) can be presented as: TBCgrgps—akasc-re- auth- phy = Zk=s(MSG)), = 640n + 512m.
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The TBC of REPS-AKAS (External re-authentication phase): In External re-
authentication, we need 3 messages. The TBC of REPS-AKAS5 (REPS-AKAS5(E.-re-Auth-

ph)) can be presented as: TBCgreps-akasE-re- auth- pr) = k=3 (MSG), = 512m.

The TBC of REPS-AKAS (Internal re-authentication phase): In Internal re-
authentication, we use 3 messages. The TBC of the REPS-AKAS (REPS-AKAS5;.re-

Auth-ph)) Can be calculated as:  TBCreps-akas(-re- auth- phy = L3 (MSG), = 768n.

The TBC of the AKA protocols per message is presented in Table 38 [42]. We compare
the TBC of the proposed REPS-AKAS methods with other methods. The TBC ratios
of the REPS-AKAS5 methods with other protocols for the different values of “n” (when

m=50) are presented in Table 39.

Table 38: The TBC (in Bits) of group based AKA protocols (per message)
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w @ (OS] [O4 X ¥ m x X X x o m Ww X W X
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64m 64m 64m 128m
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M3 1200 | 128n+ | 38an+ | 38an+ 448n+ | 3200+
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ME | 3gan | 256m | 480n | 64m | 128n | 86an | 68sn | 320n | 512n %32?: 384n
M7 | 1072n | 128m | 496n | 7520 | 960n | 64n | 64n | 384n | - 64n | 160n
M8 256n 576n 64n 448n 32‘;2*' 64m 64m - - 64m 32m
M9 - sion | - | 3sam | 1024 - - - - .
M10 - 2560 | - T 10240 | - - - : -
M11 - 2560 | - - B : - - : :
M12 - 1280 | - - - : - - : - -
Total 1712(n- 1728 1040(n 2080n 3363n 2144n+ 1968n 896n+ 1920n 1600n 800n+
(bit) m) (n-m) -m) + 256 +1888 2176m +1992 192+1 +1072 +1912 1376m
+2824m +3200 +2464 +2400 m+ m 384m m m
m m m 832
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Table 39: The ratio of TBC for different AKA protocols (when m=50)

Different values of “n”
Ratios of AKA protocols

300 500 800 1000
0.542- | 0514- | 0.497- | 0.491-
PP (¢_pueny / SE PP(c_re—auth) / SE PP (g_re_auth) PP(1_re—puth) 0.382 0379 | 0377 0.376
— AKA — AKA / SE — AKA / SE — AKA 0.044- 0.028- 0.017- 0.014-
0.404 0421 | 0431 0.434
0.521- | 0.500- | 0.486- | 0.482-
PP r_aueny / EG PP(c_re_gutn) / EG PP (g_re_auth) PP(1_re—puth) 0.367 0.368 | 0.369 0.369
— AKA — AKA / EG — AKA / EG — AKA 0.043- 0.027- 0.017- 0.014-
0.389 0.409 | 0.421 0.426
0.805- | 0.792- | 0.784- | 0.781-
PP(F*AuL‘h) PP(C—re—Auth) PP(E—re—Auth) PP(I—re—Auth) 0.567 0.584 0.595 0.598
/ NOVEL — AKA / NOVEL — AKA / NOVEL — AKA / NOVEL — AKA 0.066- | 0.043- | 0.028- | 0.023-
0.601 0.649 | 0.680 0.691
0.414- | 0404- | 0397- | 0.394-
PP (g_putn) PP (c_re-nuth) PP (g_re—nuth) PP (_re-puth) 0.292 0.297 | 0.301 0.302
/ GROUP — AKA / GROUP — AKA / GROUP — AKA / GROUP — AKA 0.034- 0.022- | 0.014- 0.011-
0.309 0.330 | 0.344 0.349
0.279- | 0.263- | 0.254- | 0.244-
PP (p_gutn) PP (¢_re-nuth) PP (g_re—auth) PP (1_re—auth) 0.197 0.194 | 0.192 0.187
/ GBAAM — AKA / GBAAM — AKA / GBAAM — AKA / GBAAM — AKA 0.023- 0.014- | 0.009- 0.007-
0.208 0.216 | 0.220 0.216
PP (p_putn) PP o muth PP (g_re-auth) PP(1_re-puth) %21809 %329972 (())3;8931 %3289%
/ PRIVACY /P;Z aey aka |/ PRIVACY / PRIVACY 003 | ooot | oota | oo
— AKA —AKA — AKA 0.306 0.325 | 0.336 0.340
0.447- | 0432- | 0.423- | 0420-
PP p_putn) PP (c_re-puth) PP (g_re—auth) PP(1_reauth) 0.315 0318 | 0.321 0.321
/ GLARM — AKA / GLARM — AKA / GLARM — AKA / GLARM — AKA 0.037- | 0.023- | 0.015- | 0.012-
0.333 0.354 | 0.367 0.371
0.913- | 0.906- | 0.901- | 0.899-
PP p_gueny / GR PP(c_re_aun) / GR PP (g_re_putn) PP (_re_putn) 0.643 0.667 | 0.683 0.689
— AKA — AKA / GR — AKA / GR — AKA 0.073- 0.049- 0.032- 0.026-
0.681 0.742 | 0781 0.795
0.490- | 0462- | 0.445- | 0.440-
PP r_pueny / GBS PP (¢_re—auth) PP (g_re_putn) PP (_re_putn) 0.345 0.340 | 0.338 0.337
— AKA / GBS — AKA / GBS — AKA / GBS — AKA 0.040- | 0.025- | 0.016- | 0.012-
0.365 0.378 | 0.386 0.389
0.536- | 0523- | 0.515- | 0512-
PP p_putn) PP (c_re-puth) PP (g_re—auth) PP(1_re-auth) 0.378 0.385 | 0.390 0.392
/ SEGB — AKA / SEGB — AKA / SEGB — AKA / SEGB — AKA 0.044- | 0.028- | 0.018- | 0.015-
0.400 0.428 | 0.446 0.452

As can be seen, PPE-auth), PP(c-re-Auth), PP (E-re-auth), and PP (i-re-auth) are proposed protocol
in the first authentication, complete re-authentication, external re-authentication, and
internal re-authentication respectively. In the table, there are four columns to specify

different values of “n” when n= {300, 500, 800, and 1000}. In each column, we have

PP(r_pguthy PP(c-re—Auth) PP(E-re-Auth)
AKA—-Protocol’ AKA—Protocol’ AKA—Protocol

PP(I—re—Auth)
AKA—-Protocol

4 calculated numbers which are

where AKA — Protocol is one of the other methods. The evaluation results show that the
TBC ratios are decreasing as number of 10TDs (i.e., “n”) increasing. The results prove
that the achieved average improvements of the PP(-auth), PP(c-re-auth), PP(E-re-Auth), and
PP(1-re-authy Over the SE-AKA protocol are 48%, 62%, 97%, and 57% respectively. In
Table 40, the average improvements of the REPS-AKAS5 methods over all mentioned

protocols are illustrated.
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Table 40: The average improvements (TBC) of the REPS-AKA5

AKA protocols compare to: | PP (F-auth) | PP (c-re-Auth) PP (E-re-auth) | PP (1-re-auth)
SE-AKA 48% 62% 97% 57%
EG-AKA 50% 63% 97% 58%
NOVEL-AKA 20% 41% 96% 34%
GROUP-AKA 59% 70% 91% 66%
GBAAM-AKA 74% 80% 98% 78%
PRIVACY-AKA 60% 70% 93% 67%
GLARM-AKA 56% 68% 97% 64%
GR-AKA 9% 32% 95% 25%
GBS-AKA 54% 66% 97% 62%
SEGB-AKA 47% 61% 97% 56%

Another comparison of the group-based AKA protocols is shown in Figure 86 ((a),
(b), (c), and (d)). The evaluation is based on different value of “m” when m= {30, 50,
80, 100} and different number of IoTD (i.e., “n” values). The first authentication,
complete re-authentication, external re-authentication, and internal re-authentication
phases are specified by REPS-AKAS (F), REPS-AKAS5 (C), REPS-AKAS (E), and
REPS-AKADS (1) respectively. The results shows that the superiority of our protocol

becomes more clear when the number of IoT group (i.c., “m” values) increases.

m=30 m=50

TBC (in Milion)
P

‘TBC (in Million)
\
h

Vahses of "n" (¥ of IoTDs) Valae of "n"” (% of IoTD3)

=) (b)

m=80 m=100

TBC (ia Malin)

TBC i Million)

Value of "n" (# of IoTDs) Value of "n" (# of IoTDs)

(c) (d}

REPS-AKAS(E) —=—— REPS-AKAS()

REPS-AKAS{CH REPS-AKAS(F)

GR-AKA ———— NOVEL-AK A

SE-AKA
EG-AKAZ SEGB GBS-AKAZ ——— GLARM-AKA

PRIVACY-AKA GROUP-AKA GBAAM-AKA

Figure 86: The evaluation results of TBC for group-based AKA protocols
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7.4.2 Bandwidth consumption (core traffic)

We evaluate bandwidth consumption between MME and HSS nodes using a basic
mobility model. In this model, the cost of traffic stream is calculated according to
Mean Density (MD) of users in each cell, the speed (V) of the users, and length of the
registration area (L). The assumption values for this model are presented in Table 41.
The UE’s can move in all directions [0-27]. Hence, the Rate of authentication request
(R) and Total Rate (TR) are considered by (7.2) and (7.3) respectively as[12, 24, 41]:

R=(MDxVXL)/n (7.2), TR = R X Ar (7.3)

Table 41: Assumption values (traffic flow)

Parameters of mobility model Assumption values
Ar 100
L 25.3 km
MD 500 / km?
Y 4.8 km/h

Where “Ar” is number of registration areas. Bandwidth consumption (BWmn) of core

network is calculated according to the number of bits transmitted between MME and

HSS. The BWmn can be expressed as [12]:  BW,,, = Y¥={(MSG), x TR  (7.4)

Where “i”” is the number of transmitted messages during the AKA procedure (between
MME and HSS nodes), and (MSG), is the length of k™ message (in bits). Thus, we
evaluate the BWmn of the REPS-AKAS protocols and compare it with the standard

EPS-AKA protocol and some other AKA methods as follows [12, 24, 41]:

The BWmnh of EPS-AKA: In the EPS-AKA protocol, two authentication messages are
used between the MME and the HSS. The MME in the serving network transmits a

request to the HSS via MSG1. In response, the HSS in home network forwards “a”
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number of AVs to the MME via MSG2 message. Therefore, the number of transmitted
bits can be presented as: Y¥=2(MSG), = MSG, + MSG, = 176 + 544a. We use equation
(7.4) with the parameters in Table 41. We assume that the number of AVs is 10 (i.e.,
a =10) and there are 500 l0TDs formed as 30 10T groups (i.e., n=500, m=30). Thus,

the bandwidth consumption of core network (i.e., BWmn) can be found as 3.01 Mbits/s.

The BWmn of the Modified LTE-AKA (MLTE-AKA): In the MLTE-AKA method,
messages MSG1 and MSG2 are forwarded between involved nodes. Therefore, the
number of transmitted bits in the EPC part of the LTE network for MLTE-AKA can
be calculated as:¥¥=?(MSG), = MSG, + MSG, = 176 + 800a. Thus, using equation (7.4)
with the assumption values (Table 41), and if the number of AVs is 10 (i.e., a =10),

the BWmn for the MLTE-AKA can be found as 4.39 Mbits/s (when n=500, m=30).

The BWmn of Enhanced-AKA (E-AKA): In the E-AKA protocol, messages MSG1
and MSG2 are shared in the core network. The MME requests security parameters
from the HSS by sending MSG1. And the HSS forwards AVs to the MME via MSG2.
The number of transmitted bits in the core network during this AKA procedure can be
found as: Y¥=?(MSG), = MSG, + MSG, = 512 + 384 = 896. Hence, by using (7.4) and

Table 41 (when n=500, m=30), the BWm of the E-AKA will be 0.48 Mbits/s.

The BWmn of Efficient AKA-EPS (EAKA-EPS): In this method, messages shared in
the core network (i.e., between HSS and MME) for AKA procedure are MSG1 and
MSG2. Thus, the number of transmitted bits between MME and HSS can be presented
as: Y¥=2(MSG), = MSG, + MSG, = 352 + 384 = 736. Based on (7.4) and Table 41, if

n=500 and m=30, the BWmn of the EAKA-EPS will be 0.39 Mbits/s.
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The BWmn of REPS-AKADS: In REPS-AKAS, we require two messages (i.e., MSG1
and MSG2) shared between MME and HSS in EPC part of LTE network. The total
number of transmitted bits between HSS and MME can be found as: Y¥=2(MSG), =
MSG, + MSG, = 256 + 544 = 800. Thus, using (7.4) with the parameters in Table 41

(when n=500, m=30), the BWmn of the REPS-AKAJS can be found 0.02 Mbits/s.

Accordingly, we compared the BWnn of the AKA protocols as shown in Figure 87

(where a=10, n=300, and m=100).

3 2.63

) 18

BW,,, (Mbits/s)
&

0.28
0.5 0.08 0.23

AKA Protocols

o

MLTE-AKA EPS-AKA E-AKA ®REPS-AKA5 m®mEAKA-EPS

Figure 87: The evaluation results of BWmn of AKA protocols

The evaluation results show that the achieved improvements of the REPS-AKA5
protocol over the EPS-AKA, E-AKA, MLTE-AKA, and EAKA-EPS are 95%, 71%,
96%, and 65% respectively. In Figure 88 ((a), (b), (c), and (d)), a comparison between
these AKA methods is shown based on different AV sizes (i.e., a= {5, 10, 15, 20}),
and the MD of 10TDs. The MD is a combination of value “n” and “m” which are total
number of 10TDs and number of 10T groups respectively. As expected, the BWmn of
all the AKA protocols increases as MD increases. However, the REPS-AKADS protocol

outperforms the other methods as it has the lowest BWmn and the smallest slope. In
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addition, the superiority of REPS-AKADS protocol becomes clearer when the number

of AVs (i.e., “a” values) increases.
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Figure 88: The BWmn of AKA protocols for different AVs

7.4.3 Computational cost
To compute the Computational Cost (CC), we evaluate security functions that are used
in the AKA methods. Accordingly, the CC of AKA protocol (CCaka) is presented for

the UE (IoTD), MME, and the HSS based on the performed security functions by using

equation (7.5) below [12, 24, 41]: CCyx s = YXZ% Cost(node), X TR (7.5)

Where “i”” is the number of nodes (i.e., i = 3: 10TD, MME, and HSS) in the system. In

this section, we compare the CCaka of the REPS-AKAS method with some other AKA

methods as follows [12]:

The CC of the EPS-AKA: Computational cost of security functions in the EPS-AKA

scheme are as folloWS:UE(I0TD)ose = (f1 + f2 + f3 + f4 + f5 + 2KDF) = 7, MME o5, =
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(No function) = 0, HSS.ose = (f1+ f2+ f3 + f4+ 5+ 2KDF)a = 7a, Where “a” is the
number of AVs. Hence, by using equation (7.5), the CC of the EPS-AKA (CCegps-aka)

can be found as: €Cgps_axa = TR X (7 + 7a)

The CC of the MLTE-AKA: In the MLTE-AKA protocol, the CC of the used
functions in the involved entities (i.e., 10TD, MME, and HSS) are as follows:
UE(I0TD) o5 = (Enc + 2fk + MAC + f1+ f2 + f3+ fA+ f5+ 3KDF) =12,  MME_ .5 =
(No function) = 0, HSS ,s; = Dec + 3KDF + f1+ f2+ f3+ f4 + f5)a = 1 + 8n, Where

“a” is the number of AVs. Accordingly, using equation (7.5), the CC of the MLTE-

The CC of the EAKA-EPS: Computational cost related to security functions in the

EAKA-EPS method are as follows: UE(I6TD) o5, = (2Enc + 2MAC + f1+ f2 + f3 + f4 +
f5+ 2KDF + Dec) = 12,MME ., = (Enc + MAC + f1+ f2+ f3 + f5 + KDF + 2Dec) = 9,

HSS..s: = (f3 + f4 + KDF) = 3. By using equation (7.5), the computation cost of the

EAKA-EPS (CCeaka-eps) can be found as:CCraxa_gps = TR x (24)

The CC of the E-AKA protocol: Total number of security functions used in the

REPS-AKADS protocol are as follows: UE(I0TD) ,se = (f' + f1+ f2+ f3 + f4 + 25 +
KDF + Dec + Enc) = 10, MME .o, = (f1+ f2+f3+ f4+ f5+ KDF + Dec + Enc) = 8,

HSS,..s: = (f' + KDF) = 2. For each AKA request, the number of security functions
performed in E-AKA method is 20. Hence, the computation cost of the E-AKA (CCE.

AKA) IS: CCg_axa = TR X (20)

The CC of the REPS-AKAS: Computational cost of security functions in the REPS-

AKAS protocol are as follows: UE(IoTD) . = ((f1+f6+ f9+ KDF)n+ (f1+ f2 +
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f3+ f4+f5+ f8+ f9+ 4KDF + AuthFunc)m) = 4n + 13m,MME .,s; = (NIFunc +
AuthFunc) = 2, HSS.pse = (f1+ f2+ f3 + f4 + f5+ f6 + f7 + f8 + 3KDF + NIFunc) = 12,

Where “n” and “m” are number of lIoTDs and the number of IoT groups respectively.
Hence, using (7.5) the total computation cost of the REPS-AKADS protocol (CCreps-

Akas) can be calculated as: CCrgps_akas = TR X (4n + (13m + 14))

We calculate CCaxa of the mentioned protocols when number of AV is 10, n=300, and
m=100. In addition, we assumed other parameters based on Table 41. Accordingly, the

computation costs of AKA protocols are presented in Figure 89.

0.04
0.029
= 003 0.024
S
E 0.02
£ 001 0.006 095 >0
8 0 [

AKA Protocols

MLTE-AKA = EPS-AKA mE-AKA ®REPS-AKA5 mEAKA-EPS

Figure 89: Computational cost in AKA protocols

As it can be seen from Figure 89, the CC improvements of REPS-AKADS over the
standard AKA protocol (EPS-AKA), E-AKA, MLTE-AKA, and EAKA-EPS are 87%,
50%, 89%, and 57% respectively. Figure 90 ((a), (b), (c), and (d)), shows the CC of
various protocols based on different numbers of IoTD (i.e., “n” and “m” values) and
AVs (i.e., “a@” value). The results show that the proposed AKA method is much better
than other security protocols, especially when the number of 10TDs increases.
Moreover, the superiority of the REPS-AKAS method becomes more clear when the

number of AVSs increases.
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Figure 90: The CC of AKA protocols for different AVs
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In addition, we evaluate the computation cost of the AKA protocols based on involved

operation. The delay time of involved operations are considered including the hash

function (DThash), multiplication over the elliptic curve (DTmu), XOR operation

(DTxor), symmetric AES encryption (DTags), asymmetric DSA encryption (DTpsa),

modulus (DTmed), random number generation (DTrand), and Lagrange component time

at 1oTD (DTv). Moreover, other operations are ignored, as they are low cost. We

assume that the delay time of mentioned operation are based on Table 42 (using

crypto++ library) [9].

Table 42: Cost (Time delay) of the different operations

Operation Symbol Delay Time (us)
hash function (SHA-256) DThash 67

AES encryption DTaes 161
random number generation (128) DTRrand 45

XOR operation DTxor 2
Lagrange component time DT, 57

DSA encryption DTosa 280
multiplication over the elliptic curve DTl 612
Modulus DTrod 124
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We calculate the cost of the operations for each AKA protocol separately. For the
evaluation of delay time (i.e., Computational cost), we suppose that there are “n”
number of IoTDs, which form “m” IoT groups. In Table 43, the used equations to
compute total delay time are presented (where a=number of authentication vectors) [9]
[52] [53] [56] [60]. We named first authentication, complete re-authentication,
external re-authentication, and internal re-authentication phases by REPS-AKAS (F-
Auth.), REPS-AKA5 (C-r-Auth.), REPS-AKAS5 (E-r-Auth.), and REPS-AKAS (I-r-

Auth.) respectively.

Table 43: Total delay time of the different AKA protocols

Protocol name Total delay time

EPS-AKA n(5DTha5h+ DTxor + DTrand +a(6 DThash + DTxoR))

EG-AKA n(lODTha5h+2DTRand +3DTmu +2 DTAEs)+m(8 DThash +2 DTrang +3
DTmu +2 DTaes)

GBAAM N(4DThash+DTxor + DTrand +2 DTags+a(6 DThash + DTxor ))

EZSEC n(4DThash+ DTXOR + DTRand +a(6 DThash + DTXOR))+2 DTmod +
DThash + DTaes

Fu’s scheme N(11DThash+3DTrand +4DTimu +6 DTxor)+M(4DThash +2 DTrand
+2DTmu + DTxor)

GR-AKA N(DTL+2 DTyt + DThash )+M(5DThash +DTL +2DTmui )

PRIVACY-AKA N(8DThash +3DTimui )+M(6DThash +DTmur )

REPS-AKAS5 (F-Auth.) N(2DTxor +5DThash + DTrand +3 DTpsa)+M(8DTxor +19D Thash +2
DTaes +2DTRrand +2 DTpsa)

REPS-AKAS5 (C-r-Auth.) N(2DTxor +4DThash + 2 DTpsa +DTrand )+M(9DTxor +10DThash +4
DTpsa +2DTRrand )

REPS-AKAS5 (E-r-Auth.) M(10DTxor +10DThash +3 DTpsa +2DTrand )

REPS-AKAS5 (I-r-Auth.) N(5DTxor +8DThash + 3 DTpsa +2DTRrand )

We analyzed the delay time for some other AKA protocols corresponding to the
different values of “n” and “m” as shown in Figure 91 (where a=7). As can be seen,
the total delay time of proposed REPS-AKAJS protocol is less than other AKA methods
including EPS-AKA which is standard AKA method in LTE system. The evaluation
results show that the superiority of proposed REPS-AKADS protocol becomes clearer
when the number of IoT groups and [0TDs (i.e., “m” and “n” values) increase. In

addition, the presented method in re-Authentication phases (i.e., REPS-AKA5 (C-r-
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Auth.), REPS-AKAS5 (E-r-Auth.), and REPS-AKAS5 (I-r-Auth.)) has less

computational cost (i.e., Total delay time) because system can employ saved security
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Figure 91: The CC of Group-based AKA protocols for different AVs

Moreover, there are some methods which have better CC (e.g., NOVEL-AKA[59]=
N(6DThash)+M(2DThash)+DTrash, ~ GLARM-AKA[71]=n(7DThesn)+m(4DTrash)).  HoOwever,
according to other performance metrics and security evaluations, the REPS-AKADS is
much better than them.

7.4.4 Signaling overhead

It is valuable to present a comparative analysis of the Signaling Overhead (SO). We
compare the SO of the presented REPS-AKAS5 with other AKA methods. For the
analysis of the SO, we consider that there are “n” IoTDs and “m” IoT groups (where

n>m). The evaluation results of the SO of AKA protocols are demonstrated in Table
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44. In addition, we analyze the SO of AKA protocols based on different number of

I0oTD (i.e., “n”) and IoT groups (i.e., “m”) as shown in Figure 92 [9] [12].

Table 44: Signaling overhead of the AKA protocols

AKA protocols SO AKA protocols SO
EPS-AKA 6n PRIVACY-AKA 6n+2m
SE-AKA 6n+2m GLARM-AKA 6n+2m
EG-AKA 10n+2m GR-AKA 6n+2m
NOVEL-AKA 6n+2m GBS-AKA 6n+2m
GROUP-AKA 6n+3m SEGB-AKA 6n+2m
GBAAM-AKA 6n+4m REPS-AKAS 3n+2m
n=300, m=100 CRAKA =500, m=200 sCRAKA
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Figure 92: The signaling overhead of AKA protocols for different “n” and “m”

According to Figure 92, the REPS-AKAS outperforms the others as it has the lowest
SO. Moreover, the superiority of REPS-AKAS5 becomes clearer when we increase the
number of loTDs and IoT groups. The average SO improvements of REPS-AKADS over

EPS-AKA, SE-AKA, EG-AKA, NOVEL-AKA, GROUP-AKA, GBAAM-AKA,
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PRIVACY-AKA, GLARM-AKA, GR-AKA, GBS-AKA, and SEGB-AKA are 37%,
44%, 65%, 44%, 47%, 50%, 44%, 44%, 44%, 44%, and 44% respectively.

7.4.5 Storage overhead in the serving network

The Storage Overhead (StO) of the AKA protocols are analyzed based on the number
of stored bits in the MME. In the REPS-AKADS, the MME uses its generated UPK to
calculate fresh values including NKASMEn, NAUTHm, and NXRESLm. Thus, the
MME needs only one AV for AKA procedure. The comparison of the StO is shown in

Table 45, where “a” is the number of the AVs [10, 12].

Table 45: Storage overhead of AKA methods

protocols StO (bits) | protocols | StO (bits) protocols StO (bits)
Ref. [29] 432a Ref. [62] | 608a Ref. [25] 800a
Ref. [24] 640a Ref. [63] | 704a REPS-AKA5 | 512

Ref. [10] 392a

Comparative results present that REPS-AKAS reduces the StO considerably. An
evaluation of StO of different AKA methods is demonstrated in Figure 93 (when a=5).
The StO improvements of REPS-AKADS over Ref [24], Ref [29], Ref [10], Ref [62],

Ref [63], and Ref [25] are 84%, 77%, 73%, 83%, 85%, and 87% respectively.
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Figure 93: Storage overhead in AKA protocols (AV=5)
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In addition, the storage overheads of group-based AKA protocols are compared with
our proposed REPS-AKADS protocol as shown in Table 46 [42] [9], where “n” and “m”

are total number of 10TDs and number of 10T groups respectively.

Table 46: Storage overhead of group-based protocols

AKA protocols StO (bits) AKA protocols StO (bits)
NOVEL-AKA 816m GLARM-AKA 1072m
GROUP-AKA 1200m SEGB-AKA 688m
GBAAM-AKA 128n+736m REPS-AKA5 512m
PRIVACY-AKA 992m

We compare storage overheads of these AKA protocols (group-based method) for
different values of “n” and “m” as shown in Figure 94. The average “storage overhead”
improvements of REPS-AKA5 protocol over NOVEL-AKA, GROUP-AKA,
GBAAM-AKA, PRIVACY-AKA, GLARM-AKA, and SE-AKA are 37%, 57%, 52%,

48%, 52%, and 25% respectively.
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Figure 94: Storage overhead in AKA protocols (group-based)
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Chapter 8

CONCLUSION

In the LTE networks, many security vulnerabilities may threaten the users. The DoS
and MitM attacks are two examples to show the need for strong and trustable AKA
protocol. Consequently, authentication is the most significant step in securing LTE
systems and must be established properly. We presented a Robust AKA protocol (i.e.,
REPS-AKAL) to cover user confidentiality and mutual authentication in chapter 3. The
REPS-AKAL can protect the LTE system against the security vulnerabilities such as
IMSI leakage, issues of user tracking, DoS attacks, and MitM attacks. Compared with
the EPS-AKA protocol and some suggested AKA methods, the proposed protocol
improves the computational cost, bandwidth consumption, and signaling overhead
significantly. According to the security evaluation in AVISPA tool, the REPS-AKA1
protocol is safe in both OFMC, and CL-AtSe modes. Accordingly, we can say that the
REPS-AKAL method accomplishes the secrecy and authentication goals in the LTE

networks. In addition, the REPS-AKAL is verified using Scyther tools and BAN Logic.

Then, we proposed a robust scheme (REPS-AKA?2) for X2-handover by protecting key
parameters in chapter 4. The REPS-AKA2 scheme can provide the authentication
features without involving the home network (i.e. HSS), which is a key parameter to
improve efficiency in AKA methods. Moreover, impersonating involved nodes in the
REPS-AKA2 protocol is infeasible because all transmitted messages are signed by

strong security keys. We need the security parameter of all involved nodes (UE, source
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eNodeB, and target eNodeB) to generate NKG and UK. This feature makes more
robust keys than other methods that compute the main keys by only one involved node,
since the responsible node may select weak parameters to generate main keys. Besides,
the proposed scheme can provide message authentication in the S1 interface for MME
using the MVP parameter. The security analysis is checked by using BAN Logic,
AVISPA, and Scyther tools to demonstrate that the REPS-AKAZ2 protocol thwarts
well-known attacks. Moreover, the suggested handover approach needs fewer number
of transmitted packets and communication overloads. Total communication overload
is 6 and 3 in the first (Initial Authentication) and second (re-Authentication) phases
respectively. Thus, the communication overload is much less than the original X2
handover and other schemes. Moreover, the nodes (i.e. UEs, BSs and MMESs) have to
send much less packets in Initial Authentication (476 bytes) and re-Authentication
(196 bytes) phases. Consequently, the proposed protocol has higher security level and

acceptable performance (QoS level) when compared to other AKA schemes.

In chapter 5, we proposed a performance-enhanced AKA method for LTE networks.
The proposed protocol can solve most of the security issues that still occur in the EPS-
AKA protocol. In this REPS-AKAS3, involved entities (i.e., UE, eNodeB, MME, and
HSS) strongly authenticate each other. Security services included in the proposed
REPS-AKA3 are mutual authentication, improved NAS key management, and
enhanced AS key agreement. The AS and NAS keys, including KRRCint, KRRCenc,
KRRCUPenc, KNASenc, and KNASInt, are based on calculated NKG and UK in first
authentication and re-authentication respectively. The REPS-AKAS protocol provides
perfect privacy for the LTE entities appropriately. The proposed scheme completely

follows the architecture of the LTE systems and avoids extra signaling overheads.
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Thus, it is adaptable to the current LTE systems. The security analysis of the proposed
REPS-AKAS3 protocol is performed using BAN Logic, Scyther, and AVISPA tools.
The evaluation results prove the security capabilities of the REPS-AKA3 method
against various malicious attacks such as replay attacks, redirection attacks, and MitM
attacks. Moreover, we compare the REPS-AKAS protocol with other existing AKA
approaches in terms of bandwidth consumption, computational cost, signaling
overhead, and storage overhead. These parameters in all protocols increase as MD
increases, however, the proposed REPS-AKA3 outperforms the others as it has the
lowest bandwidth consumption, computational cost, and storage overhead compared
with other protocols. The superiority of our protocol becomes outstanding when the
number of AV increases since the REPS-AKA3 performance is independent of number
of AVs. Thus, achieved results indicate that the REPS-AKAS3 protocol can guarantee
an acceptable performance while satisfying more security goals (e.g. strong mutual

authentication, and appropriate secrecy) in LTE networks.

Authentication and key agreement are two very important steps in securing LWI
systems. Thus, these steps must be implemented correctly to prevent malicious attacks.
The importance of AKA phase rises when UE moves between wireless networks (e.g.
LTE and WLAN) since they are implemented based on various security layers. The
standard protocol in LTE (i.e., EPS-AKA) and in LWI (i.e., Full and Fast EAP-AKA”)
do not provide acceptable protection for LWI systems and these networks still suffer
from some security threats such as DoS/DDoS attacks, and MitM attacks. These
attacks occur because the identity of user (i.e., IMSI value) is transmitted in clear text
during standard AKA procedure. In chapter 6, we proposed a set of secure and

optimized AKA protocols for first attachment, and n' attachment during handover
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between the LTE and the WLAN systems. The proposed REPS-AKA4 protocols
improve security level of the LWI systems without compromising the level of QoS.
We provide a combination of public and secret key infrastructure to satisfy both
security and QoS requirements appropriately. In the REPS-AKAA4 protocols, different
re-authentication methods for user attachment, inter-handover and intra-handover in
LWI system were adopted. The proposed REPS-AKA4 protocols are evaluated
according to important metrics including computational cost, bandwidth consumption,
authentication delay, and signaling cost. Compared with the Full and Fast EAP-AKA’
protocols, the proposed protocols have better authentication delay, and signaling cost.
In addition, the REPS-AKA4.phl.1 and REPS-AKA4.ph1.2 outperform the other
LTE-AKA protocols since they have the lowest computational cost and bandwidth
consumption. The superiority of our protocols become clearer when the number of AV
increases during AKA procedure. According to security evaluations, the proposed
protocol satisfy the defined security goals properly. The results from AVISPA
verification tools (in CL-AtSe and OFMC modes), Scyther tools, and BAN logic show
that the suggested methods are resistant to active and passive attacks. Consequently,
the suggested REPS-AKAA4 protocols achieve robust security and better performance
compared with the standard protocols including EPS-AKA, standard Full and Fast

EAP-AKA’ protocols.

In chapter 7, we focused on the security and performance issue of the 10TDs in LTE-
enabled 10T systems. We proposed a robust group-based AKA method named as
REPS-AKADS with an efficient update-policy. This protocol is able to provide a group
authentication mechanism to verify 10T groups efficiently. The REPS-AKAS approach

suggested not only a mechanism for first authentication of the loT groups, but also it
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provided some efficient and practical techniques for the re-authentications phases. The
re-authentications phase includes complete re-authentication, external re-
authentication, and internal re-authentication. In these re-authentications phases, the
previously generated parameters (i.e., AUTHm, XRESLm, and KASMEn) are used to
produce new security parameters. The suggested method also uses fresh random values
to satisfy freshness feature for calculated keys/parameters (i.e., NKASMEm,
NAUTHm, and NXRESLm). The REPS-AKAS5 protocol uses a combination of
symmetric and asymmetric infrastructures to secure message transmission in the
control plan. This hybrid structure not only makes our method safe, but also it
optimizes the performance of the LTE-enabled 10T system properly. In the REPS-
AKA5 method, the 1oTLm performs a secure access policy for each 10TD by using
GIKm, GXKp, and SKn.m to provide Perfect Forward/Backward Secrecy. In group
updating phase, when a new member joins the loT group, I0TLm generates
new/temporary security parameters (i.e., NDln.m and TDIn.m) for the newly joined
IoTD. Thus, the suggested method satisfies PBS/PFS in updating phase properly.
Therefore, the REPS-AKAS meets the security requirements including confidentiality
in control plan, robust mutual authentication, strong message authentication, and
PFS/PBS. The presented approach also resists several security threats such as replay
attacks, MitM attack, DoS attack, redirection attack, and single-key dependency. The
security of the presented approach is verified by AVISPA tool, Scyther tool, and BAN
Logic. We also compared our method with other AKA methods based on some security
properties such as privacy protection, resistance to MitM attack, and resistance to
replay attack. The security evaluation results show that the REPS-AKAGS satisfies more
security goals than other AKA methods. In addition, the presented approach

outperforms other AKA protocols in terms of computational cost, storage overhead,
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bandwidth consumption, and signaling overhead. Consequently, the REPS-AKA5
improves the security level of the I0T systems and simultaneously resolves the

performance-based issues considerably.

As a summary, the REPS-AKA methods could address a set of the most significant
security issues in LTE and LTE-enabled IoT systems. This group of AKA protocols is
able to provide security requirements not only in LTE networks but also in LWI
systems (i.e., REPS-AKAA4). In addition, one type of these AKA methods (i.e., REPS-
AKA?2) is defined to handle X2-handover in LTE systems. Another one of the
proposed AKA methods (REPS-AKAD) is designed to handle 10T systems. The REPS-
AKA5 approach can be run by different loT devices in a wide range of IoT
applications, especially in BMS and Smart homes. So, the set of proposed AKA
methods can satisfy security goals in LTE attachment, handover procedure, LWI
systems, and LTE-enabled 10T applications. A summery of REPS-AKA protocols is

shown in Figure 95.
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REPS-AKA1 | BWw/CC/ 50/5t0 AVISPA/Scyther/ | YES | YES YES | YES (Master key)
BAN Logic
REPS-AKA2 | COTP/CC AVISPA/Scyther/ | YES YES YES YES YES (Master key, AS | YES
BAN Logic layer, NAS layer)
REPS-AKA3 | BWw/TBC/CCISO/SIO AVISPA/Seyther/ | YES | YES YES YES | YES (Master key, AS | YES
BAN Logic layer, NAS laver)
REPS-AKA4 | BWwy/TBC/CCIAD/SC AVISPA/Scyther/ | YES | YES YES YES | YES (Master key) YES
BAN Logic
REPS-AKAS | BWww/TBC/CC/SO/SHO AVISPA/Scyther/ | YES | YES YES YES YES | YES (Master key) YES
BAN Logic

Figure 95: Summery of the REPS-AKA protocols

In the future, Fifth-generation wireless (5G) networks will affect many network-based
systems, especially 10T applications. Consequently, as a future work, we need to

design an optimized AKA method that is well-matched with 5G networks as well.
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Thus, designing an AKA protocol for 10T applications that is compatible with both
LTE and 5G infrastructure is research worthy. Accordingly, it can be great if we
improve REPS-AKA protocols to be adaptive to 5G networks. The AKA protocol is
an essential security mechanism in both LTE and 5G networks to protect the privacy
and integrity of user’s (i.e., 10TD) information. While the AKA protocol used in LTE
and 5G networks has some similarities, there are also some differences in terms of the
algorithm used, message formats, and procedures [107-110]. To adapt the AKA
protocol used in LTE to the 5G network, the following steps can be taken:

1. We need to modify the REPS-AKA protocols to support the new security
features of 5G systems, such as 5G-AKA, which is the new version of AKA
used in 5G networks.

2. We need to update the message formats and procedures to support the new
requirements and features of 5G networks. For example, in 5G networks, the
security architecture is based on the Service-Based Architecture (SBA), which
requires different security mechanisms than the LTE core network.

3. We should define an appropriate mapping of the new 5G-AKA security
parameters to the REPS-AKA protocols to ensure backward compatibility with
LTE networks.

4. We need to conduct thorough testing and verification of the adapted AKA
protocol to ensure interoperability and security in 5G networks. We can prove

its security by means of the AVISPA tool, Scyther tool, and BAN Logic.

Thus, adapting the REPS-AKA protocols used in LTE to 5G networks requires a
comprehensive understanding of the differences between the two networks and the

new security features and requirements of 5G networks.
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Appendix 1: AVISPA codes

%% PROTOCOL: REPS-AKA1

Role role_UE(UE,HH,VM:agent,IMSI,MVP:text,H1,H2,H3,H4,H5,H12:hash_func,H10,H11,AUTHFunc,KDF,F1,F2,F3,F4 F5:hash_func, OSK:symmetric_key,Kpm,
Kph,Kpu:  public_key, SND_VM,RCV_VM:channel(dy))played_by UE def=local State:nat,RK,Ru:text,SQN,RAND, AUTH,RNK,MA AMF,HSNID,HMVP,
NNK,HIMSI,HRu,UIH, XRNK,XMA,XMAC ,RESKASME,CK,IK AKHRES Kum:text const ue_mme_IMSI, ue_mme_HIMSI, ue_mme_HRu,ue_mme_Kum,
ue_mme_HMVP,ue_mme_RES,ue_hhs_UIH,ue_hhs_HMVP,ue_hhs_HIMSI,mme_ue_auth_HRES,ue_hss_auth AUTH,ue_mme_auth HMVP,mme_ue_msg
_auth_NNK, hss_ue_msg_auth_NNK: protocol_id init State := 0 transition 1. State=0 /\RCV_VM(start)=|> State=1/\ RK"=new() /\ NNK" :=xor(RK', OSK)
NHIMSI:=H1(IMSI)ARu":=new()AHRu":=H2(Ru')AHMVP":=H3(MVP)AUIH":=H4(xor(IMSI,0SK))AKum':=H5(xor (IMSI,NNK))ASND_VM({HIMSI"HRu.HMVP".
Kum'.  {NNK'}_inv(Kpu)}_Kpm.{HIMSI'"HMVP.UIH}_Kph)/\secret(IMSI,ue_mme_IMSI,{UE,VM})/\secret(HIMSI ,ue_mme_HIMSI, {UEVM})\ secret(HRu
,ue_mme_HRu,{UE,VM})/\ secret(Kum,ue_mme_Kum,{UE,VM}) /\ secret(HMVP ,ue_mme_HMVP, {UE, VM}) /\ secret(UIH,ue_hhs_UIH,{UE,HH})/\ secret(HMVP
,ue_hhs_HMVP {UE,HH})Nsecret(HIMSI,ue_hhs_HIMSI,{UE,HH})\witness(UE,VM,mme_ue_msg_auth_NNK,NNK")/\witness(UE,HH,hss_ue_msg_auth_NNK,NNK
')4.State=1ARCV_VM({SQN'.RAND"AUTH"'HSNID'} _Kum'.{RNK'.MA"AMF}_Kpu') =|> State':=2 A HMVP":= H3(MVP) \ UIH" := H4(xor(IMSI, OSK))\A XRNK':=
HI0(UIH)AXMA":=H11(XRNK'HSNID)AXMAC"=F1(XRNK'RAND'AMF'.SQN')/\RES":=F2(XRNK'.RAND")ACK":=F3(XRNK'RAND)\\ IK"=F4(XRNK'.RAND")
NAK':=F5(XRNK'RAND")AKASME":=KDF(xor(SQN',AK’). HSNID'.CK'.IK') AAUTH":=AUTHFunc(xor(SQN', AK"). AMF. XMAC")AHRES:=H12(RES)\  SND_VM
({HRES}_Kum')A\secret(HRES,ue_mme_RES,{UE,VM})/\witness(UE,VM,mme_ue_auth HRES,HRES')/\request(UE,HH,ue_hss_auth_ AUTH,AUTH')/\request
(UE,VM, ue_mme_auth_HMVP,HMVP)end role role role_VM(VM,HH,UE:agent,HVP,MVP,SNID:text,H6,H7,H8,H9:hash_func,Kpm,Kph,Kpu: public_key,
SND_HH,RCV_HH,SND_UE,RCV_UE:channel(dy)) played_by VM def= local State:nat HMVP,HIMSI, HRu,KASME, SQN, RAND,RES,XRES,NNK,UIH,
SIND,AUTH,HRES,RNK,MA,AMF,HSNID, HHVP, HNID,Kum,Kmh,XHMVP:text, X: {text.text.text} public_key const mme_hss_kmh, mme_hss_HHVP,
mme_hss_HSNID, mme_hss_UIH, mme_hss_HVP, mme_hss_HIMSI, mme_ue_SQN, mme_ue_RAND, mme_ue_AUTH, mme_ue_MA,mme_ue_RNK,mme_ue_AMF,
mme_ue_auth_HRES, ue_mme_auth_ HMVP, mme_hss_auth_HNID, mme_ue_msg_auth NNK : protocol_id init State := 0 transition 1. State=0 /\
RCV_UE({HIMSI"HRu'.HMVP'.Kum' {NNK'}_inv(Kpu)}_Kpm.{HIMSI"HMVP.UIH}_Kph.X") =|> State:=1 /A HSNID":= H6(SNID) A Kmh':= H7(xor(SNID, HIMSI'))
N\ HHVP':= H8(HVP) A HNID":= H9(xor(HVP, MVP))ASND_HH(X'.{Kmh'.HHVP'. HSNID"HNID'{NNK'}_inv(Kpu)}_Kph) /\ secret(Kum' ,mme_hss_kmh, {VM,
HH})Nsecret(HHVP',mme_hss_HHVP {VM,HH})/\secret(HSNID',mme_hss_HSNID,{VM,HH})/\request(VM,UE,mme_ue_msg_auth_NNK,NNK")3.State=1/\RCV_H
H({HNID"SQN"RAND' .AUTH' .KASME'". HRES'. XHMVP' }_Kmh'.{RNK'.MA".AMF?}_Kpu') =|> State':=2 /A HMVP":= XHMVP' \ HNID":= H9(xor(HVP, MVP)) /\
SND_UE({SQN"RAND". AUTH.HMVP'}_Kum. {RNK'. MA"AMF}_Kpu’) A\ secret(SQN',mme_ue_SQN, {VM, UE}) A\ secret(RAND' ,mme_ue_RAND, {VM, UE}/
secret(AUTH' ,mme_ue_AUTH, {VM, UE}) /\ secret(MA" ,mme_ue_MA, {VM, UE})/\ secret(RNK' ,mme_ue_RNK, {VM, UE})/\ secret(AMF' ,mme_ue_AMF, {VM,
UE} witness (VM, UE, ue_mme_auth_HMVP, HMVP")/\ request (VM, HH, mme_hss_auth_HNID, HNID') 5. State=2 /\ RCV_UE({HRES'}_Kum'’) =|> State"=3 /\
request (VM, UE, mme_ue_auth_HRES, HRES') end role role role_HH(HH, VM, UE:agent,IMSI, HVP, MVP:text, H1, H3, H8, H4, H9, H10, H11, H12 :hash_func, F1,
F2, F3, F4, F5, KDF, AUTHFunc :hash_func, OSK:symmetric_key, Kpm,Kph,Kpu : public_key,SND_VM,RCV_VM:channel(dy)) played_by HH def=local State:nat,
HNID, HIMSI, HMVP, HHVP, UIH, HSNID, AMF, Kmh, XHIMSI, XHMVP, XHHVP, XUIH, RNK, MA, SQN, MAC, XRES, CK, IK, AK, KASME,
AUTH,NNK,HRES,RAND,SNID:textconst hss_mme_KASME,hss_mme_XRES, hss_mme_AUTH, hss_mme_RAND,hss_mme_SQN,hss_mme_HNID,hss_mme_RNK,
hss_mme_MA, hss_mme_AMF, ue_hss_auth_AUTH, hss_ue_msg_auth_NNK: protocol_id init State:=0transition2.State=0/\ RCV_VM{HIMSI"HMVP.
UIH}_Kph.{Kmh'.HHVP'HSNID"HNID".{NNK'}_inv(Kpu)}_Kph) =|>State":=1AXHIMSI":= H1(IMSI) AXHHVP":=H8(HVP)AXHMVP":=H3 (MVP)\ HNID' :=H9(xor
(HVP,MVP))AXUIH':=H4(xor(IMSI,0SK))ARNK":=H10(XUIH)AMA":=H11(RNK"HSNID)ARAND":=new()ASQN":=new()A  AMF':=new()AMAC":=F1(RNK.RAND'.
AMF.SQN’) NXRES'=F2(RNK'. RAND') \ HRES':=H12(XRES') \ CK"=F3(RNK'.RAND') A IK:=F4(RNK'RAND’) \ AK'=F5(RNK'RAND")/\KASME"=KDF
(xor(SQN',AK’).HSNID".CK".IK')AAUTH":=AUTHFunc(xor(SQN', AK’). AMF.MAC")/ASND_VM({HNID'.SQN".RAND" AUTH'.KASME"HRES' XHMVP'}_Kmh'.{RN
K. MA"AMF?}_Kpu) N secret(HNID'hss_mme_HNID, {HH, VM})/\ secret(SQN' ,hss_mme_SQN, {HH, VM})/\ secret(RAND' ,hss_mme_RAND, {HH, VM})A
secret(AUTH' ,hss_mme_AUTH, {HH, VM})/\ secret(XRES' ,hss_mme_XRES, {HH, VM})/\ secret(KASME' ,hss_mme_KASME, {HH, VM}) N\ secret(RNK'
,hss_mme_RNK, {HH, VM})/\ secret(MA" ,hss_mme_MA, {HH, VM}) /\ secret(AMF' ,hss_mme_AMF, {HH, VM})/\ witness (HH, UE, ue_hss_auth_AUTH, AUTH') \
witness (HH, VM, mme_hss_auth_HNID, HNID') /\ request (HH, UE, hss_ue_msg_auth_ NNK,NNK’) end role role session1(HH ,VM ,UE:agent IMSI,RK, Ru, HSNID,
NNK, UIH, XRNK, XMA, XMAC, CK, IK, AK, HRES : text, HVP,MVP, HHVP, HNID, HMVP, HIMSI, HRu, KASME, RES : text, AMF, XHIMSI, XHMVP, XHHVP,
XUIH, RNK, MA, RAND, SQN, MAC, XRES, AUTH, SNID,Kmh: text, H1, H2, H3, H4, H5, H6, H7, H8, H9, H10, H11, H12, F1 ,F2 ,F3 ,F4, F5, KDF, AUTHFunc:
hash_func, Kpm,Kph,Kpu : public_key, OSK:symmetric_key) def=local SND_VM1, RCV_VM1, SND_HH2, RCV_HH2, SND_UE2, RCV_UE2, SND_VM3, RCV_VM3
: channel(dy) composition role_UE(UE, VM, HH, IMSI,MVP, H1, H2, H3, H4, H5, H10, H11, H12, F1 ,F2 |F3 ,F4, F5, KDF, AUTHFunc,OSK, Kpm, Kph,
Kpu,SND_VM1, RCV_VM1) A role_VM(VM, HH, UE, HVP,MVP, SNID, H6, H7, H8, H9,Kpm, Kph, Kpu, SND_HH2, RCV_HH2, SND_UE2, RCV_UE2) N\
role_HH(HH, VM, UE, IMSI, HVP, MVP, H1, H3, H8, H4, H9, H10, H11, H12, F1, F2, F3, F4, F5, KDF, AUTHFunc, OSK, Kpm, Kph, Kpu, SND_VM3, RCV_VM3)
end role role environment()def=constmme:agent, hss:agent,ue:agent, imsi,rk, ru, hsind, nnk, uih, xrnk, xma, xmac, ck, ik, ak, hres : text, hvp,mvp, hhvp, hnid,
hmvp,himsi, hru, kum, kasme,res : text, amf, xhimsi, xhmvp, xhhvp, xuih, rnk, ma, rand, sqn, mac, xres, auth, snid,kmh: text, hl, h2, h3, h4, h5, h6, h7, h8, h9, h10, h11,
h12, f1 2 ,f3 4, 5 kdf, authfunc:hash_func, kpmkphkpu:public_key, osk:symmetric_key, ue_mme_IMSI, ue_mme_HIMSI, ue_mme_HRu,
ue_mme_Kum,ue_mme_HMVP, ue_mme_RES, ue_hhs_UIH, ue_hhs_HMVP, ue_hhs_HIMSI : protocol_id, mme_ue_auth_HRES, ue_hss_auth_AUTH,
ue_mme_auth HMVP, mme_ue_msg_auth_NNK, hss_ue_msg_auth_NNK: protocol_id, mme_hss_kmh, mme_hss_HHVP, mme_hss_HSNID, mme_hss_UIH,
mme_hss_HVP, mme_hss_ HIMSI : protocol_id, mme_ue_SQN, mme_ue_RAND, mme_ue_AUTH, mme_ue_MA mme_ue_RNK,mme_ue_AMF: protocol_id,
mme_hss_auth_HNID, mme_ue_msg_auth_NNK : protocol_id, hss_mme_KASME, hss_mme_XRES, hss_mme_AUTH,
hss_mme_RAND,hss_mme_SQN,hss_mme_HNID : protocol_id, hss_mme_RNK, hss_mme_MA, hss_mme_AMF : protocol_id intruder_knowledge = {h1, h2, h3, h4, h5,
h6, h7, h8, h9, h10, h1l, h12, f1 ,f2 ,f3 ,f4, 15, kdf, authfunc, kpm,kph,kpu} composition session1(mme,hss,ue, imsi,rk, ru, hsind, nnk, uih, xrnk, xma, xmac, ck, ik, ak,
hres, hvp,mvp, hhvp,hnid, hmvp,himsi, hru, kasme,res, amf, xhimsi, xhmvp, xhhvp, xuih, rnk, ma, rand, sqn, mac, xres, auth, snid,kmh,h1, h2, h3, h4, h5, h6, h7, h8, h9,
h10, h11, h12, f1 f2 ,f3 ,f4, f5, kdf, authfunc,kpm,kph,kpu,0sk) end role goalauthentication_on mme_ue_auth_HRES authentication_on ue_hss_auth_ AUTH
authentication_on  ue_mme_auth_HMVP authentication_on ~ mme_ue_msg_auth NNK  authentication_on  hss_ue_msg_auth NNK  authentication_on
mme_hss_auth_HNID secrecy_of ue_mme_IMSI secrecy_of ue_mme_HIMSI secrecy of ue_mme_HRu secrecy _of ue_mme_Kum secrecy of ue_mme_HMVP
secrecy_of ue_mme_RES secrecy_of ue_hhs_UIH secrecy_of ue_hhs_ HMVP secrecy_of ue_hhs_HIMSI secrecy_of mme_hss_kmh secrecy_of mme_hss_ HHVP
secrecy_of mme_hss_HSNID secrecy_of mme_hss_UIH secrecy_of mme_hss_HVP secrecy_of mme_hss_HIMSI secrecy_of mme_ue_SQN secrecy_of mme_ue_RAND
secrecy_of mme_ue_AUTH secrecy_of mme_ue_MA secrecy_of mme_ue_RNK secrecy_of mme_ue_AMF secrecy_of hss_mme_KASME secrecy_of hss_mme_XRES
secrecy_of hss_mme_AUTH secrecy_of hss_mme_RAND secrecy_of hss_mme_SQN secrecy_of hss_mme_HNID secrecy_of hss_mme_RNK secrecy_of hss_mme_MA
secrecy_of hss_mme_AMF end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.06s, visitedNodes: 2 nodes, depth: 1 piles

%% Statistics (ATSE mode): Analysed: 2 states, Reachable: 0 states, Translation: 0.02 seconds, Computation: 0.00 seconds

Explanarion of statistics parameters:

OFMC mode:

parseTime: The time taken to parse the input file.

searchTime: The time taken to search for an attack in the model. In this case, it took 0.06 seconds to complete the search.

visitedNodes: The number of nodes visited during the search. In this case, it was 2 nodes.

depth: The maximum depth of the search. In this case, the search only went to a depth of 1 pile.

ATSE mode:

Analysed: The number of states analyzed by the tool.

Reachable: The number of states that were found to be reachable.

Translation: The time taken to translate the model into the internal representation used by the tool. In this case, it took 0.02 seconds to perform the translation.
Computation: The time taken to analyze the model. In this case, it took 0.00 seconds to perform the analysis.

NOTEL: Computation: 0.00 seconds, This can happen when the model is small and simple enough that the tool can easily determine that there are no security
vulnerabilities in the protocol. In such cases, the tool can prove the security properties of the model without having to perform any complex computations.
NOTE?2: for other modeled protocol, we have the same parameters and descriptions.

%% PROTOCOL : REPS-AKA2

rolerole_UE(UE,ENBS,ENBT,MME:agent,IMSI,T1,UECap,T1N,UECapN,EID1,ElueAuth, KASME,ASIAD,ASEAD,ASUPEAD,NASCAD, NASIAD,KeNB,
PE2ueAuth,PKRRCint,PKRRCenc,PKRRCUPen, PKNASenc,PKNASint:text, H1, AuthFunc, NKGFunc, KDF, UKGFunc:hash_func, PKue,PKe2,PKel,PKm:
public_key, PFSKe2u:symmetric_key, SND_ENBT,RCV_ENBT:channel(dy)) played_by UE def=local State:nat,HIMSI, ElueAuthN,RNue : text,

RNe2,RNel, T4,NKG,KeNBN,KRRCint, KRRCenc,KRRCUPen, KASMEN,KNASenc, KNASint, E2ueAuth, FSKe2u:text, RNueN,E2ueAuthN, T2N,RNe2N,
Xe2ueAuth,XelueAuthN,UK,E2ue AuthNN:text, KRRCintN,KRRCencN,KRRCUPenN,KNASencN,KNASIntN: text const ue_enbt_IMSI,
ue_enbt_HIMSI,ue_enbt_UECap, ue_enbt_elueAuthN,enbt_ue_msg_auth_elueAuthN,ue_enbt_RNe2,ue_enbt_e2ueAuth,ue_enbt_auth_RNue,

ue_enbt_msg_auth_FSKe2u,enbt_ue_msg_auth_e2ueAuth, enbt_ue_auth_RNe2, enbt_ue_msg_auth_e2ueAuthN, ue_enbt_msg_auth_Xe2ueAuth,ue_enbt_auth_RNueN:
protocol_id init State := 0 transition 1. State=0 /\ RCV_ENBT(start) =|> State:=1/\ RNue:=new() /\ HIMSI"= H1(IMSI)AELlueAuthN":= AuthFunc(xor (ElueAuth,
RNue))A SND_ENBT({HIMSI'".UECap. RNue'.EID1.PKue.{ElueAuthN'}_inv(PKue)}_PKe2)A\ secret(IMSl,ue_enbt_IMSI, {UE, ENBT}) A secret(HIMSI'
,ue_enbt_HIMSI, {UE, ENBT}) /\ secret(UECap ,ue_enbt_UECap, {UE, ENBT}) /\ secret(ElueAuthN' ,ue_enbt_elueAuthN, {UE, ENBT})/\ witness (UE,ENBT,
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enbt_ue_msg_auth_elueAuthN,ElueAuthN’)5.State=1/\ARCV_ENBT({RNe2'.RNel.RNue'. T4.{FSKe2u'}_inv(PKe2).{XelueAuthN'}_inv(PKel)} PKue)=|>State=2/\
NKG"=NKGFunc(RNe2'. RNel. RNue) A KeNBN'= KDF(NKG'.KeNB) N\ KRRCint:= KDF(KeNBN'xor(RNe2', RNue).ASIAD) /\ KRRCenc"=
KDF(KeNBN'.xor(RNe2', RNue’).ASEAD) A\ KRRCUPen":= KDF(KeNBN'xor(RNe2', RNue).ASUPEAD) /\ KASMEN":= KDF(KASME.NKG') \ KNASenc"=
KDF(KASMEN'.NASCAD) N KNASint":= KDF(KASMEN'NASIAD) N E2ueAuth:=AuthFunc(xor(RNe2',RNel’)) N
SND_ENBT({RNe2'.{E2ueAuth’}_inv(PKue)} FSKe2u") /\secret(RNe2',ue_enbt_RNe2, {UE, ENBT}) /\ secret(E2ueAuth’ ,ue_enbt_e2ueAuth, {UE, ENBT}) /\ request
(UE,ENBT, ue_enbt_auth_RNue,RNue’) N\ request (UE,ENBT, ue_enbt_msg_auth_FSKe2u,FSKe2u') /\ witness(UE,ENBT, enbt_ue_msg_auth_e2ueAuth,E2ueAuth’) /A
witness (UE,ENBT,
enbt_ue_auth_RNe2,RNe2')7.State=2/\RCV_ENBT (start)=|>State":=3/\RNueN":=new()AHIMSI":=H1(IMSI)/\E2ueAuthN':=AuthFunc(xor(PE2ueAuth,RNueN"))ASND_E
NBT({HIMSI'RNueN'.UECap.EID1.TIN.{E2ueAuthN'}_inv(PKue)}_PFSKe2u)/\witness(UE,ENBT enbt_ue_msg_auth_e2ueAuthN,E2ueAuthN")9.State=3/\
RCV_ENBT({RNe2N"RNueN"T2N. {Xe2ueAuth'}_inv(PKe2)}_PFSKe2u)
=|>State":=4/\Xe2ueAuth':=AuthFunc(xor(PE2ueAuth,RNe2N'))AUK':=UKGFunc(RNueN'.RNe2N'.PE2ueAuth)/\E2ue AuthNN":=AuthFunc(xor(RNe2N',RNueN')) KRR
CintN":=KDF(PKRRCint.UK"ASIAD) N\ KRRCencN':= KDF(PKRRCenc.UK'.ASEAD) /\ KRRCUPenN'= KDF(PKRRCUPen.UK'.ASUPEAD) /\ KNASencN"=
KDF(PKNASenc.UK'.NASCAD) A\ KNASintN:= KDF(PKNASint.UK'.NASIAD) /\ request (UE, ENBT, ue_enbt_msg_auth_Xe2ueAuth,Xe2ueAuth’) /\ request (UE,
ENBT, ue_enbt_auth_RNueN,RNueN') end role role role_ENBT(UE,ENBS,ENBT,MME: agent, T2,T2N,T4,EID2, ASIAD
LASEAD,ASUPEAD,MVP,PE2ueAuth,PKRRCint,PKRRCenc,PKRRCUPen:text, KDF,AuthFunc,UKGFunc,FSKGFunc:hash_func, PKue,PKe2,PKel,PKm: public_key,
PFSKe2u:symmetric_key, SND_UE,RCV_UE,SND_ENBS,RCV_ENBS,SND_MME,RCV_MME:channel(dy))played_by ENBT def=local State:nat,

T1,T3,UECap,EID1,RNe2,RNel,RNue,HIMSI,ElueAuthN, E2ueAuth, XelueAuthN:text, KRRCint,KRRCenc,KRRCUPen,KeNBN,FSKe2u,NKG:text,
T1N,RNueN,RNe2N,E2ueAuthN,UK,E2ueAuthNN,KRRCintN,KRRCencN,KRRCUPenN, Xe2ueAuth:text const
enbt_enbs_UECap,enbt_enbs_RNe2,enbt_enbs_elD2,enbt_enbs_HIMSI,enbt_enbs_elueAuthN,enbt_ue_msg_auth_elueAuthN,enbs_enbt_msg_auth_HIMSI,enbt_ue_F
SKe2u, enbt_ue_XelueAuthN,enbt_ue_RNe2,enbt_ue_RNel,ue_enbt_msg_auth_FSKe2u,ue_enbt_auth_RNue,enbt_ue_msg_auth_e2ueAuth,enbt_ue_auth_RNe2,
enbt_mme_UECap, enbt_mme_RNe2N,enbt_mme_UK,enbt_mme_HIMSI,enbt_mme_MVP, enbt_ue_RNe2N,enbt_ue_RNueN,enbt_ue_Xe2ueAuth,
mme_enbt_msg_auth_MVP, ue_enbt_msg_auth_Xe2ueAuth, ue_enbt_auth_RNueN, enbt_ue_msg_auth_e2ueAuthN,enbt_ue_RNue,enbt_ue_FSKe2u,
enbt_enbs_msg_auth_XelueAuthN,enbt_enbs_auth_RNe2 : protocol_id init State := 0  transition 1.

State=0ARCV_UE({HIMSI'.RNue"EID1.PKue.{ElueAuthN'}_inv(PKue)} PKe2)=|>State":=1/\RNe2":=new()ASND_ENBS({UECap.RNe2'.T2.RNue"EID2.{HIMSI'} i
nv(PKe2).{ElueAuthN'} _inv(PKue)} _PKel) /\ secret(UECap ,enbt_enbs_UECap, {ENBT,ENBS}) /A secret(RNe2' ,enbt_enbs_RNe2, {ENBT,ENBS}) A
secret(EID2 ,enbt_enbs_elD2, {ENBT,ENBS}) /\ secret(HIMSI' ,enbt_enbs_HIMSI, {ENBT,ENBS}) /\ secret(ElueAuthN' ,enbt_enbs_elueAuthN, {ENBT,ENBS}) /\
request (ENBT,UE, enbt_ue_msg_auth_elueAuthN,ElueAuthN’) /A witness (ENBT,ENBS, enbs_enbt_msg_auth HIMSI,HIMSI) 4. State=1 A
RCV_ENBS({HIMSI'.KeNBN'RNe2".RNel .RNue".T3.{XelueAuthN’}_inv(PKel)} PKe2) =|> State:=2 A KRRCint:= KDF(KeNBN'.xor(RNe2,, RNue’).ASIAD) A\
KRRCenc"= KDF(KeNBN'.xor(RNe2', RNue).ASEAD) N KRRCUPen':= KDF(KeNBN'.xor(RNe2', RNue').ASUPEAD) /\ FSKe2u":= FSKGFunc(RNe2'.HIMSI')/\
E2ueAuth":=AuthFunc(xor(RNe2',RNel"))A SND_UE({RNe2'.RNel'.RNue' T4 {FSKe2u'}_inv(PKe2).{XelueAuthN'}_inv(PKel)}_PKue) A
secret(FSKe2u',enbt_ue_FSKe2u, {ENBT,UE})\ secret(XelueAuthN'enbt_ue_XelueAuthN, {ENBT,UE})\ secret(RNe2'enbt_ue RNe2, {ENBT,UE}) A
secret(RNel',enbt_ue_RNel, {ENBT,UE})/\ secret(RNue',enbt_ue_RNue, {ENBT,UE}) I\ secret(FSKe2u',enbt_ue_FSKe2u, {ENBT,UE}) /\ witness
(ENBT,UE, ue_enbt_msg_auth_FSKe2u,FSKe2u’) N witness (ENBT,UE, ue_enbt_auth_RNue,RNue’) N request (ENBT,ENBS,
enbt_enbs_msg_auth_XelueAuthN,XelueAuthN') N request (ENBT,ENBS, enbt_enbs_auth_RNe2,RNe2")6. State=2 N
RCV_UE({RNe2'.{E2ueAuth’}_inv(PKue)}_FSKe2u) =|> State"=3 /\ request (ENBT,UE, enbt_ue_msg_auth_e2ueAuth,E2ueAuth’)/\ request (ENBT,UE,
enbt_ue_auth_RNe2,RNe2')7. State=3 /\ RCV_UE({HIMSI"RNueN"UECap.EID1.TIN. {E2ueAuthN’}_inv(PKue)}_PFSKe2u) =[> State:=4 A RNe2N'=new()\\
E2ueAuthN':=AuthFunc(xor(PE2ueAuth,RNueN')) /\ UK:=UKGFunc(RNueN'.RNe2N'.PE2ueAuth)/\ E2ueAuthNN'":=AuthFunc(xor(RNe2N',RNueN')) A KRRCintN":=
KDF(PKRRCint.UK'ASIAD) /\ KRRCencN":= KDF(PKRRCenc.UK'.ASEAD) A KRRCUPenN":= KDF(PKRRCUPen.UK".ASUPEAD)/\
Xe2ueAuth':=AuthFunc(xor(PE2ueAuth,RNe2N"))/\ SND_MME({UECap.RNe2N"T2N.UK"HIMSI'{MVP}_inv(PKe2)}_PKm)/\
SND_UE({RNe2N"RNueN'.T2N.{Xe2ueAuth’}_inv(PKe2)}_PFSKe2u)/\  secret(UECap,enbt_mme_UECap, {ENBT,MME})/\ secret(RNe2N',enbt_mme_RNe2N,
{ENBT,MME})/\ secret(UK,enbt_mme_UK, {ENBT,MME})\\ secret(HIMSI',enbt_mme_HIMSI, {ENBT,MME})/\ secret(MVP,enbt_mme_MVP, {ENBT,MME})/\
secret(RNe2N',enbt_ue_RNe2N, {ENBT,UE})/\ secret(RNueN',enbt_ue_RNueN, {ENBT,UE})\ secret(Xe2ueAuth'enbt_ue_Xe2ueAuth, {ENBT,UE})\ witness
(ENBT,MME,  mme_enbt_msg_auth_MVP,MVP) A\ witness (ENBT,UE, ue_enbt_msg_auth_Xe2ueAuth,Xe2ueAuth) /A  witness  (ENBT,UE,
ue_enbt_auth_RNueN,RNueN')\ request (ENBT,UE, enbt_ue_msg_auth_e2ueAuthN,E2ueAuthN')end role role role_ ENBS(UE,ENBS,ENBT,MME: agent,

MVP,T3,KeNB,ElueAuth:text, NKGFunc,KDF,AuthFunc:hash_func, PKue,PKe2,PKel,PKm: public_key,
SND_ENBT,RCV_ENBT,SND_MME,RCV_MME:channel(dy)) played_by ENBS def=local State:nat,
T2,RNe2,RNel,RNue,KeNBN,NKG, XelueAuthN,ElueAuthN,HIMSI,UECap,EID2:text const enbs_enbt_HIMSI,enbs_enbt_KeNBN,
enbs_enbt_XelueAuthN,enbt_enbs_msg_auth_XelueAuthN, enbt_enbs_auth_RNe2,enbs_mme_HIMSI,enbs_mme_UECap,enbs_mme_elD2,enbs_mme_NKG,
enbs_mme_MVP,mme_enbs_msg_auth_MVP,enbs_enbt_msg_auth_HIMSI : protocol_id init State = 0 transition 2. State=0 A
RCV_ENBT({UECap.RNe2.T2.RNue'.EID2.{HIMSI'}_inv(PKe2).{E1lueAuthN'}_inv(PKue)} PKel) =|> State'=1 N\ RNel:=new() N NKG':=NKGFunc
(RNe2'.RNel'.RNue’) N KeNBN":= KDF(NKG'.KeNB) N XelueAuthN':= AuthFunc(xor(ElueAuth, RNel')) N
SND_ENBT({HIMSI'.KeNBN'.RNe2'.RNel.RNue'. T3.{XelueAuthN'}_inv(PKel)} PKe2) N
SND_MME({HIMSI'.UECap.EID2.NKG"T3.RNel' . {MVP}_inv(PKel)}_PKm) /\  secret(HIMSI' ,enbs_enbt HIMSI, {ENBS,ENBT})A  secret(KeNBN'
,enbs_enbt_KeNBN, {ENBS,ENBT}HA secret(XelueAuthN ,enbs_enbt_XelueAuthN, {ENBS,ENBT}H witness (ENBS,ENBT,

enbt_enbs_msg_auth_XelueAuthN,XelueAuthN’) /\ witness (ENBS,ENBT, enbt_enbs_auth_RNe2,RNe2’) /\ secret(HIMSI' ,enbs_mme_HIMSI, {ENBS,MME}) N\
secret(UECap ,enbs_mme_UECap, {ENBS,MME})/\ secret(EID2 ,enbs_mme_elD2, {ENBS,MME})/\ secret(NKG' ,enbs_mme_NKG, {ENBS,MME})/\ secret(MVP
,enbs_mme_MVP, {ENBS,MME})/\ witness (ENBS,MME, mme_enbs_msg_auth_MVP,MVP) /\ request (ENBS,ENBT, enbs_enbt_msg_auth_HIMSI,HIMSI’) end role
role role_MME(UE,ENBS,ENBT,MME: agent, NASCAD,NASIAD,KASME,PKNASenc,PKNASint:text, KDF :hash_func, PKue,PKe2,PKel,PKm: public_key,
SND_ENBT,RCV_ENBT,SND_ENBS, RCV_ENBS:channel(dy))played_by MME def=local State:nat, MVP,HIMSI,UECap,
EID2,NKG,T3,RNel, KASMEN,KNASenc, KNASint,RNe2N, T2N,UK,KNASencN,KNASintN:text ~ const mme_enbs_msg_auth_MVP,mme_enbt_msg_auth_MVP:
protocol_id init State := O transition 3. State=0 A RCV_ENBS({HIMSI'UECap.EID2.NKG"T3.RNel' {MVP}_inv(PKel)} PKm) =|> State=1 A KASMEN'=
KDF(KASME.NKG') A KNASenc:= KDF(KASMEN'.NASCAD) /\ KNASint:= KDF(KASMEN'.NASIAD) /\ request (MME,ENBS, mme_enbs_msg_auth_MVP,MVP)
8. State=1 A RCV_ENBT({UECap.RNe2N'T2N.UK"HIMSI'{MVP}_inv(PKe2)} PKm) => State:=2 A KNASencN:= KDF(PKNASenc.UK'.NASCAD) A
KNASIntN':= KDF(PKNASIint. UK'.NASIAD) A\ request (MME,ENBT, mme_enbt_msg_auth_MVP,MVP) end role role session1(UE,ENBS,ENBT,MME:agent,

IMSI,T1,UECap, TIN,UECapN, EID1,ElueAuth, KASME,ASIAD, ASEAD,ASUPEAD,NASCAD,
NASIAD,KeNB,PE2ueAuth:text, HIMSI,E1ueAuthN,RNue,PKRRCint,PKRRCenc,PKRRCUPen,PKNASenc, PKNASint:text,
RNe2,RNe1,NKG,KeNBN,KRRCint,KRRCenc, KRRCUPen,KASMEN,KNASenc, KNASint,E2ueAuth,FSKe2u: text,

RNueN,E2ueAuthN, T2N,RNe2N, Xe2ueAuth,UK,E2ueAuthNN:text, KRRCintN,KRRCencN,KRRCUPenN,KNASencN,KNASIntN, T4,EID2,MVP,T2,T3,XelueAuthN:
text,H1,AuthFunc, NKGFunc,KDF,UKGFunc,FSKGFunc:hash_func,PFSKe2u:symmetric_key,PKue,PKe2,PKel,PKm:public_key)def=localSND_ENBT1,RCV_ENBT1
,SND_UE2, RCV_UE2,SND_ENBS2,
RCV_ENBS2,SND_MME2,RCV_MME2,SND_ENBT3,RCV_ENBT3,SND_MME3,RCV_MME3,SND_ENBT4,RCV_ENBT4,SND_ENBS4,RCV_ENBS4:channel(dy
) composition role_UE(UE,ENBS,ENBT,
MME,IMSI,T1,UECap,T1IN,UECapN,EID1,ElueAuth, KASME,ASIAD,ASEAD,ASUPEAD,NASCAD,NASIAD,KeNB,PE2ueAuth,PKRRCint,PKRRCenc,PKRRCUP
en,PKNASenc,PKNASint,H1,AuthFunc, NKGFunc,KDF,UKGFunc,PKue,PKe2,PKel,PKm,PFSKe2u,SND_ENBT1,RCV_ENBT1)
N\role_ENBT(UE,ENBS,ENBT,MME,T2,T2N,T4,EID2,ASIAD,ASEAD,ASUPEAD,MVP, PE2ueAuth,PKRRCint,
PKRRCenc,PKRRCUPen,KDF, AuthFunc,UKGFunc, FSKGFunc,PKue,PKe2,PKel,PKm,PFSKe2u,SND_UE2,RCV_UE2,SND_ENBS2,RCV_ENBS2,SND_MME2,RC
V_MME2)A role_ENBS(UE,ENBS, ENBT,
MME,MVP,T3,KeNB,ElueAuth, NKGFunc,KDF,AuthFunc,PKue,PKe2,PKel,PKm,SND_ENBT3,RCV_ENBT3,SND_MME3,RCV_MME3)/\
role_MME(UE,ENBS,ENBT,MME,NASCAD,NASIAD, KASME, PKNASenc,
PKNASint,KDF,PKue,PKe2,PKel,PKm,SND_ENBT4,RCV_ENBT4,SND_ENBS4,RCV_ENBS4)end role role environment() def= const ue,enbs,enbt,mme:agent,
imsi,t1,uecap, tln,uecapn,
eidl,elueauth,kasme,asiad,asead,asupead,nascad,nasiad,kenb,pe2ueauth:text,himsi,elueauthn,rnue,pkrrcint,pkrrcenc,pkrrcupen, pknasenc,pknasint:text,rne2,rnel,nkg,ken
bn,krrcint,krrcenc,

krrcupen,kasmen, knasenc, knasint,e2ueauth, fske2u:text,rnuen,e2ueauthn, t2n,rne2n,xe2ueauth,uk,e2ueauthnn:text,krrcintn,krrcencn, krrcupenn, knasencn, knasintn, t4,eid2,
mvp,t2,t3,
xelueauthn:text,h1,authfunc,nkgfunc,kdf,ukgfunc,fskgfunc:hash_func,pfske2u:symmetric_key,pkue,pke2,pkel,pkm:public_key,ue_enbt_IMSI,ue_enbt_HIMSI,ue_enbt_
UECap,
ue_enbt_elueAuthN,enbt_ue_msg_auth_elueAuthN,ue_enbt_RNe2,ue_enbt_e2ueAuth,ue_enbt_auth_RNue,ue_enbt_msg_auth_FSKe2u,enbt_ue_msg_auth_e2ueAuth,
enbt_ue_auth_RNe2,enbt_ue_msg_auth_e2ueAuthN,ue_enbt_msg_auth_Xe2ueAuth,ue_enbt_auth_RNueN:protocol_id,enbt_enbs_UECap,enbt_enbs_RNe2,enbt_enbs_
elD2,

enbt_enbs_HIMSI enbt_enbs_elueAuthN,enbt_ue_XelueAuthN,enbt_ue_RNe2,enbt_ue_RNel,enbt_mme_UECap,enbt_mme_RNe2N,enbt_mme_UK,enbt_mme_HIM
Sl,
enbt_mme_MVP,enbt_ue_RNe2N,enbt_ue_RNueN,enbt_ue_Xe2ueAuth,enbt_ue_RNue,enbt_ue_FSKe2u:protocol_id,enbs_enbt_HIMSI,enbs_enbt_KeNBN,enbs_enbt_
XelueAuthN,
enbt_enbs_msg_auth_XelueAuthN,enbt_enbs_auth_RNe2,enbs_mme_HIMSI,enbs_mme_UECap,enbs_mme_elD2,enbs_mme_NKG,enbs_mme_MVP,enbs_enbt_msg_

auth_HIMSI:  protocol_id, mme_enbs_msg_auth_MVP,mme_enbt_msg_auth_MVP: protocol_id intruder_knowledge = {hl, authfunc, nkgfunc, kdf,
ukgfunc, fskgfunc,pkue,pke2,pkel,pkm} composition
session1(ue,enbs,enbt,mme,imsi,t1,uecap,t1n,uecapn,eidl,elueauth,kasme,asiad,asead,asupead,pknasenc,pknasint,nascad,nasiad,kenb,himsi,pe2ueauth,pkrrcint,pkrrcenc,
pkrrcupen,

elueauthn,rnue,rne2,rnel,nkg,kenbn,krrcint,krrcenc, krrcupen, kasmen,knasenc, knasint,e2ueauth, fske2u,rnuen,e2ueauthn,t2n,rne2n, xe2ueauth,uk,e2ueauthnn krrcintn krrc
encn,krrcupenn,knasencn,knasintn,t4,eid2,mvp,t2,t3,xelueauthn, hl, authfunc, nkgfunc, kdf, ukgfunc,fskgfunc,pfske2u,pkue,pke2,pkel,pkm)end role goal
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authentication_on  enbt_ue_msg_auth_elueAuthNauthentication_on  ue_enbt_auth_RNue  authentication_on  ue_enbt_msg_auth_FSKe2u authentication_on
enbt_ue_msg_auth_e2ueAuth authentication_on enbt_ue_auth_RNe2 authentication_on enbt_ue_msg_auth_e2ueAuthN authentication_on ue_enbt_msg_auth_Xe2ueAuth
authentication_on  ue_enbt_auth_RNueN authentication_on enbt_enbs_msg_auth_XelueAuthN authentication_on enbt_enbs_auth_RNe2 authentication_on
enbs_enbt_msg_auth_HIMSI authentication_on mme_enbs_msg_auth_MVP authentication_on mme_enbt_msg_auth_MVP secrecy_of ue_enbt_IMSI _of ue_enbt_HIMSI
secrecy_of ue_enbt_UECap secrecy _of ue_enbt_elueAuthN secrecy of ue_enbt RNe2 secrecy_of ue_enbt_e2ueAuth secrecy of enbt_enbs UECap secrecy_of
enbt_enbs_RNe2 secrecy of enbt_enbs_elD2 secrecy of enbt_enbs_HIMSI secrecy of enbt_enbs_elueAuthN secrecy of enbt_ue XelueAuthN secrecy of
enbt_ue_RNe2 secrecy of enbt_ue_RNel secrecy of enbt_mme_UECap secrecy of enbt_mme_RNe2N secrecy_of enbt_mme_UK secrecy of enbt_mme_HIMSI
secrecy_of enbt_mme_MVP secrecy of enbt_ue RNe2N secrecy of enbt_ue RNueN secrecy of enbt_ue_Xe2ueAuth secrecy_of enbt_ue RNue secrecy_of
enbt_ue_FSKe2u secrecy of enbs_enbt_ HIMSI secrecy_of enbs_enbt_ KeNBN secrecy of enbs_enbt_XelueAuthN secrecy_of enbs_mme_HIMSI secrecy of
enbs_mme_UECap secrecy_of enbs_mme_elD2 secrecy_of enbs_mme_NKG secrecy_of enbs_mme_MVP end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.11s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 7 states, Reachable: 1 states, Translation: 0.05 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA3

role role_UE (UE,HSS,MME,ENB: agent, IMSI,UECap,TS,AMF,SQN,DONENAS,DONEAS,HID:text, LKASME,NASCAD,NASIAD,NASALGID, NASALGC:text,
NASUPC, LUI,LHI,ASIAD,ASALGID, ASEAD, ASUPEAD,ASALGC :text, HFunc, UIGFunc, HIGFunc, NKGFunc,NKeNBG:hash_func, F1, F2, F3, F4, F5, KDF,
AUTHFunc:hash_func, SK:symmetric_key,PKue,PKenb,PKhss,PKmme : public_key, SND_MME,RCV_MME,SND_ENB,RCV_ENB:channel(dy))played_by UE
def=local ~ State:nat, RNue, HIMSI,UI,HI,RNmme,RNhss,RAND, AUTHNKG,MAC, RESCK, IK, ~AKKASMEHNID : text, KNASenc,
KNASiIn,RNenb,KeNB,NKeNB,KRRCint, KRRCenc, KRRCUPen: text const ue_mme_HIMSI,ue_mme_HID,ue_mme_TS,ue_mme_Ul,mme_ue_msg_auth HIMSI
,ue_mme_msg_auth_HI,
ue_mme_RNue,ue_mme_RNmme,ue_mme_RES,mme_ue_msg_auth_RES,mme_ue_auth_RNmme,ue_mme_msg_auth_NASALGC,ue_mme_auth_RNue,
ue_mme_DONENAS, mme_ue_msg_auth_DONENAS,
ue_enb_msg_auth_ ASALGC,ue_enb_RNenb,ue_enb_DONEAS,enb_ue_msg_auth_ DONEAS,enb_ue_auth_RNenb: protocol_id init State := 0 transition 1. State=0 N\
RCV_MME(start) => State"=1 /A RNue:=new()A HIMSI"= HFunc(IMSI.RNue) A Ul:= UIGFunc(HIMSI'SK.RNue') A SND_MME({{HIMSI'}_inv
(PKue).RNue.UI'"UECap.TS.PKue.HID}_PKmme) A secret(HIMSI' ,ue_mme_HIMSI, {UE, MME}) /\ secret(HID ,ue_mme_HID, {UE, MME})A secret(TS
sue_mme_TS, {UE, MME}N\ secret(Ul' ,ue_mme_Ul, {UE, MME}A witness (UE,MME, mme_ue_msg_auth HIMSI,HIMSI')4. State=1 N\

RCV_MME(({RAND"AUTH".RNhss'.RNmme"HNID'{HI'}_inv(PKmme)}_PKue) => Statei=2 N\ NKG:=  NKGFunc(xor(RNmme', HIN.SK) A
MAC"=F1(NKG'.RAND'AMF.SQN) A\ RES'=F2(NKG.RAND") /\ CK"'=F3(NKG.RAND) AN IK:=F4(NKG'.RAND) /N AK":=F5(NKG'.RAND’) A
KASME":=KDF(xor(SQN, AK').HNID'.CK"IK) A AUTH":=AUTHFunc(xor(SQN, AK').AMF.MAC') N RNue':=new()/\

SND_MME({RNue".RNmme'.{RES}_inv(PKue)}_PKmme) /\ request (UE, MME, ue_mme_msg_auth_HI, HI)/\ secret(RNue',ue_mme_RNue, {UE, MME})A
secret(RNmme',ue_mme_RNmme, {UE, MME})/\ secret(RES',ue_mme_RES, {UE, MME}) /\ witness (UE,MME, mme_ue_msg_auth_RES,RES’) /\ witness (UE,MME,
mme_ue_auth_ RNmme,RNmme') 6. State=2 N RCV_MME({RNue'{NASALGC}_inv(PKmme)}_PKue) => State":=3 N KNASenc"=
KDF(LKASME.NASCAD.NASALGID) /A KNASin:= KDF(LKASME.NASIAD.NASALGID) N SND_MME({{DONENAS}_inv(PKue)}_PKmme) /\ request (UE,
MME, ue_mme_msg_auth_NASALGC, NASALGC) /\ request (UE, MME, ue_mme_auth_RNue, RNue') /\ secret(DONENAS,ue_mme_DONENAS, {UE, MME})/\
witness (UE,MME, mme_ue_msg_auth DONENAS,DONENAS) 9. State=3 /\ RCV_ENB({RNenb'.{ASALGC}_inv(PKenb)} PKue) =|> State"=4 /\ KeNB'
KDF(LKASME.NASUPC.LULLHI) A NKeNB'= NKeNBG(KeNB.RNenb) /A KRRCint:= KDF(NKeNB'ASIAD.ASALGID) /A  KRRCenc'
KDF(NKeNB'ASEAD.ASALGID) /\ KRRCUPen:= KDF(NKeNB'ASUPEAD.ASALGID) /A SND_ENB({RNenb'.{DONEAS}_inv(PKue)}_PKenb) /\ request
(UE,ENB,ue_enb_msg_auth_ASALGC, ASALGC) /\ secret(RNenb',ue_enb_RNenb, {UE, ENB})/\ secret(DONEAS,ue_enb_DONEAS, {UE, ENB})/\ witness (UE,ENB,
enb_ue_msg_auth_DONEAS,DONEAS) /\ witness (UE,ENB, enb_ue_auth_RNenb,RNenb’)end role role role_MME(UE,HSS,MME,ENB: agent, HVP,MVP:text,
LKASME,NASCAD,NASIAD,NASALGID, NASALGC:text, NASUPC, LUI,LHI:text, NIFunc,KDF:hash_func, SKmh,SKem:symmetric_key,
PKue,PKenb,PKhss,PKmme : public_key, SND_HSS,RCV_HSS,SND_UE,RCV_UE,SND_ENB,RCV_ENB:channel(dy))played_by MME def=local State:nat,
HIMSI,RNue,Ul,UECap,TS,HID :text, RNmme,HNID :text, RAND,AUTH,KASME,HI,XRES,RES,RNhss :text, KNASenc, KNASin,DONENAS:text, KeNB:text const
mme_ue_msg_auth_HIMSI,mme_hss_HNID,mme_hss_HIMSI,

mme_hss_Ul,mme_hss_RNmme,mme_hss_RNue,hss_mme_msg_auth_HNID,mme_hss_auth_ RNmme,mme_hss_msg_auth_HI,mme_ue_RAND,mme_ue_AUTH,mme
_ue_RNhss,mme_ue_RNmme,mme_ue_HNID,mme_ue_HI,ue_mme_msg_auth_HI,mme_ue_msg_auth_RES,mme_ue_auth_RNmme,mme_ue_RNue,mme_ue_NASAL
GC,ue_mme_msg_auth_NASALGC,ue_mme_auth_RNue,mme_ue_msg_auth DONENAS,mme_enb_KeNB,enb_mme_msg_auth_KeNB: protocol_id init State := 0
transition 1. State=0 A RCV_UE({{HIMSI'}_inv(PKue) .RNue'.UI''UECap .TS.PKue.HID}_PKmme)=|> State":=1 /A HNID":= NIFunc(xor(HVP,MVP)) A RNmme":=new()
/\ SND_HSS({RNmme".RNue'.{HNID}_inv(PKmme).HIMSI'.UI'}_SKmh) A request (MME, UE,mme_ue_msg_auth_HIMSI,HIMSI') /\ secret(HNID',mme_hss_HNID,
{MME, HSS}) N secret(HIMSI' ,mme_hss_HIMSI, {MME, HSS}) A secret(Ul' ,mme_hss_UI, {MME, HSS}) A\ secret(RNmme' ,mme_hss_RNmme, {MME, HSS}) A\
secret(RNue' ,mme_hss_RNue, {MME, HSS}) N\ witness (MME, HSS, hss_mme_msg_auth_ HNID, HNID) 3. State=1 A RCV_HSS({{HI}_inv(PKhss).RAND"
AUTH'.KASME'.XRES'.RNhss'.RNmme’}_SKmh) => State':=2 N HNID:= NIFunc(xor(HVP,MVP))
N\SND_UE({RAND'.AUTH'.RNhss'.RNmme"HNID'.{HI'}_inv(PKmme)}_PKue) A request (MME, HSS, mme_hss_auth RNmme, RNmme') A\ request (MME, HSS,
mme_hss_msg_auth_HI, HI') A secret(RAND' ,mme_ue_RAND, {MME, UE}) /\ secret(AUTH' ,mme_ue_AUTH, {MME, UE}) /\ secret(RNhss',mme_ue_RNhss, {MME,
UE}) Nsecret(RNmme',mme_ue_RNmme, {MME, UE}) /\ secret(HNID' ,mme_ue_HNID, {MME, UE}) A\ secret(HI' ,mme_ue_HI, {MME, UE}) A witness (MME, UE,
ue_mme_msg_auth_HI, HI') 5. State=2 A\ RCV_UE({RNue’.RNmme'.{RES'}_inv(PKue)}_PKmme) =|> State":=3 /A KNASenc':= KDF(LKASME.NASCAD.NASALGID)
N\ KNASin':= KDF(LKASME.NASIAD.NASALGID) N SND_UE({RNue'{NASALGC}_inv(PKmme)}_PKue) /\ request (MME,UE, mme_ue_msg_auth_RES,RES’) /\
request (MME,UE, mme_ue_auth_RNmme,RNmme') /\ secret(RNue',mme_ue_RNue, {MME, UE}) /\ secret(NASALGC,mme_ue_NASALGC, {MME, UE}) N witness
(MME, UE, ue_mme_msg_auth_NASALGC, NASALGC) N witness  (MME, UE, ue_mme_auth_RNue, RNue’) 7. State=3 N\
RCV_UE({{DONENAS}_inv(PKue)}_PKmme) =|> State':=4 /\ KeNB"= KDF(LKASME.NASUPC.LUI.LHI) A SND_ENB({{KeNB'}_inv(PKmme)}_SKem) /\ request
(MME,UE, mme_ue_msg_auth_DONENAS,DONENAS) /\ secret(KeNB'mme_enb_KeNB, {MME, ENB})/\ witness (MME, ENB, enb_mme_msg_auth_KeNB,
KeNB")end role role role_HSS(UE,HSS,MME,ENB: agent, IMSI, HVP, MVP,AMF,SQN:text, HFunc, NIFunc, UIGFunc, HIGFunc, NKGFunc :hash_func, F1, F2, F3,
F4, F5, KDF, AUTHFunc :hash_func, SK,SKmh:symmetric_key, PKue,PKenb,PKhss,PKmme : public_key, SND_MME,RCV_MME:channel(dy)) played_by HSS

def=local State:nat, RNmme,RNue,HNID, HIMSI,Ul:text, RNhss,XHNID,HI,NKG,MAC,RAND,XRES,CK,IK,AK,KASME,AUTH:text const
hss_mme_msg_auth_HNID,hss_mme_HI,hss_mme_RAND,hss_mme_AUTH,hss_mme_KASME, hss_mme_XRES, hss_mme_RNhss,
hss_mme_RNmme,mme_hss_msg_auth_HI,mme_hss_auth_RNmme: protocol_id init State := 0 transition 2. State=0 /A RCV_MME({RNmme"

RNue'{HNID}_inv(PKmme).HIMSI"UI'}_SKmh) => State:=1 /\ RNhss:=new()A RAND":=new()A HIMSI:= HFunc(IMSL.RNue’) A XHNID"=
NIFunc(xor(HVP,MVP)) N UI'= UIGFunc(HIMSI'SK.RNue’) A HI"= HIGFunc(UI'SK.RNhss) A NKG:= NKGFunc(xor(RNmme', HI').SK) A
MAC"=F1(NKG'.RAND"AMF.SQN) N XRES"=F2(NKG.RAND) A CK":=F3(NKG'.RAND) A IK"=F4(NKG'.RAND") A AK":=F5(NKG.RAND) A
KASME":=KDF(xor(SQN, AK').XHNID".CK"IK) N AUTH:=AUTHFunc(xor(SQN, AK').AMF.MAC') N SND_MME{{HI’}_inv(PKhss).
RAND'AUTH'KASME'XRES'RNhss'.RNmme'}_SKmh) A request (HSS, MME, hss_mme_msg_auth_HNID, HNID) A secret(HI',hss_mme_HI, {HSS, MME})/A
secret(RAND',hss_mme_RAND, {HSS, MME}N\ secret(AUTH'hss_mme_AUTH, {HSS, MME})/\ secret(KASME'hss_mme_KASME, {HSS, MME}) A
secret(XRES',hss_mme_XRES, {HSS, MME})/\ secret(RNhss',hss_mme_RNhss, {HSS, MME})/\ secret(RNmme',hss_mme_RNmme, {HSS, MME})/\ witness (HSS,
MME, mme_hss_msg_auth_HI, HI') /\ witness (HSS, MME, mme_hss_auth_RNmme, RNmme') end role role role_ENB(UE,HSS,MME,ENB: agent, ASIAD,ASALGID,
ASEAD, ASUPEAD,ASALGC:text, NKeNBG,KDF :hash_func, SKem:symmetric_key, PKue,PKenb,PKhss,PKmme : public_key,
SND_MME,RCV_MME,SND_UE,RCV_UE:channel(dy))played_by ENB def= local State:nat, NKeNB,KRRCint, KRRCenc,KRRCUPen,RNenb,KeNB,DONEAS:text
const enb_mme_msg_auth_KeNB ,enb_ue_RNenb,enb_ue_ASALGC,ue_enb_msg_auth_ASALGC, enb_ue_msg_auth_DONEAS,enb_ue_auth_RNenb: protocol_id init
State := 0 transition 8. State=0 \ RCV_MME({{KeNB'}_inv(PKmme)}_SKem) =|> State"=1 \ RNenb"=new() /\ NKeNB'= NKeNBG(KeNB'RNenb) A KRRCint":=
KDF(NKeNB'ASIAD.ASALGID) AN KRRCenc':= KDF(NKeNB'.ASEAD.ASALGID) A\ KRRCUPen"= KDF(NKeNB'.ASUPEAD.ASALGID) A
SND_UE({RNenb'.{ASALGC}_inv(PKenb)}_PKue) /\ request (ENB,MME, enb_mme_msg_auth_KeNB, KeNB') N\ secret(RNenb' ,enb_ue_RNenb, {ENB, UE}) N\
secret(ASALGC ~ .enb_ue_ASALGC, {ENB, UE}) A witness (ENB, UE, ue_enb_msg_auth_ ASALGC, ASALGC) 10. State=1 A\
RCV_UE({RNenb'.{DONEAS}_inv(PKue)}_PKenb)  =|>  State=2 N request (ENB,UE, enb_ue_msg_auth_DONEAS,DONEAS) /\  request
(ENB,UE,enb_ue_auth_RNenb,RNenb’) end role role sessionl(UE ,MME ,HSS,ENB:agent, IMSI,UECap,TS,AMF,SQN,DONENAS,DONEAS,HID:text,
LKASME,NASCAD,NASIAD,NASALGID, NASALGC:text, NASUPC, LUI,LHI,ASIAD,ASALGID, ASEAD, ASUPEADASALGC :text, RNue,
HIMSI,UI,HI,RNmme,RNhss, RAND, AUTH,NKG,MAC,RES,CK, IK, AK,KASME,HNID : text, KNASenc, KNASin,KeNB,NKeNB,KRRCint, KRRCenc, KRRCUPen:
text, HVP,MVP,XHNID,XRES,RNenb:text, HFunc, UIGFunc, HIGFunc, NKGFunc,NKeNBG:hash_func, NIFunc, F1, F2, F3, F4, F5, KDF, AUTHFunc:hash_func,

PKue,PKenb,PKhss,PKmme : public_key, SK,SKmh,SKem:symmetric_key ) def=local SND_MME1,RCV_MME1,SND_ENB1,RCV_ENBL1,
SND_HSS2,RCV_HSS2,SND_UE2,RCV_UE2,SND_ENB2,RCV_ENB2, SND_MME3,RCV_MME3, SND_MME4,RCV_MME4,SND_UE4,RCV_UE4 : channel(dy)
composition role_UE(UE, MME, HSS,ENB,IMSI,UECap, TS,AMF,SQN,DONENAS,DONEAS,HID, LKASME,NASCAD,NASIAD,NASALGID,

NASALGC,NASUPC,LUI,LHI,ASIAD,ASALGID,ASEAD,ASUPEAD,ASALGC,HFunc,UIGFunc,HIGFunc, NKGFunc,NKeNBG,F1,F2,F3,F4,F5,KDF, AUTHFunc,S
K,PKue,PKenb,PKhss,PKmme,SND_MMEL1,

RCV_MME1,SND_ENB1,RCV_ENB1)/\role_ MME(UE,MME,HSS,ENB,HVP,MVP,LKASME,NASCAD,NASIAD,NASALGID,NASALGC,NASUPC,LUI,LHI,NIFu
nc,KDF,SKmh,SKem,PKue,PKenb,PKhss,
PKmme,SND_HSS2,RCV_HSS2,SND_UE2,RCV_UE2,SND_ENB2,RCV_ENB2)/role_HSS(UE,MME,HSS,ENB,IMSI,HVP,MVP,AMF,SQN,HFunc,NIFunc,UIGFu
nc,HIGFunc,NKGFunc, F1,F2,F3,F4,F5,KDF,
AUTHFunc,SK,SKmh,PKue,PKenb,PKhss,PKmme,SND_MME3,RCV_MME3)/\role_ENB(UE,MME,HSS,ENB,ASIAD,ASALGID,ASEAD,ASUPEAD,ASALGC,NK
eNBG,KDF,SKem,PKue,PKenb, PKhss, PKmme, SND_MME4,RCV_MME4,SND_UE4,RCV_UE4) end role role environment() def= const
ue:agent,mme:agent,hss:agent,enb:agent,imsi,uecap,ts,amf,sqn,donenas,doneas,hid:text, Ikasme,nascad, nasiad, nasalgid, nasalgc:text,nasupc, lui,lhi,asiad,asalgid,
asead, asupead,asalgc :text, rnue, himsi,ui,hi,rnmme,rnhss,rand, auth,nkg,mac,sqn,res,ck, ik, ak,kasme,hnid : text, knasenc, knasin,kenb,nkenb,krrcint,krrcenc,krrcupen:
text, hvp,mvp,xhnid,xres,rmenb : text, hfunc, uigfunc, higfunc, nkgfunc,nkenbg,nifunc, f1, f2, f3, f4, f5, kdf, authfunc:hash_func, pkue,pkenb,pkhss,pkmme:public_key,
sk,skmh,skem:symmetric_key, ue_mme_HIMSI,ue_mme_HID,ue_mme_TS,ue_mme_UIl,mme_ue_msg_auth_HIMSI ,ue_mme_msg_auth_HI,
ue_mme_RNue,ue_mme_RNmme,ue_mme_RES,mme_ue_msg_auth_RES,mme_ue_auth_RNmme,ue_mme_msg_auth_NASALGC,ue_mme_auth_RNue,ue_mme_DO
NENAS,mme_ue_msg_auth DONENAS,ue_enb_msg_auth_ ASALGC,ue_enb_RNenb,ue_enb_DONEAS,enb_ue_msg_auth_DONEAS,enb_ue_auth_RNenb,mme_hss_

266



HNID,mme_hss_HIMSI,mme_hss_UI,
mme_hss_RNmme,mme_hss_RNue,hss_mme_msg_auth_HNID,mme_hss_auth_RNmme,mme_hss_msg_auth_HI,mme_ue_RAND,mme_ue_AUTH,mme_ue_RNhss,
mme_ue_RNmme, mme_ue_HNID,mme_ue_HI,ue_mme_msg_auth_HI,mme_ue_RNue,mme_ue_NASALGC,mme_enb_KeNB,enb_mme_msg_auth_KeNB,
hss_mme_HI,hss_mme_RAND,hss_mme_AUTH, hss_mme_KASME,hss_mme_XRES,hss_mme_RNhss,hss_mme_RNmme,enb_ue_RNenb,enb_ue_ASALGC:
protocol_id intruder_knowledge = {hfunc, uigfunc, higfunc, nkgfunc,nkenbg,nifunc, f1, f2, 3, f4, f5, kdf, authfunc, pkue,pkenb,pkhss,pkmme} composition
session1(ue,mme,hss,enb,imsi,uecap,ts,amf,sqn,donenas,doneas, hid, Ikasme,nascad,nasiad, nasalgid,nasalgc,

nasupc,lui, Ihi,asiad,asalgid,asead,asupead,asalgc,rnue, himsi,ui, hi,rnmme,rnhss,rand,auth,nkg, mac,sqn,res,ck ik,ak,kasme, hnid,knasenc,knasin,kenb,nkenb, krrcint,krrcenc,
krrcupen, hvp,mvp, xhnid,xres,hfunc, uigfunc, higfunc, nkgfunc,nkenbg,nifunc,fl, f2, 3, f4,f5kdf,authfunc, pkue,pkenb,pkhss,pkmme,sk,skmh,skem) end role goal
authentication_on  mme_ue_msg_auth_HIMSI  authentication_on  ue_mme_msg_auth_HI  authentication_on  mme_ue_msg_auth_RES  authentication_on
mme_ue_auth RNmme authentication_on ue_mme_msg_auth NASALGC authentication_on ue_mme_auth_RNue authentication_on mme_ue_msg_auth_DONENAS
authentication_on  ue_enb_msg_auth_ASALGC authentication_on enb_ue_msg_auth_DONEAS  authentication_on enb_ue_auth RNenb authentication_on
hss_mme_msg_auth_ HNID authentication_on mme_hss_auth_RNmme authentication_on mme_hss_msg_auth_HI authentication_on ue_mme_msg_auth_HI
authentication_on enb_mme_msg_auth_KeNB secrecy_of ue_mme_HIMSI secrecy_of ue_mme_HID secrecy_of ue_mme_TS secrecy_of ue_mme_Ul secrecy_of
ue_mme_RNue secrecy_of ue_mme_RNmme secrecy_of ue_mme_RES secrecy_of ue_mme_DONENAS secrecy_of ue_enb_RNenb secrecy of ue_enb_DONEAS
secrecy_of mme_hss_HNID secrecy_of mme_hss_HIMSI secrecy_of mme_hss_UI secrecy_of mme_hss_ RNmme secrecy of mme_hss_RNue secrecy of
mme_ue_RAND secrecy_of mme_ue_AUTH secrecy_of mme_ue_RNhss secrecy_of mme_ue_RNmme secrecy_of mme_ue_HNID secrecy_of mme_ue_HI secrecy_of
mme_ue_RNue secrecy_of mme_ue_NASALGC secrecy_of mme_enb_KeNB secrecy_of hss_mme_HI secrecy of hss_mme_RAND secrecy_of hss_mme_AUTH
secrecy_of hss_mme_KASME secrecy of hss_mme_XRES secrecy of hss_mme_RNhss secrecy of hss_mme_RNmme secrecy of enb_ue_RNenb secrecy of
enb_ue_ASALGC end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.12s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 7 states, Reachable: 1 states, Translation: 0.04 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.1.1

role role_UE (UE,HSS,MME: agent, IMSI,TS, AMF,SQN :text, UIGFunc,NIGFunc,NKGFunc, F1, F2, F3, F4, F5, KDF, AUTHFunc:hash_func, SK:symmetric_key,
PKue,PKmme, PKhss : public_key, SND_MME,RCV_MME:channel(dy))played_by UE def=local State:nat, Ul, RNue,RNmme,RNhss,NI,UKG, MAC,RES,CK, IK,
AK,KASME,AUTN, RAND,HNID : text const ue_mme_IMSI, ue_mme_RNue, ue_mme_TS,ue_mme_Ul,mme_ue_msg_auth_IMSI, ue_mme_RNmme, ue_mme_RES,
ue_mme_msg_auth_NI, mme_ue_msg_auth_RES, mme_ue_auth_ RNmme: protocol_id init State := O transition 1. State=0 /\ RCV_MME(start) =|> State"=1/\
RNue':=new()/\ UI":= UIGFunc(IMSl.xor(RNue', SK)) /A SND_MME({{IMSI}_inv(PKue).RNue'.UI'PKue.TS}_PKmme)/\ secret(IMSI ,ue_mme_IMSI, {UE, MME}) /\
secret(RNue' ,ue_mme_RNue, {UE, MME}A secret(TS ,ue_mme_TS, {UE, MME}A secret(UlI' ,ue_mme_Ul, {UE, MME}/\ witness (UE,MME,
mme_ue_msg_auth_IMSI,IMSI) 4. State=1 /A RCV_MME({RAND"AUTN"RNhss.RNmme'.HNID'{NI'}_inv(PKmme)}_PKue) =|> State=2 N\ NI=
NIGFunc(RNhss'.SK.UI) A UKG":= NKGFunc(SK.xor(RNmme', NI')) A\ MAC"=F1(UKG'.RAND"AMF.SQN) /\ RES"=F2(UKG"RAND') A CK":=F3(UKG'.RAND") \
IK':=F4(UKG'.RAND") \ AK":=F5(UKG.RAND’) )\ KASME"=KDF(xor(SQN, AK’).HNID'.CK"IK'.UKG') A\ AUTN:=AUTHFunc(xor(SQN, AK).AMF.MAC) A
SND_MME({RNmme'.{RES'}_inv(PKue)}_PKmme) /\ secret(RNmme',ue_mme_RNmme, {UE, MME})/\ secret(RES',ue_mme_RES, {UE, MME})\\ request (UE,
MME, ue_mme_msg_auth_NI, NI') A witness (UE,MME, mme_ue_msg_auth_RES,RES') /\ witness (UE,MME, mme_ue_auth_RNmme,RNmme’)  end role role
role_MME(UE,HSS,MME: agent, HVP,MVP:text,NIFunc:hash_func, SKmh:symmetric_key, PKue,PKmme, PKhss : public_key,
SND_HSS,RCV_HSS,SND_UE,RCV_UE:channel(dy)) played_by MME def=local State:nat, RNue,IMSILUL TS, HNID,
RAND,AUTN,RNmme,RNhss,NI,XRES,RES,KASME:text const
mme_hss_HNID,mme_hss_IMSI,mme_hss_Ul,mme_hss_RNmme,mme_hss_RNue,mme_ue_msg_auth_IMSI,hss_mme_msg_auth_HNID,mme_ue_RAND,mme_ue_A
UTN,mme_ue_RNhss, mme_ue_RNmme, mme_ue_HNID,mme_ue_NI,mme_hss_auth_RNmme,mme_hss_msg_auth_NI,  ue_mme_msg_auth_NI,
mme_ue_msg_auth_RES,mme_ue_auth_RNmme:protocol_id init State := 0 transition 1. State=0ARCV_UE({{IMSI}_inv(PKue).RNue'.UI'.PKue.TS}_PKmme)
=|>State"=1  AHNID":=  NIFunc(xor(HVP,MVP)) A RNmme=new() A  SND_HSS({RNmme'RNue'{HNID'}_inv(PKmme).IMSL.UI'}_SKmh) A
secret(HNID',mme_hss_HNID, {MME, HSS}) N secret(IMSI ,mme_hss_IMSI, {MME, HSS}) A secret(Ul' ,mme_hss_Ul, {MME, HSS}) N\ secret(RNmme'
,mme_hss_RNmme, {MME, HSS})\\ secret(RNue' ,mme_hss_RNue, {MME, HSS})/\ request (MME,UE, mme_ue_msg_auth_IMSI,IMSI) /\ witness (MME, HSS,
hss_mme_msg_auth_HNID,HNID")3.State=1\RCV_HSS({{NI'}_inv(PKhss).RAND' AUTN'.KASME'XRES"RNhss'.RNmme'}_SKmh)=|>State":=2/\SND_UE({RAN
D'.AUTN'.RNhss'. RNmme'.HNID. {NI'}_inv(PKmme)} PKue) N\ secret(RAND' ,mme_ue_RAND, {MME, UE})A secret(AUTN' ,mme_ue_AUTN, {MME, UE}/\
secret(RNhss',mme_ue_RNhss, {MME, UE})/\ secret(RNmme',mme_ue_RNmme, {MME, UE})/\ secret(HNID ,mme_ue_HNID, {MME, UE})/\ secret(NI',mme_ue_NI,
{MME, UE})A request (MME, HSS, mme_hss_auth_RNmme, RNmme’) /\ request (MME, HSS, mme_hss_msg_auth_NI, NI) A witness (MME, UE,
ue_mme_msg_auth_NI, NI') 5. State=2 A RCV_UE({RNmme'{RES'}__inv(PKue)}_PKmme) =|> State:=3 /\ request (MME,UE, mme_ue_msg_auth_RES,RES’) /\ request
(MME,UE, mme_ue_auth_RNmme,RNmme’) end role role role_HSS(UE,HSS,MME: agent, IMSI, HVP, MVP,AMF,SQN:text, UIGFunc,NIGFunc, NIFunc,NKGFunc,
F1, F2, State:nat, RNmme,RNue,HNID, UI,RNhss,NI,UKG,MAC,RAND,XRES,CK,IK,AK,KASME,AUTN:text const hss_mme_NI, hss_mme_RAND,
hss_mme_AUTN, hss_mme_KASME, hss_mme_XRES, hss_mme_RNhss, hss_mme_RNmme,
hss_mme_msg_auth_HNID,mme_hss_auth_RNmme,mme_hss_msg_auth_NI:protocol_id init State = 0 transition 2. State=0 A
RCV_MME({RNmme'.RNue'{HNID'}_inv(PKmme).IMSI.UI'}_SKmh) =|> State.=1 /\ RNhss"=new() A RAND"=new() A HNID":= NIFunc(xor(HVP,MVP)) N\ Ul':=
UIGFunc(IMSl.xor(RNue', SK)) N NI'= NIGFunc(RNhss'.SK.UI") N UKG"= NKGFunc(SK.xor(RNmme', NI')) N MAC:=F1(UKG'.RAND.AMF.SQN) A
XRES"=F2(UKG'.RAND") /\ CK"=F3(UKG'.RAND") N\ IK":=F4(UKG"'RAND’) \ AK'=F5(UKG'.RAND') \ KASME"=KDF(xor(SQN, AK').HNID'CK"IK'.UKG") \
AUTN:=AUTHFunc(xor(SQN,  AK).AMF.MAC) A  SND_MME({{NI'}_inv(PKhss).RAND'AUTN'.  KASME'XRES'.RNhss.RNmme’}_SKmh) A
secret(NI,hss_mme_NI, {HSS, MME})/\ secret(RAND'hss_mme_RAND, {HSS, MME}/N\ secret(AUTN'hss_mme_AUTN, {HSS, MME}) A
secret(KASME',hss_mme_KASME, {HSS, MME}) A secret(XRES'hss_mme_XRES, {HSS, MME}) A secret(RNhss',hss_mme_RNhss, {HSS, MME}) A
secret(RNmme',hss_mme_RNmme, {HSS, MME}) A request (HSS, MME, hss_mme_msg_auth_HNID, HNID') A witness (HSS, MME, mme_hss_auth_RNmme,
RNmme’) A\ witness (HSS, MME, mme_hss_msg_auth_NI, NI')end role role sessionl(UE ,MME ,HSS:agent, IMSI, TS, AMF,SQN,Ul, RNue,RNmme,RNhss,NI,UKG,
MAC,RES,CK, IK, AKKASMEAUTN, RAND,HNID:text, HVP,MVP, XRES:ext, UIGFunc,NIGFunc,NKGFunc, F1, F2, F3, F4, F5 KDF,
AUTHFunc,NIFunc:hash_func,  PKue,PKhss,PKmme : public_key, SK,SKmh:symmetric_key ) def= local SND_MME1,RCV_MMEL,
SND_HSS2,RCV_HSS2,SND_UE2,RCV_UE2, SND_MME3,RCV_MME3 : channel(dy) composition role_UE(UE, MME, HSS,IMSI, TS,
AMF,SQN,UIGFunc,NIGFunc,NKGFunc, F1, F2, F3, F4, F5, KDF, AUTHFunc, SK,PKue,PKmme, PKhss, SND_MME1,RCV_MME1L) Arole_ MME(UE, MME,
HSS,HVP,MVP,NIFunc,SKmh,PKue,PKmme,PKhss,SND_HSS2,RCV_HSS2,SND_UE2,RCV_UE2) Nrole_HSS(UE, MME, HSS,IMSI, HVP,
MVP,AMF,SQN,UIGFunc,NIGFunc, NIFunc, NKGFunc, F1, F2, F3, F4, F5, KDF, AUTHFunc,SK,SKmh, PKue,PKmme, PKhss,SND_MME3,RCV_MMES3) end role
role environment() def= const ue:agent,mme:agent,hss:agent, imsi,ts, amf,sqn,ui, rnue,rnmme,rnhss,ni,ukg, mac,res,ck, ik, ak,kasme,autn, rand,hnid,hvp,mvp,
xres:text, uigfunc,nigfunc,nkgfunc, 1, 2, 3, f4, 5, kdf, authfunc,nifunc:hash_func, pkue,pkhss,pkmme:public_key, sk,skmh:symmetric_key, ue_mme_IMSI,
ue_mme_RNue, ue_mme_TS,ue_mme_UI,mme_ue_msg_auth_IMSI,ue_mme_RNmme, ue_mme_RES,ue_mme_msg_auth_NI, mme_ue_msg_auth_RES,
mme_ue_auth_RNmme, mme_hss_HNID,mme_hss_IMSI,mme_hss_Ul,mme_hss_RNmme, mme_hss_RNue, hss_mme_msg_auth_HNID,mme_ue_RAND,
mme_ue_AUTN, mme_ue_RNhss,mme_ue_RNmme, mme_ue_HNID,mme_ue_NI,mme_hss_auth_RNmme,mme_hss_msg_auth_NI,hss_mme_NI, hss_mme_RAND,
hss_mme_AUTN,hss_mme_KASME, hss_mme_XRES, hss_mme_RNhss,hss_mme_RNmme :protocol_id intruder_knowledge = {uigfunc,nigfunc,nkgfunc, 1, f2, 3, f4,
5, kdf, authfunc,nifunc,pkue,pkhss,pkmme} composition
session1(ue,mme,hss,imsi,ts,amf,sqn,ui,rnue,rnmme,rnhss, ni,ukg,mac,res,ck, ik,ak, kasme,autn,rand,hnid,hvp,mvp, xres,uigfunc, nigfunc,nkgfunc, f1, 2, f3, f4, f5, kdf,
authfunc,nifunc, pkue,pkhss,pkmme,sk,skmh) end role goal authentication_on mme_ue_msg_auth_IMSI authentication_on ue_mme_msg_auth_NI authentication_on
mme_ue_msg_auth_RES authentication_on mme_ue_auth RNmme authentication_on hss_mme_msg_auth_HNID authentication_on mme_hss_auth_RNmme
authentication_on mme_hss_msg_auth_NI  secrecy_of ue_mme_IMSI secrecy_of ue_mme_RNue secrecy of ue_mme_TS secrecy_of ue_mme_Ul secrecy_of
ue_mme_RNmme secrecy_of ue_mme_RES secrecy_of mme_hss_HNID secrecy_of mme_hss_IMSI secrecy_of mme_hss_UI secrecy_of mme_hss_RNmme secrecy_of
mme_hss_RNue secrecy_of mme_ue_RAND secrecy_of mme_ue AUTN secrecy_of mme_ue_RNhss secrecy_of mme_ue_RNmme secrecy_of mme_ue_HNID
secrecy_of mme_ue_NI secrecy_of hss_mme_NI secrecy_of hss_mme_RAND secrecy_of hss_mme_AUTN secrecy_of hss_mme_KASME secrecy_of hss_mme_XRES
secrecy_of hss_mme_RNhss secrecy_of hss_mme_RNmme end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.03s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 5 states, Reachable: 1 states, Translation: 0.01 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.1.2

role role_UE (UE,HSS,MME: agent, Ul, IMSI, KASME,NI,RES,AUTN, RAND:text, NUIGFunc,NNIGFunc, KDF, UPKFunc:hash_func, SK:symmetric_key,
PKue,PKmme, PKhss : public_key, SND_MME,RCV_MME:channel(dy))played_by UE def=local State:nat,
RNue,NUI,NNI,RNmme,RNhss,UKASME,UPK,NRES,UAUTN, URAND: text const ue_mme_IMSI, ue_mme_RNue, ue_mme_NUI,
mme_ue_msg_auth_NUI,ue_mme_RNmme, ue_mme_NRES, ue_mme_msg_auth_ UAUTN, ue_mme_auth_RNue,mme_ue_msg_auth NRES, mme_ue_auth_RNmme:
protocol_id init State := 0 transition 1. State=0 A RCV_MME(start) =|> State"=1 N RNue=new() /A NUI'= NUIGFunc(UI.RNue’) A
SND_MME{{NUI'}_inv(PKue).RNue"IMSI}_PKmme) A secret(IMSI ,ue_mme_IMSI, {UE, MME}) A secret(RNue' ,ue_mme_RNue, {UE, MME}) A\ secret(NUI'
,ue_mme_NUI, {UE, MME}) N witness (UE,MME, mme_ue_msg_auth_NUI,NUI'") 4. State=1 N
RCV_MME({RNmme'.RNue' {UAUTN'}_inv(PKmme).URAND'}_PKue) => State:=2 A NNI:= NNIGFunc(NI.NUI.SK) A UPK:= UPKFunc(NUI.RNmme’) A
UKASME"= KDF(KASME.UPK') A NRES:= KDF(RES.UPK) A UAUTN:= KDF(AUTN.UPK) A URAND:= KDF(RAND.UPK) A
SND_MME({RNmme'.{NRES}_inv(PKue)}_PKmme) A secret(RNmme',ue_mme_RNmme, {UE, MME})/\ secret(NRES',ue_mme_NRES, {UE, MME})/\ request
(UE,MME, ue_mme_msg_auth_UAUTN, UAUTN') /\ request (UE,MME, ue_mme_auth_RNue, RNue') /\ witness (UE,MME, mme_ue_msg_auth_NRES,NRES') /\
witness  (UE,MME, mme_ue_auth_RNmme,RNmme’) end role role role_ MME(UE,HSS,MME: agent, ULAUTN, RAND,KASME,XRES:text,
NUIGFunc,UPKFunc,KDF:hash_func, SKmh:symmetric_key, PKue,PKmme, PKhss : public_key, SND_HSS,RCV_HSS,SND_UE,RCV_UE:channel(dy))played_by
MME def=local State:nat, RNue,RNmme,RNhss,NUI,UPK,IMSI,UAUTN, URAND,UKASME,NXRES,NRES:text const mme_hss_RNmme, mme_hss_RNue,
mme_hss_NUI, mme_hss_IMSI, mme_ue_RNmme, mme_ue_RNue, mme_ue_UAUTN, mme_ue_URAND, mme_ue_msg_auth_NUI,ue_mme_msg_auth_ UAUTN,
ue_mme_auth_RNue, hss_mme_msg_auth_NUI, me_ue_msg_auth_NRES, mme_ue_auth_RNmme:protocol_id init State := 0 transition 1. State=0 A
RCV_UE({{NUI'}_inv(PKue).RNue'.IMSI}_PKmme) =|> State:=1 /A RNmme":=new()/\ NUI':= NUIGFunc(Ul.RNue’) /A UPK":= UPKFunc(NUI'RNmme’) AUAUTN":=

267



KDF(AUTN.UPK) /A URAND":= KDF(RAND.UPK) /\ UKASME"= KDF(KASME.UPK) /\ SND_HSS({RNue'.{NUI'}_inv(PKmme).IMSI}_SKmh) A
SND_UE({RNmme".RNue'.{UAUTN'}_inv(PKmme).URAND'}_PKue) /\ secret(RNmme',mme_hss_RNmme, {MME, HSS})/\ secret(RNue ,mme_hss_RNue, {MME,
HSS}HA secret(NUI' ,mme_hss_NUI, {MME, HSS})/\ secret(IMSI ,mme_hss_IMSI, {MME, HSS})/\ secret(RNmme',mme_ue_RNmme, {MME, UE})/\ secret(RNue
,mme_ue_RNue, {MME, UE})/\ secret(UAUTN' ,mme_ue_UAUTN, {MME, UE})/\ secret(URAND' ,mme_ue_URAND, {MME, UE})/\ request (MME,UE,
mme_ue_msg_auth_NUI,NUI') /A witness (MME, UE, ue_mme_msg_auth_UAUTN, UAUTN’) /\ witness (MME, UE, ue_mme_auth_RNue, RNue’) /\ witness (MME,
HSS, hss_mme_msg_auth NUI, NUI') 3. State=1 /\ RCV_HSS({RNmme'{NRES}_inv(PKue)} PKmme) =|> State=2\ NXRES:= KDF(XRES.UPK)/\ request
(MME,UE, mme_ue_msg_auth_NRES,NRES') /\ request (MME,UE, mme_ue_auth_RNmme,RNmme‘)end role role role_HSS(UE,HSS,MME: agent, IMSI,Ul,NI:text,
NUIGFunc, NNIGFunc:hash_func, SK,SKmh:symmetric_key, PKue,PKmme, PKhss : public_key, SND_MME,RCV_MME:channel(dy)) played_by HSS def= local

State:nat, RNmme,RNue,NUI,NNI:text const hss_mme_msg_auth_NUI:protocol_id init State = 0 transition 2. State=0 N
RCV_MME({RNue'.{NUI'}_inv(PKmme).IMSI}_SKmh) =|> State"=1 /A NUI"= NUIGFunc(Ul.RNue') A NNI'= NNIGFunc(NI.NUIL.SK) /\ request (HSS,MME,
hss_mme_msg_auth_NUI, NUI")end role role session1(UE ,MME ,HSS:agent, ul, IMSI, KASME,NI,RES,AUTN,NXRES,XRES,

RAND,RNue,NUI,NNI,RNmme,RNhss,UKASME,UPK,NRES,UAUTN, URAND: text, NUIGFunc,NNIGFunc, KDF, UPKFunc:hash_func, PKue,PKhss,PKmme :
public_key, SK,SKmh:symmetric_key) def=local SND_MME1,RCV_MME1,SND_HSS2,RCV_HSS2,SND_UE2,RCV_UE2, SND_MME3,RCV_MMES3 : channel(dy)

composition role_UE(UE, MME, HSS,Ul, IMSI, KASME,NI,RES,AUTN, RAND, NUIGFunc,NNIGFunc, KDF, UPKFunc,SK,PKue,PKmme, PKhss,
SND_MME1,RCV_MME1)  Arole_MME(UE, ~MME, HSS,ULAUTN, RAND,KASME XRES NUIGFunc,UPKFunc,KDF,SKmh,PKue,PKmme,  PKhss,
SND_HSS2,RCV_HSS2,SND_UE2,RCV_UE2) Nrole_HSS(UE, MME, HSS,IMSI,UI,NI,NUIGFunc,NNIGFunc,SK,SKmh,PKue,PKmme,PKhss,
SND_MME3,RCV_MME3) end role role environment() def=const ue:agent,mme:agent,hss:agent, ui, imsi, kasme, ni,res,autn,nxres, xres,

rand,rnue,nui,nni,rnmme,rnhss,ukasme,upk,nres,uautn, urand:text, nuigfunc,nnigfunc, kdf, upkfunc:hash_func, pkue,pkhss,pkmme:public_key, sk,skmh:symmetric_key,
ue_mme_IMSI, ue_mme_RNue, ue_mme_NUI, mme_ue_msg_auth_ NUI,ue_mme_RNmme, ue_mme_NRES, ue_mme_msg_auth_UAUTN, ue_mme_auth_RNue,
mme_ue_msg_auth_NRES, mme_ue_auth RNmme, mme_hss_RNmme, mme_hss_RNue, mme_hss_NUI, mme_hss_IMSI, mme_ue_RNmme, mme_ue_RNue,
mme_ue_UAUTN, mme_ue_URAND, hss_mme_msg_auth_NUI:protocol_id intruder_knowledge = {nuigfunc,nnigfunc, kdf, upkfunc, pkue,pkhss,pkmme}composition
session1(ue,mme,hss,imsi,ui,kasme,ni,res,autn,nxres,xres, rand, rnue,nui,nni,rnmme,rnhss,ukasme,upk,nres,urand,uautn,nnigfunc,nuigfunc, kdf, upkfunc,
pkue,pkhss,pkmme,sk,skmh) end role goal authentication_on hss_mme_msg_auth_NUI authentication_on ue_mme_msg_auth_UAUTN authentication_on
mme_ue_msg_auth_NUI authentication_on mme_ue_msg_auth_NRES authentication_on mme_ue_auth_RNmme authentication_on ue_mme_auth_RNue secrecy_of
ue_mme_IMSI secrecy_of ue_mme_RNue secrecy_of ue_mme_NUI secrecy_of ue_mme_RNmme secrecy_of ue_mme_NRES secrecy_of mme_hss_RNmme secrecy_of
mme_hss_RNue secrecy_of mme_hss_NUI secrecy_of mme_hss_IMSI secrecy_of mme_ue_RNmme secrecy_of mme_ue_RNue secrecy_of mme_ue_URAND secrecy_of
mme_ue_UAUTN end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.01s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 3 states, Reachable: 1 states, Translation: 0.00 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.2.1

role role_UE (UE,AP,WAAA, LAAA HSS: agent, IMSI,HNID,TS,AT, NINNI,RES:text, KDF:hash_func, PKue,PKap : public_key,
SND_AP,RCV_AP:channel(dy))played_by UE def=local State:nat, RNue,UI,RNIs,RNap,NRES,MK,AKAs: text const ue_ap_RNue, ue_ap_HNID, ue_ap_AT,
ue_ap_NINNI,ue_ap_IMSI,ue_ap_RNap, ue_ap_NRES, ap_ue_msg_auth_NRES, ap_ue_msg_auth_NINNI: protocol_id init State := O transition 1. State=0 A
RCV_AP(start) =|> State:=1 /\ RNue:=new()/\ SND_AP({RNue'.HNID.AT.{NINNI}_inv(PKue).IMSI}_PKap) /\ secret(RNue',ue_ap_RNue, {UE, AP})/\ secret(HNID
,ue_ap_HNID, {UE, AP}) A\ secret(AT ,ue_ap_AT, {UE, AP}) /\ secret(NINNI ,ue_ap_NINNI, {UE, AP}) N secret(IMSI ,ue_ap_IMSI, {UE, AP})/\ witness
(UE,AP,  ap_ue_msg_auth_NINNI,NINNI) 9. State=l /A RCV_AP({RNIs'UI.RNap} PKue) =[> State:=2 /\ NRES:= KDF(RES.RNIs) A
SND_AP({RNap'.{NRES}_inv(PKue)}_PKap) /\ secret(RNap'ue_ap_RNap, {UE, AP}) A secret(NRES'ue_ap_NRES, {UE, AP}) /A witness (UEAP,

ap_ue_msg_auth_NRES,NRES’) 13. State=2 /\ RCV_AP({AKAs}_PKue) =[> State:=3 /\ MK'= KDF(UI.NRES.RNIs) end role role
role_AP(UE,AP,WAAA, LAAAHSS: agent, APID:text, SKapws:symmetric_key, PKue,PKap : public_key,
SND_UE,RCV_UE,SND_WAAA ,RCV_WAAA:channel(dy)) played_by AP  def=local State:nat,
RNue,HNID,AT, TS,NINNIIMSI,RNIs,Ul,RNap,NRES,MK,AKAs:text ~const ap_waaa_AT, ap_waaa_HNID,ap_waaa_NINNI,ap_waaa_IMSI, ap_waaa_APID,
ap_ue_msg_auth_NINNI, waaa_ap_msg_auth_NINNI,ap_ue_RNIs,ap_ue_Ul,ap_ue_RNap, ap_waaa_NRES, ap_ue_msg_auth_NRES,

waaa_ap_msg_auth_NRES,ap_ue_AKAs:protocol_id init State := 0 transition 2. State=0 /A RCV_UE({RNue'.HNID.AT.{NINNI}_inv(PKue).IMSI}_PKap) =|> State:=1
N\ SND_WAAA({AT.HNID.{NINNI}_inv(PKue).IMSI.APID}_SKapws) /\ secret(AT,ap_waaa_AT, {AP, WAAA}) /\ secret(HNID,ap_waaa_HNID, {AP, WAAA}) N\
secret(NINNI,ap_waaa_NINNI, {AP, WAAA}) N\ secret(IMSl,ap_waaa_IMSI, {AP, WAAA}) N\ secret(APID,ap_waaa_APID, {AP, WAAA}) N request (AP,UE,
ap_ue_msg_auth_NINNI,NINNI) /\ witness (AP, WAAA, waaa_ap_msg_auth_NINNI, NINNI) 8. State=1 /\ RCV_WAAA({RNIs'.PKue.UI}_SKapws) =|> State:=2 /\
RNap':=new() ASND_UE({RNIs".UI.RNap'}_PKue) /\ secret(RNIs' ap_ue_RNIs, {AP, UE}) /\ secret(Ul ,ap_ue_UI, {AP, UE}) /\ secret(RNap' ,ap_ue_RNap, {AP, UE})
10. State=2 /\ RCV_UE({RNap"{NRES}_inv(PKue)}_PKap) =|> State:=3 A SND_WAAA({{NRES'}_inv(PKue)}_SKapws) /\ secret(NRES' ,ap_waaa_NRES, {AP,
WAAA}) N request (AP,UE, ap_ue_msg_auth_NRES,NRES') N witness (AP,WAAA, waaa_ap_msg_auth_NRES,NRES’) 12. State=3 A
RCV_WAAA({AKAs.MK'}_SKapws) =|> State:=4 \SND_UE({AKAs}_PKue) /\ secret(AKAs ,ap_ue_AKAs, {AP, UE}) end role role role_WAAA(UE,AP,WAAA,
LAAA HSS: agent, AKAs:text, KDF:hash_func, SKapws,SKwsls:symmetric_key PKue,PKap: public_key, SND_AP,RCV_AP,SND_LAAA RCV_LAAA:channel(dy))
played_by WAAA def=local State:nat, AT,HNID,NINNI,IMSI,APID,NXRES,RNIs,Ul,NRES,MK:text const waaa_laaa_AT, waaa_laaa_HNID, waaa_laaa_NINNI,
waaa_laaa_IMSI, waaa_ap_msg_auth_ NINNI, laaa_waaa_msg_auth_NINNI, waaa_ap_RAND, waaa_ap_PKue, waaa_ap_Ul, waaa_ap_AKAs, waaa_ap_MK,
waaa_ap_msg_auth_NRES:protocol_id init State := O transition 3. State=0 A\ RCV_AP({AT.HNID.{NINNI}_inv(PKue).IMSI.APID}_SKapws) =[> State"=1 /\
SND_LAAA({AT.HNID.{NINNI}_inv(PKue).IMSI}_SKwsls) /\ secret(AT,waaa_laaa_AT, {WAAA LAAA}) /\ secret(HNID,waaa_laaa_HNID, {WAAA LAAA})N
secret(NINNI,waaa_laaa_NINNI, {WAAA LAAA}N secret(IMSl,waaa_laaa_IMSI, {WAAA,LAAA})N request (WAAA,AP, waaa_ap_msg_auth_NINNI, NINNI) /A
witness  (WAAA AP, laaa_waaa_msg_auth_NINNI, NINNI) 7. State=1 /A RCV_LAAA({NXRES'RNIs'PKue.UI}_SKwsls)  =[>  State'=2
N\SND_AP({RNIs'.PKue.UI}_SKapws) /\ secret(RNIs' ,waaa_ap_RAND, {WAAA, AP} secret(PKue ,waaa_ap_PKue, {WAAA, AP}H/\ secret(Ul ,waaa_ap_Ul,
{WAAA, AP}) 11. State=2 N\ RCV_AP({{NRES?}_inv(PKue)}_SKapws) =|> State:=3 A MK:= KDF(UI.NRES.RNIs) A SND_AP({AKAs.MK'}_SKapws) /\
secret(AKAs ,waaa_ap_AKAs, {WAAA, AP} secret(MK' ,waaa_ap_MK, {WAAA, AP} request (WAAA,AP, waaa_ap_msg_auth_NRES,NRES') end role role

role_LAAA(UE,AP,WAAA, LAAA,HSS: agent, KDF:hash_func, SKwsls:symmetric_key,
PKue,PKhss,PKls:public_key,SND_WAAA RCV_WAAA,SND_HSS,RCV_HSS:channel(dy))played_by LAAA def=local State:nat,
AT,HNID,NINNI,IMSI,RNIs,XRES,Ul,NXRES:text const laaa_hss_RNIs, laaa_hss_IMSI, laaa_waaa_msg_auth_NINNI, hss_laaa_msg_auth_IMSI, laaa_waaa_NXRES,
laaa_waaa_RN!Is, laaa_waaa_PKue, laaa_waaa_Ul, laaa_hss_msg_auth_NINNI:protocol_id init  State = 0 transition 4. State=0 N\

RCV_WAAA({AT.HNID.{NINNI}_inv(PKue).IMSI}_SKwsls)  => State:=1 A  RNIs:=new() /A SND_HSS{RNIs'{IMSI}_inv(PKIls)}_PKhss) A\
secret(RNIs',laaa_hss_RNIs, {LAAA, HSS}) A secret(IMSI laaa_hss_IMSI, {LAAA, HSS})/\ request (LAAAWAAA, laaa_waaa_msg_auth_NINNI, NINNI) /\ witness
(LAAA, HSS, hss_laaa_msg_auth_IMSI, IMSI) 6. State=1 /\ RCV_HSS({RNIs'XRES.PKue.{NINNI}_inv(PKhss).UI}_PKIs) =|> State"=2 A
NXRES"=KDF(XRES.RNIs) /ASND_WAAA({NXRES"RNIs'.PKue.UI}_SKwsls) A secret(NXRES' ,(laaa_waaa NXRES, {LAAA, WAAA}N secret(RNIs'
Jlaaa_waaa_RNIs, {LAAA, WAAA})\ secret(PKue ,laaa_waaa_PKue, {LAAA, WAAA}) N secret(Ul ,laaa_waaa_Ul, {LAAA, WAAA}N request (LAAAHSS,
laaa_hss_msg_auth_NINNI, NINNI) end role role role_HSS(UE,AP,WAAA, LAAAHSS: agent, XRES,UILNINNI:text, PKue,PKhss,PKls : public_key,
SND_LAAA,RCV_LAAA:channel(dy))played_by HSS def= local State:nat, RNIs,IMSI:text const hss_laaa_RNls, hss_laaa_XRES, hss_laaa_PKue, hss_laaa_NINNI,
hss_laaa_Ul, hss_laaa_msg_auth_IMSI, laaa_hss_msg_auth_NINNI:protocol_id init State := 0 transition 5. State=0 /\ RCV_LAAA({RNIs'.{IMSI}_inv(PKIs)}_PKhss)
=|> State:=1/\ SND_LAAA({RNIs' XRES.PKue.{NINNI}_inv(PKhss).UI}_PKIs) /\ secret(RNIs',hss_laaa_RNIs, {HSS, LAAA}) /\ secret(XRES,hss_laaa_XRES, {HSS,
LAAA})\ secret(PKue,hss_laaa_PKue, {HSS, LAAA})/\ secret(NINNI,hss_laaa_NINNI, {HSS, LAAA}) /\ secret(Ul,hss_laaa_UlI, {HSS, LAAA})/\ request (HSS,LAAA,
hss_laaa_msg_auth_IMSI, IMSI) /A witness (HSS,LAAA, laaa_hss_msg_auth_NINNI, NINNI)end role role sessionl(UE,AP,WAAA, LAAA HSS:agent,
IMSI,HNID,TS,AT, NINNI,RES,RNue,UI,RNIs,RNap,NRES,MK,AKAs, APID, NXRES,XRES:text, KDF:hash_func, PKue,PKap, PKhss,PKls
public_key,SKapws,SKwsls:symmetric_key)def=local
SND_AP1,RCV_AP1,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2,SND_AP3,RCV_AP3,SND_LAAA3RCV_LAAA3,SND_WAAA4, RCV_WAAA4,
SND_HSS4,RCV_HSS4,SND_LAAAS5,RCV_LAAAS:channel(dy) composition role_UE(UE,AP,WAAA LAAA HSS,IMSI,HNID,TS,AT, NINNI,RES,KDF,
PKue,PKap,SND_AP1,RCV_AP1)

Nrole_AP(UE,AP,WAAA,LAAA HSS,APID,SKapws,PKue,PKap,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2)/\role_ WAAA(UE,AP,WAAA LAAA HSS,AK
As,KDF,SKapws,SKwsls,PKue,PKap,
SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3)/\role_LAAA(UE,AP,WAAA, LAAA HSS,KDF,SKwsls,PKue,PKhss,PKIs, SND_WAAA4,RCV_WAAA4,SND_HS
S4,RCV_HSS4)/\role_HSS(UE,AP,WAAA, LAAA HSS,XRES,Ul,NINNI,PKue,PKhss,PKIs,SND_LAAA5RCV_LAAA5) end role role environment() def=const
ue:agent,ap:agent,waaa:agent,laaa:agent,hss:agent,imsi,hnid,ts,at,  ninni,res,rnue,ui,rnls,rnap,nres,mk,akas, ~ apid,  nxres,res:text,  kdf:hash_func,  pkue,pkap,
pkhss,pkls:public_key, skapws,skwsls:symmetric_key,ue_ap_RNue, ue_ap_HNID, ue_ap_AT,
ue_ap_NINNI,ue_ap_IMSI,ue_ap_RNap,ue_ap_NRES,ap_ue_msg_auth_NRES,ap_ue_msg_auth_NINNI,ap_waaa_AT ap_waaa_HNID,ap_waaa_NINNI,ap_waaa_IMS
l,ap_waaa_APID,  waaa_ap_msg_auth_NINNI,ap_ue_RNIs,ap_ue_Ul,ap_ue_RNap, ap_waaa_NRES, waaa_ap_msg_auth_NRES,ap_ue_AKAs,waaa_laaa_AT,
waaa_laaa_HNID, waaa_laaa_NINNI, waaa_laaa_IMSI, laaa_waaa_msg_auth_NINNI, waaa_ap_RAND, waaa_ap_PKue, waaa_ap_Ul,
waaa_ap_AKAs,waaa_ap_MKlaaa_hss_RNIs, laaa_hss_IMSI, hss_laaa_msg_auth_IMSI, laaa_waaa_NXRES, laaa_waaa_RNIs, laaa_waaa_PKue, laaa_waaa_Ul,
laaa_hss_msg_auth_NINNI,hss_laaa_RNIs, hss_laaa_XRES, hss_laaa_PKue, hss_laaa_NINNI, hss_laaa_Ul:protocol_id intruder_knowledge = {kdf, pkuepkap,
pkhss,pkls} composition sessionl(ue,ap,waaa,laaa,hss,imsi,hnid,ts,at, ninni,res,rnue,ui,rnls,rnap,nres,mk,akas, apid, nxres,res, kdf,pkue,pkap, pkhss,pkls,skapws,skwsls)
end role goal authentication_on ap_ue_msg_auth_NRES authentication_on ap_ue_msg_auth_NINNI authentication_on waaa_ap_msg_auth_NINNI authentication_on
waaa_ap_msg_auth_NRES authentication_on laaa_waaa_msg_auth_NINNI authentication_on hss_laaa_msg_auth_IMSI authentication_on laaa_hss_msg_auth_NINNI
secrecy_of ue_ap_RNue secrecy_of ue_ap_HNID secrecy_of ue_ap_AT secrecy_of ue_ap_NINNI secrecy_of ue_ap_IMSI secrecy_of ue_ap_RNap secrecy of
ue_ap_NRES secrecy of ap_waaa_AT secrecy_of ap_waaa HNID secrecy of ap_waaa_NINNI secrecy_of ap_waaa_IMSI secrecy_of ap_waaa_APID secrecy_of
ap_ue_RNIs secrecy_of ap_ue_UI secrecy_of ap_ue_RNap secrecy_of ap_waaa_NRES secrecy_of ap_ue_AKAs secrecy_of waaa_laaa_AT secrecy_of waaa_laaa_HNID
secrecy_of waaa_laaa_NINNI secrecy_of waaa_laaa_IMSI secrecy_of waaa_ap_RAND secrecy_of waaa_ap_PKue secrecy_of waaa_ap_UI secrecy_of waaa_ap_AKAs
secrecy_of waaa_ap_MK secrecy_of laaa_hss_RNlIs secrecy_of laaa_hss_IMSI secrecy_of laaa_waaa_NXRES secrecy_of laaa_waaa_RNIs secrecy_of laaa_waaa_PKue
secrecy_of laaa_waaa_Ul secrecy_of hss_laaa_RNlIs secrecy_of hss_laaa_XRES secrecy_of hss_laaa_PKue secrecy_of hss_laaa_NINNI secrecy_of hss_laaa_Ul end goal
environment()

268



%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.02s, visitedNodes: 2 nodes, depth: 1 piles

%% Statistics (ATSE mode): Analysed: 5 states, Reachable: 0 states, Translation: 0.05 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.2.2.1

role role_UE (UE,AP,WAAA, LAAA HSS: agent, IMSI,TS,HNID,AT,AMF,SQN:text, LUIFunc,LNIGFunc,NKFunc,F1, F2, F3, F4, F5, KDF, AUTHFunc:hash_func,
SK:symmetric_key,PKue,PKap : public_key, SND_AP,RCV_AP:channel(dy))played_by UE def=local State:nat,RNue,LUI,LNI,RNhss,NK, MAC,RES,CK, IK,
AK,KASME,AUTN, RAND,MK,AKAs,RNap,RNws: text const ue_ap_RNue, ue_ap_HNID, ue_ap_AT, ue_ap_LUI, ue_ap_IMSI, ue_ap_TS, ue_ap_RES,
ap_ue_msg_auth_RES,ue_ap_msg_auth_LNI: protocol_id init State := 0 transition 1. State=0 /\ RCV_AP(start) =|> State=1 A\ RNue:=new() N LUI=
LUIFunc(IMSI.SK.RNue') A SND_AP({HNID.AT.RNue'.IMSI.LUI'.'TS}_PKap) /\ secret(RNue',ue_ap_RNue, {UE, AP}) A\ secret(HNID ,ue_ap_HNID, {UE, AP}) A
secret(AT ,ue_ap_AT, {UE, AP}) A secret(LUI' ,ue_ap_LUI, {UE, AP})/\ secret(IMSl,ue_ap_IMSI,{UE,AP}) A secret(TS ,ue_ap_TS, {UE, AP}) 9. State=1 N\
RCV_AP({RAND'.AUTN'RNhss'{LNI'}_inv(PKap)} PKue) =|> State:=2 A LNI:= LNIGFunc(RNhss.LUI.SK) A\ NK:= NKFunc(SK.xor(LUI, LNI)) A
MAC"=F1(NK'RAND'AMF.SQN) /\ RES":=F2(NK.RAND") /\ CK:=F3(NK'.RAND’) /\ IK:=F4(NK'.RAND’) \ AK'=F5(NK'.RAND’) A\ KASME":=KDF(xor(SQN,
AK').HNID.CK'IK'.NK') A AUTN"=AUTHFunc(xor(SQN, AK').AMF.MAC') \ SND_AP({{RES}__inv(PKue)}_PKap) /\ secret(RES',ue_ap_RES, {UE, AP})/\ witness
(UE,AP, ap_ue_msg_auth RES,RES') /\ request (UE,AP, ue_ap_msg_auth LNI, LNI') 13. State=2 /\ RCV_AP({AKAs.RNws'}_PKue) =|> State"=3 \ MK"=
KDF(KASME.RNws') end role role
role_AP(UE,AP,WAAA LAAA, HSS:agent,SKapws:symmetric_key,PKue,PKap:public_key,SND_UE,RCV_UE,SND_WAAA,RCV_WAAA:channel(dy))played_by AP
def=local State:nat, RNue, HNID, AT, IMSI,LUI,TS,RNhss,RAND,AUTN,LNI,RNap,RES,MK,AKAs,RNws:text const
ap_waaa_AT,ap_waaa_HNID,ap_waaa_LUl,ap_waaa_IMSl,ap_waaa_RNue,waaa_ap_msg_auth_IMSI, ap_ue_RAND, ap_ue_AUTN, ap_ue_RNhss, ap_ue_LNI,
ue_ap_msg_auth_LNIl,ap_waaa_RES, ap_ue_msg_auth_RES,ap_ue AKAs, ap_ue_RNws:pprotocol id init State := 0 transition 2. State=0 A\
RCV_UE({HNID.AT.RNue'.IMSI.LUI' TS}_PKap) =|> State:=1/\ SND_WAAA({AT.HNID.LUI'RNue'{IMSI}_inv(PKap)}_SKapws) /\ secret(AT,ap_waaa_AT, {AP,
WAAANN  secret(HNID,ap_waaa_HNID, {AP, WAAA}\ secret(LUI'ap_waaa_LUI, {AP, WAAA}N secret(IMSl,ap_waaa_IMSI, {AP, WAAA}N

secret(RNue',ap_waaa_RNue, {AP, WAAADHN\ witness (AP, WAAA, waaa_ap_msg_auth_IMSI, IMSI) 8. State=1 A
RCV_WAAA({RNhss'.RAND'AUTN'LNI"PKue} SKapws) =|>  State"=2/\SND_UE({RAND'.AUTN'RNhss'{LNI'}_inv(PKap)} PKue) /A  secret(RAND'
,ap_ue_RAND, {AP, UEAN secret(AUTN',ap_ue_AUTN,{AP,UE})/\secret(RNhss',ap_ue_RNhss,
{AP,UE})/\secret(LNI',ap_ue_LNI,{AP,UE})/\witness(AP,UE,ue_ap_msg_auth_LNI,LNI')10.State=2/\RCV_UE({{RES} _inv(PKue)

}_PKap)=|>State:=3A\SND_WAAA({RES}_SKapws)/\secret(RES',ap_waaa_RES, {AP, WAAA})/\ request (AP,UE, ap_ue_msg_auth_RES,RES') 12. State=3 /\
RCV_WAAA({AKAs.MK'.RNws'}_SKapws) =|> State:=4 \SND_UE({AKAs.RNws'}_PKue) /\ secret(AKAs ,ap_ue_AKAs, {AP, UE})/\ secret(RNws' ,ap_ue_RNws,
{AP, UE}) end role role role_ WAAA(UE,AP,WAAA, LAAA HSS: agent, AKAs:text, KDF:hash_func,SKapws,SKwsls:
symmetric_key,PKue,PKap,PKlIs:public_key,SND_AP,RCV_AP,SND_LAAA RCV_LAAA:channel(dy))played_by WAAA def=local State:nat, AT,HNID,LUI,
RNue,IMSI,  RAND,AUTN,KASME,RNhss,LNI,XRES,RNws,MK,RES:text ~ const  waaa_laaa_AT,waaa_laaa_ HNID, waaa_laaa_LUI,  waaa_laaa_RNue,
waaa_laaa_IMSI, waaa_ap_msg_auth_IMSI, waaa_ap_RNhss, waaa_ap_RAND,waaa_ap_AUTN, waaa_ap_LNI,waaa_ap_PKue,
waaa_ap_AKAs,waaa_ap_MHK,waaa_ap_RNws:protocol_id init State := 0 transition 3. State=0 /A RCV_AP({AT.HNID. LUI'RNue'{IMSI}_inv(PKap)}_SKapws) =|>
State"=1 N SND_LAAA({AT.HNID.LUI'RNue'.IMSI}_SKwsls)/\secret(AT,waaa_laaa_AT {WAAA,LAAA})\ secret(HNID,waaa_laaa_HNID, {WAAA LAAA}N\
secret(LUI', waaa_laaa_LUI, {WAAA,LAAA})/\ secret(RNue',waaa_laaa_RNue, {WAAA LAAA})\secret(IMSl,waaa_laaa_IMSI, {WAAA LAAA})/\ request
(WAAAAP,  waaa_ap_msg_auth_IMSI, IMSI) 7. State=1 A RCV_LAAA({RNhss'RAND'.AUTN'.KASME'LNI'PKue XRES}_SKwsls)=|>
State':=2/\SND_AP({RNhss'.RAND".AUTN'.LNI'PKue}_SKapws) /\ secret(RNhss' ,waaa_ap_RNhss, {WAAA, AP})/\ secret(RAND' ,waaa_ap_RAND, {WAAA, AP}/
secret(AUTN' ,waaa_ap_AUTN, {WAAA, AP}HA secret(LNI' ,waaa_ap_LNI, {WAAA, AP})/\ secret(PKue ,waaa_ap_PKue, {WAAA, AP})1l. State=2 A
RCV_AP({RES}_SKapws) =|> State.=3/\ RNws":=new()A MK":= KDF(KASME.RNws') /A SND_AP({AKAs.MK'.RNws'}_SKapws) /\ secret(AKAs ,waaa_ap_AKAs,
{WAAA, AP} secret(MK' ,waaa_ap_MK, {WAAA, AP})/\ secret(RNws' ,waaa_ap_RNws, {WAAA, AP}) end role role role_LAAA(UE,AP,WAAA, LAAA HSS:
agent, SKwsls:symmetric_key, PKue,PKhss,PKls : public_key, SND_WAAA,RCV_WAAA, SND_HSS,RCV_HSS:channel(dy))played_by LAAA def=local State:nat,

AT,HNID,LUI,RNue,RNhss,IMSI,RAND,AUTN,KASME,LNI,XRES:text const laaa_hss_AT,
laaa_hss_RNue,laaa_hss_LUl,laaa_hss_IMSI,hss_laaa_msg_auth_IMSI,laaa_waaa_RNhss,laaa_waaa_RAND,laaa_waaa_AUTN,laaa_waaa_KASME,laaa_waaa_LNI,la
aa_waaa_PKue, laaa_waaa_XRES, laaa_hss_msg_auth_XRES:protocol_id init State:=0 transition

4.State=0\RCV_WAAA({AT.HNID.LUI'RNue".IMSI}_SKwsls)=|>State"=1\ SND_HSS({AT.RNue'. LUI' {IMSI}_inv(PKIs)}_PKhss) /\ secret(AT,laaa_hss_AT,
{LAAA, HSS}H secret(RNue' ,laaa_hss_RNue, {LAAA, HSS}H)/\ secret(LUI' laaa_hss_LUI, {LAAA, HSS})/\ secret(IMSI ,laaa_hss_IMSI, {LAAA, HSS}) N witness
(LAAA, HSS, hss_laaa_msg_auth_IMSI, IMSI) 6. State=l1 /A RCV_HSS({RNhss'RAND'AUTN'.KASME'LNI'PKue.{XRES}_inv(PKhss)} PKls) =|>
State:=2/\SND_WAAA ({RNhss'.RAND"AUTN'.KASME'.LNI'PKue.XRES}_SKwsls) /\ secret(RNhss' ,laaa_waaa_RNhss, {LAAA, WAAA})\ secret(RAND'
Jlaaa_waaa_RAND, {LAAA, WAAA} secret(AUTN' laaa_waaa_AUTN, {LAAA, WAAAY}) /\secret(KASME' laaa_waaa_KASME, {LAAA, WAAA})/\ secret(LNI'
Jlaaa_waaa_LNI, {LAAA, WAAA}) /\ secret(PKue ,laaa_waaa_PKue, {LAAA, WAAA}) N secret(XRES ,laaa_waaa_XRES, {LAAA, WAAA}N
request (LAAAHSS, laaa_hss_msg_auth_XRES, XRES)end role role role_ HSS(UE,AP,WAAA, LAAAHSS: agent, IMSI,HNID,AMF,SQN:text,
LUIFunc,LNIGFunc,NKFunc,F1, F2, F3, F4, F5, KDF, AUTHFunc:hash_func, SK:symmetric_key, PKhss,PKIs,PKue : public_key,
SND_LAAA,RCV_LAAA:channel(dy)) played_by HSS def= local State :nat, RNue,AT,LUI,LNI,RNhss,NK, MAC,XRES,CK, IK, AK,KASME,AUTN,
RAND:text const hss_laaa_RNhss, hss_laaa_ RAND,hss_laaa_ AUTN, hss_laaa_ KASME, hss_laaa_LNI, hss_laaa_PKue, hss_laaa_XRES, hss_laaa_msg_auth_IMSI,
laaa_hss_msg_auth_XRES:protocol_id init State := 0 transition 5. State=0 /A RCV_LAAA({AT.RNue'.LUI'{IMSI}_inv(PKIs)}_PKhss) =|> State":=1 /A RNhss":=new() /\
LUI':= LUIFunc(IMSI.SK.RNue’) A LNI':= LNIGFunc(RNhss'.LUI'.SK) A NK':= NKFunc(SK.xor(LUI', LNI')) A RAND':=new() A MAC":=F1(NK'.RAND".AMF.SQN) /A
XRES"=F2(NK'.RAND") NCK':=F3(NK'.RAND")AIK':=F4(NK'.RAND')AAK":=F5 (NK'.RAND")AKASME":=KDF(xor(SQN, AK').HNID.CK".IK".NK’)
NAUTN":= AUTHFunc (xor(SQN,AK').AMF.MAC')ASND_LAAA({RNhss'.RAND'. AUTN". KASME'.LNI'PKue.{XRES}_inv(PKhss)}_PKlIs)
Nsecret(RNhss',hss_laaa_RNhss,{HSS,LAAA})\secret(RAND',hss_laaa_RAND,{HSS,LAAA})\secret(AUTN',hss_laaa_ AUTN,{HSS,LAAA})N\secret( KASME',
hss_laaa_KASME, {HSS, LAAA})N secret(LNI'hss_laaa_LNI, {HSS, LAAA})N\secret(PKue,hss_laaa_PKue, {HSS, LAAA})/\secret(XRES,hss_laaa_XRES, {HSS,
LAAA}N request (HSS,LAAA, hss_laaa_msg_auth_IMSI, IMSI) /\ witness (HSS,LAAA, laaa_hss_msg_auth_XRES, XRES) end role role session1(UE,AP,WAAA,
LAAA, HSS:agent, IMSI,TS,HNID,AT,AMF,SQN,RNue,LUI,LNI,RNhss,NK, MAC,RES,CK,IK,AK,KASME, AUTN,RAND,MK,AKAs,RNap,RNws,XRES
:text,LUIFunc,LNIGFunc,NKFunc,F1,F2,F3,F4,F5,KDF,AUTHFunc:hash_func,PKue,PKap,PKhss,PKIs:public_key,SK,SKapws, SKwsls:symmetric_key)def=local
SND_AP1,RCV_AP1,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2,SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3, SND_WAAA4,RCV_WAAA4,
SND_HSS4, RCV_HSS4, SND_LAAA5RCV_LAAA5 : channel(dy) composition role_UE(UE,AP,WAAA, LAAAHSS,IMSI TS HNID,AT,AMF,SQN,
LUIFunc,LNIGFunc,NKFunc,F1, F2, F3, F4, F5, KDF, AUTHFunc,SK,PKue,PKap,SND_AP1,RCV_AP1) /\role_AP(UE,AP,WAAA, LAAA HSS,SKapws,PKue,PKap,
SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA?) Nrole_WAAA(UE,AP,WAAA, LAAA HSS, AKAs,KDF,SKapws,SKwsls,PKue,PKap,
PKIs,SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3)/\role_LAAA(UE,AP,WAAA,LAAA HSS,SKwsls,PKue,PKhss,PKIs, SND_WAAA4,RCV_WAAA4,
SND_HSS4, RCV_HSS4) Arole_HSS(UE,AP,WAAA, LAAA HSS,IMSI,HNID,AMF,SQN,LUIFunc,LNIGFunc,NKFunc,F1, F2, F3, F4, F5, KDF, AUTHFunc,
SK,PKhss,PKlIs, PKue ,SND_LAAA5RCV_LAAA5) end role role environment() def=const ue:agent,ap:agent,waaa:agent,laaa:agent,hss:agent,
imsi,ts,hnid,at,amf,sqn,rnue, lui,Ini,rnhss,nk, mac,res,ck, ik, ak,kasme,autn, rand,mk,akas,rnap,rnws,xres:text, luifunc,Inigfunc,nkfunc,fl, f2, 3, f4, f5, kdf,
authfunc:hash_func, pkue,pkap, pkhss,pkis:public_key, sk,skapws,skwsls:symmetric_key, ue_ap_RNue, ue_ap_HNID, ue_ap_AT, ue_ap_LUI, ue_ap_IMSI,
ue_ap_TS,ue_ap_RES, ap_waaa_AT, ap_waaa_HNID, ap_waaa_LUI, ap_waaa_IMSI, ap_waaa_RNue, ap_ue_RAND, ap_ue_AUTN, ap_ue_RNhss, ap_ue_LNI,
ap_waaa_RES,ap_ue_AKAs, ap_ue_RNws,waaa_laaa_AT waaa_laaa_HNID, waaa_laaa_LUI, waaa_laaa_RNue, waaa_laaa_IMSI, waaa_ap_RNhss, waaa_ap_RAND,
waaa_ap_AUTN, waaa_ap_LNI, waaa_ap_PKue, waaa_ap_AKAs, waaa_ap_MK, waaa_ap_RNws, laaa_hss_AT, laaa_hss_RNue, laaa_hss_LUI, laaa_hss_IMSI,
laaa_waaa_RNhss, laaa_waaa_RAND, laaa_waaa_AUTN,laaa_waaa_KASME, laaa_waaa_LNI,laaa_waaa_PKue,laaa_waaa_XRES, hss_laaa_RNhss,
hss_laaa_RAND,hss_laaa_AUTN, hss_laaa_KASME, hss_laaa_LNI, hss_laaa_PKue, hss_laaa_XRES, waaa_ap_msg_auth_IMSI,
ue_ap_msg_auth_LNI,ap_ue_msg_auth_RES, hss_laaa_msg_auth_IMSI, laaa_hss_msg_auth_XRES:protocol_id intruder_knowledge = {luifunc,Inigfunc,nkfunc,fl, f2,
f3, f4, 15, kdf, authfunc,pkue,pkap, pkhss,pkils} composition sessionl(ue,ap,waaa,laaa,hss,imsi,ts,hnid,at,amf,sqn,rnue,lui,Ini,rnhss,nk,  mac,res,ck, ik,
ak,kasme,autn,rand, mk,akas,rnap,rnws,xres, luifunc,Inigfunc,nkfunc,fl, f2, f3, f4, f5, kdf, authfunc,pkue,pkap, pkhss,pkls,sk,skapws,skwsls) end role goal
authentication_on  laaa_hss_msg_auth_XRES  authentication_on  hss_laaa_msg_auth_IMSI  authentication_on  ap_ue_msg_auth_RES  authentication_on
ue_ap_msg_auth_LNI authentication_on waaa_ap_msg_auth_IMSI secrecy_of hss_laaa_XRES secrecy_of hss_laaa_PKue secrecy of hss_laaa_LNI secrecy_of
hss_laaa_ KASME secrecy_of hss_laaa_ AUTN secrecy_of hss_laaa_RAND secrecy_of hss_laaa_RNhss secrecy_of laaa_waaa_AUTN secrecy_of laaa_waaa_LNI
secrecy_of laaa_waaa_ RAND secrecy_of laaa_waaa_RNhss secrecy_of laaa_hss_IMSI secrecy_of laaa_waaa KASME secrecy_of laaa_waaa_PKue secrecy_of
laaa_waaa_XRES secrecy_of laaa_hss_LUI secrecy of laaa_hss_RNue secrecy of laaa_hss_AT secrecy of ap_ue_RNhss secrecy_of waaa_ap_PKue secrecy of
waaa_ap_AKAs secrecy_of waaa_ap_MK secrecy_of waaa_ap_RNws secrecy_of waaa_ap_LNI secrecy of ue_ap_IMSI secrecy_of waaa_ap_AUTN secrecy_of
ue_ap_AT secrecy_of ue_ap_TS secrecy_of ap_waaa_LUI secrecy_of ue_ap_RNue secrecy_of ue_ap_HNID secrecy_of ue_ap_LUI secrecy_of ue_ap_RES secrecy_of
ap_waaa_AT secrecy_of ap_waaa HNID secrecy of ap_waaa_IMSI secrecy of ap_waaa RNue secrecy_of ap_ue RAND secrecy of ap_ue_AUTN secrecy of
ap_ue_LNI secrecy of ap_waaa RES secrecy of ap_ue_AKAs secrecy of ap_ue_RNws secrecy of waaa_laaa_AT secrecy of waaa_laaa_HNID secrecy of
waaa_laaa_LUI secrecy of waaa_laaa_RNue secrecy_of waaa_laaa_IMSI secrecy_of waaa_ap_RAND secrecy_of waaa_ap_RNhss end goal environment()
%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.06s, visitedNodes: 2 nodes, depth: 1 piles

%% Statistics (ATSE mode): Analysed: 5 states, Reachable: 0 states, Translation: 0.10 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.2.2.2

role role_UE (UE,AP,WAAA, LAAA: agent, IMSI,HNID,AT,PLUI,RES,AUTN,KASME,LNI:text, LUIFunc,UKFunc,KDF:hash_func, PKue,PKap : public_key,
SND_AP,RCV_AP:channel(dy))played_by =~ UE  def=local  State:nat,RNue,LUI,UK,RNIs,RNws,NRES,NKASME,NAUTN,NLNI,MK,AKAs:  text  const
ue_ap_RNue,ue_ap_HNID,ue_ap_AT,ue_ap_LUI, ue_ap_IMSI, ue_ap_RES, ap_ue_msg_auth_NRES: protocol_id init State := 0 transition 1. State=0 /\ RCV_AP(start)
=> State:=1\ RNue:=new()A LUI“= LUIFunc(IMSI.PLULRNue) A SND_AP({HNID.AT.RNue.IMSI.LUI'}_PKap) A secret(RNue'ue_ap_RNue, {UE, AP}HA
secret(HNID ,ue_ap_HNID, {UE, AP}) /\ secret(AT ,ue_ap_AT, {UE, AP}) /\ secret(LUI' ,ue_ap_LUI, {UE, AP})/\ secret(IMSI ,ue_ap_IMSI, {UE, AP})9. State=1 /\
RCV_AP({RNIs.RNws.NAUTN"NLNI'}_PKue) => State"=2 /\ UK"'= UKFunc(LUL.RNIs'"RNws) /A NRES:= KDF(RES.UK') \ NAUTN"'= KDF(AUTN.UK’) A\
NKASME":= KDF(KASME.UK') /A NLNI:= KDF(LNL.UKY) A\ SND_AP({{NRES’}_inv(PKue)}_PKap)/\ secret(NRES',ue_ap_RES, {UE, AP})\ witness (UE AP,
ap_ue_msg_auth_NRES,NRES') 13. State=2 A\ RCV_AP({AKAs}_PKue) =|> State:=3 \ MK":= KDF(NKASME.RNws)end role role role_AP(UE,AP,WAAA, LAAA:
agent, SKapws:symmetric_key,PKue,PKap : public_key, SND_UE,RCV_UE,SND_WAAA RCV_WAAA:channel(dy))played_by AP def=local
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State:nat,RNue,HNID,AT,IMSI,LUI,RNws,RNIs,NAUTN,NLNI,NRES,MK,AKAs:text const ap_waaa_AT,ap_waaa_HNID,ap_waaa_LUI,
ap_waaa_IMSl,ap_waaa_RNue, waaa_ap_msg_auth IMSI, ap_ue_RNIs, ap_ue_RNws, ap_ue_NAUTN,ap_ue_NLNI, ap_waaa_NRES, ap_ue _msg_auth_NRES,
ap_ue_AKAs:pprotocol_id  init State = 0 transiton 2. State=0 /\ RCV_UE({HNID.AT.RNue'IMSI.LUI'} PKap) => State'=1 A
SND_WAAA({AT.HNID.LUI'RNue'.{IMSI}_inv(PKap)}_SKapws) /\ secret(AT,ap_waaa_AT, {AP, WAAA}) secret(HNID,ap_waaa_HNID, {AP, WAAA}/\
secret(LUI',ap_waaa_LUI, {AP, WAAA}N secret(IMSl,ap_waaa_IMSI, {AP, WAAA}N secret(RNue',ap_waaa_RNue, {AP, WAAA})/\ witness (AP, WAAA,
waaa_ap_msg_auth_IMSI, IMSI) 8. State=1 /A RCV_WAAA({RNIs.RNws.NAUTN".NLNI'}_SKapws) =|> State:=2 ASND_UE({RNIs'.RNws.NAUTN"NLNI'}_PKue)
N secret(RNIs' ,ap_ue_RNIs, {AP, UE})/\ secret(RNws ,ap_ue_RNws, {AP, UE})/\ secret(NAUTN' ,ap_ue_NAUTN, {AP, UE}) /\ secret(NLNI' ,ap_ue_NLNI, {AP, UE})
10. State=2 \ RCV_UE({{NRES}_inv(PKue)}_PKap) => State"=3 /\ SND_WAAA({NRES'}_SKapws) /\ secret(NRES' ,ap_waaa_NRES, {AP, WAAA})\ request
(AP,UE, ap_ue_msg_auth_NRES,NRES') 12. State=3 /\ RCV_WAAA({AKAs.MK'}_SKapws) =|> State:=4/\SND_UE({AKAs}_PKue) /\ secret(AKAs ,ap_ue_AKAs,
{AP, UE}end role role role WAAA(UEAP,WAAA, LAAA: agent, AKAs:text, KDF:hash_func, SKapws,SKwsls:symmetric_key, PKap:

public_key,SND_AP,RCV_AP,SND_LAAA,RCV_LAAA:channel(dy))played_by WAAA def=local State:nat,
AT,HNID,LUI,RNue,IMSI,MK,RNIs,RNws,NAUTN,NKASME,NLNI,NXRES,NRES:text const waaa_laaa_AT, waaa_laaa_HNID, waaa_laaa_LUI, waaa_laaa_RNue,
waaa_laaa_IMSI, waaa_laaa_RNws, waaa_ap_msg_auth_IMSlI, waaa_ap_RNIs, waaa_ap_RNws, waaa_ap_NAUTN, waaa_ap_NLNI,

waaa_ap_AKAs,waaa_ap_MK:protocol_id init State := 0 transition 3. State=0 /\ RCV_AP({AT.HNID.LUI'RNue'{IMSI}_inv(PKap)}_SKapws) => State":=1/\
RNws":=new()A SND_LAAA{AT.HNID.LUI"RNue"IMSI.RNws'}_SKwsls) /\ secret(AT,waaa_laaa_AT, {WAAALAAA}N\ secret(HNID,waaa_laaa_HNID,
{WAAA LAAA}HN  secret(LUI''waaa_laaa_LUI, {WAAALAAA})/\  secret(RNue'waaa_laaa_RNue, {WAAALAAA})/\  secret(IMSl,waaa_laaa_IMSI,
{WAAA LAAA}NN  secret(RNws'waaa_laaa_RNws,  {WAAALAAA})/\  request (WAAAAP,  waaa_ap_msg_auth_IMSI, IMSI)7.  State=1 N\
RCV_LAAA({RNIs'"NAUTN'.NKASME'.NXRES'.NLNI'}_SKwsls) =|> State':=2/\SND_AP({RNIs"RNws.NAUTN"NLNI}_SKapws) /\ secret(RNIs' ,waaa_ap_RNlIs,
{WAAA, AP} secret(RNws ,waaa_ap_RNws, {WAAA, AP})/\ secret(NAUTN' ,waaa_ap_NAUTN, {WAAA, AP})/\ secret(NLNI' ,waaa_ap_NLNI, {WAAA, AP})11.
State=2 /\ RCV_AP({NRES}_SKapws) =|> State:=3 /\ MK"= KDF(NKASME.RNws) A\ SND_AP({AKAs.MK'}_SKapws)/\ secret(AKAs ,waaa_ap_AKAs, {WAAA,
APHA  secret(MK' waaa_ap_MK, {WAAA, AP}end role role role_ LAAA(UEAP,WAAA, LAAA: agentIMSI,PLUI,XRES,AUTN,KASME,LNI:text,
LUIFunc,UKFunc,KDF:hash_func, ~SKwsls:symmetric_key,SND_WAAA,RCV_WAAA:channel(dy))played_by LAAA def=local State:nat, AT,HNID,LUI,
RNue,RNws,RNIs,UK,NXRES,NAUTN,NKASME,NLNI:text const laaa_waaa_RNIs,laaa_waaa_NAUTN, laaa_waaa_NKASME,
laaa_waaa_NXRES,laaa_waaa_NLNI:protocol_id init State := 0 transition 4. State=0 \ RCV_WAAA({AT.HNID.LUI'RNue'.IMSI.RNws'}_SKwsls) =|> State:=1 /\
RNIs":=new()/\ LUI":= LUIFunc(IMSI.PLUI.RNue’) /\ UK":= UKFunc(LUI'RNIs".RNws’) /A NXRES":= KDF(XRES.UK') A NAUTN"= KDF(AUTN.UK") A NKASME":=
KDF(KASME.UK’) A NLNI'= KDF(LNLUKY) A SND_WAAA({RNIs'"NAUTN.NKASME'NXRES.NLNI'}_SKwsls) /\ secret(RNIs'laaa_waaa_RNIs, {LAAA,
WAAA}\secret(NAUTN', laaa_waaa_NAUTN,{LAAA WAAA})\secret(NKASME',laaa_waaa_NKASME {LAAA WAAA})\secret(NXRES' laaa_waaa_NXRES {L
AAA WAAA})N\secret(NLNI', laaa_waaa_NLNI,{LAAA WAAA}) end role role session1(UE,AP,WAAA LAAA:agent,IMSI,
HNID,AT,PLUI,RES,AUTN,KASME,LNI,RNue,LUI,UK,RNIs,RNws,NRES,NKASME, NAUTN,NLNI,MK,AKAs,XRES,NXRES:text, LUIFunc,UKFunc,
KDF:hash_func,PKue,PKap:public_key,SKapws,SKwsls:symmetric_key)def=local SND_AP1,RCV_AP1,SND_UE2, RCV_UE2, SND_WAAA2,
RCV_WAAA2,SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3,SND_WAAA4,RCV_WAAA4:channel(dy)composition role_UE(UE,AP,WAAA,
LAAA,IMSI,HNID,AT, PLUI,RES,AUTN,KASME, LNI,LUIFunc, UKFunc,KDF,PKue,PKap,SND_AP1, RCV_AP1)/Arole_AP
(UE,AP,WAAA LAAA SKapws,PKue,PKap,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2)/\role_ WAAA(UE,AP,WAAA,LAAA AKAs,KDF,
SKapws,SKwsls,PKap,SND_AP3,RCV_AP3,SND_LAAA3, RCV_LAAA3)/role_LAAA(UE,AP,WAAA,LAAA, IMSI,PLUI XRES,AUTN,KASME,LNI,
LUIFunc,UKFunc,KDF,SKwsls, SND_WAAA4,RCV_WAAA4) end role role environment() def=const ue:agent,ap:agent,waaa
:agent, laaa:agent,hss:agent,imsi,hnid,at,plui,res,autn,kasme, Ini,rnue, lui,uk,rnls,rnws,nres,nkasme,nautn, nlni,mk,akas ,Xres,nxres: text, luifunc,ukfunc,kdf:
hash_func,pkue,pkap:public_key,skapws,skwsls:symmetric_key,ue_ap_RNue,ue_ap_HNID,ue_ap_AT,ue_ap_LUl,ue_ap_IMSl,ue_ap_RES,ap_waaa_AT,
ap_waaa_HNID, ap_waaa_LUI, ap_waaa_IMSI, ap_waaa_RNue,ap_ue_RNIs, ap_ue_RNws, ap_ue_NAUTN,ap_ue_NLNI, ap_waaa_NRES,
ap_ue_AKAs,waaa_laaa_AT, waaa_laaa HNID, waaa laaa_LUI, waaa_laaa_RNue, waaa_laaa_IMSl,waaa_laaa_RNws,waaa_ap_RNIs,  waaa_ap_RNws,

waaa_ap_NAUTN, waaa_ap_NLNI, waaa_ap_AKAs,waaa_ap_MKlaaa_waaa_RNls,laaa_waaa_NAUTN, laaa_waaa_NKASME, laaa_waaa_NXRES,
laaa_waaa_NLNI,ap_ue_msg_auth_NRES, waaa_ap_msg_auth_IMSI:protocol_id intruder_knowledge = {luifunc,ukfunc,kdf,pkue,pkap}composition
session1(ue,ap,waaa,laaa,imsi,hnid,at,plui,res,autn,kasme, Ini, rnue, lui,uk, rnls,rnws,nres,nkasme,nautn,nini,mk,akas, xres, nxres, luifunc,ukfunc,kdf,

pkue,pkap,skapws,skwsls)end role goal authentication_on waaa_ap_msg_auth_IMSI authentication_on ap_ue_msg_auth_NRES secrecy of ue_ap_RNue secrecy_of
ue_ap_HNID secrecy of ue_ap_AT secrecy_of ue_ap_LUI secrecy of ue_ap_IMSI secrecy of ue_ap_RES secrecy _of ap_waaa AT secrecy_of ap_waaa HNID
secrecy_of ap_waaa_LUI secrecy_of ap_waaa_IMSI secrecy_of ap_waaa_RNue secrecy_of ap_ue_RNIs secrecy_of ap_ue_RNws secrecy_of ap_ue_NAUTN
secrecy_of ap_ue_NLNI secrecy_of ap_waaa_NRES secrecy_of ap_ue_AKAs secrecy_of waaa_laaa_AT secrecy_of waaa_laaa_HNID secrecy_of waaa_laaa_LUI
secrecy_of waaa_laaa_RNue secrecy of waaa_laaa_IMSI| secrecy of waaa_laaa_RNws secrecy of waaa_ap_RNIs secrecy_of waaa_ap_RNws secrecy of
waaa_ap_NAUTN secrecy_of waaa_ap_NLNI secrecy of waaa_ap_AKAs secrecy_of waaa_ap_MK secrecy_of laaa_waaa_RNIs secrecy_of laaa_waaa NAUTN
secrecy_of laaa_waaa_NKASME secrecy_of laaa_waaa_NXRES secrecy_of laaa_waaa_NLNI end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.02s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 3 states, Reachable: 0 states, Translation: 0.04 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.3.1

role role_UE (UE,AP,WAAA: agent, IMSI,AT, NINNI,LAPID,RES,Ul:text, KDF:hash_func, PKue,PKap : public_key, SND_AP,RCV_AP:channel(dy)) played_by UE
def=local State:nat, RNue,RNap,RNws,NRES AKAs,MK: text const ue_ap_RNue, ue_ap_LAPID, ue_ap_NINNIue_ap_IMSI, ap_ue_msg_auth_NINNI,
waaa_ue_msg_auth_NINNI, ue_ap_NRES, ue_ap_RNue2, ue_ap_NRES, ap_ue_msg_auth_NRES,waaa_ue_msg_auth_NRES,ap_ue_auth_RNap: protocol_id init State :=
0 transition 1. State=0 /\ RCV_AP(start) =|> State":=1/\ RNue":=new()/\ SND_AP({RNue". AT.LAPID.{NINNI}_inv(PKue).IMSI}_PKap) /\ secret(RNue',ue_ap_RNue,
{UE, AP} secret(LAPID ,ue_ap_LAPID, {UE, AP}/ secret(NINNI ,ue_ap_NINNI, {UE, AP}) N\ secret(IMSI ,ue_ap_IMSI, {UE, AP}) N\ witness (UE,AP,
ap_ue_msg_auth_ NINNI,NINNI)A witness (UE,WAAA, waaa_ue_msg_auth_NINNI, NINNI)9. State=1 /\ RCV_AP({RNap'.RNws}_PKue) =[> State:=2 /\
RNue:=new()A NRES:= KDF(RES.RNue'RNws) /A SND_AP({RNue'RNap'{NRES}_inv(PKue)} PKap) A secret(NRES'ue_ap_NRES, {UE, AP}A
secret(RNue',ue_ap_RNue2, {UE, AP}/ secret(NRES'ue_ap_NRES, {UE, AP})/\ witness (UE,AP, ap_ue_msg_auth_NRES,NRES") /\ witness (UE,WAAA,
waaa_ue_msg_auth_NRES,NRES') /\ witness (UE,AP, ap_ue_auth_RNap,RNap’) 13. State=2 \ARCV_AP({AKAs}_PKue)=|>State":=3/\MK"=KDF(NINNI.UI.NRES)end
role role role_AP(UE,AP,WAAA:agent,SKapws:symmetric_key,PKue,PKap:public_key, SND_UE,RCV_UE, SND_WAAA RCV_WAAA:channel(dy))played_by AP
def=local State:nat,LAPID,RNue,AT,NINNI,IMSI,RNap,RNws,NRES,MK,AKAs:text const ap_waaa_AT, ap_waaa_LAPID, ap_waaa_NINNI,
ap_waaa_IMSI,ap_waaa_RNap,ap_ue_msg_auth_NINNI,ap_ue_RNap,ap_ue_RNws,ap_waaa_auth_RNap,ap_waaa_NRES,ap_ue_msg_auth_NRES,ap_ue_auth_RNap,
waaa_ap_msg_auth _NRES,ap_ue_AKAs:protocol_id init State = 0 transition 2. State=0 NRCV_UE({RNue'.AT.
LAPID.{NINNI}_inv(PKue).IMSI}_PKap)=|>State":=1/\RNap":=new()/\ SND_WAAA ({AT.{NINNI}_inv(PKue).IMSI.LAPID.RNap'}_SKapws) N
secret(AT,ap_waaa_AT, {AP, WAAA})/\ secret(LAPID,ap_waaa_LAPID, {AP, WAAA})/\ secret(NINNI,ap_waaa_NINNI, {AP, WAAA})/\ secret(IMSl,ap_waaa_IMSI,
{AP, WAAA}DN secret(RNap',ap_waaa_RNap, {AP, WAAA}DN request (AP,UE, ap_ue_msg_auth_NINNI,NINNTI) 8. State=1 N
RCV_WAAA({RNap'.RNws'.PKue}_SKapws) =|> State:=2 A\SND_UE({RNap'RNws'}_PKue) /\ secret(RNap' ,ap_ue_RNap, {AP, UE})/\ secret(RNws" ,ap_ue_RNws,
{AP, UE}N\ request (AP,WAAA, ap_waaa_auth RNap, RNap')10. State=2 /\ RCV_UE({RNue'.RNap'.{NRES}_inv(PKue)} PKap) => State"=3 N
SND_WAAA({RNue'.{NRES'}_inv(PKue)}_SKapws) /\ secret(NRES' ,ap_waaa_NRES, {AP, WAAA}) /\ request (AP,UE, ap_ue_msg_auth_NRES,NRES') /\ request
(AP,UE, ap_ue_auth_RNap,RNap)\ witness (AP,WAAA, waaa_ap_msg_auth NRES,NRES') 12. State=3 /\ RCV_WAAA({MK'AKAs}_SKapws) =|> State':=4
NSND_UE({AKAs}_PKue) N secret(AKAs ,ap_ue_AKAs, {AP, UE})end role role role_WAAA(UE,AP,WAAA: agent,
AKAs, XRES,NINNI,Ul:text, KDF:hash_func,SKapws:symmetric_key, ~ PKue,PKap:  public_key,SND_AP,RCV_AP:channel(dy))played_by = WAAA  def=local
State:nat, AT,IMSI,LAPID,RNap,RNws,NRES,RNue,NXRES,MK:text ~const waaa_ap_RNap, waaa_ap_RNws, waaa_ap_PKue, waaa_ue_msg_auth_NINNI,
ap_waaa_auth_RNap,  waaa_ap_MK, waaa_ap_AKAs, waaa_ue_msg_auth_NRES:protocol_id init State := 0 transition 3. State=0 A
RCV_AP({AT.{NINNI}_inv(PKue).IMSI.LAPID.RNap}_SKapws) => State":=1/\ RNws":=new()\ SND_AP({RNap'.RNws".PKue}_SKapws) A
secret(RNap',waaa_ap_RNap, {WAAA AP}/ secret(RNws',waaa_ap_RNws, {WAAA AP}/ secret(PKue,waaa_ap_PKue, {WAAA AP}/ request (WAAA UE,
waaa_ue_msg_auth_NINNI, NINNI) /\ witness (WAAA, AP, ap_waaa_auth_RNap, RNap')7. State=1 /A RCV_AP({RNue' {NRES'}_inv(PKue)}_SKapws) =|> State":=2 \
NXRES":= KDF(XRES.RNue'.RNws) /A MK":= KDF(NINNIL.UI.NXRES)ASND_AP({MK'.AKAs} SKapws)/\ secret(MK' ,waaa_ap_MK, {WAAA, AP})/\ secret(AKAs
Jwaaa_ap_AKAs, {WAAA, APPHN witness (WAAAUE, waaa_ue_msg_auth NRES,NRES)end role role sessionl(UE,AP,WAAA:agent,IMSI,AT,
NINNI,LAPID,RES,Ul, RNue,RNap,RNws,NRES ,AKAs,MK,XRES ,NXRES:text, KDF:hash_func, PKue,PKap: public_key, SKapws:symmetric_key) def=local
SND_AP1,RCV_AP1, SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2, SND_AP3,RCV_AP3: channel(dy) composition role_UE(UE,AP,WAAA,IMSI,AT,
NINNI,LAPID,RES,UI,KDF,PKue,PKap,SND_AP1,RCV_AP1) Arole AP(UE,AP,WAAA, SKapws,PKue,PKap,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2)
Nrole_ WAAA(UE,AP,WAAA, AKAs,XRES,NINNI,UI,KDF,SKapws,PKue,PKap,SND_AP3,RCV_AP3) end role role environment() def= const
ue:agent,ap:agent,waaa: agent,imsi,at,ninni,lapid,res,ui,rnue,rnap,rnws,nres,akas, mk, xres,nxres:text,kdf:hash_func,pkue,pkap:public_key,skapws: symmetric_key,
ue_ap_RNue,ue_ap_LAPID,ue_ap_NINNI,ue_ap_IMSI,ap_ue_msg_auth_NINNI,waaa_ue_msg_auth_NINNI,ue_ap_NRES,ue_ap_RNue2,ue_ap_NRES,

ap_ue_msg_auth_NRES, waaa_ue_msg_auth_NRES,ap_ue_auth_RNap,ap_waaa_AT,ap_waaa_LAPID,ap_waaa_NINNI, ap_waaa_IMSI,ap_waaa_RNap,
ap_ue_RNap,ap_ue_RNws,ap_waaa_auth_RNap, ap_waaa_NRES, waaa_ap_msg_auth_NRES,ap_ue_AKAswaaa_ap_RNap, waaa_ap_RNws, waaa_ap_PKue,
waaa_ap_MK,  waaa_ap_AKAs:protocol_id intruder_knowledge =  {kdf,  pkue,pkap}composition  sessionl(ue,ap,waaa,imsi,at,  ninni,lapid,res,ui,

rnue,rnap,mws,nres,akas, mk, xres,nxres, kdf,pkue,pkap, skapws)end role goal authentication_on ap_ue_msg_auth_NINNI authentication_on waaa_ue_msg_auth_NINNI
authentication_on ap_ue_msg_auth_NRES authentication_on waaa_ue_msg_auth_NRES authentication_on ap_ue_auth_RNap authentication_on ap_waaa_auth_RNap
authentication_on waaa_ap_msg_auth_NRES secrecy_of ue_ap_RNue secrecy of ue_ap_LAPID secrecy_of ue_ap_NINNI secrecy of ue_ap_IMSI secrecy_of
ue_ap_NRES secrecy_of ue_ap_RNue2 secrecy_of ue_ap_NRES secrecy_of ap_waaa_AT secrecy_of ap_waaa_LAPID secrecy_of ap_waaa_NINNI secrecy _of
ap_waaa_IMSI secrecy_of ap_waaa_RNap secrecy_of ap_ue_RNap secrecy_of ap_ue_RNws secrecy_of ap_waaa NRES secrecy of ap_ue AKAs secrecy of
waaa_ap_RNap secrecy_of waaa_ap_RNws secrecy_of waaa_ap_PKue secrecy_of waaa_ap_MK secrecy_of waaa_ap_AKAs end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.02s, visitedNodes: 3 nodes, depth: 2 piles

%% Statistics (ATSE mode): Analysed: 5 states, Reachable: 1 states, Translation: 0.02 seconds, Computation: 0.00 seconds

%% PROTOCOL: EPS-AKA4.3.2
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role role_UE (UE,AP,WAAA: agent, IMSI,LULAT,LAPID,LNINLNI,KASME,RES:text,NUIFunc,UNIDFunc,KDF:hash_func, PKue,PKap : public_key,
SND_AP,RCV_AP:channel(dy))played_by UE def=local State:nat,RNue,NUI,RNws,RNap,UNID,NKASME,NRES,NMK,AKAs: text const ue_ap_RNue, ue_ap_NUI,
ue_ap_AT, ue_ap_LAPID, ue_ap_IMSI, ue_ap_NRES, ap_ue_msg_auth_NRES: protocol_id init State := O transition 1. State=0 A\ RCV_AP(start) =|> State"=1/\
RNue':=new()/\ NUI":= NUIFunc(LUI.RNue') A SND_AP({AT.RNue'.IMSI.NUI'LAPID}_PKap) /\ secret(RNue',ue_ap_RNue, {UE, AP})/\ secret(NUI' ,ue_ap_NUI,
{UE, AP}) N secret(AT ,ue_ap_AT, {UE, AP}) /\ secret(LAPID ,ue_ap LAPID, {UE, AP} secret(IMSI ,ue_ap_IMSI, {UE, AP})9. State=1 N
RCV_AP({RNws'.UNID'}_PKue) =|> State:=2 /\ UNID":= UNIDFunc(LNINLNI.RNws’) A NKASME":= KDF(KASME.RNws') /A NRES":= KDF(RES.RNws'.RNue) /A
SND_AP({{NRES'}_inv(PKue)}_PKap) / secret(NRES'ue_ap_NRES, {UE, AP}HA\ witness (UE,AP, ap_ue_msg_auth_ NRES,NRES') 13. State=2 /\
RCV_AP({AKAs.RNap}_PKue) => State:=3 N NMK'":= KDF(NKASME.RNap) end role role role_AP(UE,AP,WAAA: agent,
SKapws:symmetric_key,PKue,PKap:public_key,SND_UE,RCV_UE,SND_WAAA,RCV_WAAA:channel(dy))played_by AP def=local State:nat,
RNue,AT,IMSI,NUI,LAPID,RNap,RNws,UNID, NRES,NMK, AKAs:itext const ap_waaa AT,ap_waaa RNue, ap_waaa_IMSI,ap_waaa_LAPID, ap_waaa_NUI,
waaa_ap_msg_auth_NUI, ap_ue_RNws, ap_ue_UNID,ap_waaa_NRES, ap_waaa_RNap, ap_ue_msg_auth_NRES,
waaa_ap_msg_auth_NRES,ap_ue_AKAs,ap_ue_RNap:protocol_id init State := 0 transition 2. State=0 A\ RCV_UE({AT.RNue".IMSI.NUI'.LAPID}_PKap) =|> State":=1 /\
SND_WAAA({AT.RNue'.IMSI.LAPID.{NUI'}_inv(PKap)}_SKapws) /\ secret(AT,ap_waaa_AT, {AP, WAAA})/\ secret(RNue'.ap_waaa_RNue, {AP, WAAA})\
secret(IMSl,ap_waaa_IMSI, {AP, WAAA}\ secret(LAPID,ap_waaa_LAPID, {AP, WAAA}N\ secret(NUI''ap_waaa_NUI, {AP, WAAA}N witness
(AP,WAAA waaa_ap_msg_auth_NUI, NUI')8. State=1 /\ RCV_WAAA({RNws'.PKue.UNID'} SKapws) =|> State"=2 /\SND_UE({RNws.UNID}_PKue) A
secret(RNws' ,ap_ue_RNws, {AP, UE})/\ secret(UNID' ,ap_ue_UNID, {AP, UE})10. State=2 /\ RCV_UE({{NRES?}_inv(PKue)} PKap) => State"=3 A
RNap':=new()/\ASND_WAAA({RNap'{NRES}_inv(PKap)}_SKapws)/\secret(NRES',ap_waaa_NRES,{AP,WAAA})/\secret(RNap',ap_waaa_RNap,{AP,AAA})/\reques
t(AP,UE,ap_ue_msg_auth_NRES,NRES') /\ witness (AP,WAAA, waaa_ap_msg_auth_NRES,NRES') 12. State=3 A RCV_WAAA({NMK'. AKAs}_SKapws) =|> State':=4
N\SND_UE({AKAs.RNap}_PKue) /\ secret(AKAs ,ap_ue_AKAs, {AP, UE})\\ secret(RNap ,ap_ue_RNap, {AP, UE})end role role role_WAAA(UE,AP,WAAA: agent,
LUILAKAS,IMSI,LNINLNI,XRES,KASME text, NUIFunc,UNIDFunc,KDF:hash_func, SKapws:symmetric_key, PKue,PKap:
public_key,SND_AP,RCV_AP:channel(dy))played_by WAAA def=local State:nat,AT,NUI,RNue,UNID,RNws,NXRES,NKASME,NMK,RNap,LAPID,NRES:text const
waaa_ap_RNws, waaa_ap_PKue,waaa_ap_UNID,waaa_ap_NMK,waaa_ap_AKAs,waaa_ap_msg_auth_NRES,waaa_ap_msg_auth_NUI:protocol_id init State:= 0
transition 3.State=0/\ RCV_AP
({AT.RNue'.IMSI.LAPID.{NUI'}_inv(PKap)}_SKapws)=|>State":=1/ARNws":=new()/ANUI":=NUIFunc(LUI.RNue)AUNID":=UNIDFunc(LNINLNI.RNws')/ASND_AP({
RNws'.PKue.UNID'}_SKapws)/\ secret (RNws'waaa_ap_RNws, {WAAA AP}/ secret(PKue,waaa_ap_PKue, {WAAA AP}/ secret(UNID',waaa_ap_UNID,
{WAAA APHA request (WAAA AP, waaa_ap_msg_auth NUI, NUI')7. State=1 /\ RCV_AP({RNap'{NRES}_inv(PKap)}_SKapws) =|> State"=2/\ NKASME"=
KDF(KASME.RNws)/A NXRES":= KDF(XRES.RNws.RNue) A NMK":= KDF(NKASME'.RNap') ASND_AP({NMK'.AKAs}_SKapws) /\ secret(NMK' ,waaa_ap_NMK,
{WAAA, AP} secret(AKAs ,waaa_ap_AKAs, {WAAA, AP} request(WAAA, AP, waaa_ap_msg_auth_NRES,NRES")end role role session1(UE,AP,WAAA:agent,
IMSI,LUILLAT,LAPID,LNINLNI,KASME,RES,RNue,NUI,RNws,RNap,UNID,NKASME,NRES,NMK,AKAs,XRES,NXRES:text, NUIFunc,UNIDFunc,KDF:hash_func,

PKue,PKap:public_key,SKapws: symmetric_key)def=local
SND_AP1,RCV_AP1,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2,SND_AP3,RCV_AP3:channel(dy)composition
role_UE(UE,AP,WAAA, IMSI,LUI,AT,LAPID, LNINLNI,

KASME,RES,NUIFunc,UNIDFunc,KDF,PKue,PKap,SND_AP1,RCV_AP1)/\role_AP(UE,AP,WAAA,SKapws,PKue,PKap,SND_UE2,RCV_UE2,SND_WAAA2,RCV
_WAAA2)/\role_WAAA(UE,AP,WAAA LUI,AKAs,IMSI,LNINLNI,XRES,KASME,NUIFunc,UNIDFunc, KDF,SKapws,PKue,PKap,SND_AP3,RCV_AP3)end  role
role environment()def=const ue:agent,ap:agent,waaa:agent,imsi, lui,at, lapid, Ininini,kasme,res,
rnue,nui,rnws,rnap,unid,nkasme,nres,nmk,akas, xres,nxres:text,nuifunc,unidfunc,kdf:hash_func, pkue,pkap:public_key, skapws:symmetric_key,ue_ap_RNue, ue_ap_NUI,
ue_ap_AT, wue_ap_LAPID, wue_ap_IMSI, ue_ap_NRES, ap_waaa_AT,ap_waaa_RNue, ap_waaa_IMSlap_waaa_LAPID, ap_waaa_NUI,ap_ue_RNws,

ap_ue_UNID,ap_waaa_NRES, ap_waaa_RNap,
ap_ue_AKAs,ap_ue_RNap,waaa_ap_RNws,waaa_ap_PKue,waaa_ap_UNID,waaa_ap_NMK,waaa_ap_AKAs,ap_ue_msg_auth_NRES,waaa_ap_msg_auth_NRES,waaa
_ap_msg_auth_NUI :protocol_id intruder_knowledge = {nuifunc,unidfunc,kdf,pkue,pkap} composition sessionl(ue,ap,waaa,imsi,lui,at,lapid,Ininini,kasme,res,

rnue,nui,rnws,rnap,unid,nkasme,  nres,nmk,akas,xres ,nxres,nuifunc,unidfunc,kdf,pkue,pkap,skapws)end role goal authentication_on waaa_ap_msg_auth_NUI
authentication_on waaa_ap_msg_auth_NRES authentication_on ap_ue_msg_auth_NRES secrecy_of ue_ap_RNue secrecy of ue_ap_NUI secrecy of ue_ap_AT
secrecy_ofue_ap_LAPID secrecy_ofue_ap_IMSI secrecy_ofue_ap_NRES secrecy_ofap_waaa_AT  secrecy_ofap_waaa_RNue secrecy_ofap_waaa_IMSI secrecy_of
ap_waaa_LAPID secrecy_of ap_waaa_NUI secrecy_of ap_ue_RNws secrecy_of ap_ue_UNID secrecy_of ap_waaa_NRES secrecy_of ap_waaa_RNap secrecy_of
ap_ue_AKAs secrecy_of ap_ue_RNap secrecy_of waaa_ap_AKAs secrecy_of waaa_ap_NMK secrecy_of waaa_ap_UNID secrecy_of waaa_ap_PKue secrecy_of
waaa_ap_RNws end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.01s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 1 states, Reachable: 0 states, Translation: 0.01 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.4.1

role role_UE (UE,AP,WAAA, LAAA: agent,IMSI,ULLAT,LAPID,WLID,RES,NINNI:text, NUIFunc,KDF:hash_func,PKue,PKap
public_key,SND_AP,RCV_AP:channel(dy))played_by UE def=local State:nat, RNue,NUI,UNINNI,RNIs,NRES,RNap, MK, AKAs:text const
ue_ap_RNue,ue_ap_AT,ue_ap_LAPID,ue_ap_NUI,ue_ap_WLID,ue_ap_IMSI,ap_ue_msg_auth_NUI,ue_ap_NRES, ap_ue_msg_auth_NRES

,waaa_ue_msg_auth_NRES:protocol_id init State:= 0 transition 1.State=0/\RCV_AP(start)=|>State":=1/A\RNue":=new()/ANUI":=NUIFunc(RNue'.U)/A
SND_AP({RNue'.AT.LAPID.WLID. {NUI'}_inv(PKue).IMSI}_PKap) /\ secret(RNue',ue_ap_RNue, {UE, AP}/ secret(AT ,ue_ap_AT, {UE, AP})/\ secret(LAPID
,ue_ap_LAPID, {UE, AP}) /\ secret(NUI' ,ue_ap_NUI, {UE, AP})/\ secret(WLID ,ue_ap_WLID, {UE, AP}) /\ secret(IMSI ,ue_ap_IMSI, {UE, AP}) /\ witness (UE,AP,
ap_ue_msg_auth NUI,NUI')7. State=1 /A RCV_AP({UNINNI'.RNIs}_PKue) =|> State:=2/\ UNINNI:= NUIFunc (RNIs'.NINNI) A NRES"= KDF(RES.RNIs'.RNue)/\
SND_AP({{NRES}_inv(PKue)}_PKap)/\ secret(NRES',ue_ap_NRES, {UE, AP} witness (UE,AP, ap_ue_msg_auth_NRES,NRES) /A witness (UE,WAAA,
waaa_ue_msg_auth_NRES,NRES') 11. State=2 /\ RCV_AP({AKAs}_PKue) =|> State"=3 /\ MK":= KDF(UNINNIL.UI.NRES) end role role role_AP(UE,AP,WAAA,
LAAA: agent,SKapws:symmetric_key, PKue,PKap : public_key, SND_UE,RCV_UE,SND_WAAA RCV_WAAA:channel(dy)) played_by AP def=local State:nat,
RNue,AT,LAPID,WLID,NULIMSI,NXRES,UNINNI,RNIs,NRES,MK,AKAs:text const
ap_waaa_AT,ap_waaa_NUIl,ap_waaa_LAPID,ap_waaa_IMSl,ap_waaa_WLID,ap_waaa_RNue,ap_ue_msg_auth_NUI,ap_ue_RNIs,ap_ue_UNINNI,ap_waaa_NRES,ap_
ue_msg_auth_NRES, ap_ue_AKAs:protocol_id init State:=0 transition 2.State=0 /ARCV_UE({RNue"AT.LAPID.WLID.{NUI'}_inv(PKue).IMSI}_PKap)=|>State"=1
SND_WAAA({AT.NUI'IMSI.LAPID.WLID.RNue'}_SKapws)

Nsecret(AT,ap_waaa_AT,{AP,WAAA})\secret(NUI',ap_waaa_NUI,{AP, WAAA})\secret(LAPID,ap_waaa_LAPID,{AP,WAAA})\secret(IMSl,ap_waaa_IMSI,{AP,W
AAA})\secret(WLID, ap_waaa_WLID , {AP, WAAA})N secret(RNue',ap_waaa_RNue, {AP, WAAA})A request (AP, UE, ap_ue_msg_auth_NUI, NUI') 6. State=1 /\
RCV_WAAA({NXRES"UNINNI'PKue.RNIs'}_SKapws) =|> State:=2/\SND_UE({UNINNI"RNIs'}_PKue)/\ secret(RNIs' ,ap_ue_RNIs, {AP, UE})/\ secret(UNINNI'
,ap_ue_UNINNI, {AP, UE})8. State=2 A\ RCV_UE({{NRES?}_inv(PKue)}_PKap) =|> State:=3 A\ SND_WAAA({{NRES'}_inv(PKue)}_SKapws)/\ secret(NRES'
,ap_waaa_NRES, {AP, WAAA}A\ request (AP,UE, ap_ue_msg_auth_NRES,NRES') 10. State=3 /\ RCV_WAAA({AKAs.MK'}_SKapws) =|> State"=4
NSND_UE({AKAs}_PKue) N secret(AKAs ,ap_ue_AKAs, {AP, UE})end role role role_WAAA(UE,AP,WAAA, LAAA: agent, AKAs:text, KDF:hash_func,
SKapws,SKwsls:symmetric_key, PKue,PKap,PKlIs: public_key, SND_AP,RCV_AP,SND_LAAA RCV_LAAA:channel(dy)) played_by WAAA def=local State:nat,
AT,NUL,IMSI,LAPID,RNue,WLID,NRES,NXRES,UNINNI,RNIs,MK,Ul:text ~ const waaa_laaa_AT, waaa_laaa_NUI, waaa_laaa_WLID, waaa_laaa_IMSI,
waaa_laaa_RNue,waaa_ap_NXRES, waaa_ap_PKue, waaa_ap_UNINNI, waaa_ap_RNls, waaa_laaa_msg_auth_UNINNI, waaa_ap_AKAs,
waaa_ap_MK,waaa_ue_msg_auth_NRES:protocol_id init State := 0 transition 3.State=0 A\RCV_AP({AT.NUI'.IMSI.LAPID.WLID.RNue}_SKapws)=|>State:=1 N\
SND_LAAA({AT.NUI'IMSI.WLID.RNue'}_SKwsls)/\secret(AT,waaa_laaa_AT {WAAA LAAA})\secret(NUI',waaa_laaa_NUI,{WAAA LAAA})/\secret(WLID,waaa

_laaa_WLID,{WAAA,LAAA}A secret(
IMSI,waaa_laaa_IMSI{WAAA,LAAA})/\secret(RNue',waaa_laaa_RNue,{ WAAA,LAAA})5.State=1/\RCV_LAAA({NXRES'{UNINNI'}_inv(PKIls).PKue.RNIs'}_SK
wsls)=|>State:=2\SND_AP ({NXRES'.

UNINNI".PKue.RNIs'}_SKapws)/\secret(NXRES'waaa_ap_NXRES,{WAAA, AP})/\secret(PKue,waaa_ap_PKue {WAAA, AP})/\secret(UNINNI',waaa_ap_UNINNI,{
WAAA, AP})\secret(RNIs',

waaa_ap_RNIs,{WAAA, AP})\request(WAAA,LAAA waaa_laaa_msg_auth_UNINNI,UNINNI')9.State=2/\RCV_AP({{NRES}_inv(PKue)}_SKapws)=|>State":=3/\M
K':=KDF(UNINNI.UI.NRES')/A SND_AP ({AKAs.MK'}_SKapws)/\ secret(AKAs ,waaa_ap_AKAs, {WAAA, AP} secret(MK' ,waaa_ap_MK, {WAAA, AP})/\ request
(WAAA,UE, waaa_ue_msg_auth_NRES,NRES') end role role role_LAAA(UE,AP,WAAA, LAAA: agent,
UL IMSI,NINNI,XRES:text, NUIFunc,KDF:hash_func,SKwsls:symmetric_key,PKue,PKls : public_key,SND_WAAARCV_WAAA:channel(dy))played_by LAAA
def=local State:nat, AT,NUI,WLID,RNue,UNINNI,RNIs,NXRES:text const laaa_waaa_NXRES, laaa_waaa_UNINNI, laaa_waaa_PKue, laaa_waaa_RNIs,
waaa_laaa_msg_auth_UNINNI:protocol_id init State := 0 transition 4. State=0 /\ RCV_WAAA({AT.NUI'IMSI.WLID.RNue'}_SKwsls) =|> State:=1 N\ RNIs":=new() \
NUI'= NUIFunc(RNue'.Ul) N UNINNI"= NUIFunc(RNIs".NINNI) A NXRES"= KDF(XRES.RNIs'.RNue)/A
SND_WAAA({NXRES'.{UNINNI'}_inv(PKIs).PKue.RNIs'}_SKwsls)  /\secret(NXRES' laaa_waaa_NXRES,{LAAA WAAA})\secret(UNINNI' laaa_waaa_UNINNI,
{LAAA, WAAANN secret(PKue,laaa_waaa_PKue,{LAAA,WAAA})\secret(RNIs',laaa_waaa_RNIs,{LAAA WAAA}) witness (LAAA, WAAA,
waaa_laaa_msg_auth_UNINNI,UNINNI‘)end role role session1(UE,AP,WAAA,
LAAA:agent,NXRES, IMSI,UI,AT,LAPID,WLID,RES,XRES,NINNI,RNue,NUI,UNINNI,RNIs, NRES,RNap, MK, AKAs:text, NUIFunc, KDF:hash_func,PKue, PKap,PKI
s:public_key,SKapws,SKwsls:symmetric_key)def=local
SND_AP1,RCV_AP1,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2,SND_AP3,RCV_AP3,SND_LAAA3RCV_LAAA3,SND_WAAA4,RCV_WAAA4:channe
I(dy)composition role_UE
(UE,AP,WAAA,LAAA,IMSI,UI,AT,LAPID,WLID,RES,NINNI,NUIFunc,KDF,PKue,PKap,SND_AP1,RCV_AP1)/\role_AP(UE,AP,WAAA LAAA,SKapws,PKue,PKa
p,SND_UE2,RCV_UE2,SND_WAAA2,

RCV_WAAA2)\role WAAA(UE,AP,WAAA,LAAA AKAs,KDF,SKapws,SKwsls,PKue,PKap,PKls,SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3)/role LAAA(
UE,AP,WAAA,LAAA,ULIMSI,NINNIXRES,  NUIFunc,KDF,SKwsls,PKue,PKIs,SND_WAAA4,RCV_WAAA4)end role role environment() def=const

ue:agent,ap:agent,waaa:agent,laaa:agent,nxres,imsi,ui,at, lapid,wlid,res ,Xres,ninni,rnue,nui,
uninni,rnls,nres,rnap,mk,akas:text,nuifunc,kdf:hash_func,pkue,pkap,pkis:public_key,skapws,skwsls:symmetric_key,ue_ap_RNue,ue_ap_AT,ue_ap_LAPID,ue_ap_NUl,u
e_ap_WLID, ue_ap_IMSI,

ap_ue_msg_auth_NUI,ue_ap_NRES,ap_ue_msg_auth_NRES,waaa_ue_msg_auth_NRES,ap_waaa_AT,ap_waaa_NUI,ap_waaa_LAPID,ap_waaa_IMSI,ap_waaa_WLID
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,ap_waaa_RNue,
ap_ue_RNIs,ap_ue_UNINNI,ap_waaa_NRES,ap_ue_AKAs,waaa_laaa_AT waaa_laaa_NUl,waaa_laaa_WLID,waaa_laaa_IMSI,waaa_laaa_RNue,waaa_ap_NXRES,waa

a_ap_PKue,
waaa_ap_UNINNI,waaa_ap_RNIs,waaa_laaa_msg_auth_UNINNI,waaa_ap_AKAs,waaa_ap_MK,laaa_waaa_NXRES,laaa_waaa_UNINNI, laaa_waaa_PKue,laaa_waaa_
RNIs:protocol_id intruder_knowledge={nuifunc,kdf,pkue,pkap,pkis} composition

session1(ue,ap,waaa, laaa,nxres,imsi,ui,at,lapid,wlid,res,xres,ninni,rnue,nui,uninni,rnls,nres,rnap,mk,akas, nuifunc,kdf,pkue, pkap, pkls,skapws,skwsls)end role goal
authentication_on  ap_ue_msg_auth_NUI  authentication_on  ap_ue_msg_auth_NRES authentication_on  waaa_ue_msg_auth_NRES  authentication_on
waaa_laaa_msg_auth_UNINNI secrecy_of ue_ap_RNue secrecy_of ue_ap_AT secrecy_of ue_ap_LAPID secrecy_of ue_ap_NUI secrecy_of ue_ap_WLID secrecy_of
ue_ap_IMSI secrecy_of ue_ap_NRES secrecy_of ap_waaa_AT secrecy_of ap_waaa_NUI secrecy of ap_waaa LAPID secrecy of ap_waaa_IMSI secrecy of
ap_waaa_WLID secrecy_of ap_ue_RNIs secrecy _of ap_ue_UNINNI secrecy of ap_waaa NRES secrecy of ap_waaa_RNue secrecy of ap_ue AKAs secrecy of
waaa_laaa_AT secrecy_of waaa_laaa_NUI secrecy of waaa_laaa_WLID secrecy of waaa_laaa_IMSI secrecy_of waaa_laaa_RNue secrecy_of waaa_ap_NXRES
secrecy_of waaa_ap_PKue secrecy_of waaa_ap_UNINNI secrecy_of waaa_ap_RNIs secrecy_of waaa_ap_AKAs secrecy_of waaa_ap_MK secrecy_of laaa_waaa_NXRES
secrecy_of laaa_waaa_UNINNI secrecy_of laaa_waaa_PKue secrecy_of laaa_waaa_RNIs end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.02s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 9 states, Reachable: 1 states, Translation: 0.03 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA4.4.2

role  role_UE (UEAPWAAA, LAAA: agent, IMSI,LUI,AT,LAPID,WLID,LNINLNI,RES:text, ~ NUIFunc,UNIDFunc,KDF:hash_func,PKue,PKap
public_key,SND_AP,RCV_AP:channel(dy))played_by UE def=local State:nat, RNue,RNIs,NUI,ULNINLNI,NRES,MK,AKAs: text const ue_ap_RNue, ue_ap_LAPID,
ue_ap_AT, ue_ap_NUI, ue_ap_IMSI, ue_ap_WLID, ue_ap_NRES, ap_ue_msg_auth_NRES: protocol_id init State:=0 transition
1.State=0/A\RCV_AP(start)=|>State":=1/\RNue":=new()/ANUI':=NUIFunc(LUI.RNue')ASND_AP({AT.RNue'.IMSI.NUI'.LAPID.WLID}_PKap)/\secret(RNue',
ue_ap_RNue,{UE,AP})/\secret(LAPID,ue_ap_LAPID {UE,AP})/\secret(AT,ue_ap_AT {UE,AP})/\secret(NUI',ue_ap_NUI {UE,AP})/\secret(IMSl,ue_ap_IMSI,{UE,A
P})\secret(WLID,ue_ap_WLID,
{UE,AP})9.State=1ARCV_AP({RNIs'.ULNINLNI'}_PKue)=|>State:=2AULNINLNI":=UNIDFunc(LNINLNI.RNIs)/ANRES"=KDF(RES.RNIs'.RNue)/\SND_AP({{NR
ES}_inv(PKue)}_PKap)/Nsecret(NRES' ,ue_ap_NRES, {UE, AP}/ witness (UE,AP, ap_ue_msg_auth_NRES,NRES') 13. State=2 /\ RCV_AP({AKAs}_PKue) =[>

State':=3/\ MK':= KDF(ULNINLNI.NUI.NRES)end role role role_AP(UE,AP,WAAA,
LAAA:agent,SKapws:symmetric_key,PKue,PKap:public_key,SND_UE,RCV_UE,SND_WAAA RCV_WAAA:channel(dy))played_by = AP  def=local  State:nat,
RNue,AT,IMSI,NUI,LAPID, WLID,RNIs, MK,AKAs,ULNINLNI,NRES:text const
ap_waaa_AT,ap_waaa_LAPID,ap_waaa_WLID,ap_waaa_NUI,ap_waaa_IMSI,ap_waaa_RNue,ap_ue_RNIs,ap_ue_ULNINLNI,ap_waaa_NRES,

ap_ue_msg_auth NRES,ap_ue_AKAs:protocol_id init State:=0 transition

2.State=0ARCV_UE({AT.RNue'.IMSI.NUI'.LAPID.WLID}_PKap)=|>State:=1/ASND_WAAA({AT.RNue'.
IMSI.NUI'.LAPID.WLID}_SKapws)/\secret(AT,ap_waaa_AT, {AP, WAAA})/\secret(LAPID,ap_waaa_LAPID, {AP, WAAA}) secret(WLID,ap_waaa_WLID, {AP,
WAAA})\secret(NUI',ap_waaa_NUI,
{AP,WAAA})Nsecret(IMSl,ap_waaa_IMSI,{AP,WAAA})/\secret(RNue',ap_waaa_RNue,{ AP, WAAA})8.State=1/\RCV_WAAA({RNIs'.PKue. ULNINLNI'}_SKapws)
=|>State:=2ASND_UE({RNIs'. ULNINLNI'
}_PKue)/\secret(RNIs',ap_ue_RNIs {AP,UE})/\secret(ULNINLNI',ap_ue_ULNINLNI,{AP,UE})10.State=2/\RCV_UE({{NRES'}_inv(PKue)}_PKap)=|>State"=3/\
SND_WAAA({NRES}_SKapws) /secret(NRES' ,ap_waaa_NRES, {AP, WAAA}) N request (AP,UE, ap_ue_msg_auth NRES,NRES) 12. State=3 A
RCV_WAAA({AKAs.MK'}_SKapws) => State':=4 NSND_UE({AKAs}_PKue)\ secret(AKAs,ap_ue_AKAs,{AP,UE}) end role role
role_WAAA(UE,AP,WAAA LAAA:agent, AKAs:text, KDF:hash_func,SKapws,SKwsls:symmetric_key,PKue,PKap,PKIs:public_key, SND_AP,RCV_AP,
SND_LAAA,RCV_LAAA:channel(dy))played_by WAAA def=local State:nat,AT,RNue,IMSI,NUI,LAPID,WLID,RNIs,ULNINLNI,NXRES,NRES,MK:text const
waaa_laaa_AT,waaa_laaa_LAPID,

waaa_laaa_WLID,waaa_laaa_NUI ,waaa_laaa_RNue,waaa_laaa_IMSI,waaa_ap_RNIs,waaa_ap_PKue,waaa_ap_ULNINLNI,waaa_laaa_msg_auth_ULNINLNI,waaa_ap
_AKAs,waaa_ap_MK: protocol_id State 0 transition 3. State=0 N
RCV_AP({AT.RNue".IMSI.NUI'LAPID.WLID}_SKapws)=|>State:=1/A\SND LAAA({AT RNue'.IMSI.NUI'.LAPID.WLID}_SKwsls)/\ secret(AT,waaa_laaa_AT,
{WAAA, LAAA})\secret(LAPID,waaa_laaa_LAPID, {WAAA,LAAA}) /\ secret(WLID,waaa_laaa_WLID, {WAAA,LAAA}) N secret(NUI',waaa_laaa_NUI,
{WAAA LAAA}) secret(RNue',waaa_laaa_RNue,
{WAAA LAAA})Nsecret(IMSI,waaa_laaa_IMSI,{WAAA LAAA})7.State= 1/\RCV " LAAA({RNIs".PKue.{ULNINLNI'}_inv(PKIs).NXRES}_SKwsls)=|>State":=2
NSND_AP({RNIs.PKue.ULNINLNI?}_SKapws)/

secret(RNIs',waaa_ap_RNIs,{ WAAA AP})\secret(PKue,waaa_ap_PKue,{WAAA,AP})/\secret(ULNINLNI',waaa_ap_ULNINLNI,{WAAA,AP})/\request(WAAA,LAA
A, waaa_laaa_msg_auth ULNINLNI, ULNINLNI)11. State=2 /\ RCV_AP({NRES’}_SKapws) =[> State:=3\ MK'= KDF(ULNINLNI.NUL.NXRES)\
SND_AP({AKAs.MK'}_SKapws)/\ secret(AKAs ,waaa_ap_AKAs, {WAAA AP}/ secret(MK' ,waaa_ap_MK, {WAAA, AP})end role role role_LAAA(UE,AP,WAAA,
LAAA: agent, LUIIMSI,LNINLNI, XRES:text, NUIFunc,UNIDFunc,KDF:hash_func, SKwsls:symmetric_key, PKIs,PKue : public_key,
SND_WAAA,RCV_WAAA:channel(dy))played_by LAAA def=local State:nat,AT,RNue,RNIs,NUI,LAPID,WLID,ULNINLNI,NXRES:text const laaa_waaa_RNIs,
laaa_waaa_PKue, laaa_waaa_ULNINLNI, laaa_waaa_NXRES, waaa_laaa_msg_auth_ULNINLNI:protocol_id init State:= 0 transition 4. State=0 A\
RCV_WAAA({AT.RNue'.IMSI.NUI'.LAPID.WLID}_SKwsls) => State':=1 N RNIs":=new() A
NUI':=NUIFunc(LUI.RNue)AULNINLNI:=UNIDFunc(LNINLNI.RNIs)/ANXRES":=KDF(XRES.RNIs'.RNue’)ASND_WAAA({RNIs'.PKue. {ULNINLNI'}_inv(PKIs).
NXRES'}_SKwsls)/\secret(RNIs', laaa_waaa_RNIs, {LAAA, WAAA})/\ secret(PKue, laaa_waaa_PKue, {LAAA, WAAA})/\ secret(ULNINLNI' laaa_waaa_ULNINLNI,
{LAAA, WAAA}N secret(NXRES' laaa_waaa_NXRES, {LAAA, WAAA}/\ witness(LAAAWAAA waaa_laaa_msg_auth_ULNINLNI,ULNINLNI')end role role
session1(UE,AP,WAAA LAAA agent, IMSI,LUIAT,LAPID,WLID,LNINLNI,RES,RNue,RNIs,NUI, ULNINLNI,NRES,MK,
AKAs,NXRES,XRES:text, NUIFunc,UNIDFunc,KDF:hash_func,PKue,PKap,PKls:public_key,SKapws,SKwsls:symmetric_key)def=local
SND_AP1,RCV_AP1,SND_UE2,RCV_UE2,SND_WAAA2,
RCV_WAAA2,SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3,SND_WAAA4,RCV_WAAA4:channel(dy) composition
role_UE(UE,AP,WAAA LAAA,IMSI,LUILAT,LAPID,WLID,LNINLNI,RES,NUIFunc,

UNIDFunc,KDF,PKue,PKap,SND_AP1,RCV_AP1)/\role_AP(UE,AP,WAAA LAAA,SKapws,PKue,PKap,SND_UE2,RCV_UE2,SND_WAAA2,RCV_WAAA2)/\role_
WAAA(UE AP, WAAA LAAA AKAS,KDF,

SKapws,SKwsls,PKue,PKap,PKIls,SND_AP3,RCV_AP3,SND_LAAA3,RCV_LAAA3)/\role_LAAA(UE,AP,WAAA LAAA,LULIMSI,.LNINLNI,XRES,NUIFunc,UNI

DFunc,KDF,SKwsls,PKls,PKue,SND_WAAA4, RCV_WAAA4) end role role environment() def=const
ue:agent,ap:agent,waaa:agent,laaa:agent,imsi, lui,at, lapid,wlid, IninIni,res,rnue,rnls,nui,ulninlni,nres,mk,akas,nxres, xres:text, nuifunc,
unidfunc,kdf:hash_func,pkue,pkap,pkls:public_key,skapws,skwsls:symmetric_key,ue_ap_RNue,ue_ap_LAPID,ue_ap_AT,ue_ap_NUl,ue_ap_IMSI,ue_ap_WLID,ue_ap_
NRES,ap_waaa_AT, ap_waaa_LAPID, ap_waaa_WLID,ap_waaa_NUIl,ap_waaa_IMSI,ap_waaa_RNue,ap_ue_RNIs, ap_ue_ULNINLNI,
ap_waaa_NRES,ap_ue_AKAs,waaa_laaa_AT, waaa_laaa_LAPID, waaa_laaa_WLID,

waaa_laaa_NUIl,waaa_laaa_RNue,waaa_laaa_IMSI,waaa_ap_RNIs,waaa_ap_PKue,waaa_ap_ULNINLNI,waaa_ap_AKAs,waaa_ap_MKlaaa_waaa_RNIs,laaa_waaa_P
Kue,laaa_waaa_ULNINLNI,laaa_waaa_NXRES,ap_ue_msg_auth_NRES,waaa_laaa_msg_auth_ULNINLNI:protocol_id
intruder_knowledge={nuifunc,unidfunc,kdf,pkue,pkap,pkls}composition session1(ue,ap,waaa,laaa, imsi, lui,at, lapid,wlid, IninIni,res,rnue,
rnls,nui,ulninlni,nres,mk,akas, nxres,xres,nuifunc,unidfunc,kdf,pkue,pkap,pkls,skapws,skwsls)end role goal authentication_on ap_ue_msg_auth_NRES
authentication_on waaa_laaa_msg_auth_ULNINLNI secrecy_of ue_ap_RNue secrecy_of ue_ap_LAPID secrecy of ue_ap_AT secrecy of ue_ap_NUI secrecy of
ue_ap_IMSI secrecy_of ue_ap_WLID secrecy_of ue_ap_NRES secrecy of ap_waaa_ AT secrecy of ap_waaa LAPID secrecy of ap_waaa WLID secrecy_of
ap_waaa_NUI secrecy_of ap_waaa_IMSI| secrecy_of ap_waaa_RNue secrecy_of ap_ue_RNIs secrecy_of ap_ue ULNINLNI secrecy_of ap_waaa_NRES secrecy_of
ap_ue_AKAs secrecy_of waaa_laaa_AT secrecy_of waaa_laaa_LAPID secrecy_of waaa_laaa_WLID secrecy_of waaa_laaa_NUI secrecy_of waaa_laaa_RNue secrecy_of
waaa_laaa_IMSI secrecy_of waaa_ap_RNlIs secrecy_of waaa_ap_PKue secrecy_of waaa_ap_ULNINLNI secrecy_of waaa_ap_AKAs secrecy_of waaa_ap_MK secrecy_of
laaa_waaa_RNIs secrecy_of laaa_waaa_PKue secrecy_of laaa_waaa_ULNINLNI secrecy_of laaa_waaa_NXRES end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.02s, visitedNodes: 2 nodes, depth: 1 piles

%% Statistics (ATSE mode): Analysed: 4 states, Reachable: 0 states, Translation: 0.02 seconds, Computation: 0.00 seconds

%% PROTOCOL: REPS-AKA5

role  role_IOTGD (IOTGD,IOTGL,HSS,MME: agent, IMSI,FDCID:text,F1, F6, F9, KDF :hash_func,GIK,SKgd:symmetric_key,PKgd,PKgl :
public_key,SND_IOTGL,RCV_IOTGL:channel(dy))played_by I0TGD def=local State:nat,DTID,RNgd,RNgl, RNhss, XRESGD,SKGDL, AUTNGD,AUTNGL.: text
const iotgd_iotgl_DTID, iotgd_iotgl_RNgd, iotgl_iotgd_msg_auth_DTID,jiotgd_iotgl_ AUTNGD, iotgd_iotgl XRESGD,
iotgd_iotgl_msg_auth_ AUTNGL, iotgl_iotgd_msg_auth_XRESGD: protocol_id init State := 0 transition 1. State=0 /A RCV_IOTGL (start) =|> State:=1 A RNgd":=new()/\
DTID:= F1(IMSI.RNgd.GIK)A SND_IOTGL{{DTID}_inv(PKgd).RNgd'}_PKgl)A secret(DTID' ,iotgd_iotgl_DTID, {IOTGD, IOTGL}) A secret(RNgd'
Jiotgd_iotgl_RNgd, {IOTGD, I0TGL}H)A witness (IOTGD,IOTGL, iotgl_iotgd_msg_auth_DTID,DTID")6. State=1 A
RCV_IOTGL({RNgl.{AUTNGL'}_inv(PKgl).RNhss’}_PKgd) => State:=2/\ XRESGD'= F6(FDCID.RNhss'.SKgd)\ SKGDL"=KDF(xor(RNgl, RNhss).GIK) A\
AUTNGD":=F9(AUTNGL".SKGDL') /A SND_IOTGL({AUTNGD'{XRESGD'}_inv(PKgd)} PKgl) /\ secret(AUTNGD",iotgd_iotgl AUTNGD, {IOTGD, I0TGL})A
secret(XRESGD',iotgd_iotgl XRESGD, {IOTGD, IOTGL})A request (IOTGD, IOTGL, iotgd_iotgl_msg_auth AUTNGL, AUTNGL) /\  witness

(IOTGD,IOTGL,iotgl_iotgd_msg_auth_XRESGD,XRESGD") end role role role_IOTGL (I0TGD,IOTGL,HSS,MME:
agent,IMSI,TM,RDCID,GID,FDCID,RXRESGD,SQN:text,F1,F2,F3,F4,F5,F7,F8,F9,KDF, AUTHFunc:hash_func,GXK,GIK:symmetric_key,PKgd,PKgl,PKmme:public
_key,SND_IOTGD,RCV_IOTGD, SND_MME,RCV_MME:channel(dy))played_by 10TGL def=local

State:nat,DTID,RNgd,RNgl,RNhss,SIG,AUTNGD,AUTNGL,MK,CK,IK,AK,KASME,KASMEGL,SKGDL,MXRES,XRESGD,XRESGL, UHNI,HNID: text const
iotgl_mme_RNgl,iotgl_mme_SIG,iotgl_iotgd_msg_auth_DTID,mme_iotgl_msg_auth_SIG,iotgl_iotgd_AUTNGL,iotgl_mme_msg_auth_ AUTNGL,

iotgd_iotgl_msg_auth_ AUTNGL,iotgl_mme_XRESGL,iotgl_iotgd_msg_auth_XRESGD,mme_iotgl_msg_auth_XRESGL:protocol_id init State:=0 transition 1.State=0/\
RCV_IOTGD  ({{DTID'  } inv(PKgd).RNgd} PKgl) => State:=1 A  RNgli=new() A  SIG:= F1(RNgl'xor(FDCID,  RDCID)) A
SND_MME({GID.{SIG"}_inv(PKgl).TM.RNgl'}_PKmme) A secret(RNgl' ,iotgl_mme_RNgl, {IOTGL,
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MME})/\secret(SIG',iotgl_mme_SIG,{IOTGL,MME})/\request(IOTGL,IOTGD,iotgl_iotgd_msg_auth_DTID,DTID")/\witness(IOTGL,MME,mme_iotgl_msg_auth_SIG,
SIG') 5. State=1\ RCV_MME( {{AUTNGL'}_inv(PKmme).RNhss'.HNID}_PKgl) =|> State:=2/\ MK"= KDF(GXK.xor(RNgl, RNhss))\ CK"=F3(RNhss'.MK’)/A
IK":=F4(RNhss'.MK')/\ AK':=F5(RNhss'.MK) A KASME":=KDF(xor(SQN,
AK').HNID.CK'.IK.MK)AKASMEGL ":=KDF(RNhss'.KASME".SIG.GXK)NAUTNGL:=F8(SIG.xor(RNgl,RNgd). MK')ASKGDL:=KDF(xor(RNgl,RNhss).GIK)ASND
_IOTGD({RNgl.{AUTNGL}_inv(PKgl). RNhss'
}_PKgd)Nsecret(AUTNGL'iotgl_iotgd_ AUTNGL ,{IOTGL,IOTGD})/\request(IOTGL,MME,iotgl_mme_msg_auth_ AUTNGL,AUTNGL")/\witness(IOTGL,IOTGD, iotg
d_iotgl_msg_auth AUTNGL, AUTNGL)
7.State=2\ARCV_IOTGD({AUTNGD".{XRESGD'}_inv(PKgd)}_PKgl)=|>State’:=3\NAUTNGD"=F9(AUTNGL.SKGDL)AMXRES":=F2(RNhss.MK)AXRESGL":=F7(M
XRES'.xor(XRESGD', RXRESGD))
NUHNI':=AUTHFunc(AUTNGL.xor(RNhss,RNgl))ASND_MME({{XRESGL}_inv(PKgl)}_PKmme)/\secret(XRESGL',iotgl_mme_XRESGL,{IOTGL,MME})/\request
(IOTGL,IOTGD, iotgl_iotgd_msg_auth_ XRESGD,XRESGD")/\witness(I0OTGL,MME,mme_iotgl_msg_auth_XRESGL,XRESGL")end role role
role_MME(IOTGD,IOTGL,HSS,MME:agent,HVP,MVP:text,NIFunc,
AUTHFunc:hash_func,SKmh:symmetric_key,PKgl,PKmme,PKhss:public_key,SND_HSS,RCV_HSS,SND_IOTGL,RCV_IOTGL:channel(dy))played_by MME
def=local State:nat, GID,SIG, TM,RNgl, RNhss, XRESGL,AUTNGL,KASMEGL,UHNI,HNID:text const
mme_hss_SIG,mme_hss_RNgl,mme_hss_HNID,mme_iotgl_msg_auth_SIG,hss_mme_msg_auth_HNID, mme_iotgl_AUTNGL,
mme_iotgl_RNhss,mme_iotgl_HNID,mme_hss_msg_auth_ AUTNGL,iotgl_mme_msg_auth AUTNGL,mme_iotgl_msg_auth_XRESGL:protocol_id init State:=0
transition 2.State=0 A
RCV_IOTGL({GID.{SIG"}_inv(PKgl).TM.RNgl'}_PKmme)=|>State":=1/AHNID"=NIFunc(xor(HVP,MVP))ASND_HSS({GID.{HNID'}_inv(PKmme).RNgl'SIG}_SK
mh)/\secret(SIG',mme_hss_SIG, {MME,
HSS})Asecret(RNgl',mme_hss_RNgl,{MME,HSS})/\secret(HNID',mme_hss_HNID,{MME,HSS})/\request(MME,IOTGL,mme_iotgl_msg_auth_SIG,SIG')/\witness(M
ME,HSS, hss_mme_msg_auth_HNID, HNIDY) 4. State=1 /\ RCV_HSS({XRESGL'{AUTNGL'}_inv(PKhss).KASMEGL"RNhss’}_SKmh) =|> State"=2 A

SND_IOTGL({{AUTNGL}_inv(PKmme).RNhss'.HNID}_PKgl) A
secret(AUTNGL',mme_iotgl_AUTNGL,{MME,IOTGL})/\secret(RNhss',mme_iotgl_RNhss,{MME,IOTGL})/\secret(HNID,mme_iotgl_HNID,{MME,IOTGL})/\reques
t(MME,HSS, mme_hss_msg_auth_ AUTNGL,AUTNGL")Awitness(MME,IOTGL,iotgl_ mme_msg_auth_ AUTNGL,AUTNGL")
8.State=2/\ARCV_IOTGL{{XRESGL}_inv(PKgl)} PKmme)=|>State:=3/\UHNI' :=AUTHFunc

(AUTNGL.xor(RNhss,RNgl))/\request(MME,IOTGL,mme_iotgl_msg_auth_XRESGL,XRESGL') end role role role_HSS(IOTGD,|IOTGL,HSS,MME: agent, IMSI, HVP,
MVP,RDCID,FDCID,

RXRESGD,SQN:text,KDF,F2,F3,F4,F5,F6,F7,F8,NIFunc:hash_func,SKgd,GXK,SKmh:symmetric_key,PKmme,PKhss:public_key,SND_MME,RCV_MME :channel(dy
)) played_by HSS def=local State :nat,HNID,SIG,RNgl,GID,RNhss,MK,MXRES,XRESGD,XRESGL,KASME,KASMEGL,CK,IK,AK,AUTNGL:text const
hss_mme_XRESGL,hss_mme_AUTNGL,hss_mme_KASMEGL, hss_mme_msg_auth_HNID,mme_hss_msg_auth_ AUTNGL:protocol_id init State:= 0 transition
3.State=0ARCV_MME({GID.{HNID'}_inv(PKmme).RNgl'SIG'}_SKmh)=|>State":=1/\ RNhss":=new()\ HNID":= NIFunc(xor(HVP,MVP))\\ MK":=
KDF(GXK.xor(RNgl, ~ RNhss))A ~ MXRES:=F2(RNhss'.MK)\  CK:=F3(RNhss.MK)\  IK:=F4(RNhss"MK)\  AK":=F5(RNhss.MK)\ ~ XRESGD"
F6(FDCID.RNhss'.SKgd)AXRESGL"=F7(MXRES'.xor(XRESGD',RXRESGD))/\KASME":=KDF(xor(SQN,AK").HNID'.CK"IK'.MK")AKASMEGL":=KDF(RNhss'.KAS
ME"SIG'.GXK)\ AUTNGL":=F8(SIG".xor(RNgl’,
RNhss').MK)ASND_MME({XRESGL'{AUTNGL'}_inv(PKhss).KASMEGL'.RNhss'}_SKmh)/\secret(XRESGL'hss_mme_XRESGL,{HSS,MME})/\secret(AUTNGL",
hss_mme_AUTNGL,{HSS,MME})/\ secret (KASMEGL'hss_mme_KASMEGL, {HSS, MME})/\ request (HSS, MME, hss_mme_msg_auth_HNID, HNID')/\ witness
(HSS, MME, mme_hss_msg_auth_AUTNGL, AUTNGL) end role role
session1(IOTGD,I0TGL,HSS,MME:agent,IMSI,FDCID,DTID,RNgd,RNgl,RNhss, XRESGD,SKGDL ,AUTNGD,AUTNGL,RDCID,GID,TM,RXRESGD,SQN,SIG,MK
,CK,IK,AK,KASME,KASMEGL,MXRES,XRESGL,UHNI,HNID,HVP,MVP:text,F1,F2,F3,F4,F5,F6,F7,F8,F9,KDF, AUTHFunc,NIFunc:hash_func,PKgl,PKgd,PKhss,

PKmme:public_key,SKgd,GXK,SKmh,GIK:symmetric_key)def=local SND_IOTGL1,
RCV_IOTGL1,SND_IOTGD2,RCV_IOTGD2,SND_MME2,RCV_MME2,SND_IOTGL3,RCV_IOTGL3,SND_HSS3,RCV_HSS3,SND_MME4,RCV_MME4:channel(
dy) composition role_IOTGD(IOTGD,IOTGL
,HSS,MME,IMSI,FDCID,F1,F6,F9,KDF,GIK,SKgd,PKgd,PKgl,SND_IOTGL1,RCV_IOTGL1)/\role_IOTGL(IOTGD,IOTGL,HSS,MME,IMSI,RDCID,GID,TM,FDCI
D,RXRESGD,SQN,F1,F2,F3,F4,F5,F7,F8, F9,KDF,
AUTHFunc,GXK,GIK,PKgd,PKgl,PKmme,SND_IOTGD2,RCV_IOTGD2,SND_MME2,RCV_MME2)/\role_MME(IOTGD,lOTGL,HSS,MME,HVP,MVP,NIFunc,AU
THFunc,SKmh,PKgl,PKmme,PKhss, SND_IOTGL3,RCV_IOTGL3,SND_HSS3,RCV_HSS3) Nrole_HSS(IOTGD,IOTGL,HSS,MME, IMSI, HVP,
MVP,RDCID,FDCID, RXRESGD,SQN,KDF, F2, F3, F4, F5F6, F7, F8, NIFunc,SKgd,GXK,SKmh, PKmme, PKhss,SND_MME4,RCV_MME4)end role role
environment() def=const iotgd:agent,iotgl:agent,mme:agent,hss:agent, imsi,fdcid,dtid,rngd,rngl,rnhss,xresgd, skgdl,autngd,autngl, rdcid,gid,

tm,rxresgd,sqn,sig,mk,ck, ik,ak,kasme,kasmegl,mxres,xresgl,uhni,hnid,hvp,mvp:text,f1,2,f3,4,f5,16,f7,8,f9, kdf, authfunc,nifunc:hash_func,pkgl,pkgd,pkhss,pkmme:publ
ic_key,skgd,gxk,skmh ,gik:symmetric_key,iotgd_iotgl_DTID, iotgd_iotgl_RNgd, iotgl_iotgd_msg_auth_DTID,iotgd_iotgl_AUTNGD, iotgd_iotgl_XRESGD,
iotgd_iotgl_msg_auth_ AUTNGL, iotgl_iotgd_msg_auth_XRESGD, iotgl_mme_RNgl, iotgl_mme_SIG, mme_iotgl_msg_auth_SIG,
iotgl_iotgd_ AUTNGL, iotgl_mme_msg_auth_ AUTNGL,iotgl_mme_XRESGL,mme_iotgl_msg_auth_XRESGL,mme_hss_SIG, mme_hss_RNgl,mme_hss_HNID,
hss_mme_msg_auth_HNID, mme_iotgl_ AUTNGL, mme_iotgl_RNhss,mme_iotgl_HNID,mme_hss_msg_auth_AUTNGL,hss_mme_XRESGL, hss_mme_AUTNGL,
hss_mme_KASMEGL :protocol_id intruder_knowledge ={f1,f2,3,f4,15,16,7,18,f9,kdf,authfunc,nifunc,pkgl,pkgd,pkhss,pkmme} composition
sessionl(iotgd,iotgl,mme,hss,imsi,fdcid,dtid, rngd,rngl, rnhss,xresgd,skgdl,autngd,autngl,rdcid ,gid,tm,rxresgd,sqn,sig,mk,ck, ik,ak, kasme, kasmegl,
mxres,xresgl,uhni,hnid,hvp,mvp, 1,f2,3,f4,15,6,7,18,9,kdf,authfunc,nifunc,pkgl,pkgd,pkhss,pkmme,skgd,gxk,skmh,gik) end role goal authentication_on
iotgl_iotgd_msg_auth_DTID  authentication_on iotgd_iotgl_msg_  auth_AUTNGL authentication_on iotgl_iotgd_msg_auth XRESGD authentication_on
mme_iotgl_msg_auth_SIG authentication_on iotgl_mme_msg_auth_ AUTNGLauthentication_on mme_iotgl_msg_auth_XRESGL authentication_on
hss_mme_msg_auth_HNID  authentication_on  mme_hss_msg_auth_ AUTNGL  secrecy of iotgd_iotgl_DTID secrecy of iotgd_iotgl_RNgd secrecy of
iotgd_iotgl AUTNGD secrecy_of iotgd_iotgl_XRESGD secrecy_of iotgl_mme_RNgl secrecy_of iotgl_mme_SIG secrecy_of iotgl_iotgd_AUTNGL secrecy_of
iotgl_mme_XRESGL secrecy_of mme_hss_SIG secrecy_of mme_hss_RNgl secrecy_of mme_hss_HNID secrecy_of mme_iotgl AUTNGL secrecy_of mme_iotgl_RNhss
secrecy_of mme_iotgl_HNID secrecy_of hss_mme_XRESGL secrecy_of hss_mme_AUTNGL secrecy_of hss_mme_KASMEGL end goal environment()

%%Statistics (OFMC mode): parseTime: 0.00s, searchTime: 0.06s, visitedNodes: 2 nodes, depth: 1 piles

%%Statistics (ATSE mode): Analysed: 7 states, Reachable: 1 states, Translation: 0.02 seconds, Computation: 0.00 seconds
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Appendix 2: Scyther codes

/IDescription of REPS-AKAL Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);usertype Key;hashfunction H1,H2,H3,H4,H5,H6,H7,H8,H9,H10,H11,H12,AUTHFunc,
KDF,F1,F2,F3,F4,F5,XOR; protocol REPSAKAL(UE,MME,HSS){role UE{var RAND:Nonce;fresh Rk,Ru:Nonce;var kum:Key;const
IMSI,MVP,HVP, SQN,AMF,0SK,SNID:Function;macro NNK=XOR(Rk, OSK);macro HIMSI=H1(IMSI);macro HRu=H2(Ru);macro
MVP=H3(MVP);macro UIH=H4 (XOR(IMSI,0SK));macro kum=H5(XOR(IMSI,NNK));macro HSNID=H6(SNID); macro
RNK=H10(UIH);macro ~ MA=H11(RNK,HSNID);macro  HNID=H9  (MVP,HVP);macro = MAC=F1(SQN,RAND,AMF,RNK);macro
RES=F2(RAND,RNK);macro CK=F3(RAND ,RNK);macro IK=F4(RAND,RNK);macro AK=F5 (RAND,RNK);macro HRES=H12(RES);macro
KASME=KDF(XOR(SQN,AK),HSNID,CK,IK);macro AUTN=AUTHFunc(XOR (SQN, AK),AMF,MAC);macro HRES=H12(RES);macro
Al={HIMSI,HRu,HMVP kum,{NNK}sk(UE)}pk(MME);macro  A2={HIMSI,HMVP,UIH}pk(HSS);macro ~ A6={SQN,RAND,  AUTN,
HMVP,HSNID}kum;macro A7={RNK,MA ,AMF}pk(UE);macro A8={HRES}kum;send_uemmel(UE,MME,A1,A2);recv_mmeuel(MME,UE,

A6, AT);send_uemme2 (UE, MME,A8);claim_uel(UE,Secret,HIMSI);
claim_ue2(UE,Secret,HRu);claim_ue3(UE,Secret, HMVP);claim_ue4(UE,Secret,kum);claim_ue5(UE,Secret, NNK);claim_ue6(UE,Secret,UIH);cl
aim_ue7(UE,Secret,HRES);claim_uea(UE,Alive);claim_uew(UE,Weakagree); claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role

MME{var RAND,Rk, Ru:Nonce;var Kmh:Key;const IMSI,MVP,HVP,SQN, kum,AMF,0SK, SNID:Function;macro HSNID=H6(SNID);macro
kmh=H7(XOR(SNID,HIMSI));macro HHVP=H8(HVP); macro HNID=H9(MVP,HVP);macro RNK=H10 (UIH);macro
MA=H11(RNK,HSNID);macro HNID=H9(MVP,HVP);macro MAC=F1(SQN,RAND,AMF,RNK);macro RES=F2( RAND,RNK);macro CK=F3
(RAND, RNK);macro IK=F4(RAND,RNK);macro AK=F5(RAND,RNK);macro HRES=H12(RES);macro KASME=KDF(XOR(SQN,AK),

HSNID, CK,IK);macro AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro
A1={HIMSI,HRu,HMVP,kum,{NNK}sk(UE)}pk(MME);macro A2={HIMSI,HMVP UIH} pk(HSS); macro A3=
{kmh,HHVP,HSNID,{NNK}sk(UE)}pk(HSS); macro A4={HNID,SQN,RAND,AUTN,KASME,HRES,HMVP}kmh;macro
AS={RNK,MA,AMF}  pk(UE);macro  A6={SQN,RAND,  AUTN,HMVP,HSNID}kum;macro  A7={RNK,MA,AMF}pk(UE);macro
A8={HRES}kum;macro HRES=H12(RES); recv_uemmel(UE, MME,A1,A2); send_mmehss1 (MME,

HSS,A2,A3);recv_hssmmel(HSS,MME,(A4,A5));send_mmeuel(MME,UE,A6,AT7);recv_uemme2(UE,MME,AS8);claim_mmel(MME,Secret,HI
MSI);claim_mme2(MME,Secret, HMVP);claim_mme3(MME,Secret,UIH);claim_mme4(MME,Secret,kmh);claim_mme5(MME,Secret, HHVP);cl
aim_mme6(MME,Secret,HSNID);claim_mme7(MME,Secret, NNK);claim_mme8(MME,Secret,SQN);claim_mme9(MME,Secret, RAND);claim_
mmel0(MME,Secret, AUTN);claim_mmell(MME,Secret, HMVP);claim_mme12(MME,Secret, RNK);claim_mmel3(MME,Secret, MA);claim_m
mel4(MME,Secret, AMF);claim_mmea(MME,Alive);claim_mmew(MME,Weakagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nis
ynch);}role  HSS{fresh RAND:Nonce;var Rk,Ru:Nonce;var kmh:Key;const IMSI,MVP,HVP, SQN,AMF,OSK,SNID: Function;macro
NNK=XOR(Rk,0SK);macro HIMSI=H1(IMSI);macro HMVP=H3(MVP);macro HHVP=H8(HVP);macro UIH=H4(XOR(IMSI,OSK));macro
RNK=H10(UIH);macro MA=H11(RNK, HSNID);macro HNID=H9(MVP,HVP);macro MAC=F1(SQN,RAND,AMF,RNK);  macro
RES=F2(RAND,RNK);macro CK=F3(RAND,RNK);macro IK=F4(RAND,RNK);macro AK= F5(RAND,RNK);macro HRES=H12(RES);macro
KASME=KDF(XOR(SQN,AK),HSNID,CK,IK); macro AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro A2={HIMSI, HMVP,

UIH}pk(HSS); macro A3={kmh,HHVP,HSNID,{NNK}sk(UE)}pk(HSS); macro
A4={HNID,SQN,RAND,AUTN,KASME,HRES,HMVP}kmh:macro ~ A5={RNK,MA AMF}pk (UE); recv_mmehssl(MME, HSS,A2,A3);
send_hssmmel(HSS,MME,(A4,A5));claim_hss1(HSS,Secret, HNID); claim_hss2(HSS,Secret,SQN);claim_hss3(HSS,Secret, RAND);

claim_hss4(HSS,Secret, AUTN);claim_hss5(HSS,Secret, KASME);claim_hss6(HSS, Secret, HRES);claim_hss7(HSS,Secret, HMVP);claim_hss8(H
SS,Secret, RNK);claim_hss9(HSS,Secret, MA);claim_hss10(HSS,Secret, AMF);claim_hssa(HSS,Alive);claim_hssw(HSS,Weakagree);claim_hssni
a(HSS,Niagree);claim_hssnis(HSS,Nisynch);}}

/IDescription of REPS-AKA2 Protocol for X2-handover

const pk:Function;secret sk:Function;inversekeys (pk,sk);usertype Key;hashfunction H1,AuthFunc,NKGFunc,KDF,FSKGFunc,UKGFunc,XOR;
protocol REPSAKA2(UE, ENB1,ENB2,MME){role UE{var RNel,RNe2,T4,RNe2P, T2P:Nonce;fresh RNue,T1,RNueP,T1P:Nonce;var
FSKe2u:Key;const UECap,IMSI,elD1,elD2,ASIAD, ASEAD,
ASUPEAD,NASCAD,NASIAD,UECapP,elueAuth,XelueAuthP,KeNB,HIMSI,e2ueAuth:Function;macro
XelueAuthP=KDF(XOR(elueAuth,RNel));macro HIMSI=H1(IMSI) ;macro elueAuthP=AuthFunc(XOR(elueAuth,RNue));macro
NKG=NKGFunc (RNe2,RNue,RNel);macro KeNBP=KDF(KeNB,NKG);macro KRRCint=KDF(KeNBP, XOR(RNue,RNe2),ASIAD);macro
KRRCenc=KDF(KeNBP,XOR(RNue, RNe2),ASEAD);macro KRRCUPenc=KDF(KeNBP,XOR(RNue,RNe2),ASUPEAD);macro
KASMEP=KDF( KASME,NKG);macro KNASenc=KDF (KASMEP, NASCAD);macro KNASint=KDF(KASMEP,NASIAD);macro
e2ueAuth=AuthFunc(XOR(RNel,RNe2));macro e2ueAuthP= AuthFunc(XOR(e2ueAuth, RNueP));macro
FSKe2u=FSKGFunc(RNe2,HIMSI);macro Xe2ueAuth=AuthFunc(XOR(e2ueAuth,RNe2P));macro UK=UKGFunc(RNe2P,RNueP,
e2ueAuth);macro  e2ueAuthPP=AuthFunc(XOR(RNueP,RNe2P));macro  KRRCintP=KDF(ASIAD,KRRCint,UK);macro KRRCencP=KDF
(ASEAD, KRRCenc,UK);macro KRRCUPencP=KDF(ASUPEAD,KRRCUPenc,UK);macro KNASencP=KDF(NASCAD,KNASenc,UK);macro
KNASintP=KDF(NASIAD, KNASint,UK);macro M1={HIMSI,UECap, RNue,elD1,pk(UE),{elueAuthP}sk(UE)}pk(ENB2);macro
M5={RNe2,RNel,RNue,T4,{FSKe2u}sk(ENB2),{XelueAuthP}sk(ENB1)}pk(UE);macro M6={RNe2,{e2ueAuth} sk(UE)}pk(ENB2);macro
M1P={HIMSI,RNueP,UECapP,elD1,T1P,{e2ueAuthP}sk(UE)}FSKe2u;macro

M2P={RNe2P,RNueP, T2P,{Xe2ueAuth}sk(ENB2)}FSKe2u;send_
ueenb2m1(UE,ENB2,M1);recv_enb2uem5(ENB2,UE,M5);send_ueenb2m6(UE,ENB2,M6);send_ueenb2m1P(UE,ENB2,M1P);recv_enb2uem2P
(ENB2,UE,M2P);claim_uel(UE,Secret,HIMSI);claim_ue2(UE,Secret, UECap);claim_ue3(UE,Secret,RNue);claim_ue4(UE,Secret,elD1);claim_u
e5(UE,Secret,elueAuthP);claim_ue6(UE,Secret,RNe2);claim_ue7(UE,Secret,e2ueAuth);claim_ue8(UE,Secret, RNueP);claim_ue9(UE,Secret, UE
CapP);claim_uel0(UE,Secret, T1P);claim_uel1(UE,Secret,e2ue AuthP);claim_uea(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagr

ee);claim_uenis(UE,Nisynch);}role ENB1{fresh RNel,T3:Nonce;var RNue,RNe2,T2,RNe2P, T2P: Nonce;const
UECap,elD2,eID1,MVP,elueAuth,IMSI,KeNB ,elueAuth,KeNB,HIMSI:Function;macro HIMSI=H1(IMSI); macro elueAuthP=AuthFunc
(XOR(elueAuth, RNue));macro NKG=NKGFunc(RNe2,RNue, RNe1);macro KeNBP=KDF(KeNB,NKG);macro
XelueAuthP=KDF(XOR(elueAuth,RNel));macro M2={UECap,RNe2,T2, RNue,elD2,
{HIMSI}sk(ENB2),{elueAuthP}sk(UE)}pk(ENB1);macro M3=
{HIMSI,KeNBP,RNe2,RNel,RNue, T3,{XelueAuthP}sk(ENB1)}pk(ENB2);macro M4={HIMSI,

UECap,elD2,NKG, T3,RNel,{MVP}sk(ENB1)}pk(MME);recv_enb2enb1m2(ENB2,ENB1,M2);send_enblenb2m3(ENB1,ENB2,M3);send_enb
1mmem4(ENB1,MME,M4);claim_enblcl(ENB1,Secret,HIMSI);claim_enb1c2(ENBL,Secret, KeNBP);claim_enblc3(ENB1,Secret,RNe2);claim
_enb1c4(ENBL,Secret,RNel);claim_enblc5(ENB1,Secret,RNue);claim_enblc6(ENBL,Secret, T3);claim_enblc7(ENB1,Secret,XelueAuthP);clai
m_enb1c8(ENB1,Secret,UECap);claim_enb1c9(ENBL,Secret,elD2);claim_enblc10(ENB1,Secret,NKG);claim_enblc11(ENB1,Secret,MVP);clai
m_enbla(ENB1,Alive);claim_enblw(ENB1,Weakagree);claim_enblnia(ENB1,Niagree);claim_enblnis(ENB1,Nisynch);}role ENB2{fresh
RNe2,T2,T4,T2P,RNe2P:Nonce;var RNue,RNel,T1,T3,RNueP, T1P:Nonce;var FSKe2u:Key;const UECap,elD1,elD2,IMSI,ASIAD,ASEAD,
ASUPEAD,MVP,UECapP,elueAuth,KeNB,HIMSI:Function;macro HIMSI=H1(IMSI);macro
elueAuthP=AuthFunc(XOR(elueAuth,RNue));macro NKG=NKGFunc (RNe2, RNue,RNel);macro KeNBP=KDF(KeNB,NKG);macro
XelueAuthP=KDF (XOR(elueAuth,RNel));macro e2ueAuth=AuthFunc(XOR(RNel1,RNe2));macro KRRCint=KDF
(KeNBP,XOR(RNue,RNe2),ASIAD);macro KRRCenc =KDF(KeNBP,XOR(RNue,RNe2), ASEAD);macro
KRRCUPenc=KDF(KeNBP,XOR(RNue,RNe2),ASUPEAD);macro FSKe2u= FSKGFunc(RNe2,HIMSI);macro
e2ueAuth=AuthFunc(XOR(RNel1,RNe2));macro  e2ueAuthP=AuthFunc(XOR(e2ueAuth, RNueP));macro UK=UKGFunc(RNe2P,RNueP,
e2ueAuth); macro e2ueAuthPP=AuthFunc(XOR(RNueP,RNe2P));macro KRRCintP=KDF(ASIAD,KRRCint,UK);macro
KRRCencP=KDF(ASEAD,KRRCenc,UK);macro KRRCUPencP=KDF(ASUPEAD,KRRCUPenc,UK);macro
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Xe2ueAuth=AuthFunc(XOR(e2ueAuth,RNe2P));macro M1={HIMSI,UECap,RNue,elD1,pk(UE),{elueAuthP}sk (UE)}pk(ENB2);macro
M2={UECap,RNe2,T2,RNue,elD2,{HIMSI}sk(ENB2),{elueAuthP}sk(UE)}pk(ENB1);macro M3={ HIMSI,KeNBP,RNe2,RNel, RNue,T3,
{XelueAuthP }sk(ENB1)}pk(ENB2);macro M5={RNe2,RNel,RNue, T4 {FSKe2u}sk(ENB2),{XelueAuthP} sk(ENB1 )}pk(UE);macro
M6={RNe2,{e2ueAuth}sk(UE)}pk(ENB2);macro M1P=  {HIMSI,RNueP,UECapP,elD1,T1P,{e2ueAuthP}sk(UE)}FSKe2u;macro ~ M2P
={RNe2P,RNueP,T2P,{Xe2ueAuth}sk(ENB2)}FSKe2u;macro M3P={UECapP,RNe2P, T2P,UK,
HIMSI{MVP}sk(ENB2)}pk(MME);recv_ueenb2m1(UE,ENB2,M1);send_enb2enb1m2(ENB2,ENB1,M2);recv_enblenb2m3(ENB1,ENB2,M3)
;send_enb2uem5(ENB2,UE,M5);recv_ueenb2m6(UE,ENB2,M6);recv_ueenb2m1P(UE,ENB2,M1P);send_enb2uem2P(ENB2,UE,M2P);send_en
b2mmem3P(ENB2,MME,M3P);claim_enb2c1(ENB2,Secret,UECap);claim_enb2c2(ENB2,Secret,RNe2);claim_enb2c3(ENB2,Secret, T2);claim_
enb2c4(ENB2,Secret,RNue);claim_enb2c5(ENB2,Secret,elD2);claim_enb2c6(ENB2,Secret,HIMSI);claim_enb2c7(ENB2,Secret,elueAuthP);cla
im_enb2c8(ENB2,Secret,RNe2);claim_enb2c9(ENB2,Secret,RNel);claim_enb2c10(ENB2,Secret,RNue);claim_enb2c11(ENB2,Secret, T4);claim
_enb2c12(ENB2,Secret,FSKe2u);claim_enb2c13(ENB2,Secret, XelueAuthP);claim_enb2c14(ENB2,Secret,RNe2P);claim_enb2c15(ENB2,Secret
,RNueP);claim_enb2c16(ENB2,Secret, T2P);claim_enb2c17(ENB2,Secret,Xe2ueAuth);claim_enb2c18(ENB2,Secret, UECapP);claim_enb2c19(E
NB2,Secret,UK);claim_enb2c20(ENB2,Secret, MVP);claim_enb2a(ENB2,live);claim_enb2w(ENB2,Weakagree);claim_enb2nia(ENB2,Niagree);
claim_enb2nis(ENB2,Nisynch);}role MME{var RNel,T3,RNue,RNe2,RNe2P,T2P, RNueP:Nonce;const
MVP,UECap,elD1,eID2,NASCAD,NASIAD,IMSI,HIMSI,UECapP:Function;macro HIMSI=H1(IMSI);macro
NKG=NKGFunc(RNe2,RNue,RNel);macro KASMEP=KDF(KASME,NKG);macro KNASenc=KDF(KASMEP,NASCAD);macro
KNASint=KDF(KASMEP,NASIAD);macro KNASencP=KDF(NASCAD,KNASenc,UK);macro
KNASIintP=KDF(NASIAD,KNASint,UK);macro M4={HIMSI,UECap,e|D2,NKG,T3,RNel,{MVP}sk(ENB1)}pk(MME); macro
M3P={UECapP,RNe2P,T2P,UK,HIMSI,{MVP}sk(ENB2)}pk(MME);recv_enblmmem4(ENB1,MME,M4);recv_enb2mmem3P(ENB2,MME,M
3P);claim_mmea (MME ,Alive);claim_mmew(MME,Weakagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nisynch);}}
/IDescription of REPS-AKA3 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);usertype Key;hashfunction
HFunc,UIGFunc,NIFunc,HIGFunc,NKGFunc,F1,F2,F3,F4,F5, XOR,KDF,AUTHFunc, NKENBG,LAFunc,UKFunc,UFunc;protocol
REPSAKA3(UE,MME,HSS,ENB){role ~ UE{var = RNmme,RNhss,RAND,RNenb:Nonce;fresh  RNue,TS:Nonce;const  IMSI,SK,UECap,
HID,MVP,HVP,NASCAD,NASIAD,NASALGID,NASALGC,NASDONE,ASALGC,NASUPC,ASIAD,ASEAD,
ASUPEAD,ASALGID,ASDONE,AMF,SQN,SKmh,SKem:Function;macro HIMSI=HFunc(IMSI,RNue);macro
UI=UIGFunc(HIMSI,SK,RNue);macro HI=HIGFunc(RNhss,Ul,SK);macro HNID=NIFunc(XOR(MVP,HVP));macro NKG=NKGFunc (XOR
(RNmme,HI),SK); macro MAC=F1(SQN,RAND,AMF,NKG);macro RES=F2(RAND,NKG);macro CK=F3(RAND,NKG);macro

IK=F4(RAND,NKG);macro AK=F5(RAND, NKG);macro KASME=KDF(XOR(SQN,AK),HNID ,CK,IK,NKG);macro
AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro XRES=F2(RAND,NKG);macro KNASenc=KDF
(KASME,NASCAD,NASALGID);macro KNASint=KDF(KASME,NASIAD,NASALGID);macro

KENB=KDF(KASME,NASUPC,Ul,HI);macro NKENB=NKENBG(KENB,RNenb);macro KRRCint=KDF(NKENB,ASIAD,ASALGID);macro
KRRCenc=KDF(NKENB,ASEAD,ASALGID);macro ~ KRRCUPenc=KDF(NKENB,ASUPEAD,ASALGID);macro LAUTHP  =LAFunc

(HIMSI,RES,RNue);macro UK=UKFunc(LAUTHP,XOR(RNmme,KASME));macro URAND=UFunc(RAND,UK);macro
UAUTN=UFunc(AUTN,UK);macro URES=UFunc (XOR(RES,URAND),UK);macro UKASME=UFunc(KASME,UK);macro
M1={{HIMSI}sk(UE),RNue,Ul,UECap,pk(UE),TS,HID}pk(MME); macro M4={RAND,AUTN,RNhss,
RNmme,HNID,{HI}sk(MME)}pk(UE);macro M5={RNue,RNmme,{RES}sk(UE)}pk(MME);macro
M6={{NASALGC}sk(MME),RNue}pk(UE);macro M7={{NASDONE}sk(UE)} pk(MME);macro
M9={RNenb,{ASALGC}sk(ENB)}pk(UE);macro M10={{ASDONE }sk(UE)}pk(ENB);macro
ReM1={HIMSI,{LAUTHP}sk(UE),RNue, TS}pk(MME);macro ReM2={URAND,UAUTN,RNue,{RNmme}sk(MME)}pk(UE);macro
ReM3={RNmme,{URES}sk(UE)}pk(MME);send_uemmel (UE,MME,M1);recv_mmeuel (MME,UE,M4);

send_uemme2(UE,MME,M5);recv_mmeue2(MME,UE,M6);send_uemme3(UE,MME,M7);recv_enbuel(ENB,UE,M9);send_ueenb1(UE,ENB,M
10);send_uemme4(UE,MME,ReM1);recv_mmeue3(MME,UE,ReM2);send_uemme5(UE,MME,ReM3);claim_uel(UE,Secret,HIMSI);claim_ue2
(UE,Secret,Ul);claim_ue3(UE,Secret,UECap);claim_ue4(UE,Secret, TS);claim_ue5(UE,Secret,HID);claim_ue6(UE,Secret,RNue);claim_ue7(UE,
Secret, RNmme);claim_ue8(UE,Secret,RES);claim_ue9(UE,Secret, NASDONE);claim_uel0(UE,Secret, ASDONE);claim_uell(UE,Secret, LAUT
HP);claim_ue12(UE,Secret, URES);claim_uea(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role
MME{var RNue, TS,RNhss,RAND:Nonce;fresh RNmme:Nonce;const IMSI,MVP,HVP,SK,UECap,HID,SQN,AMF,NASCAD, NASIAD,

NASALGID,NASALGC,NASDONE,NASUPC,SKmh,SKem:Function;macro HIMSI=HFunc(IMSI,RNue);macro
UI=UIGFunc(HIMSI,SK,RNue);macro HNID=NIFunc (XOR (MVP,HVP));macro HI=HIGFunc(RNhss,Ul,SK);macro
NKG=NKGFunc(XOR(RNmme,HI),SK);macro MAC=F1(SQN,RAND,AMF,NKG);macro XRES=F2(RAND,NKG); macro
CK=F3(RAND,NKG);macro IK=F4(RAND,NKG);macro AK=F5(RAND,NKG);macro
KASME=KDF(XOR(SQN,AK),HNID,CK,IK,NKG);macro AUTN=AUTHFunc (XOR (SQN,AK), AMF,MAC);macro
RES=F2(RAND,NKG);macro KNASenc=KDF(KASME,NASCAD,NASALGID);macro
KNASint=KDF(KASME,NASIAD,NASALGID);macro KENB=KDF(KASME, NASUPC,UI,HI);macro

LAUTHP=LAFunc(HIMSI,RES,RNue);macro UK=UKFunc(LAUTHP,XOR(RNmme,KASME));macro URAND=UFunc(RAND,UK);macro
UAUTN=UFunc  (AUTN,UK);macro  UXRES=UFunc(XOR(XRES,URAND),UK);macro ~ UKASME=UFunc(KASME,  UK);macro

URES=UFunc(XOR(RES,URAND),UK);macro M1={{HIMSI} sk (UE),RNue,Ul,UECap,pk(UE), TS,HID}pk(MME); macro
M2={RNmme,RNue,{HNID}sk(MME),HIMSI,UI}SKmh;macro M3={{HI}sk(HSS),RAND,AUTN,KASME,XRES,RNhss,
RNmme}SKmh;macro M4={RAND,AUTN,RNhss,RNmme,HNID,{HI}sk(MME)}pk(UE);macro
M5={RNue,RNmme,{RES}sk(UE)}pk(MME);macro M6={{NASALGC}sk(MME) ,RNue}pk(UE);macro
M7={{NASDONE}sk(UE)}pk(MME);macro M8={{KENB}sk(MME)}SKem;macro

ReM1={HIMSI,{LAUTHP}sk(UE),RNue, TS}pk(MME);macro ReM2={ URAND,UAUTN,RNue,{RNmme}sk(MME)}pk(UE);macro
ReM3={RNmme,{URES}sk(UE)}pk(MME);recv_uemmel(UE,MME,M1);send_mmehss1(MME,HSS,M2);recv_
hssmmel(HSS,MME,M3);send_mmeuel(MME,UE,M4);recv_uemme2(UE,MME,M5);send_mmeue2(MME,UE,M6);recv_uemme3(UE,MME,
M7);send_mmeenbl(MME,ENB,M8);recv_uemme4(UE,MME,ReM1);send_mmeue3(MME,UE,ReM2);recv_uemme5(UE,MME,ReM3);claim_
mmel(MME,Secret, RNmme);claim_mme2(MME,Secret,RNue);claim_mme3(MME,Secret, HNID);claim_mme4(MME,Secret, HIMSI);claim_m
me5(MME,Secret,Ul);claim_mme6(MME,Secret, RAND);claim_mme7(MME,Secret, AUTN);claim_mme8(MME,Secret,RNhss);claim_mme9(M
ME,Secret, NASALGC);claim_mmel0(MME,Secret, KENB);claim_mmell(MME,Secret, URAND);claim_mmel2(MME,Secret, UAUTN);claim_

mmea(MME,Alive);claim_mmew(MME,Weakagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nisynch); }role HSS{var
RNue,RNmme: Nonce;fresh RNhss,RAND:Nonce;const IMSI,MVP,HVP,SK,SQN,AMF,SKmh,SKem:Function;macro
HNID=NIFunc(XOR(MVP,HVP));macro HIMSI= HFunc(IMSI,RNue);macro UI=UIGFunc(HIMSI,SK,RNue);macro

HI=HIGFunc(RNhss,Ul,SK);macro NKG=NKGFunc(XOR(RNmme,HI),SK);macro MAC= F1(SQN,RAND, AMF,NKG);macro
XRES=F2(RAND,NKG);macro CK=F3(RAND,NKG);macro IK=F4(RAND,NKG);macro AK=F5(RAND,NKG);macro KASME=KDF(XOR
(SQN,AK),HNID,CK, IK,NKG);macro AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro
M2={RNmme,RNue,{HNID}sk(MME),HIMSI,UI}SKmh;macro M3={{HI}sk(HSS),RAND,AUTN,KASME,
XRES,RNhss,RNmme}SKmh;recv_mmehss1(MME,HSS,M2);send_hssmmel(HSS,MME,M3);claim_hss1(HSS,Secret,HI);claim_hss2(HSS,Sec
ret, RAND);claim_hss3(HSS,Secret, AUTN);claim_hss4(HSS,Secret, KASME);claim_hss5(HSS,Secret, XRES);claim_hss6(HSS,Secret,RNhss);cl
aim_hss7(HSS,Secret, RNmme);claim_hssa(HSS,Alive);claim_hssw(HSS,Weakagree);claim_hssnia

(HSS,Niagree);claim_hssnis(HSS,Nisynch);}role ENB{var RNue,RNmme,RNhss,RAND:Nonce;fresh RNenb:Nonce;const
IMSI,MVP,HVP,SK,UECap,HID,SQN,AMF,NASUPC,ASALGID,ASIAD,ASEAD,ASUPEAD,ASALGC,ASDONE,SKmh,SKem:Function;ma
cro HIMSI=HFunc(IMSI,RNue);macro Ul =UIGFunc(HIMSI,SK,RNue);macro HNID=NIFunc(XOR(MVP,HVP));macro
HI=HIGFunc(RNhss,Ul,SK);macro NKG=NKGFunc(XOR(RNmme,HlI),SK);macro MAC=F1(SQN, RAND,AMF,NKG);macro
CK=F3(RAND,NKG);macro IK=F4(RAND,NKG);macro AK=F5(RAND,NKG);macro KASME=KDF(XOR
(SQN,AK),HNID,CK,IK,NKG);macro AUTN= AUTHFunc(XOR(SQN,AK),AMF,MAC);macro KENB=KDF(KASME,NASUPC,Ul,HI);macro
NKENB=NKENBG(KENB,RNenb);macro KRRCint=KDF(NKENB,ASIAD,ASALGID); macro
KRRCenc=KDF(NKENB,ASEAD,ASALGID);macro KRRCUPenc=KDF(NKENB,ASUPEAD,ASALGID);macro
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M8={{KENB}sk(MME)}SKem;macro M9={RNenb,{ASALGC} sk(ENB)}pk(UE);macro
M10={{ASDONE}sk(UE)}pk(ENB);recv_mmeenbl(MME,ENB,M8);send_enbuel(ENB,UE,M9);recv_ueenb1(UE,ENB,M10);
claim_enb1(ENB, Secret,RNenb);claim_enb2(ENB,Secret, ASALGC);claim_enba(ENB,Alive);claim_enbw(ENB,Weakagree);
claim_enbnia(ENB,Niagree);claim_enbnis(ENB,Nisynch);}}

/IDescription of REPS-AKAA4.1.1 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);usertype Key;hashfunction
UIGFunc,NIFunc,NIGFunc,NKGFunc,KDF,F1,F2,F3,F4,F5XOR, ~ AUTHFunc;protocol ~ REPSAKA411(UE,MME,HSS){role = UE{var
RAND,RNmme,RNhss:Nonce;fresh RNue, TS:Nonce;const IMSI,SK,MVP,HVP,SQN,AMF,SKmh:Function;macro UI=UIGFunc(
IMSI,XOR(SK,RNue));macro HNID=NIFunc(XOR(MVP,HVP));macro NI=NIGFunc(RNhss,Ul,SK);macro UKG
=NKGFunc(XOR(RNmme,NI));macro MAC=F1(SQN, RAND, AMF,UKG);macro RES=F2(RAND,UKG);macro CK=F3(RAND,UKG);macro
IK=F4(RAND,KG);macro AK=F5(RAND,UKG);macro KASME=KDF(XOR(SQN,AK),HNID, CK,IK, UKG);macro
AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro M1={{IMSI}sk(UE),RNue,Ul,pk(UE),TS}pk(MME);macro
M4={RAND,AUTN,RNhss,RNmme,HNID,{NI}sk (MME)}pk(UE);macro
M5={RNmme,{RES}sk(UE)}pk(MME);send_uemmel(UE,MME,M1);recv_mmeuel(MME,UE,M4);send_uemme2(UE,MME,M5);claim_uel(
UE,

Secret,IMSI);claim_ue2(UE,Secret,RNue);claim_ue3(UE,Secret,Ul);claim_ue4(UE,Secret, TS);claim_ue5(UE,Secret,RES);claim_uea(UE,Alive);
claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role MME{var RAND,RNue,RNhss, TS:Nonce;fresh

RNmme:Nonce;const IMSI,SK,MVP,HVP,SQN LAMF,SKmh: Function;macro HNID=NIFunc(XOR(MVP,HVP));macro
UI=UIGFunc(IMSI,XOR(SK,RNue));macro NI=NIGFunc(RNhss,Ul,SK);macro UKG=NKGFunc(XOR(RNmme,NI)); macro
MAC=F1(SQN,RAND,AMF,UKG);macro  XRES=F2(RAND,UKG);macro CK=F3(RAND,UKG);macro  IK=F4( RAND,UKG);macro
AK=F5(RAND,UKG);macro KASME =KDF(XOR(SQN,AK),HNID,CK,IK,UKG);macro
AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro RES=F2(RAND,UKG);macro M1={{IMSI}sk(UE),RNue,Ul,pk(UE), TS}pk
(MME);macro M2={RNmme,RNue,{HNID}sk(MME),IMSI,UI}SKmh;macro
M3={{NI}sk(HSS),RAND,AUTN,KASME,XRES,RNhss,RNmme}SKmh;macro M4={RAND,AUTN,

RNhss,RNmme,HNID,{NI}sk(MME)}pk(UE); macro

M5={RNmme {RES}sk(UE)}pk(MME);recv_uemmel(UE,MME,M1);send_mmehss1(MME,HSS,M2);recv_hssmmel
(HSS,MME,M3);send_mmeuel(MME,UE,M4);recv_uemme2(UE,MME,M5);claim_mmel(MME,Secret, RNmme);claim_mme2(MME,Secret,R
Nue);claim_mme3(MME,Secret,HNID);claim_mme4(MME,Secret,IMSI);claim_mme5(MME,Secret,Ul);claim_mme6(MME,Secret, RAND);clai
m_mme7(MME,Secret, AUTN);claim_mme8(MME,Secret,RNhss);claim_mme9(MME,Secret,NI);claim_mmea(MME,Alive);claim_mmew(MM

E,Weakagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nisynch); }role HSS{var RNue,RNmme, TS:Nonce;fresh
RNhss,RAND:Nonce;const IMSI,SK,MVP,HVP,SQN,AMF,SKmh:Function;macro HNID=NIFunc(XOR(MVP,HVP));macro
NI=NIGFunc(RNhss,Ul,SK);macro UKG=NKGFunc(XOR(RNmme,NI));macro MAC=F1(SQN,RAND,AMF,UKG);macro
XRES=F2(RAND,UKG);macro CK=F3(RAND,UKG); macro IK=F4(RAND,UKG);macro AK=F5(RAND,UKG);macro KASME=
KDF(XOR(SQN,AK),HNID,CK,I1K,UKG);macro AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro
M2={RNmme,RNue,{HNID}sk(MME),IMSI,UI}SKmh;macro

M3={{NI}sk(HSS),RAND,AUTN,KASME,XRES,RNhss,RNmme}SKmh;recv_mmehss1(MME,HSS,M2); send

hssmmel(HSS,MME,M3);claim_hss1(HSS,Secret,NI);claim_hss2(HSS,Secret, RAND);claim_hss3(HSS,Secret, AUTN);claim_hss4(HSS,Secret,
KASME);claim_hss5(HSS,Secret, XRES);claim_hss6(HSS, Secret,RNhss);claim_hss7(HSS,Secret, RNmme);claim_hssa(HSS,Alive);claim_hssw(
HSS,Weakagree);claim_hssnia(HSS,Niagree);claim_hssnis(HSS,Nisynch);}}

//Description of REPS-AKA4.1.2 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);usertype Key;hashfunction NUIFunc,UPKFunc,NUIGFunc,NNIGFunc,KDF;protocol
REPSAKA412(UE, MME,HSS){role UE{var RNmme:Nonce;fresh RNue:Nonce;const
IMSI,UI,NI,SK,KASME,RES,AUTN,RAND,SKmh:Function;macro NUI=NUIFunc(UIl,RNue);macro NNI= NNIGFunc(NI,NUI,SK);macro
UPK=UPKFunc(NUI,RNmme);macro UKASME=KDF(KASME,UPK);macro NRES= KDF(RES,UPK);macro
UAUTN=KDF(AUTN,UPK);macro URAND=KDF(RAND,UPK,RNmme);macro ReM1={{NUI}sk(UE),RNue,IMSI}pk(MME);macro
ReM3={RNmme,Nue,{UAUTN}sk(MME),URAND}pk(UE);macro ReM4=
{RNmme,{NRES}sk(UE)}pk(MME);send_uemmel(UE,MME,ReM1);recv_mmeuel(MME,UE,ReM3);send_uemme2(UE,MME,ReM4);claim_
uel(UE,Secret,IMSI);claim_ue2(UE,Secret,RNue);claim_ue3(UE,Secret,NUI);claim_ue4(UE,Secret,NRES);claim_uea(UE,Alive);claim_uew(U
E,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role MME{var RNue:Nonce;fresh RNmme:Nonce;const
IMSI,SK,UlLAUTN,RAND,KASME,NI,XRES,RES,SKmh:Function;macro NUI=NUIFunc(UI,RNue);macro UPK=
UPKFunc(NUI,LRNmme);macro UKASME=KDF(KASME,UPK);macro NRES=KDF(RES,UPK);macro NXRES=KDF(XRES,UPK);macro
UAUTN=KDF(AUTN, UPK);macro URAND=KDF(RAND,UPK,RNmme);macro  ReM1={{NUI}sk(UE),RNue,IMSI}pk(MME);macro
ReM2={RNue,{NUI}sk(MME),IMSI}SKmh; macro ReM3={RNmme,RNue, {UAUTN}sk(MME),URAND}pk(UE);macro
ReM4={RNmme,{NRES}sk(UE)}pk(MME);recv_uemmel(UE,MME,ReM1);send_mmehss1(MME,HSS, ReM2);send_mmeuel
(MME,UE,ReM3);recv_uemme2(UE,MME,ReM4);claim_mmel(MME,Secret,RNue);claim_mme2(MME,Secret,NUI);claim_mme3(MME,Secr
et,IMSI);claim_mme4(MME,Secret, RNmme);claim_mme5(MME,Secret, UAUTN);claim_mme6(MME,Secret, URAND);claim_mmea(MME,Ali
ve);claim_mmew(MME, Weakagree);claim_mmenia(MME,Niagree);claim_mmenis(MME,Nisynch);}role HSS{var RNue,RNmme:Nonce;const
IMSI,SK,Ul,LAUTN,RAND,KASME,NI,XRES,RES,SKmh:Function;macro NUI= NUIFunc(U1,RNue);macro
NNI=NNIGFunc(NI,NUI,SK);macro  ReM2={RNue,{NUI}sk(MME),IMSI}SKmh;recv_mmehss1(MME,HSS,ReM2);claim_hssa(HSS,Alive);
claim_ hssw(HSS,Weakagree);claim_hssnia(HSS,Niagree);claim_hssnis(HSS,Nisynch);}}

/IDescription of REPS-AKA4.2.1 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);hashfunction KDF;protocol REPSAKA421(UE,AP,WAAA,LAAA HSS){role UE{var
RNIs,RNap :Nonce;fresh RNue:Nonce;const HNID,AT,NINNI,IMSI,APID,XRES,UI,RES,AKASuccess:Function;macro
NRES=KDF(RES,RNIs);macro MK=KDF(UI ,NRES,RNIs);macro M1={RNue,HNID AT {NINNI}sk(UE),IMSI}pk(AP);macro
M8={RNIs,Ul,RNap}pk(UE);macro M9={RNap,{NRES}sk(UE)}pk(AP); macro M12={AKASuccess}pk(UE); send_ueapl(UE,AP,M1);
recv_apuel(AP,UE,M8);send_ueap2(UE,AP,M9);recv_apue2(AP,UE,M12);claim_uel (UE,Secret,RNue);claim_ue2(UE,Secret,HNID);
claim_ue3(UE,Secret,AT);
claim_ue4(UE,Secret,NINNI);claim_ue5(UE,Secret,IMSI);claim_ue6(UE,Secret,RNap);claim_ue7(UE,Secret, NRES);claim_uea(UE,Alive);clai
m_uew(UE,Weakagree); claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role  AP{var RNIs,RNue:Nonce;fresh RNap:Nonce;secret
SKapws:Function;const HNID,AT,NINNI,IMSI,APID,XRES,Ul ,RES,AKASuccess:Function;macro NRES=KDF(RES,RNIs);macro
M1={RNue,HNID,AT {NINNI}sk(UE),IMSI}pk(AP);macro ~ M2={AT,HNID,{NINNI}sk(UE), IMSI,APID}  SKapws;macro = M7={
RNIs,pk(UE),U1}SKapws;macro MB8={RNIs,Ul,RNap}pk(UE);macro M9={RNap,{NRES}sk(UE)}pk(AP);macro
M10={{NRES}sk(UE)}SKapws;macro M11 ={AKASuccess,MK}SKapws;macro
M12={AKASuccess}pk(UE);recv_ueapl(UE,AP,M1);send_apwaaal(AP,WAAA M2);recv_waaaapl(WAAA AP, M7);send_apuel
(AP,UE,M8);recv_ueap2(UE,AP,M9);send_apwaaa2(AP,WAAA ,M10);recv_waaaap2(WAAA,AP,M11);send_apue2(AP,UE,M12);claim_apl(A
P,Secret, HNID);claim_ap2(AP,Secret,AT);claim_ap3(AP,Secret, NINNI);claim_ap4(AP,Secret,RNIs);claim_ap5(AP,Secret,IMSI);claim_ap6(AP
,Secret,APID);claim_ap7(AP,Secret,Ul);claim_ap8(AP,Secret,RNap);claim_ap9(AP,Secret,NRES);claim_ap10(AP,Secret, AKASuccess);claim_a
pa(AP,Alive);claim_apw(AP,Weakagree);claim_apnia(AP,Niagree);claim_apnis(AP,Nisynch);}role WAAA{var RNIs,RNue,RNap:Nonce;secret
SKapws,SKwsls:Function;const HNID,AT,NINNI,IMSI,APID,XRES,Ul,RES,AKASuccess:Function;macro NXRES =KDF(XRES,RNIs);macro

NRES= KDF(RES,RNIs);macro MK=KDF(UI,NRES,RNIs);macro M2={AT,HNID,{NINNI}sk(UE),IMSI,APID}SKapws;macro
M3={AT,HNID, {NINNI}sk(UE),IMSI} SKwsls;macro M6={NXRES,RNIs,pk(UE),UI}SKwsls;macro M7={RNIs,pk(UE),UI1}SKapws;macro
M10={{NRES}sk(UE)}SKapws;macro M11={

AKASuccess,MK}SKapws;recv_apwaaal(AP,WAAA M2);send_waaalaaal(WAAA,LAAA M3);recv_laaawaaal(LAAAWAAA M6);send_waa
aapl(WAAA AP,M7);recv_apwaaa2(AP,WAAA,M10);send_waaaap2(WAAA,AP,M11);claim_waaal(WAAA, Secret, AT);claim_waaa2(WAAA
,Secret,NINNI);claim_waaa3(WAAA,Secret,Ul);claim_waaad(WAAA, Secret,IMSI);claim_waaa5(WAAA,Secret, HNID);claim_waaa6(WAAA,
Secret,RNIs);claim_waaa7(WAAA,Secret, MK);claim_waaa8(WAAA,Secret, AKASuccess);claim_waaaa(WAAA,Alive);claim_waaaw(WAAA,
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Weakagree);claim_waaania(WAAA,Niagree);claim_waaanis(WAAA, Nisynch);}role LAAA{var RNue,RNap: Nonce; fresh RNIs:Nonce;secret
SKwsls:Function;const ~ HNID,AT,NINNI,  IMSI,APID,XRES,UI,RES,AKASuccess:Function;macro ~ NXRES=KDF(XRES,RNIs);macro
M3={AT,HNID, {NINNI}sk(UE),IMSI}SKwsls;macro M4={RNIs, {IMSI}sk(LAAA)}pk(HSS);macro
M5={RNIs,XRES,pk(UE),{NINNI}sk(HSS),UI}pk(LAAA);macro M6={NXRES, RNIs, pk(UE),UI}
SKwsls;recv_waaalaaal(WAAA,LAAA,M3);send_laaahss1(LAAA,HSS,M4);recv_hsslaaal(HSS,LAAA,M5);send_laaawaaal(LAAAWAAA,

M6);claim_laaal(LAAA,Secret,RNIs);claim_laaa2(LAAA,Secret,Ul);claim_laaa3(LAAA, Secret, XRES);claim_laaad(LAAA,Secret,IMSI);claim
_laaaa(LAAA, Alive);claim_laaaw(LAAA,Weakagree);claim_laaania(LAAA,Niagree);claim_laaanis(LAAA,Nisynch);}role HSS{var
RNIs,RNue,RNap:Nonce;const HNID,AT,NINNILIMSI,APID,XRES,Ul,RES,AKASuccess:Function;macro
M5={RNIs,XRES,pk(UE),{NINNI}sk(HSS),UI}pk(LAAA);recv_laaahss1(LAAA,HSS,M4);send_hsslaaal(HSS,LAAA,M5);claim_hss1(HSS,S
ecret,RNIs);claim_hss2(HSS,Secret, XRES);claim_hss3(HSS,Secret,NINNI);claim_hss4(HSS,Secret,Ul);claim_hssa(HSS,Alive);claim_hssw(HS
S,Weakagree);claim_hssnia(HSS,Niagree);claim_hssnis(HSS,Nisynch);}}

//Description of REPS-AKA4.2.2.1 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);hashfunction
LUIFunc,LNIGFunc,NKFunc,KDF,F1,F2,F3,F4,F5, XOR,AUTHFunc;protocol REPSAKA4221 (UE,AP, WAAA,LAAAHSS){role UE{var
RNws,RNhss,RAND:Nonce;fresh RNue, TS:Nonce;const IMSI,SK,AT,HNID,SQN,AMF,AKASuccess:Function;macro LUI=LUIFunc(IMSI,SK,
RNue);macro  LNI=LNIGFunc(RNhss,LUI,SK);macro  NK=NKFunc(SK,XOR(LUI,LNI));macro MAC=F1(SQN,RAND,AMF,NK);macro

RES=F2(RAND,NK);macro CK=F3 (RAND, NK);macro IK=F4(RAND,NK);macro AK=F5(RAND,NK);macro
KASME=KDF(XOR(SQN,AK),HNID,CK,IK,NK);macro AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro MK=
KDF(KASME,RNws);macro  M1={HNID,TS, AT,RNue,IMSI,LUI}pk(AP);macro M8={RAND,AUTN,{LNI}sk(AP),RNhss}pk(UE);macro
MI={{RES}sk(UE)}pk(AP);macro M12={

AKASuccess,RNws}pk(UE);send_ueapl(UE,AP,M1);recv_apuel(AP,UE,M8);send_ueap2(UE,AP,M9);recv_apue2(AP,UE,M12);claim_uel(U
E,Secret,HNID);claim_ue2(UE,Secret, TS);claim_ue3(UE,Secret,AT);claim_ue4(UE,Secret,RNue);claim_ue5(UE,Secret,IMSI);claim_ue6(UE,S
ecret,LUI);claim_ue7(UE,Secret,RES);claim_uea(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}r
ole AP{var RAND,RNue,RNhss,TS,RNws:Nonce;secret SKapws:Function;const IMSI,SK,AT,HNID,SQN,AMF,AKASuccess:Function;macro
LUI=LUIFunc(IMSI,SK,RNue);macro LNI=LNIGFunc(RNhss,LUI,SK);macro NK=NKFunc(SK,XOR(LUI,LNI));macro
MAC=F1(SQN,RAND,AMF,NK);macro RES=F2(RAND,NK);macro CK=F3(RAND,NK);macro IK=F4(RAND,NK);macro
AK=F5(RAND,NK);macro KASME=KDF(XOR(SQN,AK), HNID,CK,IK,NK);macro AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro
MK=KDF(KASME,RNws);macro M1={HNID, TS,AT,RNue,IMSI,LUI}pk(AP);macro M2={HNID,
AT,LUI,RNue,{IMSI}sk(AP)}SKapws;macro M7={RNhss,RAND,AUTN,LNI,pk(UE)}SKapws;macro
M8={RAND,AUTN,{LNI}sk(AP),RNhss}pk(UE);macro M9={{RES}sk (UE)} pk(AP);macro M10={RES}SKapws;macro
M11={RNws,AKASuccess,MK}SKapws;macro M12={ AKASuccess,RNws}pk(UE);recv_ueapl(UE,AP,M1); send_apwaaal (AP,
WAAA,M2);recv_waaaapl(WAAA,AP,M7);send_apuel(AP,UE,M8);recv_ueap2(UE,AP,M9);send_apwaaa2(AP,WAAA,M10);recv_waaaap2(
WAAA,AP,M11);send_apue2(AP,UE,M12);claim_ap1(AP,Secret,HNID);claim_ap2(AP,Secret, AT);claim_ap3(AP,Secret,LUI);claim_ap4(AP,S
ecret,RNue);claim_ap5(AP,Secret,IMSI);claim_ap6(AP,

Secret,RES);claim_ap7(AP,Secret, RAND);claim_ap8(AP,Secret, AUTN);claim_ap9(AP,Secret,LNI);claim_ap10(AP,Secret,RNhss);claim_ap11(
AP,Secret, AKASuccess);claim_ap12(AP,Secret, RNws);claim_apa(AP,Alive);claim_apw(AP,Weakagree);claim_apnia(AP,Niagree);claim_apnis(
AP,Nisynch);}role WAAA{var RAND,RNue,RNhss, TS: Nonce;fresh RNws:Nonce;secret SKapws,SKwsls:Function;const
IMSI,SK,AT,HNID,SQN,AMF,AKASuccess:Function;macro LUI=LUIFunc(IMSI,SK,RNue);macro LNI= LNIGFunc(RNhss,LUI,SK);macro
NK=NKFunc(SK,XOR(LUI,LNI));macro MAC=F1(SQN,RAND,AMF,NK);macro RES=F2(RAND,NK);macro CK=F3(RAND,NK);macro

IK=F4 (RAND,NK);macro AK=F5(RAND,NK);macro KASME=KDF(XOR(SQN,AK),HNID,CK,IK,NK);macro
AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro MK=KDF(KASME, RNws);macro
M2={HNID,AT,LUI,RNue,{IMSI}sk(AP)}SKapws;macro M3={AT,LUI,RNue,IMSI,HNID}SKwsls;macro
M6={RNhss,RAND,AUTN,KASME,LNI,RES,pk(UE)} SKwsls;macro M7={RNhss,RAND,AUTN,LNI,pk(UE)}SKapws;macro
M10={RES}SKapws;macro M11={RNws,AKASuccess,MK}SKapws;recv_apwaaal(AP,WAAA M2);

send_waaalaaal(WAAA,LAAA M3);recv_laaawaaal(LAAA WAAA M6);send_waaaapl(WAAA,AP,M7);recv_apwaaa2(AP,WAAA,M10);sen
d_waaaap2(WAAA,AP,M11);claim_waaal(WAAA,Secret,AT);claim_waaa2(WAAA, Secret,LUI);claim_waaa3(WAAA,Secret,RNue);claim_wa
aad4(WAAA ,Secret, IMSI);claim_waaa5(WAAA,Secret, HNID);claim_waaa6(WAAA, Secret, RNhss);claim_waaa7(WAAA, Secret, RAND);claim_
waaa8(WAAA, Secret, AUTN);claim_waaa9(WAAA,Secret,LNI);claim_waaal0(WAAA, Secret,RNhss);claim_waaall(WAAA,Secret, AKASucc
ess);claim_waaal2(WAAA,Secret, MK);claim_waaaa(WAAA, Alive);claim_waaaw(WAAA Weakagree);claim_waaania(WAAA, Niagree);claim
_waaanis(WAAA,Nisynch);}role LAAA{var RAND,RNue,RNhss, TS,RNws:Nonce;secret SKapws,SKwsls:Function;const
IMSI,SK,AT,HNID,SQN, AMF,AKASuccess:Function;macro LUI=LUIFunc(IMSI,SK,RNue);macro LNI=LNIGFunc(RNhss,LUI,SK);macro
NK=NKFunc(SK,XOR(LUI,LNI));macro MAC=F1(SQN,RAND, AMF,NK);macro RES=F2(RAND,NK);macro CK=F3(RAND,NK);macro
IK=F4(RAND,NK);macro AK=F5(RAND,NK);macro KASME=KDF(XOR(SQN,AK),HNID,CK,IK,NK); macro
AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro M3={AT,LUI,RNue,IMSI,HNID}SKwsls;macro
M4={AT,RNue,LUL{IMSI}sk(LAAA)}pk(HSS);macro M5={RNhss, RAND,AUTN,KASME,LNI,pk(UE),{RES}sk(HSS)}pk(LAAA);macro
M6={RNhss,RAND,AUTN,KASME,LNI,RES,pk(UE)}SKwsls;recv_waaalaaal(WAAA LAAA M3);send_
laaahss1(LAAA,HSS,M4);recv_hsslaaal(HSS,LAAA M5);send_laaawaaal(LAAAWAAA M6);claim_laaal(LAAA,Secret, AT);claim_laaa2(LA
AA Secret,RNue);claim_laaa3

(LAAA Secret,LUI);claim_laaad(LAAA,Secret,IMSI);claim_laaa5(LAAA,Secret,RNhss);claim_laaa6(LAAA,Secret, RAND);claim_laaa7(LAA
A,Secret, AUTN);claim_laaa8(LAAA,Secret, KASME);claim_laaa9(LAAA,Secret,LNI);claim_laaal0(LAAA,Secret,RES);claim_laaaa(LAAA,AI
ive);claim_laaaw(LAAA, Weakagree);claim_laaania(LAAA,Niagree);claim_laaanis(LAAA,Nisynch);}role HSS{var
RNue, TS,RNws:Nonce;fresh RNhss,RAND:Nonce;secret SKapws,SKwsls:Function;const IMSI,SK,AT,HNID,SQN,AMF,
AKASuccess:Function;macro LUI=LUIFunc(IMSI,SK,RNue);macro LNI=LNIGFunc(RNhss,LUI,SK);macro
NK=NKFunc(SK,XOR(LUI,LNI));macro MAC=F1(SQN,RAND,AMF, NK);macro RES=F2(RAND,NK);macro CK=F3(RAND,NK);macro
IK=F4(RAND,NK);macro AK=F5(RAND,NK);macro KASME=KDF(XOR(SQN,AK),HNID,CK,IK,NK);macro
AUTN=AUTHFunc(XOR(SQN,AK),AMF,MAC);macro M4={AT,RNue,LUI,{IMSI}sk(LAAA)}pk(HSS);macro
M5={RNhss,RAND,AUTN,KASME,LNI,pk(UE),{RES}sk(HSS)}pk
(LAAA);recv_laaahss1(LAAA,HSS,M4);send_hsslaaal(HSS,LAAA,M5);claim_hss1(HSS,Secret,RNhss);claim_hss2(HSS,Secret, RAND);claim
_hss3(HSS,Secret, AUTN);claim_hss4(HSS,Secret, KASME);claim_hss5(HSS,Secret,LNI);claim_hss6(HSS,Secret,RES);claim_hssa(HSS,Alive);
claim_hssw(HSS,Weakagree);claim_hssnia(HSS,Niagree);claim_hssnis(HSS,Nisynch);}}

/IDescription of REPS-AKA4.2.2.2 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);hashfunction LUIFunc,UKFunc,KDF;protocol
REPSAKA4222(UE,AP,WAAA LAAA){role UE{var RNws,RNIs: Nonce;fresh RNue:Nonce;const
IMSI,PLUI,AT,HNID,RES,AUTN,KASME,LNI,AKASuccess:Function;macro LUI=LUIFunc(IMSI,PLUI,RNue); macro
UK=UKFunc(LUI,RNIs, RNws);macro NRES=KDF(RES,UK);macro NAUTN=KDF(AUTN,UK);macro NKASME=KDF(KASME,UK);macro
NLNI=KDF(LNI,UK);macro MK=KDF(NKASME,RNws);macro M1={HNID,AT,RNue,IMSI,LUI}pk(AP);macro
M6={RNws,RNIs,NAUTN,NLNI}pk(UE);macro M7={{NRES}sk(UE)}pk(AP);macro M10={AKASuccess}pk(UE);send_ueapl

(UE,AP,M1);recv_apuel(AP,UE,M6);send_ueap2(UE,AP,M7);recv_apue2(AP,UE,M10);claim_uel(UE,Secret, HNID);claim_ue2(UE,Secret, AT
);claim_ue3(UE,Secret,RNue);claim_ue4(UE,Secret,LUI);claim_ue5(UE,Secret,IMSI);claim_ue6(UE,Secret, NRES);claim_uea(UE,Alive);claim
_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role AP{var RNue,RNIs,RNws:Nonce;secret
SKapws:Function;const IMSI,PLUI,AT,HNID,RES,AUTN,KASME,LNI,AKASuccess:Function;macro LUI=
LUIFunc(IMSI,PLUI,RNue);macro  UK=UKFunc(LUI,RNIs,RNws);macro NAUTN=KDF(AUTN,UK);macro NLNI=KDF(LNI,UK);macro
NRES=KDF(RES,UK);macro MK=KDF (NKASME,RNws);macro M1={HNID,AT,RNue,IMSI,LUI}pk(AP);macro
M2={HNID,AT,LUI,RNue,{IMSI}sk(AP)}SKapws;macro M5={RNws,RNIs,NAUTN,NLNI}SKapws; macro  M6={RNws,
RNIs,NAUTN,NLNI}pk(UE);macro M7={{NRES}sk(UE)}pk(AP);macro M8={NRES}SKapws;macro M9={AKASuccess,MK}SKapws;macro
M10={
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AKASuccess}pk(UE);recv_ueapl(UE,AP,M1);send_apwaaal(AP,WAAA,M2);recv_waaaapl(WAAA, AP,M5);send_apuel(AP,UE,M6);recv_ue
ap2(UE,AP,M7);send_apwaaa2(AP,WAAA M8);recv_waaaap2(WAAA, AP,M9);send_apue2(AP,UE,M10);claim_ap1(AP,Secret, HNID);claim_
ap2(AP,Secret,AT);claim_ap3(AP,Secret,LUI);claim_ap4(AP,Secret,RNue);claim_ap5(AP,Secret,IMSI);claim_ap6(AP,Secret,RNws);claim_ap7
(AP,Secret,RNIs);claim_ap8(AP,Secret, NAUTN);claim_ap9(AP,Secret, NLNI);

claim_ap10(AP,Secret,NRES);claim_ap11(AP,Secret, AKASuccess);claim_apa(AP,Alive);claim_apw(AP,Weakagree);claim_apnia(AP,Niagree);
claim_apnis(AP,Nisynch);}role WAAA{var RNue,RNIs:Nonce;fresh RNws:Nonce;secret SKapws,SKwsls:Function;const
IMSI,PLUI,AT,HNID,RES,XRES,AUTN,KASME,LNI,AKASuccess:Function; macro LUI=LUIFunc(IMSI,PLUI,RNue);macro
UK=UKFunc(LUI,RNIs,RNws);macro NXRES=KDF(XRES,UK);macro NAUTN=KDF(AUTN,UK);macro NKASME=KDF (KASME
,UK); macro NLNI=KDF(LNI,UK);macro NRES=KDF(RES,UK);macro MK=KDF(NKASME,RNws);macro
M2={HNID,AT,LUIl,RNue,{IMSI}sk(AP)}SKapws;macro M3={HNID, AT,LUI,RNue,RNws, {IMSI}sk(AP)}SKwsls;macro
M4={RNIs,NAUTN,NKASME,NLNI,NXRES}SKwsls;macro M5={RNws,RNIs,NAUTN,NLNI}SKapws;macro M8={NRES} SKapws;macro
M9={AKASuccess,MK}SKapws;recv_apwaaal(AP,WAAA M2);send_waaalaaal(WAAA,LAAA M3);recv_laaawaaal(LAAA,WAAA ,M4);sen
d_waaaapl

(WAAA,AP,M5);recv_apwaaa2(AP,WAAA,M8);send_waaaap2(WAAA,AP,M9);claim_waaal(WAAA,Secret, HNID);claim_waaa2(WAAA, Sec
ret, AT);claim_waaa3(WAAA,

Secret,LUI);claim_waaad(WAAA,Secret,RNue);claim_waaa5(WAAA, Secret, RNws);claim_waaa6(WAAA, Secret,IMSI);claim_waaa7(WAAA,S
ecret,RNIs);claim_waaa8(WAAA,

Secret, NAUTN);claim_waaa9(WAAA, Secret,NLNI);claim_waaaa(WAAA,Alive);claim_waaaw(WAAA, Weakagree);claim_waaania(WAAA,Ni
agree);claim_waaanis  (WAAA Nisynch);}role LAAA {var RNue,RNws:Nonce;fresh  RNIs:Nonce;secret  SKwsls:Function;const

IMSI,PLUI,AT,HNID,RES,XRES,AUTN,KASME,LNI,AKASuccess :Function;macro LUI=LUIFunc(IMSI,PLUI,RNue);macro
UK=UKFunc(LUI,RNIs,RNws);macro NXRES=KDF(XRES,UK);macro NAUTN=KDF(AUTN,UK);macro NKASME=KDF
(KASME,UK);macro NLNI=KDF(LNI,UK);macro M3={HNID,AT,LUI,RNue,RNws,{IMSI}sk(AP)}SKwsls;macro

M4={RNIs,NAUTN,NKASME,NLNI,NXRES}SKwsls;recv_
waaalaaal(WAAA,LAAA,M3);send_laaawaaal(LAAAWAAA M4);claim_laaal(LAAA, Secret,RNIs);claim_laaa2(LAAA,Secret, NAUTN);clai
m_laaa3(LAAA, Secret, NKASME);claim_laaad(LAAA,Secret,NLNI);claim_laaa5(LAAA, Secret, NXRES);claim_laaaa(LAAA, Alive);claim_laaa
W(LAAA,Weakagree);claim_laaania(LAAA, Niagree);claim_laaanis(LAAA,Nisynch);}}

/IDescription of REPS-AKAA4.3.1 Protocol

const  pk:Function;secret  sk:Function;inversekeys (pk,sk);hashfunction ~KDF;protocol REPSAKA431(UE,AP2,WAAA){role UE{var

RNws,RNap2:Nonce;fresh RNue:Nonce; const IMSI,AT,LAPID,NINNI,RES,Ul,AKASuccess:Function;macro
NRES=KDF(RES,RNue,RNws);macro MK=KDF(NINNILUI,NRES);macro M1={RNue,AT,LAPID,{NINNI}sk (UE),IMSI}pk(AP2);macro
M4={RNap2,RNws}pk(UE);macro M5={RNue,RNap2,{NRES}sk(UE)}pk(AP2);macro
M8={AKASuccess}pk(UE);send_ueap21(UE,AP2,M1); recv_

ap2uel(AP2,UE,M4);send_ueap22(UE,AP2,M5);recv_ap2ue2(AP2,UE,M8);claim_uel(UE,Secret,RNue);claim_ue2(UE,Secret, AT);claim_ue3(
UE,Secret,LAPID);claim_ue4(UE,Secret,NINNI);claim_ue5(UE,Secret,IMSI);claim_ue6(UE,Secret, RNap2);claim_ue7(UE,Secret, NRES);claim
_uea(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role ~ AP2{var ~ RNws,RNue:Nonce;fresh
RNap2:Nonce;secret SKap2ws:Function;const IMSI,AT,LAPID,NINNI,RES,Ul, AKASuccess:Function;macro
NRES=KDF(RES,RNue,RNws);macro  MK=KDF(NINNI,UI,NRES);macro  M1={RNue,AT,LAPID,{NINNI}sk(UE),IMSI}pk(AP2);macro
M2={AT, {NINNI}sk(AP2),IMSI,LAPID,RNap2}SKap2ws; macro M3={RNap2,RNws,pk(UE)}SKap2ws;macro
M4={RNap2,RNws}pk(UE);macro  M5={RNue,RNap2,{NRES}sk(UE)}pk  (AP2);macro = M6={RNue,{NRES}sk(UE)}SKap2ws;macro
M7={AKASuccess,MK}SKap2ws;macro MB8={AKASuccess}pk(UE);recv_ueap21(UE,AP2,M1);send_ap2waaal
(AP2,WAAA M2);recv_waaaap21(WAAA AP2,M3);send_ap2uel(AP2,UE,M4);recv_ueap22(UE,AP2,M5);send_ap2waaa2(AP2,WAAA,M6);r
ecv_waaaap22(WAAA,AP2,M7);send_ap2ue2(AP2,UE,M8);claim_ap21(AP2,Secret,RNue);claim_ap22(AP2,Secret, AT);claim_ap23(AP2,Secre
t,LAPID);claim_ap24(AP2,Secret,NINNI);claim_ap25

(AP2,Secret,IMSI);claim_ap26(AP2,Secret,RNap2);claim_ap27(AP2,Secret, RNws);claim_ap28(AP2,Secret, NRES);claim_ap29(AP2,Secret, AK
ASuccess);claim_ap2a(AP2,Alive);claim_ap2w(AP2,Weakagree);claim_ap2nia(AP2,Niagree);claim_ap2nis(AP2,Nisynch);}role ~ WAAA{var
RNap2,RNue:Nonce;fresh RNws:Nonce;secret SKap2ws :Function;const IMSI,AT,LAPID,NINNI,RES,Ul,XRES,AKASuccess:Function;macro

NRES=KDF(RES,RNue,RNws);macro NXRES=KDF(XRES,RNue,RNws);macro MK=KDF (NINNI,UI,NRES);macro
M2={AT {NINNI}sk(AP2),IMSI,LAPID,RNap2}SKap2ws;macro M3={RNap2,RNws,pk(UE)}SKap2ws;macro
M6={RNue,{NRES}sk(UE)}SKap2ws; macro

M7={AKASuccess,MK}SKap2ws;recv_ap2waaal(AP2, WAAA M2);send_waaaap21(WAAA AP2,M3);recv_ap2waaa2(AP2, WAAA,M6);
send_waaaap22(WAAA,
AP2,M7);claim_waaal(WAAA,Secret,RNap2);claim_waaa2(WAAA,Secret, RNws);claim_waaa3(WAAA, Secret, AKASuccess);claim_waaad(W
AAA Secret, MK);claim_waaaa(WAAA Alive);claim_waaaw(WAAA, Weakagree);claim_waaania(WAAA, Niagree);claim_waaanis(WAAA Nisy
nch); 3}

/IDescription of REPS-AKA4.3.2 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);hashfunction KDF,NUIFunc,UNIDFunc;protocol REPSAKA432(UE,AP2,WAAA){role
UE{var RNws,RNap2: Nonce;fresh  RNue:Nonce;const  LUIL,AT,IMSI,LAPID,LNINLNI,KASME,RES,AKASuccess:Function;macro

NUI=NUIFunc(LUI,RNue);macro UNID=UNIDFunc(LNINLNI,RNws); macro NKASME=KDF(KASME,RNws);macro
NRES=KDF(RES,RNue,RNws);macro NMK=KDF(NKASME,RNap2);macro M1={AT,RNue,IMSI,NUI,LAPID}pk(AP2);macro
M4={RNws,UNID}pk(UE);macro M5={{NRES}sk(UE)}pk(AP2);macro

M8={AKASuccess,RNap2}pk(UE);send_ueap21(UE,AP2,M1);recv_ap2uel(AP2,UE,M4);send_
ueap22(UE,AP2,M5);recv_ap2ue2(AP2,UE,M8);claim_uel(UE,Secret,RNue);claim_ue2(UE,Secret,AT);claim_ue3(UE,Secret, LAPID);claim_ue
4(UE,Secret,NUI);claim

ue5(UE,Secret,IMSI);claim_ue6(UE,Secret, NRES);claim_uea(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(U

E,Nisynch);}roleAP2{var RNws,RNue:Nonce;fresh RNap2:Nonce;secret SKap2ws:Function;const
LUILAT,IMSI,LAPID,LNINLNI,KASME,RES,AKASuccess:Function;macro NUI=NUIFunc(LUI,RNue); macro
UNID=UNIDFunc(LNINLNI,RNws);macro NRES=KDF(RES,RNue,RNws);macro NMK=KDF(NKASME,RNap2);macro
M1={AT,RNue,IMSI,NUI,LAPID}pk(AP2);macro M2={AT,RNue,IMSI,LAPID,{NUI}sk(AP2)}SKap2ws;macro
M3={RNws,pk(UE),UNID}SKap2ws;macro M4={RNws,UNID}pk(UE);macro M5={{NRES}sk(UE)}pk(AP2);macro
M6={RNap2,{NRES}sk(AP2)}SKap2ws;macro M7={NMK,AKASuccess}SKap2ws;macro

M8={AKASuccess,RNap2}pk(UE);recv_ueap21(UE,AP2,M1);send_ap2waaal

(AP2, WAAA M2);recv_waaaap21(WAAA AP2,M3);send_ap2uel(AP2,UE,M4);recv_ueap22(UE,AP2,M5);send_ap2waaa2(AP2, WAAA M6);r
ecv_waaaap22(WAAA,AP2,M7);send_ap2ue2(AP2,UE,M8);claim_ap21(AP2,Secret,RNue);claim_ap22(AP2,Secret,AT);claim_ap23(AP2,Secre
t,LAPID);claim_ap24(AP2,Secret,NUI);claim_ap25(AP2,Secret,IMSI);claim_ap26(AP2,Secret,RNap2);claim_ap27(AP2,Secret, RNws);claim_a
p28(AP2,Secret, NRES);claim_ap29(AP2,Secret, AKASuccess);claim_ap210(AP2,Secret, UNID);claim_ap2a(AP2,Alive);claim_ap2w(AP2,Weak
agree);claim_ap2nia(AP2,Niagree);claim_ap2nis(AP2,Nisynch);}role WAAA{var RNap2,RNue:Nonce; fresh RNws:Nonce;secret
SKap2ws:Function;const LUI,AT,IMSI,LAPID,LNINLNI,KASME,RES,XRES,AKASuccess:Function;macro NUI=NUIFunc(LUI,RNue);macro
UNID= UNIDFunc(LNINLNI,RNws);macro NRES=KDF(RES,RNue,RNws);macro NXRES=KDF(XRES,RNue,RNws); macro
NKASME=KDF(KASME,RNws);macro NMK=KDF(NKASME, RNap2);macro M2={AT,RNue,IMSI,LAPID,{NUI}sk(AP2)}SKap2ws;macro
M3={RNws,pk(UE),UNID}SKap2ws;macro M6={RNap2,{NRES}sk(AP2)}SKap2ws;macro
M7={NMK,AKASuccess}SKap2ws;recv_ap2waaal(AP2,WAAA M2);send_waaaap21(WAAA AP2,M3);recv_ap2waaa2(AP2,WAAA,M6);sen
d_waaaap22(WAAA AP2,M7);claim_waaal(WAAA,Secret, RNws);claim_waaa2(WAAA,Secret, UNID);claim_waaa3(WAAA, Secret, AKASucc
ess);claim_waaad4(WAAA,Secret, NMK);claim_waaaa(WAAA, Alive);claim_waaaw(WAAA, Weakagree);claim_waaania(WAAA, Niagree);claim
_waaanis(WAAA,Nisynch);}}

//Description of REPS-AKA4.4.1 Protocol
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const pk:Function;secret sk:Function;inversekeys (pk,sk);hashfunction KDF,NUIFunc;protocol REPSAKA441(UE,AP3,WAAA2 LAAA){role

UE{var RNIs:Nonce;fresh RNue: Nonce;const ULLAT,LAPID,WLID,IMSI,NINNI,RES,AKASuccess:Function;macro
NUI=NUIFunc(RNue,Ul);macro UNINNI=NUIFunc(RNIs,NINNI);macro NRES=KDF(RES, RNIs,RNue);macro
MK=KDF(UNINNI,UI,NRES);macro M1={RNue,AT,LAPID,WLID,{NUI}sk(UE),IMSI}pk(AP3);macro M6={UNINNI,RNIs}pk(UE);macro
M7={{NRES}sk(UE)} pk(AP3);macro
M10={AKASuccess}pk(UE);send_ueap31(UE,AP3,M1);recv_ap3uel(AP3,UE,M6);send_ueap32(UE,AP3,M7);recv_ap3ue2(AP3,UE,M10);clai
m_uel (UE

,Secret,RNue);claim_ue2(UE,Secret, AT);claim_ue3(UE,Secret, LAPID);claim_ue4(UE,Secret, WLID);claim_ue5(UE,Secret,IMSI);claim_ue6(U
E,Secret,NUI);claim_ue7(UE,Secret, NRES);claim_uea(UE,Alive);claim_uew(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisync
h);}role AP3{var RNue,RNIs:Nonce;secret SKap3ws2 :Function;const UI,AT,LAPID,WLID,IMSI,NINNI,RES,AKASuccess:Function;macro

NUI=NUIFunc(RNue,Ul);macro UNINNI=NUIFunc(RNIs,NINNI);macro NRES=KDF (RES, RNIs,RNue);macro
MK=KDF(UNINNI,UI,NRES);macro M1={RNue,AT,LAPID,WLID,{NUI}sk(UE),IMSI}pk(AP3);macro
M2={AT,NUI,IMSI,LAPID,RNue,WLID}SKap3ws2; macro M5={UNINNI,pk(UE),RNIs}SKap3ws2;macro
M6={UNINNI,RNIs}pk(UE);macro M7={{NRES}sk(UE)}pk(AP3);macro MB8={{NRES}sk(UE)}SKap3ws2;macro M9={
AKASuccess,MK}SKap3ws2;macro

M10={AKASuccess}pk(UE);recv_ueap31(UE,AP3,M1);send_ap3waaa21(AP3,WAAA2,M2);recv_waaa2ap31(WAAA2,AP3,M5); send

_ap3uel(AP3,UE,M6);recv_ueap32(UE,AP3,M7);send_ap3waaa22(AP3,WAAA2,M8);recv_waaa2ap32(WAAA2,AP3,M9);send_ap3ue2(AP3,
UE,M10);claim_ap31(AP3,Secret,RNue);claim_ap32(AP3,Secret,AT);claim_ap33(AP3,Secret, LAPID);claim_ap34(AP3,Secret, UNINNI);claim
_ap35(AP3,Secret,IMSI);claim_ap36(AP3,Secret,NUI);claim_ap37(AP3,Secret, WLID);claim_ap38(AP3,Secret,NRES);claim_ap39(AP3,Secret,
AKASuccess);claim_ap310(AP3,Secret,RNIs);claim_ap3a(AP3,Alive);claim_ap3w(AP3,Weakagree);claim_ap3nia(AP3,Niagree);claim_ap3nis(
AP3,Nisynch);}role WAAA2{var RNue,RNIs:Nonce;secret SKap3ws2,SKws2ls:Function;const UILLAT,LAPID,
WLID,IMSI,NINNI,RES,XRES,AKASuccess:Function;macro NUI=NUIFunc(RNue,Ul);macro NXRES=KDF(XRES,RNIs,RNue);macro
UNINNI=NUIFunc(RNIs,NINNI);macro NRES=KDF(RES,RNIs,RNuge);macro MK=KDF(UNINNI,UI,NRES); macro
M2={AT,NUI,IMSI,LAPID,RNue,WLID}SKap3ws2;macro  M3={RNue,WLID,IMSI,NUI,AT}SKws2ls; macro
M4={NXRES,{UNINNI}sk(LAAA),pk(UE),RNIs}SKws2ls;macro M5={UNINNI,pk(UE),RNIs}SKap3ws2;macro
MB8={{NRES}sk(UE)}SKap3ws2;macro M9={ AKASuccess,
MK}SKap3ws2;recv_ap3waaa21(AP3,WAAA2,M2);send_waaa2laaal(WAAA2,LAAA ,M3);recv_laaawaaa21(LAAA WAAA2,M4);send_waaa
2ap31(WAAA2,AP3,M5);
recv_ap3waaa22(AP3,WAAA2,M8);send_waaa2ap32(WAAA2,AP3,M9);claim_waaa2l(WAAA2,Secret,RNue);claim_waaa22(WAAA2,Secret,
WLID);claim_waaa23(WAAAZ2,Secret,IMSI);claim_waaa24(WAAA2,Secret,NUI);claim_waaa25(WAAA2,Secret, AT);claim_waaa26(WAAA2,
Secret, UNINNI);claim_waaa27(WAAA2,Secret,RNIs);

claim_waaa28(WAAA2,Secret, AKASuccess);claim_waaaa2(WAAA2,Alive);claim_waaa2w(WAAA2,Weakagree);claim_waaa2nia(WAAA2,Ni
agree);claim_waaa2nis (WAAA2,Nisynch);}role LAAA{var RNue:Nonce;fresh RNIs:Nonce;secret SKws2ls:Function;const
UL AT,LAPID,WLID,IMSI,NINNI,XRES,AKASuccess:Function;macro NUI=NUIFunc(RNue,Ul);macro
UNINNI=NUIFunc(RNIs,NINNI);macro NXRES=KDF(XRES,RNIs,RNue);macro M3={RNue,WLID,IMSI,NUI,AT}SKws2ls;macro
M4={NXRES
{UNINNI}sk(LAAA),pk(UE),RNIs}SKws2lIs;recv_waaa2laaal(WAAA2,LAAA,M3);send_laaawaaa21(LAAAWAAA2,M4);claim_laaal(LA
AA ,Secret, NXRES);claim_laaa2(LAAA,Secret, UNINNI);claim_laaa3(LAAA,Secret,RNIs);claim_laaaa(LAAA,Alive);claim_laaaw(LAAA Wea
kagree);claim_laaania(LAAA,Niagree);claim_laaanis(LAAA,Nisynch);}}

/[Description of REPS-AKA4.4.2 Protocol

const pk:Function;secret sk:Function;inversekeys (pk,sk);hashfunction KDF,NUIFunc,UNIDFunc;protocol
REPSAKA442(UE,AP3,WAAA2,LAAA){role UE{var RNIs:Nonce; fresh RNue:Nonce;const
LUILAT,IMSI,LAPID,WLID,LNINLNI,RES,AKASuccess:Function;macro NUI=NUIFunc(LUI,RNue);macro
ULNINLNI=UNIDFunc(LNINLNI,RNIs); macro NRES=KDF(RES,RNIs,RNue);macro MK=KDF(ULNINLNI,NUI,NRES); macro M1={
AT,RNue,IMSI,NUI,LAPID,WLID}pk(AP3);macro M6={RNIs,ULNINLNI}pk(UE); macro M7={{NRES}sk(UE)}pk(AP3);macro
M10={AKASuccess}pk(UE);send_ueap31(UE,AP3,M1);recv_ap3uel(AP3,UE,M6);send_ueap32(UE,AP3,M7); recv_ap3ue2
(AP3,UE,M10);claim_uel(UE,Secret,RNue);claim_ue2(UE,Secret,AT);claim_ue3(UE,Secret,LAPID);claim_ue4(UE,Secret, WLID);claim_ue5(
UE,Secret,IMSI);claim_ue6(UE,Secret, NUI);claim_ue7(UE,Secret, NRES);claim_uea (UE,Alive);claim_uew
(UE,Weakagree);claim_uenia(UE,Niagree);claim_uenis(UE,Nisynch);}role  AP3{var RNue,RNIs:Nonce;secret = SKap3ws2:Function;const
LULAT,IMSI,LAPID,WLID,LNINLNI,RES,AKASuccess:Function;macro NUI=NUIFunc(LUI,RNue);macro ULNINLNI=
UNIDFunc(LNINLNI,RNIs);macro NRES=KDF(RES,RNIs,RNue);macro MK=KDF(ULNINLNI,NUI,NRES);macro M1={
AT ,RNue,IMSI,NUI,LAPID,WLID}pk(AP3);macro M2={ AT,RNue,IMSI, NUILWLID,LAPID}SKap3ws2;macro
M5={RNIs,pk(UE),ULNINLNI}SKap3ws2;macro M6={RNIs,ULNINLNI}pk(UE);macro M7={{NRES}sk(UE)}pk(AP3); macro
MB8={NRES}SKap3ws2;macro M9={MK,AKASuccess}SKap3ws2;macro
M10={AKASuccess}pk(UE);recv_ueap31(UE,AP3,M1);send_ap3waaa2l(AP3,WAAA2,M2);
recv_waaa2ap31(WAAA2,AP3,M5);send_ap3uel(AP3,UE,M6);recv_ueap32(UE,AP3,M7);send_ap3waaa22(AP3,WAAA2,M8);recv_waaa2ap3
2(WAAA2,AP3,M9);send_ap3ue2(AP3,UE, M10);claim_ap31 (AP3, Secret, RNue);claim_ap32 (AP3, Secret, AT); claim_ap33 (AP3, Secret,
LAPID); claim_ap34 (AP3, Secret, ULNINLNI);  claim_ap35 (AP3, Secret, IMSI); claim_ap36 (AP3, Secret, NUI); claim_ap37 (AP3, Secret,
WLID); claim_ap38 (AP3, Secret, NRES);claim_ap39 (AP3, Secret, AKASuccess);claim_ap310 (AP3, Secret, RNIs); claim_ap3a (AP3, Alive);
claim_ap3w (AP3, Weakagree); claim_ap3nia (AP3, Niagree);claim_ap3nis (AP3, Nisynch);}role WAAA2{var RNue, RNIs: Nonce;secret
SKap3ws2, SKws2ls :Function; const LUI, AT, IMSI,LAPID,WLID, LNINLNI,RES,XRES,AKASuccess :Function;macro NUI= NUIFunc(LUI,
RNue);macro NXRES=KDF(XRES,RNIs, RNue);macro NRES=KDF(RES,RNIs, RNue);macro ULNINLNI=UNIDFunc(LNINLNI,RNIs);macro
MK=KDF  (ULNINLNI  ,NUI, NRES);macro M2={ AT,RNue, IMSI, NUI, WLID,LAPID}SKap3ws2; macro M3={
AT,RNue,IMSI,NUI,WLID,LAPID}SKws2Is;macro  M4={RNIs, pk(UE),{ULNINLNI} sk(LAAA), NXRES}SKws2Is;macro M5={
RNIs,pk(UE),ULNINLNI}SKap3ws2; macro M8={ NRES}SKap3ws2; macro M9={ MK ,AKASuccess}SKap3ws2; recv_ ap3waaa2l
(AP3,WAAA2, M2);send_waaa2laaal(WAAA2,LAAA, M3);recv_laaawaaa21(LAAAWAAA2, M4);send_waaa2ap31(WAAA2,AP3,
M5);recv_ap3waaa22(AP3,WAAA2, M8);send_waaa2ap32(WAAA2,AP3, M9);claim_waaa2l(WAAA2,Secret,RNue);claim_waaa22 (WAAA2,
Secret, WLID); claim_waaa23 (WAAAZ2, Secret, IMSI); claim_waaa24 (WAAA2, Secret, NUI);claim_waaa25(WAAA2, Secret, AT);
claim_waaa26  (WAAA2,Secret, ULNINLNI);  claim_waaa27 (WAAA2, Secret, RNIs); claim_waaa28 (WAAA2,  Secret,
AKASuccess);claim_waaa29 (WAAA2, Secret, LAPID); claim_waaa210 (WAAA2, Secret, MK);claim_waaaa2 (WAAA2, Alive); claim_waaa2w
(WAAA2, Weakagree); claim_waaa2nia (WAAAZ2, Niagree);claim_waaa2nis (WAAA2, Nisynch);}role LAAA{var RNue:Nonce;fresh RNIs:

Nonce; secret SKws2ls :Function; const LUI, AT, IMSI,LAPID,WLID, LNINLNI,XRES,AKASuccess :Function;macro NUI=NUIFunc(LUI,
RNue);macro ULNINLNI=UNIDFunc(LNINLNI, RNIs);macro NXRES=KDF(XRES,RNIs, RNue);macro M3={
AT,RNue,IMSI,NUI,WLID,LAPID}SKws2Is;macro M4={ RNIs, pk(UE),{ULNINLNI}sk(LAAA), NXRES}SKws2ls;

recv_waaa2laaal(WAAA2,LAAA, M3);send_laaawaaa21(LAAAWAAA2, M4);claim_laaal (LAAA, Secret, NXRES); claim_laaa2 (LAAA,
Secret, ULNINLNI); claim_laaa3 (LAAA, Secret, RNIs);claim_laaaa (LAAA, Alive); claim_laaaw (LAAA, Weakagree); claim_laaania (LAAA,
Niagree);claim_laaanis (LAAA, Nisynch);}}

/[Description of REPS-AKAS Protocol

const pk:Function; secret sk:Function;inversekeys (pk,sk);usertype Key;hashfunction
NIFunc,F1,F2,F3,F4,F5,F6,F7,F8, AUTHFunc,F9,KDF,XOR;protocol REPSAKA5(IOTD JIOTL,MME,HSS){role 10TD{var
RNgm,RNmme,RNhss,Tm:Nonce;fresh  RNnm:Nonce;onst IMSI,GIKm, DCID1,DCIDROG,GXKm,DCIDnm,GIDm,SKmh,SKnm:Function;
macro DTIDnm=F1(RNnm,IMSI,GIKm);macro SIGM=F1(RNgm,XOR(DCID1,DCIDROG),GXKm);macro
MK=KDF(XOR(RNhss,RNgm),GXKm);macro AUTHmM=F8(SIGm, XOR (RNgm,RNhss),MK);macro
XRESnm=F6(DCIDnm,RNhss,SKnm);macro  SKDLnm=KDF(XOR(RNgm,RNnm),GIKm);macro ~ AUTHnm=F9(AUTHmM,SKDLnm);macro
UPK=KDF (XOR(RNmme,RNgm),SIGm,MK);macro NAUTHmM=F8(XOR(RNmme,RNgm),AUTHm,UPK);macro
NSKDLnm=KDF(XOR(RNgm,RNnm),SKDLnm,GIDm);macro NAUTHnm= FO(NAUTHmM,NSKDLnm);macro
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NDInm=F1(XOR(AUTHnm,RNnm),SKDLnm);macro TDInm=F1(XOR(IMSI,RNnm),GIKm);macro TSKDLnm=KDF(XOR (RNgm,RNnm)

,NAUTHmM,GIKm);macro TAUTHnm=F8(NAUTHmM,XOR(RNgm,RNnm), TSKDLnm);macro
M1nm={RNnm,{DTIDnm}sk(I0TD)}pk(IOTL);macro Menm={{AUTHm}sk(IOTL) ,RNgm,RNhss}pk(I0TD);macro
M7nm={{XRESnm}sk(I0TD),AUTHnm}pk(IOTL);macro CM1nm={DTIDnm,{RNnm}sk(IOTD)}pk(IOTL);macro CM4nm={{NAUTHmM} sk
(10TL),RNgm}pk(I0OTD);macro CM5NM={{NAUTHnmM}sk(I0TD)}pk(IOTL);macro IM1nm={DCIDnm,RNnm,
{NDInm}sk(IOTD)}pk(IOTL);macro IM2nm={{NAUTHmM} sk(IOTL) ,RNgm}pk(I0TD);macro
IM3nm={{NAUTHnm}sk(I0TD),RNgm}pk(IOTL);macro UMInm={IMSI,RNnm,{TDInm}sk(I0TD)}pk(IOTL);macro
UM2nm={{NAUTHm}sk(IOTL) ,RNgm}pk(IOTD);macro

UM3nm={{TAUTHnm}sk(10TD),RNgm}pk(IOTL);send_iotdiotl1(I0TD,IOTL,M1nm);recv_iotliotd1(IOTL,I0TD,M6nm);send_iotdiotl2(I0T
D,IOTL,

M7nm);send_iotdiotI3(I0OTD,IOTL,CM1nm);recv_iotliotd2(IOTL,IOTD,CM4nm);send_iotdiotl4(I0OTD,IOTL,CM5nm);send_iotdiotI5(10TD, IO
TL,IM1nm);recv_iotliotd3(IOTL,IOTD, IM2nm);send_iotdiotl6(I0TD,IOTL,
IM3nm);send_iotdiotl7(IOTD,IOTL,UM1nm);recv_iotliotd4(IOTL,I0OTD,UM2nm);send_iotdiotI8(I0TD,IOTL,UM3nm); claim_iotdl (IOTD,
Secret, RNnm); claim_iotd2 (IOTD, Secret, DTIDnm); claim_iotd3 (I0TD, Secret, XRESnm); claim_iotd4 (I0TD, Secret, AUTHnm);claim_iotd5
(I0TD, Secret, NDInm); claim_iotd6 (IOTD, Secret, NAUTHnm); claim_iotd7 (IOTD, Secret, IMSI); claim_iotd8 (IOTD, Secret,
TDInm);claim_iotd9 (I0TD, Secret, TAUTHnm);claim_iotda (I0TD, Alive); claim_iotdw (I0TD, Weakagree); claim_iotdnia (I0TD, Niagree);
claim_iotdnis (107D, Nisynch);}role 10TL{var RNnm,RNmme, RNhss: Nonce;fresh RNgm,Tm: Nonce;const
IMSI,DCID1,DCIDROG,GXKm,GIDm,GIKm,MVP,HVP,SQN,DCIDnm,XRESnmROG,SKmh,SKnm :Function;macro DTIDnm=F1(RNnm,
IMSI,GIKm); macro SIGM=F1(RNgm, XOR(DCID1,DCIDROG),GXKm);macro HNID=NIFunc(XOR(MVP,HVP));macro
MK=KDF(XOR(RNhss, RNgm) ,GXKm);macro CK=F3(RNhss,MK);macro IK=F4(RNhss,MK);macro AK=F5(RNhss,MK);macro
KASME=KDF(XOR(SQN,AK),HNID,CK,IK,MK);macro KASMEm=KDF(RNhss ,KASME,SIGm,GXKm);macro
AUTHmM=F8(SIGmM,XOR(RNgm,RNhss),MK);macro SKDLnm=KDF(XOR(RNgm,RNnm),GIKm);macro
XRESnm=F6(DCIDnm,RNhss,SKnm); macro AUTHnm=F9(AUTHm,SKDLnm); macro MXRES=F2(XOR(RNhss,RNgm),GXKm);macro
XRESIM=F7(MXRES,XOR(XREShm,XRESnmROG));macro UHNI=AUTHFunc (XOR(RNgm,RNhss),AUTHmM);macro
UPK=KDF(XOR(RNmme,RNgm),SIGm,MK);macro NAUTHmM=F8(XOR(RNmme,RNgm),AUTHm,UPK);macro NKASMEm=KDF(XOR
(RNmme,RNgm), KASMEm,UPK);macro NSKDLnm=KDF(XOR(RNgm,RNnm),SKDLnm,GIDm);macro
NAUTHnm=F9(NAUTHmM,NSKDLnm);macro NXRESIm=F7(XOR (RNmme,RNgm),XRESIm,UPK);macro
NUHNI=AUTHFunc(XOR(RNmme,RNgm),UHNI,UPK);macro  NDInm=F1(XOR(AUTHnm,RNnm),SKDLnm);macro ~ TDInm=F1(XOR
(IMSI1,RNnm),GIKm);macro TSKDLnm=KDF(XOR(RNgm,RNnm),NAUTHmM,GIKm);macro
TAUTHNmM=F8(NAUTHmM,XOR(RNgm,RNnm), TSKDLnm);macro M1lnm= {RNnm, {DTIDnm}sk(IOTD)}pk(IOTL);macro
M2m={GIDm,{SIGmM}sk(I0TL),Tm,RNgm}pk(MME);macro M5m={{AUTHm}sk(MME),RNhss,HNID}pk(IOTL);macro Ménm={{AUTHm
}sk(10TL),RNgm,RNhss}pk(IOTD);macro M7nm={{XRESnm}sk(I0TD),AUTHnm}pk(IOTL);macro
M8mM={{XRESIm}sk(IOTL)}pk(MME);macro CM1nm={DTIDnm, {RNnm} sk(IOTD)}pk(IOTL);macro
CM2m={GIDm, Tm,RNgm,{UHNI}sk(I0TL)}pk(MME);macro CM3M={{NAUTHmM}sk(MME),RNmme}pk(IOTL);macro
CM4Anm={{NAUTHm} sk (I0TL),RNgm}pk(IOTD);macro CM5NmM={{NAUTHnm}sk(I0TD)}pk(IOTL);macro
CMEmM={{NXRESIm}sk(IOTL)}pk(MME);macro XM1Im={SIGm, RNgm, {UHNI}sk(IOTL)} pk(MME);macro
XM2m={{NAUTHm}sk(MME),RNmme}pk(IOTL);macro XM3m={{NXRESIm}sk(I0TL),RNmme}pk(MME);macro
IMInm={DCIDnm,RNnm, {NDInm}sk (I0TD)}pk(IOTL);macro IM2nm={{NAUTHm}sk(10TL),RNgm}pk(IOTD);macro
IM3nm={{NAUTHnm}sk(I0TD),RNgm}pk(IOTL);macro UM1nm={IMSI,RNnm, {TDInm}sk (10TD)}pk(1OTL);macro
UM2nm={{NAUTHm}sk(10TL),RNgm}pk(IOTD);macro UM3Nm={{TAUTHnm}sk(I0TD),RNgm}pk(IOTL);recv_iotdiotl1(I0TD,IOTL,
M1nm); send_iotimmel(IOTL,MME, M2m);recv_mmeiotl1(MME,IOTL, M5m);send_iotliotd1(IOTL,IOTD, M6nm);recv_iotdiotI2(I0TD,IOTL,

M7nm);send_iotimme2(10TL,MME, M8m);recv_iotdiotI3(I0TD,IOTL, CM1nm);send_iotimme3(I0TL,MME,
CM2m);recv_mmeiotl2(MME,IOTL, CM3m);send_iotliotd2(IOTL,IOTD, CM4nm); recv_iotdiotl4 (I0TD,IOTL,
CM5nm);send_iotimme4(10TL,MME, CM6m);send_iotimme5(10TL,MME, XM1m);recv_mmeiotI3(MME,IOTL,
XM2m);send_iotimme6(I0TL,MME, XM3m); recv_iotdiotl5(10TD,IOTL, IM1nm);send_iotliotd3(IOTL,IOTD,
IM2nm);recv_iotdiotl6(I0TD,IOTL, IM3nm);recv_iotdiotl7(I0TD,IOTL, UM1nm); send _iotliotd4 (10TL ,I0TD,

UM2nm);recv_iotdiotI8(I0OTD,IOTL, UM3nm);claim_iotll (IOTL, Secret, GIDm); claim_iotl2 (IOTL, Secret, SIGm); claim_iotl3 (I0OTL, Secret,
Tm); claim_iotl4 (I0TL, Secret, RNgm);claim_iotl5 (IOTL, Secret, AUTHm); claim_iotl6 (IOTL, Secret, RNhss); claim_iotl7 (IOTL, Secret,
XRESIm); claim_iotl8 (IOTL, Secret, UHNI);claim_iotl9 (IOTL, Secret, NAUTHm); claim_iotl10 (IOTL, Secret, NXRESIm);claim_iotla (I0TL,
Alive); claim_iotliw  (IOTL, Weakagree); claim_iotlnia  (IOTL, Niagree); claim_iotlnis  (IOTL,Nisynch);}role  MME{var
RNnm,RNgm,RNhss, Tm:Nonce;fresh RNmme:Nonce;const DCID1,DCIDROG,GXKm,GIDm,IMSI,MVP,HVP ,XRESnmROG, DCIDnm,SQN,
SKmh,SKnm:Function;macro SIGM=F1(RNgm, XOR(DCID1,DCIDROG),GXKm);macro HNID=NIFunc(XOR(MVP,HVP));macro

MK=KDF(XOR(RNhss,RNgm),GXKm); macro MXRES=F2(XOR(RNhss,RNgm),GXKm);macro CK=F3(RNhss,MK);macro
IK=F4(RNhss,MK); macro AK=F5(RNhss,MK); macro XRESnm=F6(DCIDnm,RNhss,SKnm); macro
XRESIM=F7(MXRES,XOR(XRESnm,XRESnmROG));macro KASME=KDF(XOR(SQN,AK),HNID,CK,IK,MK);macro
KASMEm=KDF(RNhss,KASME,SIGm,GXKm);macro AUTHmM=F8(SIGM,XOR(RNgm,RNhss),MK); macro
UHNI=AUTHFunc(XOR(RNgm,RNhss), AUTHm);macro UPK=KDF(XOR(RNmme,RNgm),SIGm,MK);macro
NKASMEm=KDF(XOR(RNmme,RNgm),KASMEm,UPK);macro NAUTHmM=F8(XOR(RNmme,RNgm),AUTHmM,UPK); macro
NXRESIm=F7(XOR(RNmme,RNgm),XRESIm,UPK); macro  NUHNI=AUTHFunc(XOR(RNmme,RNgm), UHNI,UPK);acro
M2m={GIDmM,{SIGm}sk(IOTL), Tm,RNgm}pk(MME);macro M3m={GIDm,{HNID}sk(MME), RNgm, SIGmM}SKmh;macro
M4Am={XRESIm,{AUTHm}sk(HSS),KASMEm,RNhss}SKmh;macro M5m={{AUTHmM}sk(MME),RNhss,HNID}pk(IOTL);macro
M8m={{XRESIm}sk(IOTL)} pk(MME); macro CM2m={GIDm,Tm,RNgm,{UHNI}sk(10TL)}pk(MME);macro
CM3M={{NAUTHmM}sk(MME),RNmme}pk(IOTL);macro CM6m={{NXRESIm}sk (I0TL)} pk(MME);macro XM1m={SIGm, RNgm,
{UHNI}sk(IOTL)}pk(MME);macro XM2m={{NAUTHm}sk(MME),RNmme}pk(IOTL);macro XM3m={{NXRESIm}sk(10TL)

,RNmme}pk(MME);recv_iotimmel(I0OTL,MME, M2m); send_mmehss1(MME,HSS, M3m);recv_hssmmel(HSS,MME, M4m);
send_mmeiotll(MME,IOTL, M5m); recv_iotimme2(IOTL,MME, M8m);recv_iotimme3(IOTL,MME, CM2m);send_mmeiotl2(MME,IOTL,
CM3m);recv_iotimme4(10TL,MME, CM6m);recv_iotimme5 (10TL, MME, XM1m);send_mmeiotI3(MME,IOTL,
XM2m);recv_iotimme6(IOTL,MME, XM3m);claim_mmel (MME, Secret, GIDm); claim_mme2 (MME, Secret, HNID); claim_mme3 (MME,
Secret, RNgm); claim_mme4 (MME, Secret, SIGm); claim_mme5 (MME, Secret, AUTHm); claim_mme6 (MME, Secret, RNhss); claim_mme7
(MME, Secret, NAUTHm); claim_mme8 (MME, Secret, RNmme); claim_mmea (MME, Alive); claim_mmew (MME, Weakagree);
claim_mmenia (MME, Niagree);claim_mmenis (MME, Nisynch);} role HSS{fresh RNhss: Nonce; var RNnm,RNgm,RNmme ,Tm: Nonce;const
GIDm,IMSI,MVP,HVP, GXKm, SQN,AMF,DCID1,DCIDROG,DCIDnm, SKnm,XRESnmROG,SKmh,SKnm :Function;macro
HNID=NIFunc(XOR(MVP,HVP));macro SIGM=F1(RNgm, XOR(DCID1,DCIDROG),GXKm);macro MK=KDF(XOR (RNhss,
RNgm),GXKm);macro MXRES=F2(XOR(RNhss,RNgm),GXKm);macro CK=F3(RNhss,MK);macro IK=F4(RNhss,MK);macro
AK=F5(RNhss,MK);macro  XRESnm=F6(DCIDnm, RNhss,SKnm);macro XRESIm=F7(MXRES,XOR(XRESnm,XRESnmROG));macro
KASME=KDF(XOR(SQN,AK),HNID,CK, IK,MK);macro KASMEmM=KDF(RNhss,KASME, SIGm, GXKm);macro
AUTHmM=F8(SIGM,XOR(RNgm,RNhss), MK);macro M3m={GIDm,{HNID}sk(MME),RNgm,SIGm}SKmh;macro
M4Am={XRESIm,{AUTHm}sk(HSS), KASMEm, RNhss}SKmh;recv_mmehss1(MME,HSS, M3m);send_hssmme1(HSS,MME,
M4m);claim_hss1 (HSS, Secret, XRESIm); claim_hss2 (HSS, Secret, AUTHm); claim_hss3 (HSS, Secret, KASMEm); claim_hss4 (HSS, Secret,
RNhss);claim_hssa (HSS, Alive); claim_hssw (HSS, Weakagree); claim_hssnia (HSS, Niagree); claim_hssnis (HSS, Nisynch);}}
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