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ABSTRACT

This thesis introduces the design, implementation, testing and evaluation of an
efficient and secure Elliptic Curve Cryptography (ECC) system, previously designed
in SE-Enc system article: DOI: 10.1109/ACCESS.2019.2957943, for the Internet of
Things (IoT). SE-Enc system. The SE-Enc system is said to be a secure and efficient
ECC encryption scheme successfully applied in later research on lIoT systems. It is
chosen because of this, but it has some security deficiencies concerning chosen plain
text attack (CPA), chosen cipher text attack (CCA), and man-in-the-middle attacks
(MITM), so in the thesis, several critical security and efficiency issues need to be
addressed. Firstly, the use of a constant initial vector (IV) fails to effectively block
CCA and CPA, thereby exposing the system to these significant security threats.
Secondly, the implementation of the Diffie-Hellman Key Exchange mechanism leaves
the system vulnerable to MITM attacks, which can compromise the security of key
exchanges. Lastly, the current practice of using three padding bits on the least
significant bit (LSB) for mapping points is insufficient, resulting in a higher number
of rounds required for successful mapping. This method should be replaced with a
more efficient approach to enhance the system's overall efficiency and security.
Addressing these issues is crucial for developing a robust and secure Elliptic Curve

Cryptography (ECC) scheme.

In this thesis, an ECC scheme has been implemented equivalent to SE-Enc, with some
modifications which are done to fix the problems found: 1) random IV is used instead
of constant 1V in order to block CPA and CCA. 2) Using trusted public keys for key

agreement using the Diffie-Hellman protocol will be included, which will help to block



MITM which isn’t blocked in SE-Enc. 3) using 5 padding bits in the mapping function
instead of 3 padding bits to ensure having correct encryption and decryption because
3 padding bits accepts 8 rounds at most in mapping and more rounds are needed to

map the points.

Four experiments are conducted to prove that this ECC scheme has a good security
and efficiency, where the first experiment’s purpose is to prove that this scheme blocks
chosen CPA and CCA, while this experiment is discussed in the article: DOI:
10.3390/s20216158, and this article is an updated SE-Enc, and proves that its scheme
blocks CCA and CPA. The second experiment computes the successful rate for
mapping points to ECC in each round and counts the rounds to check if these rounds
are suitable for the used padded points and the results of my experiment show that 3
padding bits aren’t enough, while the third experiment discusses the computation of
the performance (time needed for compiling) of the encryption process of this
research’s ECC scheme and compared to the one in Sengupta’s article: DOI:
10.1002/sec.1702, and my results show 31 seconds which is slightly less than
Sengupta’s scheme result, which is 27 seconds. And the last experiment is done to
check if the size of padding bits has any effect on the performance, and based on the
results, it doesn’t have any effect. The experimental results show the deficiencies of
SE-Enc which appears with using constant 1V, instead of using random 1V, and in this
research’s ECC scheme this is solved, and using trusted public keys for key agreement
because Diffie-Hellman is susceptible for MITM attacks. Also SE-Enc uses 3 padding
bits which won’t work for all mapping point and the second experiment proves it. This
thesis designed, implemented, and tested an efficient and secure ECC which can be

used for loT.


http://dx.doi.org/10.1002/sec.1702

Keywords: SE-Enc, Elliptic Curve Cryptography (ECC), Internet of Things (loT),

Point Mapping, Diffie-Hellman Key Exchange, Initial Vector (1V).



0z

Bu tez, Internet of Things (loT) icin daha 6nce SE-Enc sistem makalesinde: DOI:
10.1109/ACCESS.2019.2957943 tasarlanan verimli ve giivenli bir Eliptik Egri
Kriptografi (ECC) sisteminin tasarimini, uygulanmasini, test edilmesini ve
degerlendirilmesini tanitmaktadir. SE-Enc sistemi, [oT sistemleri {izerine yapilan
sonraki aragtirmalarda basariyla uygulanan giivenli ve verimli bir ECC sifreleme
semas1 olarak kabul edilmektedir. Bu nedenle se¢ilmistir, ancak secilmis diiz metin
saldirist (CPA), secilmis sifre metni saldiris1 (CCA) ve ortadaki adam saldirilar
(MITM) ile ilgili baz1 giivenlik eksiklikleri bulunmaktadir. Bu tezde, birkag kritik
giivenlik ve verimlilik sorununun ele alinmasi gerekmektedir. Ilk olarak, sabit bir
baslangi¢ vektoriiniin (IV) kullanilmasi, CCA ve CPA'y1 etkili bir sekilde
engelleyememekte, boylece sistemi bu 0Onemli guvenlik tehditlerine maruz
birakmaktadir. Ikinci olarak, Diffie-Hellman anahtar degisim mekanizmasinin
uygulanmasi, anahtar degisimlerinin giivenligini tehlikeye atabilecek MITM
saldirilarina kars1 sistemi savunmasiz birakmaktadir. Son olarak, noktalar1 eslemek
icin En Az Onemli Bit (LSB) iizerinde ii¢ dolgu biti kullanma uygulamasi yetersiz
olup, basarili esleme i¢in gereken daha fazla tur sayisina neden olmaktadir. Bu yontem,
sistemin genel verimliligini ve giivenligini artirmak i¢in daha verimli bir yaklasimla
degistirilmelidir. Bu sorunlarin ele alinmasi, saglam ve giivenli bir Eliptik Egri

Kriptografi (ECC) semasi gelistirilmesi i¢in ¢ok dnemlidir.

Bu tezde, SE-Enc sistemine benzer bir ECC semasi, bulunan sorunlar1 ¢ozmek i¢in
bazi degisikliklerle uygulanmistir: 1) CPA ve CCA'y1 engellemek i¢in sabit baglangic

vektort (IV) yerine rastgele baslangi¢ vektori (IV) kullanilmustir. 2) Diffie-Hellman

Vi



protokolii kullanilarak anahtar anlagmasi i¢in gilivenilir genel anahtarlarin
kullanilmasi, SE-Enc'de engellenmeyen MITM saldirilarini engellemeye yardimet
olacaktir. 3) 3 dolgu biti yerine 5 dolgu biti kullanarak sifrelemenin ve sifre ¢g6zmenin
dogru olmasini saglamak, ciinkii 3 bit (LSB) en fazla 8 tur kabul eder ve noktalar

eslemek i¢in daha fazla tur gereklidir.

Bu ECC semasinin iyi bir giivenlik ve verimlilige sahip oldugunu kanitlamak i¢in dort
deney yapilmustir. [lk deneyin amaci, bu CPA ve CCA engelledigini kanitlamaktir; bu
deney makalede: DOI: 10.3390/s20216158 tartisilmistir ve bu makale, SE-Enc'nin
giincellenmis halidir ve semasmin CCA ve CPA'y1 engelledigini kanitlar. ikinci deney,
her turda ECC'ye noktalarin eslenmesinin basar1 oranini hesaplar ve kullanilan dolgulu
noktalar i¢in bu turlarin uygun olup olmadigini kontrol etmek icin turlar1 sayar ve
deney sonuglarim, 3 dolgu bitinin yeterli olmadigin1 gosterir. Ugiincii deney, bu
aragtirmanin ECC semasinin sifreleme siirecinin performansinin (derleme i¢in gereken
siire) hesaplanmasini ve Sengupta makalesindekiyle: DOI: 10.1002/sec.1702
karsilastirilmasini tartisir ve sonuglarim 31 saniye gosterir, bu da Sengupta'nin sema
sonucundan (27 saniye) biraz daha azdir. Ve son deney, dolgu bitlerinin boyutunun
performans iizerinde herhangi bir etkisi olup olmadigini kontrol etmek i¢in yapilmistir
ve sonuclara gore, performans iizerinde higbir etkisi yoktur. Deney sonuglari, sabit IV
kullanmanin SE-Enc'deki eksikliklerini gostermektedir, rastgele IV kullanilarak bu
arastirmanin ECC semasinda bu sorun ¢oziilmiistiir ve gilivenilir genel anahtarlar
kullanarak anahtar anlagmasi yapilmaktadir, ¢linkii Diffie-Hellman MITM
saldirillarina karsi savunmasizdir. Ayrica, SE-Enc 3 dolgu biti kullanmaktadir ve bu
tiim noktalar1 eslemek icin yeterli degildir ve ikinci deney bunu kanitlamaktadir. Bu
tez, 1oT i¢in kullanilabilecek verimli ve giivenli bir ECC tasarlamis, uygulamis ve test

etmistir.
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Chapter 1

INTRODUCTION

The Internet of Things (1oT) is rapidly becoming a wide-scale networked environment
where smart devices and systems are linked through the internet to enhance
communication and increase operational effectiveness [1]. The 10T provides a huge
impetus to many industries; however, this does not come without a set of security
challenges caused by the complexity of the technology and the sensitivity of the data

involved [1].

The issue of security and efficiency in 10T network communications remains the
central concern as the challenges grow more pronounced. Traditional cryptographic
approaches are typically insufficient, both from security and performance
perspectives, due to the fact that 10T devices are deployed in resource-constrained
environments typical of 10T networks [2]. Hence, it is clear that we need solutions that

not only secure data but are also agile enough to reflect the dynamic nature of 10T [2].

This thesis presents an Elliptic Curve Cryptography (ECC) scheme for 10T, aimed at
addressing the aforementioned problems. ECC is widely acknowledged for its security
and small key sizes compared to conventional cryptographic methods with preserving
its security level, making it an ideal choice for systems that are power-constrained and

have limited computational resources (less storage for example). In this context, the



proposed in [3] ECC-based scheme aims to strengthen the security of the network

model designed for 10T applications and increase efficiency simultaneously.

The present thesis aims to design, implement, and test a secure and efficient ECC
scheme for 10T following the guidelines of [3], with modifications addressing several
identified issues. Firstly, the ECC scheme will incorporate a random initial vector (IV)
to mitigate chosen plaintext attack (CPA) [24] and chosen cipher text attack (CCA)
[24], which is a feature missing in [3] (Problem 1). Secondly, it will address the
number of rounds needed for Mapping Points to ECC (Problem 2). Thirdly, the thesis
will evaluate the performance (encryption time) of using 3 padding bits to 8 padding
bits, determining the efficiency of using 3 bits compared to 5 and 8 padding bits
(Problem 3). Lastly, the encryption time will be evaluated and compared to the results

presented in [4] (Problem 4).

The purpose of this thesis is to focus on the security and efficiency of ECC scheme [3]
for 10T, and to improve its security by using random 1V instead of constant IV and
using trusted public keys for key agreement process. These modifications help to block
several type of attacks which lead to enhance security. Also, 5 padding bits are used
instead of 3 padding bits as least significant bits (LSB), which means adding zero bits
on the right side will affect the value, and 5 padding bits are used because it is sufficient
for the number of rounds needed in mapping. In this thesis, an ECC scheme similar to
[3] is designed, implemented, tested and evaluated by experiments which have similar
results to [4], [3] and [5], using similar experimental settings, with taking into

consideration the modifications that will lead to enhance the security of this scheme.

So, to summarize the contributions of the thesis, they are mentioned below:

2



A secure and efficient ECC scheme for 10T has been designed, implemented,
and tested, building upon SE-Enc framework with some modifications which
are mentioned in other contributions. In addition of experiments that are
conducted later.

Implementation of a Random Initial Vector (IV): Introduced a random 1V
instead of a constant IV to block CPA) and CCA

Enhanced Key Agreement Protocol: Adding the use of trusted public keys for
key agreement using the Diffie-Hellman protocol to mitigate man-in-the-
middle (MITM) attacks.

Improved Padding Bit Scheme: Replaced the use of three padding bits with
five padding bits in the mapping function to ensure correct encryption and
decryption, reducing the number of rounds required for successful mapping,
and checking the most optimal padding bits number.

Evaluating the encryption time compared to Sengupta [4]: Checking the
performance (time) needed to encrypt the message in the thesis’s scheme and

compare it to [4].

The rest of the thesis is structured as follows:

Chapter 2 considers the literature review that surveys the previous research in
ECC Also, it includes an overview for IoT. The review points to the necessity
of the ECC system model as suggested in [3], with slight modifications made
for some algorithms to correct some typing mistakes and missing explanations.
Chapter 3 considers the design, implementation a of my system that follow the
principles of [3] with few modifications, which are using random initial vector
instead of constant initial vector, and using 5 padding bits to the right in the

mapping Algorithm 12 in [3] instead of 3 padding bits to the right.



Chapter 4 discusses the experimental settings and results which are similar with
ones in [4], [3] and [5].

Chapter 5 concludes with a review of the contribution of my work, and
directions for future improvements of ECC in IoT.

At the end, the references and the appendices are given.



Chapter 2

REVIEW OF THE WORKS ON SECURE AND

EFFICIENT ECC FOR IOT

This chapter is divided into several sections starting with the Internet of Things (10T)
covering its network architecture, significant fields of application of 10T, and the loT
specific security and efficiency challenges (section 2.1). This is followed in section
2.2 by an analysis of Elliptic Curve Cryptography (ECC) including its properties,
functions like point addition, scalar multiplication and the procedures of ECC
encryption and decryption. ECC security and efficiency challenges are also addressed.
Section 2.3 includes survey of effective and secure ECC is provided by discussing 4
schemes: SE-Enc [3] and [5], Singh [6], Sengupta [4], and Barman [27]. Also in
section 2.3, known experiments from the mentioned systems: SE-Enc [3] and [5],
Singh [6], and Sengupta [4] with their settings and results are analyzed. At last, this

section closes a problem definition (section 2.4).

2.1 10T Network Architecture, Application Fields, and Security and

Efficiency Characteristics

The 10T links numerous devices, creating the connection between the digital and
physical worlds which is both creative and revolutionary. Such devices, starting from
common consumer objects to elaborate industrial systems, are made to gather, to send,
and to process data by themselves. Their involvement into different sectors is

transforming effectiveness and improving decision processes [1].



In section 2.1 we will cover the following:

Section 2.1.1 IoT Network Architecture: This section discusses the loT
network architecture with its layers.

Section 2.1.2 Application Fields: This section also focuses on detailing how
loT can be used across the various fields so as to see its potential.

Section 2.1.3 Security and Efficiency Characteristics: This section discusses
some of the key challenges that are inherent in 10T systems, specifically
concerning security and efficiency, which are fundamental requirements for

preserving data integrity and utilizing limited resources constraints.

2.1.1 10T Network Architecture [7]

IoT network architecture refers to the arrangement or design of connecting devices

like sensors, which form a network within the loT environment. The architecture

typically comprises several layers, each responsible for different functions:

Perception Layer: consists of sensors and actuators that collect data from the
physical environment

Network Layer: transmits, with the aid of communication protocols and
network infrastructure, the collected data from the perception layer to the
higher layer, with ensuring reliable transfer by managing data routing,
addressing, and error handling.

Application Layer: contains data-driven applications that provide user

interfaces and actionable insights. This layer consist of:

Figure 1 shows the 10T architecture:



[Permption Lnyer]

Figure 1: lIoT Network Architecture [7]

2.1.2 Important Fields of Applications of 10T [8]
10T is found in different fields of applications, like:

1. Smart Homes and Healthcare: 10T devices control home surroundings and
measure health parameters providing comfort and valuable health data at a
distance.

For Instance: Remote Monitoring System for patients
Layer 1: Perception Layer
e Devices: Health monitor devices which are wearable such as smart
watches, fitness bands
e Function: Wearable devices will be responsible for data collection as
heart rate, pressure, etc...
Layer 2: Networking Layer
e Protocols of communication: Zigbee, Wi-Fi
e Function: Using the protocols the data will be transmitted from the 10T
device to the central database

Layer 3: Application Layer



2.

e Platforms: Cloud-based platforms for health monitoring such as Apple
watch
e Function: the collected data are analyzed carefully in order to provide
health recommendations to the users
Industrial 10T: In the industrial sector, 10T improves manufacturing operations
through automation and continuous tracking. Machinery sensors can foresee
failures in advance, while intelligent systems can optimize supply chains and
inventory control
For example: Predictive Maintenance System [9]
Layer 1: Perception Layer
e Devices: Sensors equipped by machine for example the temperature
Sensors
e Function: These sensors will collect real time data for the machines
Layer 2: Networking Layer
e Protocols of communication: Ethernet, Wi-Fi
e Function: using the communication method data are transmitted to
central
Databases
Layer 3: Application Layer
e Platforms: The loT platforms which are related to industrial field such
as Siemens Mind Sphere [10].
e Function: In order to optimize the maintenance system of the machines,

the collected data will be used to predict potential failures.



3. Agriculture [11]: loT technologies in agriculture provide a method for
monitoring crop fields and automate irrigation systems which causes more crop
yield and less waste. Drones and sensors collect information on the health of
the crop, soil quality, and climate conditions.

For example: Advanced Irrigation system [11]
Layer 1: Perception Layer

e Devices: Weather stations, moisture detectors in the soil.

e Function: These sensors will collect data about weather conditions, soil
moisture levels, and general data about the crop health

Layer 2: Networking Layer

e Protocols of communication: Lora, cellular networks

e Function: using the communication method data are transmitted to
central database through low-range communication protocols

Layer 3: Application Layer

e Platforms: The 10T platforms which are related to agriculture field such
as Climate Field View.

e Function: The collected data will be processed and analyzed in order to
optimize the irrigation schedules; such optimization will regulate the
quantity of water delivered to the crop regarding the crop stats.

2.1.3 Security and Efficiency Requirements of 10T [5]

The problem of design of loT is efficiency and security [5] due to the required
characteristics of security and efficiency and of 10T devices and networks. Let’s first
see Elliptic Curve Cryptography ECC) in IoT, while ECC in an IoT application is

typically used in the Security and Privacy Layer to ensure secure communication



and data protection. Here's an outline of an 10T healthcare application structure
highlighting where ECC is implemented:
1. Sensors and Devices Layer:
o Health sensors and wearable devices collect patient data.
2. Communication Network Layer:

o Wireless communication protocols (Wi-Fi or Bluetooth) transmit data

to the gateway.
3. Gateway Layer:

o Aggregates data from sensors, and preliminary data processing, and

ensures secure transmission to the cloud.
4. Cloud Platform Layer:

o Data storage, processing, and analysis using advanced algorithms and
machine learning.

5. Security and Privacy Layer (where ECC is used):

o Encryption: ECC is used to encrypt data during transmission between
sensors, gateways, and the cloud to protect against eavesdropping.

o Authentication: ECC provides secure key exchange mechanisms (e.g.,
Diffie-Hellman key exchange) to authenticate devices and users,
preventing unauthorized access.

o Digital Signatures: ECC-based digital signatures ensure the integrity
and authenticity of data, confirming that it has not been tampered with.

6. Healthcare Provider Interface:

o User interface for doctors and healthcare providers to monitor patient

data and make informed decisions.

7. Patient Interface:
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o Mobile apps or web portals for patients to track their health metrics,
receive alerts, and communicate with healthcare providers.
Now let’s consider these characteristics [5]:
Required Characteristics of ECC Security for 10T:

1. Data Protection [12]: The data in question typically includes health metrics,
operational data, and personal preferences. Ensuring the privacy of this data is
crucial in maintaining user trust. For instance, in healthcare, protecting patient
health records is paramount to comply with regulations like HIPAA [6] (Health
Insurance Portability and Accountability Act). HIPAA sets the standard for
protecting sensitive patient data and mandates that healthcare providers
implement measures to ensure the confidentiality, integrity, and availability of
electronic protected health information.

2. Strong Encryption [13]: through several testing and analysis, ECC proved to
be efficient encrypting technique, after compared with famous encryption
techniques ECC was able to provide a shorter key which is at the same time
harder to crack by 10k times, meaning that ECC is efficient regarding space
and security, also ECC meets the NIST standards [7].

Required Characteristics of ECC Efficiency for 10T:

1. Resource Constraints [14]: Many loT devices operate with limited
computational capacity, memory, and energy. Efficient algorithms and
protocols are needed to maximize their lifespan and performance. For example,
using lightweight cryptographic protocols like ECC can reduce the
computational burden on resource-constrained devices, allowing them to

function effectively with minimal resources.
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2. Cost Effectiveness [14]: 10T efficiency also implies cost-efficiency. Reducing
power consumption and bandwidth needs lowers operational costs, making 0T
solutions more affordable and scalable. For example, implementing energy-
saving modes and efficient data aggregation techniques can reduce the overall
cost of loT deployments in smart agriculture, enabling broader adoption and
more extensive implementation.

3. Scalability [13]: As the number of connected 10T devices grows, the potential
attack surface expands, requiring robust security measures to protect the entire
system. For example, in smart city applications, ensuring secure
communication across thousands of sensors and devices is crucial to prevent
large-scale disruptions. Effective security protocols must scale to handle
increasing data traffic and device interactions without compromising

performance.

In summary, ECC is particularly well-suited for IoT environments due to its efficiency
and advanced security properties. Its smaller key sizes reduce the computational load
and memory usage, making it ideal for devices with limited resources. Additionally,
ECC provides strong security to protect sensitive data and ensuring secure
communication, which is critical in 10T applications where data privacy, network
security, device integrity, and compliance with regulations are paramount. By
addressing the scalability of 10T, ECC helps maintain security as the number of

connected devices grows.
2.2 Elliptic Curve Cryptography as an Efficient Tool for 10T Security

Elliptic Curve Cryptography is a major class of public key cryptosystems that use pairs

of keys (one public and one private) for secure communication. The key size in ECC
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is smaller than several cryptographic algorithms, allowing for faster computations and
less storage requirement compared to other cryptographic algorithms [15] like RSA,
without compromising security. The power of ECC comes from the difficulty of
solving the Elliptic Curve Discrete Logarithm Problem (ECDLP), which is a
mathematical challenge that forms the basis for the security of Elliptic Curve

Cryptography (ECC) [16].

Point on Curve (G, P, Q, etc.): Elliptic curve points are the solutions of the equation
of the curve (1) that are contained within the specified field. For instance, G is a “base
point” or “generator point”, because it is used to generate other points on the curve.
This point is referred to as the starting point of cryptographic operations. Base point G
can be any point on the curve, but this point is very important for its usage in the
Encryption and Decryption of ECC, while more information will be discussed later in

section 2.2.3.

Section 2.2 provides a comprehensive overview of Elliptic Curve Cryptography
(ECC). Section 2.2.1 discusses elliptic curve over real numbers, which includes some
mathematical operations for elliptic curve. Section 2.2.2 discusses elliptic curve over
Fp, and some mathematical operations for elliptic curve. Section 2.2.3 covers
background information which are needed to be known to proceed with ECC
encryption and decryption. Section 2.2.4 explains the ECC encryption/decryption
model 1 which is used in [4]. Finally, section 2.2.5 outlines encryption/decryption

model 2 which is described in [3].
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2.2.1 Elliptic Curve Over Real Numbers [12]
Before discussing points on elliptic curves over finite fields, it is helpful to introduce
elliptic curves over the real numbers. An elliptic curve over the real numbers is defined
by an equation of the form [12]:
y2=x3+ax+b (1)

where a and b are real numbers. This equation describes a smooth, non-intersecting
curve in the plane. For the curve to be non-singular (having no self-intersections), the
discriminant

A = 4a3 + 27b? (2)
must be non-zero.
Example 1: Check whether points P and Q are on  (3)
Define the Curve:
The equation for the elliptic curve is as in (1):

y2=x3—4x+1 (3)
Now, a=-4 and b =1.

Verify the discriminant (2):

The first test to do is checking that the curve is non-singular; checking the discriminant
(2) for (3):

A =4(—4)34+27(1)% = 4(—64) + 27 = =256 + 27 = —229 #0

As A doesn't equal to 0, the curve is nonsingular.

Points on the Curve (3):

Let’s prove that the following points lie on (3):

P=(xp, yp) = (3, 4)

Q= (XQ1 YQ) =(0,1)

Let's just see if these points lie on the elliptic curve (3).
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1. For point P, let’s check the equality of the left-hand side (LHS) of curve (3) and
the right-hand side (RHS) of curve (3)

yi=xp —4x+1

42 =33-4x3+1

16 =16

This proves that point P is on the curve (3).

2. For Q, let’s check the equality of the left-hand side (LHS) of curve  (3) and the
right-hand side (RHS) of curve (3):

y6=x5—4x+1

12=03-4x0+1

1=1

This proves that point Q is on the curve (3).

Figure 2 illustrates the elliptic curve for the equation  (3) over real numbers:

\.__‘___/

6

4

(\2
6 .4 U
| | I 2
4

Figure 2: Elliptic Curve for Equation (3) Over Real Numbers
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End of Example 1.

Point Addition Over Real Numbers in ECC [17]:

In ECC, point addition can be defined as mathematical calculation involving two
points P and Q, where the result is to find a point R such that R= P+Q which defined
in the coming lines. These operations are crucial to ECC for functions such as digital
signatures and key exchanges in cryptographic algorithms that provide a very high
level of security with small key sizes that can be implemented effectively in both
hardware and software systems.

Addition of two points P and Q on an elliptic curve (1) (R=P+Q):

e (xp yp): Coordinates for point P

(xq, ¥ )- Coordinates for point Q

A: Slope of the straight-line PQ (line between the 2 points P and Q)

(xgr, yr): Coordinates for point R which is shown in Figure 3

1. Addition of Distinct Points (P # Q):

- Draw a straight line through points P and Q.

- This line will intersect the elliptic curve at exactly one more point, -R.
- Reflect this intersection point -R over the x-axis to get the point R.
For P not equal to Q (Figure 3), find:

Yo —Yp 4)
Xg — Xp

1=

xp =M —xp —Xxq
yr = Alxp — xg) — ¥p
2. Addition of a Point to Itself (Doubling, P = Q):
- If P = Q, the line through P and Q is the tangent to the curve at P.

- Draw the tangent line to the curve at P.
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- This tangent will intersect the elliptic curve at another point, -R.
- Reflect this intersection point -R over the x-axis to get the point R.
If P equals Q (Figure 4 and Example 3), determine:

4= 3x5 +a (5)
2Y0

XR = AZ - ZXP
YR = A(XP - xR,) —Yp
Example 2: Addition of two points

For the following parameters for the Elliptic curve (1):

Thus, the equation of the curve becomes:
y2=x3—-x+1 (6)

The following two points are on curve (6):
e P=(xp,yp)=(11)
e Q=(x0¥0)=(01)
Calculate R =(xg,yz) =P + Q.
Steps to find R using (4):

1. Calculate the slope A:

Yo —Xp _1—1_ 0

A= = =—=0
2. Compute x and y for R on curve (6):
® xR:AZ_xp_XQZOZ_l_OZ_l

o yr=Alxp— xg) —yp=01-(-1)-1=-1

So,R=P+Q=(-1, -1)
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Figure 3 shows the point addition for R = P + Q shown in Example 2 on curve (6)

over real numbers:

1.0
Q P
0.5
0.0
-0.5
-1.0 Q
-1.5 -1.0 -0.5 0.0 0.5 1.0

Figure 3: Point Addition for R = P + Q on Curve (6) Over Real Numbers

End of Example 2.

Example 3: Point doubling is held in this example
Elliptic curve (6) is used for Example 3.

The following point is on curve (6):

e Q=(xqy9)=(11)

Calculate R =(xg,yz) =Q + Q.

Steps to find R using (5):

1. Calculate A:
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=1

/1=3x5+a= 3(1)*-1_2
2y, 2(1) 2

2. Compute x and y for R on curve (6):

Xpg =A% —2x5 = 1*=2(1) = -1

yr= Mxg —xz) —vo=11—-(-1))—-1=1

So,R=Q+Q=(1,1)

Figure 4 illustrates the point doubling operation for R = Q + Q discussed in Example

3 on curve (6) where a tangent line on point Q is drawn in order to find R:

0.5

0.0

-0.5

-1.0

Figure 4: Point Doubling for R = Q + Q on Curve (6) Over Real Numbers

End of Example 3.

Subtraction of Two Points over Real Numbers [17]
Let’s define the following points:

e (xp,yp): Coordinates for point P

e (xg ¥o): Coordinates for point Q

e (xg yg): Coordinates for point R

19



Then, subtraction of two points is denoted by R = P — Q, which is equivalent to:

R = (xp,yp) + (xo, = ¥0) (7)
Now equation (7) represents an addition and has the same equations as point addition,
so if P # Q then (4) isused, and if P = Q then (5) is used.
Definition of Group [12]:
In mathematics, a group is a set G that has a binary operation * that allows it to combine
any two of its elements, a and b, to create a new element. Four essential qualities of
this structure are closure, associativity, identity, and invertibility.
1. Closure: The outcome of the operation a * b is also in G for every a, b in G.
2. Associativity: The operator * is associative, which means that the equation (a * b)

*c=a*(b*c)holds forall a, b,and cin G.
3. Identity Element: There is an identity element e in G such that the equation e * a =
a * e = ahold for each element an in G.

4. Inverse Element: Given any element an in G, there is an inverse element b in G such
that e is the identity elementanda*b=b*a=e.
Elliptic Curve is Considered as Group Structure [17]:
Because the set of points on an elliptic curve and a defined addition operation satisfy
all the requirements for a group, elliptic curve can be considered as a group.
1. Set of Points and Operation: The set G is made up of the points on an elliptic curve
and the point at infinity O, which represent the identity element. Any two points on
the curve can be combined to create a new point on the curve using the geometrically
specified addition operation.
2. Closure: Any two points P and Q on the elliptic curve have a point on the curve
associated with their sum, P + Q. This is because the intersection of lines and

reflections on the curve is used to describe the addition operation.
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3. Associativity: On elliptic curve points, the addition operation is associative. This
indicates that the equation (P + Q) + R =P + (Q + R) is true for any three points P, Q,
and R. The geometric architecture of point addition guarantees this characteristic.
4. Identity Element: The identity element is the point at infinity O.P+O=0+P=P
is true for any point P on the curve.
5. Inverse Elements: Given any point P = (X, y) on the curve, P + (-P) = O can be found
for its inverse, -P = (X, -y).
2.2.2 Elliptic Curves Over Finite Field F, [17]
A non-singular elliptic curve over a finite field F, is described by the equation:
y?modp =x3+ax+bmodp (8)
where a and b are coefficients that make the curve non-singular (it has no cusps or self-
intersections) by ensuring:
4a% + 27b?> modp # 0 9)
and p is a prime number related to the finite field F,, which is a field containing a finite
number of elements, these elements are numbers from 0 to p—1 obtained by performing
arithmetic operations (addition, subtraction, multiplication, and division) modulo p,
where every element x in a finite field satisfies the equation x?= x mod p, which
impacts the structure and solutions of equations defined over the field.
Example 4: Verifying elliptic curve parameters
Define the Curve:
The equation for the elliptic curve is as in (8):
y?> mod 23 = x3 + x + 1 mod 23 (10)
Now,a=1and b =1.

Verify the discriminant (9):
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A = 4(1) 4+ 27(1)% mod 23= 4(1) + 27 mod 23 = 4 + 27 mod 23 = 31 mod
23 =8+ 0.
As A doesn't equal to 0, the curve is nonsingular.

Figure 5 illustrates an elliptic curve (10) points:
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Figure 5: Elliptic Curve (10) Over F,5:(where p=23)

End of Example 4.

Addition of Two Points in ECC over Finite Field [17]

Addition of two points P and Q on an elliptic curve (R=P+Q) over Fp:

e (xp yp): Coordinates for point P

® (xq, yo)- Coordinates for point Q

® (xg yg): Coordinates for point R

e \:normally it is the slope for straight line PQ, but no slope available in finite field,
so it is a variable used to obtain coordinates of R.

Point Addition (P # Q): For P not equal to Q, find:
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Ye 7P odp
XQ _XP

- (11)

xg, = A% — xp —xo mod p

Yr = A(XP - XR,) —ypmod p

Point Doubling (P = Q): If P equals Q, determine:

3x3+a 12)

xp =A% —2xp mod p

YR = A(XP - xR,) — YPmodp

Extended Euclidean Algorithm [18]:

The Extended Euclidean Algorithm computes the greatest common divisor (GCD) of
two integers while also finding coefficients that express the GCD as a linear
combination of these integers. This algorithm is essential in applications such as
finding modular inverses in cryptography.

The Extended Euclidean Algorithm (EEA) [18] is represented in Algorithm 1:

Algorithm 1: Extended Euclidean Algorithm [18]
Extended Euclidean Algorithm

Inputs: 2 integer numbers a and b.
Output: t; (parameter used to obtain GCD, which represented inas + bt =
Gcd(a,b)).
1. Initialization step:
ro=anr =bsy=1s,=0,t,=0,t; =1,i = 1
While these parameters are represented in as + bt = Gcd(a, b)
2. lteration step i:

21.q; = [rirflj, while this is a floor division which means dividing two integers

and rounding down to the nearest integer.
2.2.741 =121 — Qi1

2.3.8i41 = Si—1 — qiX;

24ty = tiog — QY

25.i=i+1

2.6. Repeat step 2 until ;. = 0.
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2.7. If r; = 1, then return ¢;
2.8. Otherwise, GCD isn’t available for a and b.

Example 5: Here an example for point addition is done.

For the following parameters for the Elliptic curve (8):

e p=17
Thus, the equation of the curve becomes:
y2mod 17 = x3 — x + 1 mod 17
The following two points are on the curve (13):
e P=(xp,yp)=(11)
e Q= (XQ'YQ) =(5,6)
Calculate R =(xg,yg) =P + Q.

Steps to find R using equation (11):

1. Calculate A:
Azwmodﬂzgzimodﬂ
xXQ—xp 5-1 4

(13)

To find z mod 17, we need the modular inverse of 4 modulo 17. The modular inverse

of 4 modulo 17 can be found using the Extended Euclidean Algorithm [17]. The most

common use of it is finding modular inverses.

Now, finding Modular Inverse of 4 Modulo 17, where the starting step is using EEA

in Algorithm 1:
a. Initialization Step
To = 17,7"1 = 4‘,50 = 1,51 = O,to = O,t1 =1

b. First Iteration
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17
Q1:[_ =4

4
r=ro—qrn =17 —-4(4) =1
Sy =So— 151 =1—4(0)=1
t =t —q1t, =0—4(1) = —4

c. Second Iteration

el

3=11—qr,=4—4(1) =0

S3 =51~ (25, =0—4(1) = -4

ty =t; — qot, = 1 — 4(—4) = 17
The algorithm terminates since r; = 0. The GCD is r, = 1, and the coefficients are s,
=landt, =-4.
17=4-4+1
1=17-4-4
Thus, the modular inverse of 4 modulo 17 is -4 and -4 mod 17 = 13.
So, the value for A is:
A =5(13) mod 17 = 65 mod 17= 14
2. Compute x and y for R using (11):
e xg=A*—xp—xy mod (17) = 14> — 1 — 5mod 17 = 190 mod 17 = 3
o yr= A(x, — xz) —ypmod(17) = 14(1 —3) —1mod 17 = =29 mod 17 =

5
Now, the result of R is
R=P+Q=(3,5). (14)

Let’s prove that R in (14) is on the curve (13):

Calculations:
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1. Substitute x=3 and y=5 into (13):

LHS = y?mod 17 =52 mod 17 = 25 mod 17 = 8

RHS = x3 —x+1 mod 17= 3% —-3+1 mod 17= 25 mod 17 = 8

Thus, R= (3, 5) is a point on the curve (13).

End of Example 5.

In the proceeding parts, all elliptic curves are related to curve (8).

Scalar Multiplication in ECC [19]

The results of scalar multiplication k x P, is the addition of a point P to itself k times,
for instance 4 x P=P + P + P + P. It employs the double-and-add method.

The pseudo code for Scalar Multiplication represented in Algorithm 2:

Algorithm 2: Scalar Multiplication of Point P by Scalar k Algorithm [19]
Scalar Multiplication of Point P by Scalar k Algorithm
function ScalarMultiplication(P, k)
Input:
P is a point on the elliptic curve (8)
k is a scalar (positive integer)
Output:
Qistheresult of k X P
Step 1: Q = O # O is the identity element.
Step2:N=P
Step 3: while k >0 do
a. if kisodd then
Q = Q + N refers to point addition using (11)
end if
b. N=N+N#or 2 x N refers to point doubling using (12)

_ |k
k=[]
end while
Step 4: return Q

end function

Example 6: This example covers the scalar multiplication represented in Algorithm 2
Let’s use the same settings as in Example 5.

Thus, curve (13) is used.

26



Let’s have the point P = (xp, yp) = (1, 1) and k = 3.

2 X P should be calculated.

2 X P = (X2p,Y2p)

R=k X P =3 X P = (x3p,y3p). We want to find R.

Steps to find R:

1.

Find 2 x P using point doubling in  (12):

2
e A= 33;P+a mod17 =

yp

*12—
321*11m0d17=1m0d17= 1

o x,p =A% —2xp modl7 =1?—-2%x1mod17 = —1mod 17 =
16

o yvop=Axp —x3p) —ypmod17 =1(1—-16) —1mod 17 =
—16mod 17 =1
Now,2 X P = (x3p,¥2p) = (16,1)

2. Find 3P by adding P + 2P because k is odd using (11):

A =227P mod (17) = =L mod (17) = 0 mod 17 = 0
Xop—Xp 16-1

o x3p=A2—xp—xp mod (17) = 02—-1-16mod 17 =
—17 mod 17=0
o y3p = /1(xP - x3p) _yp mOd(17) = 0(1'0) — 1 mOd 17 =

—1mod 17 = 16

Finally, R=3 x P = (0, 16).

End of Example 6.

2.2.3 Background Information Used for ECC

Before moving forward, some information should be introduced before discussing

ECC encryption and ECC decryption.
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Section 1 explains the base point G and the order n for subgroups of n X G, where
n X G represents the identity element O, which has order n, and n represents the
number of points represented inside a subgroup. Section 2 discusses the conversions
of data from binary to decimal, hexadecimal to binary, and vice versa. Section 3
introduces authenticated encryption (AE). At the end, section 4 introduces mapping
points to elliptic curve and the reverse mapping of points to elliptic curve.

1. Base Point G and Order n in Elliptic Curve [17]

The base point G in elliptic curve cryptography is a base point on the curve that acts
as the generator for the group of points on the curve. Because it is the starting point
for all subsequent group points by scalar multiplication discussed in Algorithm 2, this
base point is essential. The smallest positive integer such thatn X G = 0, where O is
the identity element (the point at infinity), is the order n of the base point G. {O, G,
2XG, 3XG,..... (n—1)x G} provides points that together make up a cyclic
subgroup, which means it is a repetitive cycle, so when obtaining the scalar
multiplication of (n + 1) X G, the answer must be 1 X G, so that’s why it’s called
cyclic subgroup of the elliptic curve group.

Example 7: Computing order n for subgroupn x G.

Let’s use equation (10).

G = (x6,y6)= (13, 7)

Now we need to calculate the order n for the subgroup n x G of the elliptic curve (10).
Now scalar multiplication is done in each round using Algorithm 2, and because a lot
of calculation are done, an online calculator [20] is used for this example:
Forn=1:G=(13,7)

Forn=2: 2xG = (5,4)

Forn=3: 3xG =(17,3)
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Forn=4: 4 x G = (17,20)
Forn=5: 5x G = (5,19)
Forn=6: 6 X G = (13,16)
Forn=7: 7X G = 0 = (7,infinity)
The identity point O is calculated at n=7, which means the order for this subgroup of
elliptic curve (10) equals to 7.
End of Example 7.
2. Conversions (Hex, Decimal, and Binary)
This part will discuss 4 types of conversions, which are:

1. Decimal to Binary

2. Binary to Decimal

3. Hexadecimal to Binary

4. Binary to Hexadecimal
Decimal to Binary Conversion
The process of converting a base-10 (decimal) number to a base-2 (binary) value is
known as decimal to binary conversion. To accomplish this, divide the decimal value
by two several times, then note the remaining amount. The binary version of the
decimal number is made up of the remainders, which are read in reverse order.
Steps for conversion are discussed in Algorithm 25 in Appendix C:
Example 8: This example is discussing the conversion of 13 from decimal to binary
using Algorithm 25 in Appendix C
The decimal number 13 will be divided by 2, and the remainder is appended in the
result from right to left, and then the same is done for quotient as the given decimal
number 13, and the steps end when quotient reached zero:

13 + 2 = 6 and the remainder is 1, then append 1 to the result: 1
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6 + 2 = 3 and the remainder is 0, then append O to the result: 01

3 +2 =1 and the remainder is 1, then append 1 to the result: 101

1+ 2 =0 and the remainder is 1, then append 1 to the result: 1101

Quotient = 0, then we stop here.

So, the binary representation for 13 is 1101.

End of Example 8.

Binary to Decimal Conversion

The process of converting a base-2 (binary) number into a base-10 (decimal) value is
known as binary to decimal conversion, which is discussed in Algorithm 26 in
Appendix C.

Example 9: Convert the binary value 1101 to decimal using Algorithm 26 in Appendix
C

The steps of Algorithm 26 are:

Step 1: Set the length for the given binary number: length of 1101: 4

Step 2: 4 iterations will be done from i = 0 till i = 3 to compute the result:

a. Fori=0:
Result=23*1
b. Fori=1;

Result=23*1+22*1
c. Fori=2:
Result=23*1+22*1+21x0
d. Fori=3:
Result=23*1+22*1+2'%x0+2%%1
Step 3: Result = 13

Therefore, the decimal representation of the binary number 1101 is 13.
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End of Example 9.

Hex to Binary Conversion

Converting a base-16 (hexadecimal) number to a base-2 (binary) value is known as
hexadecimal to binary conversion, which is discussed in Algorithm 27 in Appendix C.
Example 10: Convert the hexadecimal value 2F to binary using Algorithm 27 in
Appendix C

By using Algorithm 34 and the mapping object provided in step 1 of Algorithm 34:
We should pass through all bits in 2F, one by one, then write its representation in
binary using mapping object provided in step 1 of Algorithm.

2: 0010

F: 1111

At the end, appending them in the results from left to right.

So, 2F representation in binary is: 00101111.

End of Example 10.

Binary to Hex Conversion

The process of converting a base-2 (binary) number to a base-16 (hexadecimal)
number is known as binary to hexadecimal conversion, which is discussed in
Algorithm 28 in Appendix C.

Example 11: Convert the binary value 11110000 to hexadecimal using Algorithm 28
in Appendix C.

By using Algorithm 28 and the mapping object in step 1 of Algorithm 28:

At the beginning, we should check if the length of the binary value is multiple of four.
11110000 has length of eight which is a multiple of four, while if it isn’t multiple of

four, padding zeros on left should be added until it becomes multiple of four.
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Going on, we should separate all bits in 1111000 in group of four bits starting from
left to right, then write its representation in hexadecimal using mapping object
provided in step 1 of Algorithm 28.

1111: F

0000: 0

At the end, we should append the hexadecimal representations from left to right.

So, 11110000 represents in hexadecimal: FO.

End of Example 11.

3. Mapping Points to EC and Reverse Mapping to EC

Mapping points to EC is a very important method which is used to convert the original
message to a point mapped on elliptic curve (8).

Mapping points to EC, in addition of encoding the message, are represented in

Algorithm 3:
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Algorithm 3: Steps for Mapping Algorithm [4]
Mapping Algorithm in [4]
Input: Message consisting of characters belonging to extended ASCII set.
Output: Distinct points (X, Y) on the Elliptic curve Ep(a, b) corresponding to the
Message.

Steps of the algorithm:
Step 1: Begin

Step 2:

a: Consider M characters of the message at a time

b: Convert each character into 8-bit ASCII codes

c: Insert each 8-bit binary number into an array of length M * 8 bits
Step 3: Append N 0's at the end of the array

Step 4: Extract the (M * 8 + N)-bit number from the array, convert it to a decimal
number, and store it in X

Step 5:

a: Find Y from the equation Y*2 = X”"3 +aX + b mod p

b: If Y does not have a solution increment X by 1 and go to step 5a
Step 6: After obtaining Y use the distinct point (X, Y) for encryption using ECC
Step 7: Repeat step 2 to step 6 until the end of message

Step 8: End

The input should include ECC parameters (a, b, and p) in addition to the mentioned

input which is the original message.

The input is the original message, while in step 2 in Algorithm 3, only M characters

are taken from the original message, while

< et e

and M is equal to the specified equation except in the last array, while it is possible to
be less than the specified equation. In the second round M characters will be taken

from the remaining message and it will keep going till the original message ends.
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N will be equal to 8 bits of 0s, unless the number of characters taken is less than (15)
characters, because N represents the padding bits (on the right side) until the array of
binary numbers reaches the size of p in total. N bits are added to the right side of each
array because while searching for y value of x, x may be incremented by one several
times, so the value of x may change, so the added N (N= 8 bits except in the last array,
it may be more) bits on the right side will be removed in the decoding process in step
5 in Algorithm 4, which leads to neglect the effect of changing the value of x, if the

incremental step is used.

In Algorithm 3, every array will contain size of p bits, representing M characters of
the original message, which will be converted from binary to decimal value which
represents the x-coordinate of the point. Then the y value will be calculated and then
it will be a mapped point on elliptic curve. This process will be repeated until the
original message is all taken inside array/s and the output will be represented as
mapped point/s on the elliptic curve.

Example 12: This example is explaining the encoding process and computing for
mapped point using Algorithm 3.

Let’s use the equation of the standard EC curve represented in Appendix D, while the
parameters of it is shown in Figure 73 in Appendix D.

And the original message is: “Hello, my name is Bella”

Find the Mapped Point using Algorithm 3:

Step 1: Begin

Step 2: a. by using (15) M< [%J < 23 characters, and the original message exactly

equals to 23 characters, which means M = 23 characters and by it covers the whole

message.
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b. c. Convert each character using Ascii table to binary and concatenate them in an
array:

01001000 01100101 01101100 01101100 01101111 00101100 00100000 01101101
01111001 00100000 01101110 01100001 01101101 01100101 00100000 01101001
01110011 00100000 01000010 01100101 01101100 01101100 01100001

Step 3: Append N Os to the right side of the array, and here N = 8 bits because 8 bits
are remaining to cover 192 bits array:

01001000 01100101 01101100 01101100 01101111 00101100 00100000 01101101
01111001 00100000 01101110 01100001 01101101 01100101 00100000 01101001
01110011 00100000 01000010 01100101 01101100 01101100 01100001 00000000
Step 4: Convert the binary array to a decimal number and store it in x:

X =1775149307253347677983714827454043352226162973166734696704

Step 5: Find y using secp192k1 curve in Appendix D (searching for y code is discussed
in Figure 72 in appendix B):
y = 4244041545429258903134072478649060677398801667374950534093

Figure 6 shows the output for the code in Appendix B (Figure 72):

console.log(
generateXandYPoints
1775149307253347677983714827454043352226162973166734696704n,
on,

6277101735386680763835789423207666416102355444459739541047

TERMINAL

r
1
coordinates: {
X:
y:
1

I
counter: 3

1
J

Figure 6: Output Point for Point Searching Code
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Step 6: Return a mapped point on EC

(x = 1775149307253347677983714827454043352226162973166734696704, y =
4244041545429258903134072478649060677398801667374950534093)

Step 7: No remaining characters so stop here.

Mapped Point =
(1775149307253347677983714827454043352226162973166734696704,
4244041545429258903134072478649060677398801667374950534093)

End of Example 12.

Reverse Mapping Points to EC [4]:

Reverse mapping points to EC is represented in Algorithm 4:

Algorithm 4: Steps for Reverse Mapping Algorithm [4]

Reverse Mapping Algorithm in [4]
Input: Distinct points (X, Y) on the Elliptic Curve Ep(a, b).
Output: Original message sent by sender.

Steps of the algorithm:
Step 1: Begin

Step 2: Ignore ‘Y’ coordinate

Step 3: Convert ‘X’ coordinate into binary number and ignore the last N bits
Step 4: Extract the rest of the bits and put it in a bit array

Step 5: Start from the right most bit. Consider 8 bits from the array at a time: this
8-bit is nothing but the original alpha-numeric ASCII character which formed the
original plaintext. Repeat this step until M characters are retrieved

Step 6: Repeat the earlier steps for each cipher point pair sent by the sender

Step 7: End

Algorithm 4 shows the reverse mapping of the point on elliptic curve. The input is the

decrypted mapped points and the parameters of elliptic curve (a, b and p). While N
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and M have the same conditions like the previous Algorithm 3. In step 5 in Algorithm
4, the added N bits on the right are removed, which proves the usage of adding N bits
on the right in Algorithm 3.

The output is the decrypted message.

Example 13: This example is explaining the decoding (reverse mapping) using
Algorithm 3.

Find the original message:

Mapped Point =
(1775149307253347677983714827454043352226162973166734696704,
4244041545429258903134072478649060677398801667374950534093)

Let’s use the equation of the standard EC curve represented in Appendix D, while the
parameters of it is shown in Figure 73 in Appendix D.

Find the original message steps using Algorithm 4:

Step 1: Begin

Step 2: Let’s ignore y coordinates

Step 3: Select the x coordinate, and convert it to binary:
X=1775149307253347677983714827454043352226162973166734696704

Binary (X) =
01001000011001010110110001101100011011110010110000100000011011010111
10010010000001101110011000010110110101100101001000000110100101110011
00100000010000100110010101101100011011000110000100000000

Step 4: Discard the 8 bits on the right:

Binary without last 8 bits =
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01001000011001010110110001101100011011110010110000100000011011010111
10010010000001101110011000010110110101100101001000000110100101110011
001000000100001001100101011011000110110001100001

Step 5: Obtain the message using Ascii table for every 8 bits starting from right:

M= “Hello, my name is Bella”

Step 6: No more mapped points, so the original message is:

“Hello, my name is Bella”

End of Example 13.

4. Elliptic Curve Digital Signature Algorithm (ECDSA) [21]

A cryptographic technique called the Elliptic Curve Digital Signature Algorithm
(ECDSA) is used to guarantee the integrity and validity of digital messages and
documents. Elliptic curve cryptography (ECC) is used in the Digital Signature
Algorithm (DSA [21]) variation known as ECDSA. It is more effective than DSA since
it offers the same level of security but with shorter key lengths [21].

ECDSA is a type of digital signature that makes it possible to confirm the authenticity
and integrity of a message. There are two sections to it which are signing the message,
and verifying the message.

Here are some applications which use ECDSA:

Cryptocurrencies: For signing transactions, for instance: Bitcoin.

Smart Cards: For secure authentication.

Software Signing [22]: To verify the authenticity of software updates.

ECDSA is used for signing and verifying the message.

ECDSA signing Algorithm 5:
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Algorithm 5: Signing Message Algorithm [21] and [3]

Signing Message Algorithm in [21] and [3]

Input:

- The Sent Message M_sent,

- Sender's Private Key ds,

- Curve Generator Point G,

- ECC parameters (a, b and p)
Output:

- The signed encrypted point (r, )

. Sender: obtain e = HASH(M _sent); // HASH is hash function

. Sender: obtain z = most significant bit of e;

. Sender: select k;

. Sender: obtain r = x mod p where x is (X, y) = k.G and r # 0;

. Sender: if r==0go to step 3;

. Sender: obtain s = (z + ds * r) * k*(-1) mod p if s == 0 go to step 3;

7. Sender: the pair (r, s) is the signature; // Sender sends (M_sent and (r, s) to the
receiver)

8. Return (r, s);

SOOI WDN -

ECDSA verifying Algorithm 6:

Algorithm 6: Verifying Message Algorithm [21] and [3]

Verifying Message Algorithm in [21] and [3]

Input:

- M_sent (Sender’s message which sent in step 7 in Algorithm 5),

- (r, ) (signature obtained and sent to receiver in Algorithm 5), PU_s (public key
for sender),

- Curve Generator Point G,

- ECC parameters (a, b and p)

Output:
- Verified message //(Verified message will return true or false )

. Recipient: verify (r, s) are integers in [1, p — 1];

. Recipient: obtain e = HASH(M_sent);

. Recipient: obtain z = most significant bit of e;

. Recipient: obtain u_1 = es™(-1) mod p;

. Recipient: obtain u_2 =rs*(-1) mod p;

. Recipient: calculate (x_ 1,y 1)=u 1*G+u_2*PU_s;
. Recipient: verify r=x_1 mod p;

. Return Verified message;

CONO OIS WN K~
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The sender uses signing message Algorithm 5 to obtain the signature (r, s), while the
receiver uses verifying message Algorithm 6 to verify that r mod p = x; mod p or

not, which proves the verification of the message or not.

Both r and s should be integers between 1 and p-1, both included.
e and z in both Algorithm 5 and Algorithm 6 are equal because they have the same
formula.
Step 3 in signing Algorithm 5, k is a random number between 1 and n-1, both included.
In signing Algorithm 5, the values of r and s are:
e r =k xG, while r is the x coordinate of k X G mod p, and k X G is
obtained by using scalar multiplication of point G on curve (9) with scalar
k using algorithm 2, also G is the base point of the curve (9). If r =0,
another k value should be generated and the calculation will be done again.
e s=(z+ds*r)k™ !, while s # 0. Also, if s = 0, then a new value of k
should be chosen.
Let’s prove the correctness of verification in Algorithm 6 :
Now let’s prove that x; = k X G also by the following:
u; = s 1 x zmodp

U, =s ' xXrmodp

_z+dgXr
STk
PU,=d,XG

(%1,y1) = uy X G+ uy X PU;

(x,y1) = sT1Xxz XG+ s 1 xr xPU;
(x,y1) = s1XzXG+ s7Ixr xdy,XG
(x1,y1) = sTIx(z+rxd,) XG
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(x1,y1) = X(z+rxd)XG=kXG

z+dgXr

So, r = x;.

End of proof.

2.2.4 ECC Encryption/Decryption Model 1 [4]

Encryption model 1 in Figure 7:

1. a. Bob is the sender.

b. Alice (Receiver): Generates a private key d, and computes the corresponding
public key Q4 (Algorithm 7).

2. Message Encryption: Bob encrypts a plaintext message Pt using Alice's public key
Q4 and sends the encrypted message C along with the point P = k X G (step 2 in
Algorithm 8) to Alice.

3. Message Decryption: Alice receives from Bob the Cipher text C (step 4 in Algorithm
6) and point P = k x G (Step 2 in Algorithm 8), and then computes point dP =
dy X P (step 1 in Algorithm 9) and then computes the original message M =

C - dP (step 2 in Algorithm 9).

Figure 7 illustrates the steps for ECC encryption and decryption:

41



Bob Initialize ECC Parameters (a, b, p and the base Alice
point G)
% Key Generation (Algorithm 7) %
Sender Receiver
Mapping )
(Algorithm 3) Reverse Mapping
(Algorithm 4)
Send (P, C)

Encryption Process » Decryption Process

(Algorithm 8) (Algorithm 9)

Figure 7: ECC Encryption and Decryption Model 1 [4]

Key Generation:

Public and Private Keys: The private key is generated by receiver—a randomly picked
number, denoted d, and a public key denoted by Q, which is calculated by multiplying
the private key with the base point G of the elliptic curve (In Elliptic Curve
Cryptography (ECC), the base point G referred to as the fixed generator point, is a
point with cyclic properties, meaning it generates a cyclic subgroup of the elliptic
curve. Therefore, the public key Q = dxG is one point in this subgroup of elliptic

curve, more information is discussed in 2.2.3.

ECC offers the high security using small key sizes. For example, with ECC, a 210-bit
key is thought to offer the same strength of security as a 2048-bit key in RSA [23].

The pseudo code for key generation is represented in Algorithm 7:
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Algorithm 7: Key Generation for Receiver Algorithm [4]

Key Generation Algorithm in [4]

KeyGeneration(a, b, p, G)
/I Inputs: a, b, p - coefficients of the elliptic curve; G - base point
/I Output: Q4 — receiver’s public key (point on the curve (8)); d4- receiver's
private key (integer)
begin
/I Step 1. Generate the receiver's private key d,
d4 = any random number in range (2, p-1) // 2 and p — 1 are included
/I Step 2. Compute the receiver's public key Q4
Q4 = dygxG /I it is the operation to multiply a point G by an integer
d,- according
// to Algorithm 2.
Il Step 3. Return the sender's public key and private key
return (Q,4, dy)
end

Encryption Process in the Encryption/Decryption Model 1:

The encryption process is shown in Algorithm 8:
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Algorithm 8: ECC Encryption Process Algorithm [4]

ECC Encryption Algorithm in [4]

EllipticCurveEncryption(a, b, p, G, Pt, RecipientPublicKey)

Il Inputs:

I a, b, p - coefficients and prime of the elliptic curve

/I G - base point (a well-known point on the elliptic curve)
/I Pt - Plaintext (represented as a point on the elliptic curve)
/I RecipientPublicKey - public key of the recipient

begin

I/ Step 1. Choose a Random Key:
/I Sender selects any random integer k from the range [2, p-1]
k = choose a random integer between 2 and p-1

Il Step 2. Calculate Points on Curve:

/I Sender computes the point P = k * G, where G is the base point on the curve
/l(scalar multiplication by using Algorithm 2)

P =k * G // (scalar multiplication by using Algorithm 2)

/I Step 3. Calculate the SharedSecret (shared secret key, used for
Il encryption):
I/ Sender computes k * Q, where Q is the public key of the recipient
/l(scalar multiplication by using Algorithm 2)
Q = RecipientPublicKey
SharedSecret = k * Q // (Algorithm 2)

Il Step 4. Construct CipherText (represented as a point):
/I Add the plaintext point Pt to the SharedSecret by using (11)
C = Pt + SharedSecret // point addition by using (11)

I/ Step 5. Sending Process:
/I The sender sends the data (P, C) to the receiver
SendData(P, C)

End

Example 14: A key generation will be done in this example by Algorithm 7

Let us consider an elliptic curve (8) with parameters: a=2, b=2 over F,, p=17 as in

(16):
y?mod 17 = x3 + 2x + 2 mod 17
and base point G is given as G = (5, 1).
Bob wants to send a message to Alice. Key Generation according to Algorithm 7:
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Step 1 in Algorithm 7:

Private Key: Alice selects the private key randomly, let’s consider it as d4= 6.

Step 2 in Algorithm 7:

Public Key: Alice computes her public key Q4 as d, X G. Multiplying them will give
Q4 =6 x (5, 1) = (16, 13) using scalar multiplication of point G on curve (16) with
scalar d4 in Algorithm 2 (similar calculations are done in Example 6). Calculations are
done in Appendix B.

End of Example 14.

In Example 15, an example is given for encrypting message represented by point.
Example 15: Encrypting Message by Algorithm 8

Let us consider ECC encryption of the plaintext represented by M= (9, 1) being a point
that satisfies the curve (16) used in Example 14. Let Bob wish to send the plaintext
message M. Mapping the message to its point isn’t from the encryption steps and it is
introduced in 2.2.3 in Algorithm 3.

To encrypt M= (9, 1), The steps for encryption process should be followed as
mentioned in Algorithm 6:

Step 1 in Algorithm 8: Bob chooses an arbitrary integer k (random number) = 2, k
should be in between 2 and 16, both included.

Step 2 in Algorithm 8: Compute P =k X G: kX G = 2x (5,1) = (6,3), using
scalar multiplication of point G on curve (16) with scalar k in Algorithm 2 (similar
calculations are done in Example 6).

Step 3 Algorithm 8: Compute k X Q4: kxQ4= 2 x (16, 13) = (9, 16), using scalar
multiplication of point Q4 on curve (16) with scalar k in Algorithm 2 (similar
calculations are done in Example 6). Calculations are done in Appendix B.

Step 4 in Algorithm 8: Encrypt the Message: Bob encrypts the message: C = M+
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kxQ4=1(9,1) + (0, 11) = (0, 6), and it is done using point addition of two points,
discussed in (11). Calculations are done in Appendix B.

Step 5 in Algorithm 6: Bob sends Alice (P, C) = ((6, 3), (0, 6)).

End of Example 15.

ECC Decryption Process:

In this section, ECC decryption process is represented in Algorithm 9 (ECC

decryption):

Algorithm 9: ECC Decryption Process Algorithm [4]
ECC Decryption Algorithm in [4]
/l ECC Decryption Algorithm
/I Input: Encrypted data (P, C), private key d (recipient's private key), EC
parameters a, b, and // p
// Output: Original message point M

/I Step 1: Calculate the Shared Secret Key
/I The receiver computes dP from the point P using the private key d
Il GivenP=k*G,thendP=d*k* G

1. dP =d * P // dP is the shared secret key

/I Step 2: Extract the Original Message
// By subtracting dP from C, retrieve the original message point M
/I For subtraction: (x_ P,y P)+ (x_Q,-y_Q)

/I The subtraction operation on elliptic curve involves computing the negative //
of the point (x_Q,

/l'y_Q) modulo p

2. M = C - dP // Point Subtraction using (7)

Return M

Description:
Upon receiving the encrypted data (P, C), the recipient performs the following steps
to decrypt the message:

Step 1: Calculate the Shared Secret Key:
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The receiver computes d, X P from the point P using the private key d. Given that P
=k x G from Algorithm 1b,thendy X P =d4 X k X G.

Let’s prove the correctness of the decryption:

dP =dy x P (steplin Algorithm 9)and P = k x G (step 2 in Algorithm 6), which
means

dP =d, xk X G

SharedSecret =k X Q4 (step 3 in Algorithm 8) and Q4 =d, X G (step 1 in
Algorithm 7), which means SharedSecret =k X d, X G

Step 2: Extract the Original Message

M=C—-—dP=C—-—dy;xkxG (step 2 in Algorithm 9)

C =Pt + SharedSecret(step 4 in Algorithm 8), then Pt = C - SharedSecret, which
leadsto Pt =C —dy Xk XG

Pt = M, which proves the correctness of encryption/decryption model 1.

Example 16: Decryption Process by Algorithm 9

This example is covering the decryption of the encrypted data sent by Bob to Alice in
Example 15.

Now, the decryption for the sent points (C, P) in Example 15 will be shown here.
Decryption:

Curve (16) is used.

Alice is getting (P, C) = ((6, 3), (0, 6)).

Step 1 in Algorithm 9: Compute dy x P = 6% (6, 3) = (0, 11), using scalar
multiplication of point P on curve (16) with scalar d, in Algorithm 2 (similar

calculations are done in Example 6). The calculations are provided in Appendix B.
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Step 2 in Algorithm 9: Decrypt the Message: C- d4 xP= (0, 6) - (0, 11) = (9, 1) on
curve (16) using (7), and then point doubling using (12). The calculations are
provided in Appendix B.

The message point M= (9, 1) is the plaintext retrieved by Alice.

End of Example 16.

Reversing the mapped points in order to obtain a decrypted message of characters is
done in section 2.2.3 in Algorithm 4 and the steps of Algorithm 4 are shown in

Example 13.

The end of encryption/decryption model 1.

2.2.5 ECC Encryption/Decryption Model 2 [3]

Figure 8 shows the overall structure for ECC Encryption/Decryption model 2:

System generating parameters Encoding the message to
and key agreement [Algorithm 10) "| numerical values Algorithm (11)
w
Encrypt the message using Mapping the encoded message to
shared key Algorithm (13) - EC Algorithm (12)
w
Sign the encrypted message Verify the received message
Algorithm (&) - Algorithm (7)

L

Decode the message and convert Decrypt the message using
it to Plaintext Algorithm (15) shared key Algorithm (14)

Figure 8: ECC Encryption/Decryption Model 2 Overall Structure [3]
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This model passes through several steps listed as follows:

1.

Initializing parameters:

d, : Private key of sender

d, : Private key of receiver

G : Base point on elliptic curve

PUs: Public key for sender computed by d; x G using scalar multiplication of
point G on curve (8) with scalar dgin The pseudo code for Scalar Multiplication
represented in.

PU,: Public key for receiver computed by d,. X G using scalar multiplication of
point G on curve (8) with scalar d,.in The pseudo code for Scalar Multiplication
represented in.

p: Large prime number

a, b: EC coefficients

(8): EC equation over E,

C,,: Cipher message (encrypted points)

HASH: Hash function to sign the message C,,, which is used to sign the message
ksh: Shared session key (represented as a point)

M : Number of characters in the message

B: Number of blocks for each message

N: Number of characters in each block

IV Initial vector ((size of p) — 8 bits)

k: Random number selected between 2 and p-1, both included

IV is said to be random variable in [3], but it isn’t random.

Key Agreement:

Both sender and receiver should have the same shared session key.
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Algorithm 10 used for computing the shared session key for both sender and

receiver which is known as ECC Diffie-Hellman Key Exchange [25]:

Algorithm 10: Key Agreement Algorithm [3]

Key Agreement Algorithm in [3]
Input: PUr, ds, PUs, dr, a, b, p// a, b, and p are the EC parameters
Output: Shared key ksh

1. Parallel Execution:
a. Sender: apply following scalar multiplication ds * PUr;
b. Recipient: apply following scalar multiplication dr * PUs;

2. Both multiplications are equal;

3. Return ksh;

Algorithm 10 here discuss the key agreement between sender and receiver with the
execution of step la and step 1b in Algorithm 10 can be in parallel which it’s not

mentioned in [3]. Further discussion will be done in the analysis of [3] in 2.3.1.

Sender side:

ksh=d; X PU, = d; Xd, XG

Receiver side:

ksh=d, X PU; = d, xds X G

So, both sender and receiver have the same shared session key

Below Example 17 shows key agreement process:

Example 17: Key Agreement by Algorithm 10

Let’s use equation (16)

G=(5,1)

dgs =4,PUs; =dg X G =4x%(5,1) = (3,1), using scalar multiplication in algorithm

2 on curve (16).
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d =6,PU,=d, xG=6x(51)=(16,13), using scalar multiplication in

Algorithm 2 on curve (16).

Computing the shared session key for both sender and receiver by using Algorithm 10:

Step 1 in Algorithm 10:

a. Sender: ksh =d, X PU, = 4% (16,13) = (9,16)

b. Receiver: ksh =d, X PU; =6 X (3,1) = (9,16)

Step 2 in Algorithm 10:

Sender’s ksh = Receiver’s ksh = (9,16)

Step 3 in Algorithm 10:

Shared session key ksh = (9, 16).

End of Example 17.

3. Encoding the Message to Numerical Values:
Encoding the message is a very important step, while the message should be
converted from characters to integer number assigned to x coordinate to be ready

for step 4.

In Algorithm 11, some phrases are corrected compared to the one in [3]. Further

discussion will be done in the analysis of [3] in section 2.3.1.

In order to understand Algorithm 11 in a better way, some points should be discussed:

sizeof p —8

s

J by (15), which is discussed in Algorithm 3in 2.2.3.4

e B= [%] (M is the number of characters in the original message), where this

means ceiling division, which maps the result of division to the smallest integer

greater than or equal to the division result.
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The pseudo code for encoding the message which is represented in Algorithm 11:

Algorithm 11: Encoding Algorithm [3]

Encoding the Message to Numerical Values Algorithm in [3]
Input: The original message, p, and IV
Output: Encoded message

1. Sender: obtain the M of the original message while M is the number of characters
in the original message;

2. Sender: calculate N = floor((number of bits of p - 8) / 8) representing the number
of characters in one block;

3. Sender: calculate B = ceiling (M / N), where B represents the number of blocks,
where ceiling division is the operation of dividing two numbers and mapping the
result of division to the smallest integer greater than or equal to the division result.
4. Sender: divide the message into B blocks;

5. Sender: divide each block into N characters;

6. Sender: convert each character to binary using ASCII table;

7. Sender: XOR the first block with 1V;

8. Sender: for each subsequent block, XOR it with the previous XORed block;

9. Sender: pad 3 bits of zeros into each XORed block;

10. Sender: add 5 zeros to the left of the encoded message to make it 192 bits;

11. Return Encoded message;

In encryption/decryption model, the encoding process in Algorithm 3 mentioned 8
padding bits of zeros are added to the right. On the other hand, in step 9 of Algorithm
11 in encryption/decryption model 2, 3 bits of zeros are padded to the right. As
mentioned in 2.2.3 (section 3), the purpose of adding the padding bits to the right is
eliminate the possible incremental of x value in order to obtain y (in
encryption/decryption model 2, mapping points to EC is discussed alone in Algorithm
12), which eliminated by removing the padded bits in the decoding process. Based on
this info, a lot of questions must be asked now. Why 3 padded bits are added in model
2, while 8 bits is added in model 1? Are 3 padding bits enough to eliminate the change

of x value later? Are 8 padding bits enough?
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3 bits means 23 rounds to find y, meaning maximum to add 7 to the x value, and 8 bits
means 28 rounds, meaning maximum to add 255 to the x value. Here Problem 2 is
introduced, where the question is: how many padding bits needed to encode and
decode the points correctly?

To clarify Algorithm 11, Example 18 is provided below:

Example 18: Encoding the message by Algorithm 11

Let’s use the equation of the standard EC curve represented in Appendix D, while the
parameters of it is shown in Appendix D in Figure 73.

Original Message: “Hello, my name is Bella”

V:
“0000000000000000000000000000000000000000101110011011100111011000111
00010110101010101111101111000101111001011010111100010101101000101111
1011100111001010111011010011101111010101001011110”

Step 1 in Algorithm 11: M = 23 characters.

Step 2 in Algorithm 11: N = {N; < [W#J} = 23 characters, because 23
characters are in M.

Step 3 in Algorithm 11: B = [Nﬂl] = [g] = 1 block, so we have B = {B;}

Step 4 in Algorithm 11: Divide the message into blocks. Since we have only 23
characters in the original message, then B;= “Hello, my name is Bella”

Step 5 in Algorithm 11: B,=['H', e, 'I','I', 0", ", ", 'm', 'y, " e, 'm', el L Y S
LB e T T

Step 6 in Algorithm 11: From ASCII table, the decimal value representation of each
character will be concerted to binary and then concatenated in one block from right to

left.

53



“0100100001100101011011000110110001101111001011000010000001101101011
11001001000000110111001100001011011010110010100100000011010010111001
1001000000100001001100101011011000110110001100001"

Step 7 in Algorithm 11: B; = B; XOR IV:
“0100100001100101011011000110110001101111001011000010000001101101011
11001001000000110111001100001011011010110010100100000011010010111001
1001000000100001001100101011011000110110001100001" XOR
“0000000000000000000000000000000000000000101110011011100111011000111
00010110101010101111101111000101111001011010111100010101101000101111
1011100111001010111011010011101111010101001011110” =
“0100100001100101011011000110110001101111100101011001100110110101100
11011111101010011000100011001110100011101000011000010110111010010110
0010100111101011110111111000110111100011000111111”

Step 8 in Algorithm 11: No subsequent Blocks, so no need for this step in Example
18.

Step 9 and 10: Padding 3 bits of zero to B; to the right and 5 bits of zero to the left
Bi=
“0000001001000011001010110110001101100011011111001010110011001101101
01100110111111010100110001000110011101000111010000110000101101110100
101100010100111101011110111111000110111100011000111111000

Step 10 in Algorithm 11: Return encoded message which is B = {B1}.

End of Example 18.

4. Mapping the Encoded Message to EC:

The pseudo code for mapping points to EC which is represented in Algorithm 12:
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Algorithm 12: Mapping the Encoded Messages Algorithm [3]
Mapping the Encoded Messages Algorithm in [3]

Input: Encoded block

Output: Mapped points

1. Sender:

obtain the decimal value for the encoded block;
2. Sender: obtain y_1 from the EC equation;
3. Sender: if x_1 cannot have corresponding y_1:
4. Sender: increment x_1 by 1;
5. Sender: repeat steps 2 — 4 until findy_1;
6. Return Mapped points;

In step 1 in Algorithm 12, the converted decimal value should be stored in x;, while i

is representing the block number.

From step 2 to step 5 in Algorithm 12, x; and y, should be replaced by x; and y;.

A step should be added between step 5 and step 6 in Algorithm 12, which increments

i,and if i < B, then repeat step 1 till step 5.

Some x values have two y values, so based on that, in step 2 in Algorithm 12, any y

value can be selected because it won’t affect the encryption or decryption process.

Here EC coefficients a, b and p should be in the input, but they consider EC
coefficients as global variables which are visible for the functions used, so this will be
assume for all remaining functions in encryption/decryption model 2.

Example 19 shows mapping points to EC by Algorithm 12:

Example 19:

Let’s use the equation of the secp192k1 curve represented in Appendix D, while the

parameters of it is shown in Appendix D in Figure 73.
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Encoded Block (the output of previous Example 18): B = {B;}

Bi=
“0000001001000011001010110110001101100011011111001010110011001101101
01100110111111010100110001000110011101000111010000110000101101110100
101100010100111101011110111111000110111100011000111111000”

Step 1 in Algorithm 12: Convert B; from binary to decimal and store it in x;:

x,= 55473415851740619417587099136516824090225159400031400440

Step 2 in Algorithm 12: Searching for y is discussed in Appendix B using the code in
Figure 72 to map a point using X.

X incremented =
55473415851740619417587099136516824090225159400031400445 (6 rounds)

y = 3202847018879865638147947358543409408045741262875104715934.

Figure 9 shows the output of the code provided in Appendix B (Figure 72):

console.log(
generateXandYPoints
55473415851740619417587699136516824090225159400031400440n,

TERMINAL

I
|8

counter: 6
1
J

Figure 9: Another Result for Mapping a Point Code

Step 3 in Algorithm 12: A value for y,is found, so go to Step 6 in Algorithm 12
Step 6 in Algorithm 12:

Mapped Point:
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{(55473415851740619417587099136516824090225159400031400445,
3202847018879865638147947358543409408045741262875104715934)}
End of Example 19.
4. Encrypt the Message using Shared Key:

In this step, each mapped point should be added to the shared session key.

The pseudo code for encrypting mapped points is represented in Algorithm 13:

Algorithm 13: Encrypting the Message Algorithm [3]

Encrypt the Message Using Shared Key Algorithm in [3]
Input: Mapped points, k_sh
Output: Encrypted points

1. Sender: obtain k_sh;

2. Sender: add k_sh from the mapped point;
3. Sender: repeat step 2 for all mapped points;
4. Return Encrypted points;

Step 1 in Algorithm 13 shouldn’t be there because ksh is already computed in

Algorithm 8. Then ksh will be added to each mapped point.

Step 2 in Algorithm 13 is done by point addition using (11).

Example 20 shows the encryption of mapped points by Algorithm 13.

Example 20:

Let’s consider equation (16).

Mapped point = {(3, 1)} (mapped point result in Example 19 can’t be used here
because | used small p for simplicity).

ksh = (9,16) (the same one obtained in Example 17).

Find the encrypted mapped points:
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Step 1 in Algorithm 13: ksh is already available and ksh = (9, 16).

Step 2 in Algorithm 13: Mapped point + ksh while both points are on (15) and it is
done by using point addition in (8)

(3,1) + (9, 16) = (7, 6), where similar example for point addition using (11) is done in
Example 4.

Step 3 in Algorithm 13: No mapped points are remaining

Step 4 in Algorithm 13: Encrypted point = {(7, 6)}.

End of Example 20.

5. Signing and Verifying the Message:

Signing and verifying the message are discussed in 2.2.3 by Algorithm 5 and
Algorithm 6, respectively.

6. Decrypt the Message using Shared Key:

The decryption of encrypted mapped points is represented in Algorithm 14:

Algorithm 14: Decrypting the Message Algorithm [3]

Decrypt the Message Using Shared Key Algorithm in [3]
Input: Encrypted points, k_sh
Output: Mapped points

1. Recipient: obtain k_sh;

2. Recipient: subtract k_sh from the encrypted point;
3. Recipient: repeat step 2 for all encrypted points;
4. Return Mapped points;

Decrypting the encrypted points is done by subtracting the encrypted mapped point
from ksh.

Step 1 in Algorithm 14 is already done in Algorithm 8.

Example 21 shows the decryption of mapped points by Algorithm 14:

Example 21:
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Let’s use equation (16).
Encrypted Mapped Point= {(7, 6)}.
ksh = (9, 16).
Step 1 in Algorithm 14: ksh = (9,16)
Step 2 in Algorithm 14: Encrypted Mapped Point - ksh by using point subtraction and
equation (7).
(7,6) — (9, 16) = (7, 6) + (9, -16) by using equation (7).
(7,6) + (9, -16) = (7, 6) + (9, 1) because -16 mod 17 = 1.
(7,6) + (9, 1) = (3, 1) by using equation (11) which used for point addition.
Step 3 in Algorithm 14: No more encrypted points.
Step 4 in Algorithm 14: Mapped Point = {(3, 1)}.
End of Example 21.
7. Decoding the Mapped Points to the Decrypted Message
This step converts the mapped points to plain text message.
The pseudo code for decoding the mapped points to the decrypted message is

represented in Algorithm 15:

Algorithm 15: Decode the Mapped Points to Decrypted Message Algorithm [3]
Decoding the Message and Convert it to Plaintext Algorithm in [3]

Input: Mapped points

Output: The decrypted plain text message

. Recipient: obtain x_i value for the mapped point;
. Recipient: convert x_i to the binary value;
. Recipient: remove the padding 3 bits for each block;
. Recipient: XOR first block with 1V;
. Recipient:
for each block, XOR it with the previous block;
. Recipient: repeat step 4 for all blocks;
. Recipient: convert each 8 bits into its corresponding char;
. Recipient: repeat step 8 for all blocks;
. Recipient: for each N char aggregate to single blocks;
0. Return The decrypted plain text message;

b~ wN -

= O 00N
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All of these steps will be more understood while moving through Example 22.
Example 22: Decoding the Decrypted Mapped Points

V:
“0000000000000000000000000000000000000000000000001011100110111001110
11000111000101101010101011111011110001011110010110101111000101011010
001011111011100111001010111011010011101111010101001011110”

Let’s use the equation of the scep192k1 curve represented in Appendix D, while the
parameters of it is shown in Appendix D in Figure 73.

Mapped Point:
{(55473415851740619417587099136516824090225159400031400445,
3202847018879865638147947358543409408045741262875104715934)} (the
output of Example 18, so we can prove the work if the same original message is found)
Step 1 in Algorithm 15:

Mapped Point:
{(55473415851740619417587099136516824090225159400031400445,
3202847018879865638147947358543409408045741262875104715934)}

One x value will be there because the mapped point only includes one point.

x 1 =55473415851740619417587099136516824090225159400031400445

Step 2 in Algorithm 15:

Binary representation of x ; =
00000010010000110010101101100011011000110111110010101100110011011010
11001101111110101001100010001100111010001110100001100001011011101001
01100010100111101011110121121110001101111000110001111111012

Step 3 in Algorithm 15:

Binary representation of x ; after removing 3 padding bits =
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00000010010000110010101101100011011000110111110010101100110011011010
11001101111110101001100010001100111010001110100001100001011011101001
01100010100111101011110111111000110111100011000111111
Step 4 in Algorithm 15: x ; XOR IV (3 bits are added to the left of x ; to have the
same size of 1V in order to XOR x ; with 1V)
“0000000010010000110010101101100011011000110111110010101100110011011
01011001101111110101001100010001100111010001110100001100001011011101
00101100010100111101011110111111000110111100011000111111” XOR
“0000000000000000000000000000000000000000000000001011100110111001110
11000111000101101010101011111011110001011110010110101111000101011010
001011111011100111001010111011010011101111010101001011110” =
“0100100001100101011011000110110001101111001011000010000001101101011
11001001000000110111001100001011011010110010100100000011010010111001
1001000000100001001100101011011000110110001100001”
Step 5 in Algorithm 15: Go to step 6 in Algorithm 15, no other points available
Step 6 in Algorithm 15: Go to step 7 in Algorithm 15, no other points available
Step 7 in Algorithm 15: ASSCII representation for each 8 bits starting from left:
[

("01001000", 'H"),

("01100101", 'e"),

("01101100",'1),

("01101100",'1),

("01101111", 0",

("00101100", .9,

("00100000", "),
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("01101101", 'm"),

("01111001",'y"),

("00100000", " "),

("01101110", 'nY,

("01100001", 'a’),

("01101101", 'm"),

("01100101", 'e"),

("00100000", " "),

("01101001", '1"),

("01110011",'s"),

("00100000", " "),

("01000010", 'B"),

("01100101", 'e"),

("01101100", '),

("01101100", '),

("01100001", 'a")
]
Step 8 in Algorithm 15: No more blocks, go to step 9 in Algorithm 15.
Step 9 in Algorithm 15: Decrypted message for each block= {“Hello, my name is
Bella”}.
Step 10 in Algorithm 15: Decrypted message: “Hello, my name is Bella”.
End of Example 22.

The end of encryption/decryption model 2.

In this model problem 1 should be discussed. Here is Problem 1, where 1V should be

random in order to block chosen plaintext attack (CPA) [24], which means the attacker
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will have the full ability to select some arbitrary plaintext for encryption and get the
corresponding ciphertext while the attacker know the encryption algorithm and has the
ability to encrypt messages from sender side using the sender’s secre key but without
knowing it. The attacker aim is to obtain some clue about the key. Also, the usage of
random 1V is to block chosen ciphertext attack (CCA) [24], which is defined as an
attack for which the attacker is allowed to select a ciphertext and obtain its decryption
under an unknown key. It is a much stronger attack than the chosen plaintext attack,
especially in public-key cryptography, and same as CPA, the attacker has the ability
to encrypt and decrypt messages in this case. Also, Deffie-Hellman key exchange is
exposed for man-in-the-middle [28] (MITM) attack so trusted public keys should be
used to block MITM attack, while MITM attack is a cyberattack where an attacker
intercepts and potentially alters the communication between two parties without their
knowledge. This attack allows the attacker to eavesdrop, steal information, or
manipulate data exchanged in the communication. The solution is done using trusted
public keys to block Man-in-the-Middle (MITM) attacks in Diffie-Hellman key
exchange involves Certificate-Based Authentication, where each party presents a
digital certificate from a trusted Certificate Authority (CA) to verify the authenticity
of the public keys exchanged. This modification is done in Algorithm 21.

Proof by Equations:

Let's denote the attacker as A, sender as S, and recipient as R.

Without CA (Vulnerable to MITM):

1. The attacker will intercept and alter the public key for sender and receiver by his/her
public key:

A intercepts PU, from S and sends PU,, to R.

A intercepts PU,. from R and sends PU, to S.
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2. For key calculation, now the attacker will have the shared secret key for both sender
and reciever:

S computes: kg (sender’s shared key) =dg X PU,

R computes: k, (receiver’s shared key) = dr * PU,,

A computes two keys:

k¢, (sender’s shared key calculated by attacker) =d, X PU;

k., (receiver’s shared key calculated by attacker) = d, X PU,

In this case, the attacker will know both shared keys for sender and receiver.

Encryption/Decryption oracle: An encryption oracle is a theoretical black box used in
cryptographic analysis, particularly in chosen plaintext attacks (CPA), that provides
the encryption of any submitted plaintext, allowing adversaries to analyze
corresponding ciphertexts to break the encryption scheme. Conversely, a decryption
oracle, used in chosen ciphertext attacks (CCA), is a black box that decrypts any
submitted ciphertext (except those submitted for encryption) and returns the plaintext,
helping adversaries to exploit the decryption process and potentially reveal the secret
key or construct valid ciphertexts that can expose sensitive information.

Proof of Insecurity Regarding CPA with Constant IV Using Equations
Abbreviations:

e IND-CPA: Indistinguishability under Chosen Plaintext Attack, which is a
security notion for encryption schemes, where an adversary cannot
distinguish between the ciphertexts of two chosen plaintexts, even after
having access to the encryption oracle. It ensures that the encryption

scheme remains secure under the assumption that the attacker can choose
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plaintexts and see their corresponding ciphertexts but cannot gain any
additional information about the plaintext from the ciphertext.

e A: Adversary

e E: Encryption scheme

e Enc: Encryption function (Algorithm 11, Algorithm 12, Algorithm 13)

e k: shared secret key (isn’t known by the attacker, but is used in the
encryption algorithm)

e |V:random Initialization Vector

e m,, my: Messages chosen by the adversary

c: Ciphertext

The Encryption/Decryption model 2 in [3] is not IND-CPA secure if the 1V is constant.
This is because the probability that the adversary can distinguish between ciphertexts
of chosen plaintexts becomes significant when the IV does not change. The adversary,
A, can submit as many messages as desired to the encryption oracle. For each query,
A receives the corresponding ciphertext. If the IV is constant, the encryption process

becomes predictable.

The adversary submits q queries to the challenger to encrypt plaintexts of their choice.
The adversary then sends two messages, m, and m,, to the challenger for encryption.
The challenger encrypts one of the messages using a randomly chosen bit b, resulting

in ¢, =Enc(k, m, @ 1V). The adversary's task is to guess the value of b.

Consider the following games:
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1. Game 0: The adversary requests encryption of a message m, and receives ¢, =
Enc(k, my,@ 1V).

2. Game 1: The adversary sends two messages m, and m,, where m,, is the same
as in Game 0. The challenger encrypts one of them, m,,, and sends c;, =Enc(k,
m, @ IV) to the adversary.

3. Game 3: The adversary attempts to distinguish between m, and m, based on
the received ciphertexts. The probability of A guessing b is high because the
ciphertexts in both games are generated with the same IV. So both ciphertexts will
be the same if b =0, and if it is different then b = 1, which means guessing between

bits 0 or 1 is easy for the attacker.

This results in the messages m, and m, being distinguishable. The ciphertext from

my in Game 0 is the same as the ciphertext from m, in Game 1 because the same IV

Is used in each game. Hence, the adversary's advantage Adv_IND-CPA[A, E] is non-

zero, proving the scheme's insecurity under CPA when the 1V is constant.

Proof of Insecurity Regarding CCA with Constant IV Using Equations

Abbreviations:

e IND-CCA: Indistinguishability under Chosen Ciphertext Attack, which is

a stronger security notion where an adversary cannot distinguish between
the ciphertexts of two chosen plaintexts, even when the attacker has access
to a decryption oracle, except for the challenge ciphertext. It ensures that
even if an attacker can decrypt arbitrary ciphertexts (other than the
challenge ciphertext), they still cannot gain any information about the
plaintext from the challenge ciphertext.

e Dec: Decryption function (Algorithm 14, 15 and 16)
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Proof:

The proof for Adv_IND-CCA[A, E] starts by noting the adversary's ability to access
both the encryption and decryption oracle. The adversary, A, can submit chosen
ciphertexts to the decryption oracle and chosen plaintexts to the encryption oracle. The
encryption process is defined as:

¢ = Enc(k, m, IV)

The adversary submits two distinct messages, m, and m,, to the encryption oracle and
receives the corresponding ciphertexts c, and c;:

co =Enc(k, my@ IV)

¢; =Enc(k, m; @ 1V)

In the challenge phase, the adversary chooses m, and m; again, and the challenger
selects a random bit b. The challenger then encrypts m,, and returns the ciphertext c;,:
¢, = Enc(k, my, 1V)

To distinguish between m, and m,, the adversary modifies the ciphertext ¢ by XORing
it with a constant /V and submits it to the decryption oracle:

¢’ = ¢ @ IV;The decryption oracle decrypts c' to obtain:

Dec(k, ¢') = Dec(k, ¢ @ IV;)

Since the decryption process relies on 1V:

Dec(k, Enc(k, m;, @ IV) @ V)

The adversary can then compare this result with the known plaintexts m, and m; to
determine b because the ciphertext is always the same and unique ciphertext for every
plaintext, so this will lead to compute the shared key as well. So guessing between the
bits is easy for the attacker, as a result, it will lead the attacker to guess both the

ciphertext and the plaintext.
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This demonstrates that Encryption/decryption model 2 in [3] isn’t secure under CCA
when a constant IV is used. Therefore, using constant IV is essential to maintaining

the security of the encryption scheme under chosen ciphertext attacks.
2.3 Secure and Efficient ECC Systems

In this section, we explore various secure and efficient systems implemented using
Elliptic Curve Cryptography (ECC). These systems are evaluated based on their
features, security mechanisms, and efficiency in handling cryptographic tasks. The
primary focus is on SE-Enc [3] in 2.3.1 which focuses on a secure and efficient ECC
for 10T. Also, some brief discussion will be done for Singh [6], and Sengupta [4]
systems in section 2.3.2. Moreover, section 2.2.3 shows a brief discussion for Barman
system [27]. Also section 2.3.4, analysis of the known experimental results on security,
mapping EC points successfully and encoding/decoding operations will be done.
Finally, section 2.3.5 shows a summary which leads to choose SE-Enc [3] as a main
reference for this thesis.

2.3.1 SE-Enc System Description [3]

The system called SE-Enc, which has been developed by Hisham N. Almajed and
Ahmad S. Almogren [3], employs an advanced Elliptic Curve Cryptography (ECC)
that is specifically designed for resources-constrained high-security environments.

This system is represented in Figure 10.

This system takes the original message as an input and sends it encrypted to the
receiver, then the output of the decryption process should be the decrypted message
(same as the original message taken in the input). The following diagram, represented

in Figure 10, provides a detailed visual representation of the SE-Enc [3] encoding and
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encryption process, illustrating each step from message encoding to mapping onto the

elliptic curve and the secure encryption and decryption processes:

. Convert the
System generating numerical values to
parameters plain text
A
Y
Encoding the Decode the
message to message to
numerical values numerical value
A
Mapping the Decrypt the
encoded message message using
to EC shared key
A
Encrypt th? Verify the received
message using message
shared key

A

Sign the encrypted
message

Y

Figure 10: SE-Enc Encryption and Decryption Process [3]

The parts of Figure 10 will be discussed in the detailed algorithms used in SE-Enc.
Detailed Algorithms Used in SE-Enc:

The following list shows the algorithms used in SE-Enc and referred to which part in
Figure 10:

Algorithm 10: Key Agreement Algorithm, refers to system generating parameter’s
part, while this is used to agree for the same shared key between the 2 parties (sender
and receiver).

Algorithm 11: Message Encoding Algorithm, refers to encode plaintext to numerical
values part

Algorithm 12: Block Map for EC Algorithm, refers to mapping encoded message to

EC part
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Algorithm 13: Encrypting Mapped Points Using Shared Key (ksh) Algorithm, refers
to encrypt the message using shared key part

Algorithm 5: Signing the Message Algorithm, refers to sign the encrypted message
part.

Algorithm 6 Verifying the Message Algorithm, refers to verify the received message
part.

Algorithm 14: Decrypted points Algorithm, refers to decrypt the message using shared
key part.

Algorithm 16: Decoding Mapped Points to Binary Values Algorithm, refers to decode
the message to numerical value part.

Algorithm 17: Decoding Binary Values to Text Algorithm, refers to convert the
numerical values to plain text part.

1. Initialization of System Parameters:

System parameters for SE-Enc [3] are represented in Figure 11, however H which
represents the hash function is notated in a wrong way because other notation is used
in the algorithms for [3]. Hence, the correct notation is HASH. Also, the initial vector
isn’t a random number. In addition, K is a random number as mentioned in Figure 11,
but it has to be between 2 and p-1, both included, because it is used for scalar
multiplication in Algorithm 2, so it isn’t reasonable to accept 1 as a value for k. These

adjustments are done in step 1 for encryption/decryption model 2 in section 2.2.5.

ECC parameters a, b, and p, in addition of base point G are considered as global
variables to be used in all SE-Enc system algorithms even if they don’t appear in the

input of the algorithms.

Figure 11 shows the system parameters’ notations and their description:
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Motaton Description of notatons

TR Sender privale key

iy Recipeent private Key

L Hise poing on ellipiic curve

o Sender public key =4, « (¢

PL Recipient public key = oy = &

r Large prime number { 192-hit)

i, h BC comfficients, 5.1, da™ + 275 mod p 2 0
W = ot +ox +bmod p BC oquation to map points o EC

H Hash funciion to sign the message 'y

Ko Shared session key

M Tomal number of characiers in the message

15 Mumber ol blocks Tor each message

N Mumiber of characters on each block

I Famdborm mmidaal wvestor { 192<hity

& Eandomly securely selected from [1, ¢ = 1]
g The encrypled message (all encrypied pointsj

Figure 11: List of Notations Used to Generate Scheme Parameters [3]

In this step, key agreement algorithm (Algorithm 10) will be done between sender and
receiver. Algorithm 10 helps to establish a shared key between the sender and receiver,

which is essential for secure encryption of communication.

Step 1 and step 2 in Algorithm 10 can be executed in parallel, while it is corrected
from the one in [3] in the encryption/decryption model 2 in section 2.2.5 (Algorithm
10). In the encryption/decryption model 2, all details related to key agreement are
explained there.

2. Message Encoding refers to Algorithm 11 in 2.2.5:

Algorithm 11 transforms the plaintext message to the format suitable for ECC
processing, which includes padding, converting to binary and XORing.

Figure 12 is illustrating message encoding Algorithm 11:
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Figure 12: Message Encoding Diagram for Algorithm 11 [3]

Algorithm 11 corrects a mistake in step 2 in [3], while N is the number of characters
in each block. Also, [3] misses a lot of explanations of Algorithm 11 as defining M
(number of characters in original message), defining the equation used for N, and the

equation used for B. Algorithm 11 in encryption/decryption model 2 includes more

explanations for message encoding in [3].

3. Block Map for EC (Algorithm 12 in

Mapping points to EC is used to map the encoded blocks of the message to the points

which lie on the elliptic curve.

2.2.5):
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This step is very important to obtain points on EC. More details are explained in
encryption/decryption model 2, in step 4.

4. Encrypting Mapped Points Using Shared Key (ksh) (Algorithm 13 in 2.2.5)
The purpose of Algorithm 13 in section 2.2.5 is to encrypt the mapped points by adding
them with the Shared key ksh by using point addition equation (11). Each point is
added to the shared key and that’s how the encrypted coordinates are generated.
Algorithm 13 represents step 5 in the encryption/decryption model 2, where it is
explained in details in the model.

5. Signing the Encrypted Points and Message Validation by the Recipient
A digital signature is a cryptographic technique, which allows one party to prove the
authenticity and integrity of a message in a digital way. Digital signatures are used to
ensure authenticity of the sender and integrity of the message during transit. In
addition, they take away from the sender the ability to reject the delivery of the

message (non-repudiation).

Encrypted points signature b sender is represented in Algorithm 5 in Section 2.2.3 in
step 6. Verifying the message by the receiver is represented in Algorithm 6 in Section
2.2.3 in step 6. ECDSA is used in both Algorithm 5 and Algorithm 6 where more
explanation is done in step 6 in Section 2.2.3.4.

6. Decrypted points Algorithm 14 in Section 2.2.5

Each encrypted point is subtracted from the shared group key by using equation (7).
This actually decrypts the points, putting them back to their original mapped positions
on the curve.

More explanation is done for Algorithm 14 in step 7 in Section 2.2.5.
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7. Decoding Deciphered Points to Binary Values Algorithm 16
The pseudo code for decoding deciphered points to binary values is represented in

Algorithm 16:

Algorithm 16: Decoding Mapped Points to Binary Values Algorithm [3]
Decoding Deciphered Points to Binary Values Algorithm in [3]

Input: Mapped points

Output: Encoded block

1. Recipient: obtain x_i value for the mapped point;
2. Recipient: convert x_i to the binary value;
3. Recipient: remove the padding 3 bits for each block;
4. Recipient: XOR first block with 1V;
5. Recipient:
for each block, XOR it with previous block;
6. Recipient: repeat step 4 for all blocks;
7. Return Binary values;

Algorithm 16 is a part of The pseudo code for decoding the mapped points to the
decrypted message is represented in Algorithm 15: 15 in section 2.2.5. It is all

explained in step 8 in section 2.2.5.

Algorithm 16 transfers the mapped points, by using the x value of each point, and does
the steps mentioned in the algorithm, to reach at the end the encoded blocks which
contains binary numbers.

8. Decoding Binary Values to Text Algorithm 17

The pseudo code of decoding binary values to plaintext is represented in Algorithm

17:
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Algorithm 17: Binary to Characters by Using ASCII Table Algorithm [3]
Decoding Binary Values to Text Algorithm in [3]

Input: Binary values

Output: The plain text message M

1. Recipient: obtain the binary values;
2. Recipient:
convert each 8 bits into its corresponding char;
3. Recipient: repeat step 3 for all blocks;
4. Recipient: for each N char aggregate to single blocks;
5. Return The message M;

Algorithm 17 is a part of Algorithm 15 in section 2.2.5. It is all explained in step 8 in
section 2.2.5.

Conclusion:

SE-Enc is considered to be a good ECC scheme for security and efficiency. However,
some deficiencies appeared by addressing some problems concerning this scheme.
Starting with Problem 1 (in Section 2.2.5 in step 1) which is the random IV, which is
introduced to be used but it is constant IV, while this problem is solved in an updated
version of SE-Enc [5], but without a clear explanation on the procedure for creating
this random IV. Also several questions are asked about the 3 padded bits which end
up with 2 problems, which are specifying whether 3 padding bits are enough for
successfully mapping for all EC points (Problem 2 in Section 2.2.5), and if these 3
padding bits have better performance (less compilation time) than 8 bits padding bits
(Problem 3 in this section).

2.3.2 Singh [6] and Sengupta [4] Systems

Here Singh [6] and Sengupta [4] systems will be discussed, which are based on Elliptic
Curve Cryptography (ECC) and offer improved security and performance. Even

though these systems are intended for general purpose applications, we can adopt some
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of their techniques to the 10T area in order to obtain an efficient and secure ECC
implementations for 10T.

Singh System [6]:

The Singh system proposes an ECC scheme which is useful for the communication of
images. The main aim of the Singh system is to encrypt and decrypt images using
elliptic curve cryptography. The main objective is to map the points to elliptic curve
formatted as (8) in a simple way. This is done by adding group of pixels representing
x value and then compute y value which represented on elliptic curve. This approach
is better so mapping process isn’t repeated for every pixel.

Figure 13 shows the overall structure of Singh System:

Pixel Grouping into a Single . Getting the Group of Pixels from
Integer the Big Integer
Signing the Message (5) Image Encryption (18)
L 4
Verify the received message Image Decryption Algorithm (19)
Algorithm (6) -

Figure 13: Overall Structure for Singh System [6]

Detailed Steps Used in Singh:

1. Pixel Grouping into a single integer

Images are represented by pixels. Normally, to encrypt image, each pixel should be
encrypted. This step is working on grouping pixels in a single integer so every group

of pixels will be encrypted, instead of encrypting each pixel alone. The number of the
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grouped pixels is depended on the prime field of the ECC. For instance, 512 bits ECC
prime field groups up to 63 pixels together. To find the single integer which represents
the group of pixels, a function from Mathematica is used called FromDigits [list of
pixels, b], where list of pixels represents the pixels which will be grouped and b
represents the base for pixels which is 256 (max range + 1). 1 or 2 is added to each
pixel to avoid the error done by FromDigits function. The value for each pixel varies
between 0 and 255 (both included), because of the addition of 1 or 2 to each byte, then
the range may reach 257. Based on that, the base used in FromDigits is 258.

2. Getting the group of pixels from the big integer

This step will convert back the single big integer to list of pixels in range 0 and 255,
both included. To achieve this goal, IntegerDigits function form Mathematica is used,
while IntegerrDigits[big integer value, 256] provides a list of pixels ranges between 0
and 255 (base -1), both included. IntegerDigits is the inverse fnction for FormDigits.
3. Algorithm 18: Image Encryption

The pseudo code of image encryption is represented in Algorithm 18:

Algorithm 18: Image Encryption Algorithm [6]

Image Encryption Algorithm in [6]
Input: Image to be encrypted
Output: Cipher image

1. Get the pixel value of the image to be encrypted and randomly add 1 or 2 to each
pixel.  Record the number of channels present in the image.

2. Group the pixels and convert to single large integer value for each group. Number
of pixel to be group using Mathematica is given by grp = Length[IntegerDigits[p,
258]] -1

3. Pair up the result obtained from step 2 and store as 'Pm" which is the plain message
input for the ECC system.

4. Select a random 'k’ and compute 'kG' and 'kPb' where 'Pb' is the public key of the
receiver.

5. Perform point addition of 'kPb" with each value of 'Pm' and store as 'Pc’ which is
the cipher text.

6. Convert the cipher text list from step 5 to value ranging from 0 to 255.
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7. Pad left with 0 to each list from step 6 which have less than grp + 1 number of
elements, to make each list equal in length.

8. Flatten the list from step 7, group them according to the number of image channels
that we have recorded and partition them to the width of the plain image.

9. Convert the values from step 8 into cipher image.

Return cipher_image

The steps in Algorithm 18 explains the encryption of the image used in Singh system,
while a step is missed between step 2 and step 3, which is mapping each integer to its
point on elliptic curve.

Step 4 and step 5 in Algorithm 18 are described in section 2.2.4 in Algorithm 7.

4. Digital Signature on Cipher Image

Signing the message is related to ECDSA discussed in section 2.2.3 (Algorithm 5).

5. Verifying the Signature

Verifying the signature is related to ECDSA discussed in section 2.2.3 in Algorithm 6.
6. Algorithm 19: Image Decryption:

The pseudo code of image encryption is represented in Algorithm 19:

Algorithm 19: Image Decryption Algorithm [6]

Image Decryption Algorithm in [6]
Input: Cipher image to be decrypted
Output: Plain image

1. Get the pixel value of the cipher image and group by grp + 1 number of pixels
and form single big integer value for each group with base 256. Record the
number of image channels of the cipher image.

2. Pair up the value obtained from step 1.

3. Perform point multiplication of 'kG' with 'nB' where 'nB' is the private key of
the receiver.

4. Perform point subtraction between values from step 2 with value from step 3.
5. Get the value in the range of 0 to 255 from step 4 with base 258 and subtract
random 2 from each value.

6. Group the flatten value obtained in step 5 in terms of recorded number of
image channels of the cipher image and partition them to the width of the cipher
image.

7. Convert the values from step 6 into plain image.
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Return plain_image

The steps in Algorithm 19 explain the image decryption which is done in Singh system.
Conclusion for Singh System:

In order to guarantee the integrity and validity of the received image, the Singh system
presents the implementation technique for image encryption and decryption in addition
to the insertion of a digital signature to the encrypted image. The process entails
putting pixels in groups and describing how many groups of pixels are possible given
the ECC parameters. They paired these grouped pixel values rather of translating them
to Elliptic curve coordinates, which obviates the requirement for a reference mapping
table both during encryption and decryption. The approach generates a cipher image
with minimal correlation even in cases where the source image has uniform pixel
values. They examine the methodology as well to highlight the algorithm's power.
Sengupta System [4]:

ECC is utilized as a public-key cryptosystem for encryption and decryption. To
encrypt a message, it is mapped to a distinct point on the elliptic curve using a mapping
algorithm. While ECC arithmetic is computationally simpler than that of other
cryptographic algorithms, converting simple messages to elliptic curve points remains
a challenge. In Sengupta scheme, they examine various message mapping schemes in
ECC, highlighting the flaws and vulnerabilities of each to cryptanalysis. They also
outline the characteristics of an effective message mapping scheme in ECC. In the
latter part of [4], they introduce a new mapping scheme that resists frequency analysis

and other cryptanalytic attacks.

Figure 14 shows the steps for Sengupta system:
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Original Message Original Message

A
\

Use Mapping Funerion to Use Reverse Mapping Function to
Map the original message to get back the original message
distinet points on the curve from distinet points

7 )
v
Encrypt points using Decrvpr points using
ECC ECC
A
Send pair of cipher

A 4

points

Figure 14: Steps for Sengupta System [4]

Steps for Sengupta scheme:

1. Original Message:

Original message is obtained by the sender and it should be represented as a text
containing character/s.

2. Mapping Points:

This step is discussed in section 2.2.3 in Algorithm 3.

3. Encrypt Points using ECC:

This step is done exactly like the introduced section 2.2.4 in Algorithm 8.
4. Send Pair of cipher points:

This step discussed also in section 2.2.4 in Algorithm 8.

5. Decrypt Points using ECC:

This step is discussed in section 2.2.4 in Algorithm 9.

6. Reversed Mapping:

This step is discussed in section 2.2.3 in Algorithm 4.
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7. Original Message:
The decrypted message in step 6 should be equal to the original message in step 1.
Conclusion:
In [4], a new message mapping scheme for elliptic curve cryptosystems is proposed,
accompanied by derived guidelines for an effective mapping scheme. The proposed
scheme adheres to these guidelines, demonstrating its quality as a mapping scheme.
Security analysis reveals that the new scheme prevents many attacks that previous
schemes discussed in [4] were vulnerable to. Additionally, the proposed scheme is
faster than those previously discussed schemes in [4]. Its main advantage is that no
prior information needs to be shared for the mapping or reverse mapping process.
2.3.3 Barman System [27] Description
Introduction:
The paper addresses security challenges in 10T, proposing a security framework
combining ECC with DNA encoding. ECC is known for its efficiency and security,
suitable for resource-constrained 10T devices. The paper details how DNA encoding
can enhance ECC encryption to provide robust security for 10T environments.
Security Challenges within 10T Systems:
IoT systems face several security challenges due to their diverse applications and
limited resources. These challenges include:

- Physical security of devices.

- Computational limitations preventing complex security algorithms.

- The need for secure remote management.

- Scalability issues with identifying and managing billions of devices.

- Ensuring the longevity of cryptographic algorithms beyond the lifespan of

loT devices.
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Solution for 10T Security:

The paper discusses the necessity of encryption for 10T security, highlighting common
algorithms such as RSA and ECC. It emphasizes the need for security at multiple
layers and introduces the concept of DNA encoding to strengthen cryptographic

methods.

The steps for Barman system are shown in Algorithm 20:

Algorithm 20: Plaintext Conversion to Encrypted DNA-Based ECC Ciphertext
Algorithm in [27]

Plaintext Conversion to Encrypted DNA-Based ECC Ciphertext Algorithm in
[27]
Inputs: 4. Reconstruction and DNA

- P: Plaintext message Conversion:

- D: Known DNA sequence a. Concatenate the modified

- ki Segment size for binary DNA segments to form a new binary
sequence (k > 2) sequence.

- ECC_params: (a, b, p) // Elliptic b. Convert this binary sequence
curve parameters back into a DNA sequence DN using

- G: Base point on the elliptic curve the same binary-to-nucleotide table.

- P_B: Public key of the receiver

- n_B: Private key for receiver 5. Decimal Conversion:

a. Convert the newly formed DNA
Steps: sequence DN into a decimal number
N wusing a nucleotide-to-number

1. Plaintext Conversion to Binary: conversion table:

a. Start with the plaintext message P. - Adenine (A) =10

b. Convert the plaintext P into its - Thymine (T) = 20
binary representation P'. - Guanine (G) =30

- Cytosine (C) =40
2. DNA Sequence Conversion:

a. Select a known DNA sequence D. 6. Elliptic Curve Mapping:

b. Convert the DNA sequence D into a. Map the decimal number N to a
its binary equivalent D' using a point P_m on the elliptic curve using
predefined conversion table: ECC_params.

- Adenine (A) =00

- Thymine (T) =01 7. Elliptic Curve Encryption:

- Guanine (G) =10 a. Randomly select a private key k.
- Cytosine (C) = 11
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3. Binary Segmentation and Insertion:
a. Segment the binary DNA
sequence D' into smaller chunks, where
each segment contains Kk bits.
b. Insert each bit of the binary
plaintext P' into the beginning of each
segment of D'.

4. Reconstruction  and DNA
Conversion:

a. Concatenate the modified
segments to form a new binary
sequence.

b. Convert this binary sequence back
into a DNA sequence DN using the
same binary-to-nucleotide table.

b. Compute the encryption
components:

i. kxG /I Multiply k with the
base point G

ii. P_m + kxP_B // Add the
point P_m to the product of k and the
receiver's public key P_B

8. Transmission:
a. Transmit the ciphertext {kxG,
P_m + kxP_B} to the receiver.

Notes:

- Steps 6-8 correspond to the
operations mentioned in Algorithm 3
and Algorithm 8, including more
detailed explanations.

End Algorithm

For Decryption: only this equation is mentioned: B, + kPg.—ng (kG) = Pm +
k (ng) G — ng (kG) = Pm, where np is the private key of the receiver, but in [27]

the decryption isn’t explained. And the equation is similar to the one in Algorithm 9.

Based on that, the overall structure for the Barman System is represented in Figure 15:

Insertion Method

DNA Cryptography Basics >

w

ECC Encryption (Algorithm 8) " ECC Integration (Algorithm 3]

v

ECC Decryption (Algorithm 9)

Figure 15: Barman System Overall Structure
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DNA Encoded ECC for 10T Security:

DNA cryptography uses the sequences of DNA bases (A, T, G, C) as information
carriers. This method involves converting plaintext into DNA sequences and using
these sequences for encryption. The combination of DNA cryptography with ECC
leverages the strengths of both methods to create a highly secure system.

Encoding Mechanism:

1. DNA Cryptography Basics: DNA cryptography utilizes the biological properties of
DNA sequences. The four nucleotides (A, T, G, C) are encoded into binary values
(A=00, T=01, G=10, C=11).

2. Insertion Method: The plaintext is first converted into binary. This binary sequence
is inserted into the beginning of segments of a binary DNA sequence. The segments
are then concatenated and converted back to nucleotide sequences.

3. ECC Integration: The resulting DNA sequences are converted into decimal values,
which are then mapped to points on an elliptic curve using Algorithm 3. These points
represent the plaintext points (P,,).

4. Encryption (using Algorithm 8): Using ECC, the plaintext points are encrypted into
ciphertext points using the ECC encryption formula: {k X G, B,,+k X Pg}, where k is
a random number, G is the base point, and Pgis the public key of the receiver.

5. Decryption (using Algorithm 9): The receiver deciphers the ciphertext points using
ECC decryption, converting them back into numbers, and then decoding the DNA
sequence to retrieve the original plaintext.

Conclusion:

The proposed DNA encoded ECC system provides a dual-layer security mechanism
for 10T devices. It combines the efficiency of ECC with the complexity of DNA

cryptography, making it secure against modern threats but having some deficiencies

84



while digital signature isn’t used and it’s exposed to CCA and CPA. The paper

suggests further development and practical implementation to validate the proposed

scheme.

2.3.4 Experimental Settings and Results on ECC System Security and Efficiency

[3] - [4] - [5] (Results are Taken from [3], [4] and [5])

Problems Statements and Goals of [3], [4], and [5]

The listed and known experimental studies have been done to solve several problems

towards secure and efficient implementation of ECC. The main problems statements

and goals of the experimental studies are given below:

1.

Experiment 1: Analyze the encryption operation of ECC scheme while encrypting
the message twice without using random 1V, and twice with using random 1V,
which proves that the generated ciphertext is secured against possible
cryptographic attacks, like CCA and CPA.

Experiment 2: Evaluate the number of rounds needed for mapping number of
numeric values to points on an elliptic curve, and include the successful rate of
mapping the points in each round. This experiment is done on three standard
elliptic curves which are secpl192k1, secp224kl and secp256kl mentioned in
Appendices D.1, D.2 and D.3 respectively.

Experiment 3: Evaluate the performance of the encryption of Sengupta system [4],
which computes the time needed for the encryption process, while its performance

is compared to another scheme discussed in [4].

Results of three known experiments from [4], [3], and [5] are analyzed in the next parts

1-3:

1. Experimental Settings and Results of Experiment 1 [5]:
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Objective:

The objective of Experiment 1 is to involve encrypting (Algorithm 17 (updated in [5]
to have random 1V), Algorithm 12 and Algorithm 13) the same plaintext multiple times
to observe the effects of using a random initial vector (IV) on the encryption output,
where the output without using random IV for the same plaintext and EC parameters
will be the same (the same encrypted message is always obtained when the same plain
text is encrypted), while by using random IV, if the same plaintext is encrypted, then
the encrypted message will be always different. The experiment is conducted in two
parts: first, the same plaintext is encrypted twice without using a random initial vector,
and this process is repeated twice to confirm consistency. Second, the same plaintext
Is encrypted twice using a random initial vector each time, and this process is also
repeated twice to observe the variations introduced by the random IV. By comparing
the outputs from both parts, we aim to ensure the security of the scheme (ciphertext)
against Chosen Ciphertext Attacks (CCA) and Chosen Plaintext Attacks (CPA).
Experimental Setup:

Plaintext Input: The same sample of plaintext (only one sample plain text) is used in
all runs in Experiment 1 for ensuring the consistency of input data and to examine the
impact of encryption process on the same input by varying the parameters. The used
plaintext is:

"This is a test code of Java application and encryption system. It's not an actual system

in real life."

All the runs of the encryption process in Experiment 1 have the same ECC parameters
(a, b and p) and the same base point G (while there exact values aren’t mentioned in

[5], but probably the standard EC secp192k1 (in Appendix D) is used), while the first
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2 runs doesn’t have IV, and the second 2 runs have random IV (different IV for each

one because it is random).

Encryption Process: The plaintext is encrypted to ciphertext by using the ECC
encryption in model. The encryption process may vary depending on the random initial
vector (IV) used in Figure 18 and Figure 19.

Experiment 1 Results:

Figure 16 and Figure 17 show the encrypted points of the same plaintext without using
a random initial vector which are computed twice, the first encryption run is done in
Figure 16 while the second run is done in Figure 17, while both give the same

encrypted points as outputs, which is as expected because random IV isn’t used.

Figure 18 and Figure 19 show the encrypted points of the same plaintext with using a
random initial vector which are computed twice, the first encryption run is done in
Figure 18 while the second run is done in Figure 19, while give different encrypted
points as outputs, as expected and which is good so the same plaintext won’t have a

unique output in this case.
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Plaintext:

This is a test code of Java application and encryption system. It's not an
actual system in real life

Encrypted points:

(20607074791017864591888755486294908591020435794799437684,29
76183204269253577990000814433193074084031524922068111894)

(2128417140641249377866200675722831673054397411594470593718,
8218798353476180101159673596326378714104679668415800017)

(1952156766210309106257894265605030184939533129604696847173,
2785819232219207391952315446710108866098606593574412582776)

(5791269649605680718428063642247669359742565565460076059489,
1706188167393727306888837597680626052348219880239854797762)

(4620287675322643925210742167258980071284826282895080873464,
2442036180642017823897827922627665098004945090395654086330)

Figure 16: Cipher Text Generated by the First Run of Encryption Function [5]

Figure 16 shows the encrypted points of the plaintext used (mentioned in Figure 16)
and this plaintext is represented in 5 EC points, while random IV isn’t used which
means if running the encryption again for the same plaintext, it has to give the same

encrypted points.
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Plaintext:

This is a test code of Java application and encryption system. It's not an
actual system in real life

Encrypted points:

(20607074791017864591888755486294908591020435794799437684,29
76183204269253577990000814433193074084031524922068111894)

(2128417140641249377866200675722831673054397411594470593718,
8218798353476180101159673596326378714104679668415800017)

(1952156766210309106257894265605030184939533129604696847173,
2785819232219207391952315446710108866098606593574412582776)

(5791269649605680718428063642247669359742565565460076059489,
1706188167393727306888837597680626052348219880239854797762)

(4620287675322643925210742167258980071284826282895080873464,
2442036180642017823897827922627665098004945090395654086330)

Figure 17: Cipher Text Generated by Second Run of the Encryption Function Using
the Same Plaintext as in Figure 17 [5]

Figure 17 shows the encrypted points of the plaintext used (mentioned in Figure 17
and it’s the same plaintext in Figure 16) and this plaintext is represented in 5 EC points,
while random IV isn’t used and the encrypted points are exactly the same as the ones
in Figure 16. This is expected and proves that without using random IV, the encryption

of the same plaintext will lead to the same encrypted points.
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Plaintext:

This is a test code of Java application and encryption system. It's not an
actual system in real life

Encrypted points:

(2102665500427232820489464473807850697644197040777159199595,
5771390313080858655546627626392688022308436515811877211921)

(59487104933410648363964640497825998214173300789101843430923,
4508086580387327585181920860227283533373731311038318815995)

(617468433765745622026563157564202867311557843852434330900,4
091982265604932750855050483157153066984323389877986631950)

(4106155397208132062016612643186355420043566395550022273837,
2642499226950469587846653462228694574919257692922773084678)

(1590541441675525517808951737674024589416655785230866653400,
3923806992407130173040764011443791508090891710563477142703)

Figure 18: Cipher Text Generated by the First Encryption Function Using XOR with
random IV [5]

Figure 18 shows the encrypted points of the plaintext used (mentioned in Figure 18)
and this plaintext is represented in 5 EC points, while random IV is used and the
encrypted points are different than the ones in Figure 16 and Figure 17. This is
expected because of the using of random IV, but also it’s not enough because a new
variable is used this time so it’s normal to get different encrypted points compared to
the ones in Figure 16 and Figure 17, so the expectation to have different encrypted

points while running the encryption again using random IV.
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Plaintext:

This is a test code of Java application and encryption system. It's not an
actual system in real life

Encrypted points:

(3564666841058167326259192667450320652951173767909102570564,
4137562095369562037450070038123697152019922254261308184273)

(3149975360558245532974319747604079716625255494517425525012,
5849176045217532844731107669766200152784448484752448675275)

(5670627445642201197189052599070927679600799240637145513990,
3973333527630530643146804033836105764239039933381687421367)

(2497772621311362966300682284084227797392812718547620310881,
2753650161530583368758869399326145843729398247898839049105)

(1302640478583837954741238342684472773950168643410603525621,
2981852030176952265546412124307132636061539484222170134704)

Figure 19: Cipher Text Generated by Second Run of the Encryption Function with
XOR random IV Using the Same Plaintext in Figure 18 [5]

Figure 19 shows the encrypted points of the plaintext used (mentioned in Figure 19)
and this plaintext is represented in 5 EC points as encrypted points after applying
encoding, mapping and ECC encryption in Algorithm 11, Algorithm 12, and
Algorithm 13, respectively, while random 1V is used and the encrypted points are
different than the ones in Figure 18 as expected. This proves that using random IV
leads to different encrypted point for the same plaintext in every run of encryption. .
Random IV changes which prevents the opponents from using techniques such as CPA
or CCA to expose or guess the secret key. As a result, this scheme is more secure

against advanced attacks.
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Conclusion of Experiment 1 Results:

Experiment 1 supports the concept of non-deterministic encryption methods in ECC
to prevent the vulnerabilities of predictable ciphertext generation. It ensures the
variation in the encryption parameters, such as random IVs, strengthens the security.
The results in Figure 16, Figure 17, Figure 18, and Figure 19 proves role of random
IV in blocking such attacks like CCA and CPA, and correlate with the concepts
discussed in the referenced paper [5] and emphasize the requirement of ECC in making
the cryptographic systems efficient and secure for 10T. These results are acquired from
SE-Enc [5] but not implemented in [3] and are very secure.

2. Experimental Settings and Results of Experiment 2 [3]

Objective:

Evaluate the successful mapping rate, which mean the number of mapped points over

the number of x values (number of needed points to be mapped)

( Number of Mapped Points

), for each iteration in Algorithm 12 and
Total Number of x values Needed to be MApped

number of iterations needed to map all points that are generated to the standard EC
curves: secpl92kl, secp224kl and secp256kl curves where ECC parameters are
introduced in Appendix D in Figure 73, Figure 74 and Figure 75, respectively.
Methodology:

1. Elliptic Curve: The curves aimed are secpl92kl, secp224kl and secp256Kl1,
discussed in A6.

2. Process: Make several trials to map a random set of several numeric values (x
values) into the elliptic curve. The process includes the increase (increment by 1 in
each round) of numerical values until the mapping is finally successful (Algorithm

12).

92



3. Metrics: Number of mapped points as well as the cumulative percentage of points
mapped successfully out of the total number of points mapped in each round is
documented.

Setup:

1. Number of Trials: One thousand numbers were chosen at random, which represents
choosing any 1000 random numbers by Algorithm 12 for 1000 different x- coordinate
values.

2. Random Numbers Size: 192-bit values of the curve secp192k1, 224-bit values for
the curve secp224k1, and 256-bit values of the curve secp256k1.

Experiment 2 Results:

Figure 20, Figure 21 and Figure 22 illustrate the results from trials that measured the
percentage of mapped points followed by each round, the number of mapped points in
each rounds and the number of rounds needed to achieve a complete mapping of points

to the curves secp192k1, secp224kl and secp256k1 (Appendix D), respectively:

Mapped points to ECC P-192 each round

1 paints

4 5 7T 8B AY9 11 12 13 14 1 1 ] 20 ¥

I [apped poinks Percentage of mapped poink

Figure 20: Number of Rounds Needed to Map Points to Secp192k1 Curve (in
Appendix D) with Percentage of Mapping Points [3]

The bars in Figure 20 represents the number of mapped point in each round, while the

curve represents the percentage of mapped points after each round.
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Figure 20 shows 8 rounds in total to complete the mapping of points to EC with more
than 50% of successful mapping points in the first round, and finishes at 100%
successful mapping points at round 8. The result is good, because padding 3 bits to the
right in Algorithm 17, means at most 8 rounds are allowed, which means this result is

good.

Mapped points to ECC P-224 each round
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No. of mapped points
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No. of rounds

 Mapped points = Perecentage of mapped points

Figure 21: Number of Rounds Needed to Map Points to Secp224k1 (Appendix D)
Curve with Percentage of Mapping Points [3]

The bars in Figure 21 represents the number of mapped point in each round, while the

curve represents the percentage of mapped points after each round.

Figure 21 shows mainly similar results to Figure 20, where it needs 8 rounds in total
to complete the mapping of points to EC with more than 50% of successful mapping
points in the first round, and finishes at 100% successful mapping points at round 8.
The result is good, because padding 3 bits to the right in Algorithm 11, means at most

8 rounds are allowed, which means this result is good.
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Mapped points to ECC P-256 each round
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Figure 22: Number of Rounds Needed to Map Points to Secp256k1 Curve (Appendix
D) with Percentage of Mapping Points [3]

The bars in Figure 22 represents the number of mapped point in each round, while the

curve represents the percentage of mapped points after each round.

Figure 22 shows mainly similar results to Figure 20 and Figure 21, where it needs 8
rounds in total to complete the mapping of points to EC with more than 50% of
successful mapping points in the first round, and finishes at 100% successful mapping
points at round 8. The result is good, because padding 3 bits to the right in Algorithm
11, means at most 8 rounds are allowed, which means this result is good.
Conclusion of Experiment 2:

Experiment 2 shows that 8 rounds are enough to map all points to EC for all curves
secpl92k1, secp224kl and secp256k1 in Figure 20, Figure 21 and Figure 22, which
means 3 padding bits in Algorithm 11 are accepted based on the results, but that
doesn’t guarantee that 3 padding bits are enough because some other random numbers
may lead to more rounds than 8, and the maximum number of rounds that allowed by

the 3 padded bits is 8 rounds.
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3. Experimental Settings and Results of Experiment 3 [4]
Experimental Settings:

For Experiment 3, a machine with Intel XeonE5645@2.40 GHz (6core, each core

hyper threaded) and 16-GB RAM is used. The compiler is gcc version 4.4.7 (The
machine is given because compilation time may have slight differences from 1
machine to another). Experiment 3 is measuring the time taken for the encryption
process by Algorithm 3 and Algorithm 8, used in encryption/decryption model 1, to
be done by the compiler for different size of messages, which are: 1 KB, 10 KB, 100

KB, 1 MB, and 10 MB.

In Experiment 3, two schemes are compared based on their performance (time), while
the first scheme is the proposed scheme in [4], and the other one is a scheme [26]
discussed in [4].

Experimental Result:

Figure 23 shows a comparison of time needed for encryption process to be compiled
between Sengupta [4] and V [26] scheme discussed in [4] with respect to different

sizes of message:

Encryption Time e—Scheme V Sengupta

&
f V Scheme

Time

T (sec)
|
Encryption J

Message Size

Figure 23: Encryption Performance Comparison Between Two Schemes [26] [4]
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Figure 23 shows the time needed to encrypt a message (Algorithm 3 and Algorithm 8)
for different size of messages of 2 schemes which are [4] and [26], where 1 KB
message size and 10 KB take less than 1 second for both schemes [4] and [26].The
significant different starts to appear at size 1 MB of the message, where [4] takes
around 3 seconds to encrypt the message, while [26] takes around 40 seconds to run
it. When substantial data is taken into account, the time required to encrypt using the
[4] algorithms is significantly less than the time required by scheme V. A 10-MB
message can be encrypted in 370 seconds using scheme V [26], whereas it only takes
27 seconds to encrypt the same data using scheme [4]. This significant difference can
be attributed to [4]'s algorithms, which (Algorithm 3) consider M characters when
mapping, which is for sure preferable than mapping each character separately.
Conclusion of Experiment 3:

Experiment 3 shows the good performance of [4] and the comparison with V (existing
scheme mentioned in [4]), shows a big difference for 10-MB data. For article [3], also
mapping of group of characters is discussed in Algorithm 12, sharing the same formula
with [4], so do [3] has a similar performance to [4]? Problem 4 is introduced here,
where checking the performance for the encryption for any scheme is a major thing to
prove the good efficiency, so the running time for encryption should be similar to [4]
which is considered to have good efficiency.

2.3.5 Summary of Review

SE-Enc provides a higher level of security compared to the schemes proposed by
Sengupta [4] and Barman, making it the preferred choice for this study. One of the key
security features of SE-Enc is the use of an IV. Even with a constant 1V, SE-Enc [3]
ensures robust protection against various attacks, and it discusses the implementation

of random IVs, further strengthening its security mechanisms. In contrast, Sengupta's
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scheme, while providing foundational cryptographic concepts, lacks the advanced
security features of SE-Enc, particularly the robust IV mechanism. Barman's scheme
[27] is designed for loT security, which aligns with the goals of SE-Enc. However,
SE-Enc offers a more comprehensive approach by incorporating 1Vs, enhancing the

overall security of the encryption process.

Moreover, SE-Enc utilizes ECDSA, adding an additional layer of security through
digital signatures, which is not present in Sengupta’'s and Barman's schemes. While
Barman's article addresses 10T security and is suitable for such applications, it does
not use IV or any similar idea to enhance the security. The superior security features
of SE-Enc, including the use of 1Vs and ECDSA, make it the preferred choice for
conducting this study, as it offers a more secure and resilient encryption process
compared to Sengupta's and Barman's schemes.

2.4 Thesis Problem Definition

The present thesis aims to design, implement, and test a secure and efficient ECC
scheme for 10T following [3], with necessary modifications to address the following
problems:

1. Block CPA and CCA: Implement an ECC scheme that uses a random IV and
trusted public keys. Adding a random IV, which is missing in [3], will help block
CPA and CCA. Trusted public keys will be used to block Man-in-the-Middle
(MITM) attacks (Problem 1 in 2.2.5).

2. Determine Required Padding Bits: Compute the number of rounds needed for
mapping points to ECC to determine the appropriate number of padding bits

required for efficient mapping (Problem 2 in 2.2.5).
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3. Evaluate Padding Bits Performance: Evaluate the performance (time) of using
3 to 8 padding bits and decide whether using 3 bits is more efficient than 8 bits or

not (Problem 3 in 2.3.1).

4. Assess Encryption Time: Evaluate the encryption time and compare it to the one

in [4] (Problem 4 in 2.3.3).
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Chapter 3

DEVELOPMENT OF EFFICIENT AND SECURE ECC

SCHEME FROM [3]

An efficient and secured ECC scheme for 10T structure can be developed by
combining the design, implementation and testing of the scheme. The design (section
3.1) of the ECC scheme involves the architecture of the network model and the
optimized ECC algorithms. The implementation and testing in section 3.2 refer to the
development and integration of the optimized ECC algorithms into a working system
optimized for 10T. The testing also discussed in section 3.2 which evaluates the scheme
developed to ensure that the algorithms are effectively encrypting and decrypting the
message. This combined development of ECC scheme ensures the security and
efficiency of the scheme.

3.1 Design of Secure and Efficient ECC Scheme from [3]

The overall design of the efficient and secure ECC scheme is discussed in section 3.1.1.
The design phase of the efficient and secure ECC scheme for 10T will be done with
much attentions to the parameters considered in section 3.1.2. In section 3.1.3 the key
agreement subpart design is established. In section 3.1.4, encryption process design is
discussed with its steps. In section 3.1.5, decryption process design is discussed with
its steps. Finally, the discussion in section 3.1.6 involves summary of the design of all

the subparts of the ECC scheme.
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3.1.1 General Design of ECC Scheme

The design for an efficient and secure ECC scheme can be segmented into the four key
subparts shown in this Figure 24: initialization of parameters, wherein the necessary
elliptic curve parameters are set up; key agreement, in which communicating parties
agree on the same key with the help of their private and public keys; and the shared
secret key would act as the key to secure communication. This is then followed by a
procedure for encryption, where the sender encrypts the message using the shared key.
Lastly, a decryption procedure at the end will enable the receiver to decrypt the
message using their private key and the shared key. Again, this well-structured
approach makes it very suitable for all applications, including the resource-constrained

environments like 10T, due to the attainment of security together with efficiency.

The algorithms used for this design are based on encryption/decryption model 2 in
section 2.2.5, while the only major is in Key agreement represented in Algorithm 26.
Figure 24 shows the design of overall subparts (3.12 - 3.15), where each subpart will

be explained in details in its section, of the ECC scheme:

A Secure and Efficient ECC Scheme

Initializing parameters

v

Key Agreement

i ¥
I

Encryption Process Decryption Process

Figure 24: ECC Scheme Overall Design
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3.1.2 Initializing Parameters in the Designed System

System Parameters:

The system parameters determine the configuration of the cryptographic operations
within the ECC. These include:

 Prime Number (p): A prime large number that defines the field ECC operations work
over. The size of the hash (like 192-bit for strong security) is the factor that governs
the security level provided by the scheme.

« Elliptic Curve Coefficients (a, b): The coefficients which characterize the particular
elliptic curve employed in cryptographic procedures. This equation y2 modp = x3 +
ax + b mod p depends on these coefficients to characterize the curve.

* Base Point (G): A base point of elliptic curve that serves as a point of reference for
the generation of public and private key pairs. The ECC scheme security and efficiency
characteristics depend upon the selection of appropriate base point.

Cryptographic Keys:

The scheme’s security is largely contingent on the generation, distribution, and
management of cryptographic keys. The scheme's security is largely contingent on the
generation, distribution, and management of cryptographic keys:

* Private Keys (ds, d,): Private keys with sender side and receiver, used for signature
creation and decryption of incoming messages.

* Public Keys (PU, PU,.): Obtained from the same private keys and the base point,
these ones are made public and are critical for encryption and signature verification.

« Static public keys (PUs_signed, PUr_signed): This is static public key that has been
certified and digitally signed by the CA. The certification ensures that the public key

is legitimate and can be trusted by the Sender and respective private key is the private
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key corresponds to the PUs_signed/PUr_signed. Respective private key is used to sign
session-specific public keys during each communication session.

Hash Function and Random Data:

 Hash Function: Used in signing the message for maintaining the integrity of the
message.

* Initialization Vector (IV): A random vector used to guarantee that the same plaintext
will produce different cipher texts in various encryption runs.

« Cipher Text (C,,): The encryption of the plaintext message, which will be the result
of secure transmission over the network.

« Signed Messages: Digitally signed using private keys that assure the correctness and

integrity of the messages.

All these parameters and components are essential for the safe and effective
functioning of the suggested ECC scheme. The careful selection and controlling are
the central part of system design that both security and functionality of the whole
communications network depends on. Subsequent sections will also cover the
architecture that makes use of these parameters and the detailed methodology for

building the scheme.

Table 1 shows the parameter notations and description taken from [3] with simple

modifications:
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Table 1: Notation Used in the Scheme [3]

Notation Description
dg Sender private key which is random number between
2 and p-1, both included
d, Receiver private key which is random number
between 2 and p-1, both included
G EC base point
PU; Sender public key =ds * G
PU, Receiver public key =dr * G
p Large prime number
a,b EC coefficients, such that 4a"3 + 27b"2 mod p # 0
y? mod p EC map points equation
= x3 + ax
+ bmodp
HASH Signing message Cm hash function
ksh Shared group key
v Random initial vector ((size of p) — 8 bits)
k Random integer chosen from [2, p - 1]
Cm Cipher text (all encrypted points)
M Message sent (Plain text)
+ Addition operation used in ECC to encrypt mapped
points with ksh using (11)
IVS A variable calculated by IV XOR x4, used for
sending 1V securely
CA_pub Public key for Certificate Authority (CA)
PUs_signed Sender’s static public key
PUr_signed Receiver’s static public key

ECC parameters (a, b and p) and base point G are global variables so no need to include

them in the input of algorithms.

3.1.3 Key Agreement Design

The key agreement phase in an ECC-based system allows two parties (the sender and
receiver) to securely establish a shared secret key. This phase leverages the properties
of elliptic curves to ensure that the shared key is derived securely without exposing the
private keys of the parties involved. Also, a random IV is generated here and shared
between the two parties. This step is modified and not mentioned in [3].

Figure 25 illustrates the key agreement process between the sender and the receiver:

104



Key Agreement

Sharing Trusted Public Keys Using ECDSA by CA

Private Key: ds
Public Key: PUs = ds"G
Shared Key: ksh= ds"PUr
ksh= ds*dr'G
IV = random number(192 bits)
IVS = IV XOR ksh.x

Private Key: ds
Public Key: PUs = ds"G
Shared Key: ksh= ds"PUr
ksh= ds*dr'G

A

Sender

A

Receiver

VS

IV = IV5 XOR ksh.x ‘

Figure 25: Key Agreement Subpart

Algorithm 21: Key Agreement (Modification of Algorithm 10 in 2.2.5)

The pseudo code for Key Agreement is represented in Algorithm 21:

Algorithm 21: Thesis's ECC Scheme Key Agreement Algorithm

Key Agreement Algorithm

Inputs:

- PUs: Sender's Public Key

- ds: Sender's Private Key

- PUr: Recipient's Public Key

- dr: Recipient's Private Key

- G: Curve Generator Point

- ECC parameters: (a, b, p)

- PUs_signed: Sender’s static public
key signed by a trusted third party
(Certificate Authority)

- PUr signed: Recipient’s static
public key signed by a trusted third
party (Certificate Authority)

- CA_public_key: Public key of the
Certificate Authority used to verify
PUs_signed and PUr_signed

Note: The CA-signed public keys
PUs_signed and PUr_signed must be
trusted and verified against the CA's
public key before the exchange and
verification phase.

Algorithm:

/[Explanation:

[*The Signing Message function
takes the public key (either PUs or
PUr), the respective private key
(either ds or dr), the curve generator
point G, and ECC parameters (a, b,
p) as inputs, and produces a
signature (r, s). This signature
ensures the authenticity and integrity
of the public key being exchanged */
3. Verification Phase:

a. The Sender verifies the received
PUr and its signature (r, s) using the
Verifying Message function:

- Verifying Message(PUr, (r, s),
PUr_signed, G, a, b, p) using
ECDSA in Algorithm 6

b. The Recipient verifies the
received PUs and its signature (r, s)
using the Verifying Message
function:
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1. Certificate Validation: a. Sender
and Recipient: - Each party uses the
Verify CA Signature function to
validate PUs_signed and PUr_signed
against the CA_public_key:

- Verifying Message(PUs_signed, (r,
s), CA_public_key, G, a, b, p) using
ECDSA in Algorithm 6 /* (r, s) is the
signature when CA already signed
public keys for sender and receiver */
- Verifying Message(PUr_signed, (r,
s), CA_public_key, G, a, b, p) using
ECDSA in Algorithm 6
/[Explanation:

[* The Verify CA Signature function
takes a signed public key (either
PUs_signed or PUr_signed), the
CA _public_key, the curve generator
point G, and the ECC parameters (a,
b, p). It verifies that the public key
was signed by the CA and has not
been tampered with. Successful
validation confirms that the public
key is authentic */

2. Public Key Exchange (No CA
Involvement in Each Session):

a. The Sender signs the public key
PUs using the Signing Message
function:

- Signing Message(PUs, ds, G, a,
b, p) using ECDSA in Algorithm 5

b. The Recipient signs the public
key PUr using the Signing Message
function:

- Signing Message(PUr, dr, G, a,
b, p) using ECDSA in Algorithm 5

c. The Sender and Recipient then
exchange PUs, PUr, and their
corresponding signatures (r, s) from
the above step.

- Verifying Message(PUs, (r, S),
PUs signed, G, a, b, p) using
ECDSA in Algorithm 6
/[Explanation:

[*The Verifying Message function
takes the received public key (either
PUr or PUs), the received signature

(r, s), the signed public key
PUs_signed or PUr_signed
(previously validated against the
CA's public key), the curve

generator point G, and the ECC
parameters (a, b, p) to validate the
authenticity of the received public
key. This ensures that the public
keys were indeed signed by the
sender's private key and verified
using the corresponding signed
public key */

4. Scalar Multiplication (Parallel
Execution):

a. The Sender computes K_s = ds
* PUr and sends the result to the
Recipient.

b. The Recipient computes K _r =
dr * PUs.

5. Shared Key Calculation (by

Recipient):
alfK s==K_r:
i. The shared key ksh is set to
K_s.
b. Else:

i. Output "Key exchange failed"

and terminate.
6. Initialization Vector (1) Sharing:

a. The Sender generates a random
V.

b. The Sender computes IVS = IV
XOR ksh.x.

c. The Sender sends IVS to the
Recipient.

d. The Recipient computes IV =
IVS XOR ksh.x.

End Algorithm
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This pseudo code is used to ensure secure shared secret key derivation between the
sender and receiver without sharing their private keys directly, and using elliptical
curves for secure key exchange. These are all done in 2.2.5 except steps related to V.
Here the trusted public keys are used by using certificate authority (CA), which is a
trusted third party. The public key and private key for CA are generated by CA, and
used for signing and verifying the public key for both sender and receiver as shown in
Algorithm 21. Signing and verifying are done using ECDSA in Algorithms 5 and 6,
respectively. Now using trusted public keys will lead to block MITM attack as proved
in 3.3.

3.1.4 Encryption Process Design

The encryption process which is carried out in the ECC-based secure communication
scheme entail, the transformation of plaintext to cipher mapped points in the coming
steps shown in Figure 26. This process provides security in that the data becomes
unknown for unwanted parties. Figure 26 shows the encryption process consists of
encoding the plaintext, conversion of the numerical value to elliptic curve, encryption
of the mapped points and the signing of the message. Figure 26 illustrates the steps for

encryption process:
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Encryption Process

Encoding plain text to
numerical value

v

Mapping the
numerical value to EC

v

Encrypt the mapped
points

v

Sign the message

Figure 26: Encryption Process Subpart [3]

Figure 26 shows the encryption process subpart in details and steps, while in [3] it is
introduced as steps in Figure 10, but here a subpart is taken to show the exact steps

that are used for encryption process.

Section 3.1.3 will cover 4 steps. Starting with encoding plaintext to numerical values
which will be discussed in part 1. Then, mapping the numerical value to EC will be
discussed in part 2. Moving to encrypt the mapped points which will be discussed in

part 3. Finally, sign the message will be discussed in part 4.
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1. Encoding Plaintext to Numerical Value:
This step includes 2 main parts which represented in Algorithm 22 (which is a

modification of Algorithm 11 in 2.2.5):

Algorithm 22: Encoding Plaintext to Numerical Values in Thesis’s ECC Scheme
Algorithm

Encoding the Message to Numerical Values Algorithm
/Il Input: Plaintext M, large prime number p, Random Initial VVector IV
// Output: Encoded message

begin
I/ Step 1: Determine Block Size and Divide Message
1. Determine the block size N based on p, N = | (number of bits(p) — 8) / 8. ]
2. Calculate the number of blocks B needed for plaintext M, B = [number of
characters (M) / NJ.
3. Divide M into B blocks of size N (last block size can be less than or equal to N).
4. For each block, encode the characters into ASCII values.
5. Combine the ASCII values to form the blocks B. // set of B now is obtained
6. For each block Bi in B do
6.1. Bi' = Bi XOR IV
6.2. IV = Bi'
end for

// Step 7 and 8: Pad and Return Encoded Message
7. Pad 5 bits of zeros to the right and 3 bits to the left of each XORed block.
8. Return Encoded message.

End

Algorithm 22 is different than Algorithm 11 which use in its step 8 three padding bits,
while here step 8 in Algorithm 25, five padding bits are used.

1.1. Converting plaintext to Encoded blocks

Converting plaintext to Encoded blocks is a base element in plaintext preparation for
encryption in the ECC structure, making it to be transformed into a set of blocks. This
step is crucial to make sure that the encryption stage works on small and secure data
segments, compliant with the field size of the elliptic curve.

5 padding bits are used here on the right (Least Significant Bit).
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1.2. Securing blocks against encryption attacks using 1V

Block security is enhanced in algorithm 16 by securing blocks for resistance against
encryption attacks such as Chosen Plaintext Attack and Chosen Ciphertext Attack
employing Cipher Block Chaining (CBC) [3], which is an encryption mode where each
plaintext block is XORed with the previous ciphertext block before being encrypted.
This ensures that identical plaintext blocks produce different ciphertexts, enhancing
security. The algorithm processes each block of the message with an XOR operation
with an Initial Vector (IV). This stage is very important for preventing the possible

attacks on encryption that are aimed at predictability and patterns inside the blocks.

The CBC and IV are used in the process of securing blocks in order to prevent identical
blocks of plaintext from producing identical ciphertext blocks, a common weakness in
simpler encryption methods. This approach introduces complexity to the would-be
attackers in analyzing patterns in the encrypted data which strengthens the
communication channel against highly sophisticated encryption attacks.

The use of the XOR operation in CBC mode is especially powerful because it
introduces a measure of randomness and dependence on the previous block’s
encryption, making it practically impossible for an attacker to crack the encryption
without the proper key. The scheme by using the consistent changing of the Initial
Vector IV after each block is processed guarantees that the encryption of each block
is unique. Therefore, even if the same plaintext is encrypted multiple times a strong

level of security is provided.
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2. Mapping the Numerical Value to Elliptic Curve (similar to Algorithm 12 in
2.2.5)

When the secured blocks are ready, Algorithm 12 is activated to carry out the mapping
of these blocks onto the elliptic curve, a fundamental step in ECC encryption of
information. This procedure converts the numbers obtained from the secure blocks into
points on the elliptic curve using the curve (8).

This step is done to find the point on elliptic curve by using x coordinate and if this
point doesn’t exist, then x will be incremented by 1 and the search for the point starts

again till finding the point on EC.

In ECC this mapping process is essential since the encryption and decryption
operations are mathematical operations on these points. Highly efficient data mapping
to elliptic curve points not only ensures the security of the encryption process but also
its efficiency, which is especially important when dealing with the limited resources
and high-performance requirements of 10T.

3. Encrypt the Mapped Points (refer to Algorithm 13 in 2.2.5)

In this scheme, Algorithm 13 is very important, as it deals with the encryption of
mapped points using the Elliptic Curve Cryptography (ECC), making sure the integrity
of the data as it is transmitted over the network. This is an essential step in turning the
readable data into a safe format that can only be read by authorized parties with the

appropriate shared key.

Algorithm 27 not only guarantees data confidentiality but also embeds into the
framework of ECC, taking advantages of strengths of ECC providing effective security
features. The encrypted points can be securely sent via public or insecure networks

without exposing the original data, protecting the data from eavesdropping [28], which

111



is the unauthorized interception and listening to private communications or data
transmissions between parties. It is a common security threat where an attacker gains
access to the information being transmitted without the knowledge or consent of the
participants.

4. Sign the Message

Process of Signing the Message (by Algorithm 5 in 2.2.3).

Algorithm 5 deals with the sign of the message using elliptic curve cryptography that
is essential in ensuring the integrity and authenticity of the message’s transmission.
Here,r =k X G.

More information is discussed in 2.2.3.

3.1.5 Decryption Process Design

While the encryption process in the ECC-based secure communication scheme are
used to convert a message into cipher mapped points, the decryption process is
designed to reverse encryption process and convert the cipher mapped points back to
plaintext. This process also helps to ensure that the data and its content can be
understood or read by the target recipient the check for the message integrity and
authenticity. The detailed decryption process is also presented in the form of the
diagram in Figure 27 that consist several steps including Verify the message, Decrypt
the cipher mapped points, decode hex value, and Hex values to plaintext.

Figure 27 illustrates the decryption process:
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Decryption Process

Verifying the
message

v

Decrypt the cipher
mapped points

.

Decode to hex values

,

Convert the hex
values to plain text

Figure 27: Decryption Process Subpart [3]

Figure 27 shows the decryption process subpart, related to Figure 10, while Figure 10
discusses the steps for the whole scheme [3], without showing the exact steps for

decryption, so Figure 27 shows the steps needed for the decryption process.

Section 3.1.4 covers 4 steps. Starting with verifying the message which will be
discussed in part 1. Then, decrypt the cipher mapped points will be discussed in part
2. Moving to decode to hex values which will be discussed in part 3. Finally, convert

the hex values to plaintext will be discussed in part 4.
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1. Verifying the Message

Recipient Verification of a Signed Message (by Algorithm 6 in 2.2.3).

The receiver of the message can check the signature (r, s) with the sender’s public key.
This process entails a number of steps to see to it that the signature matches the hash
of the message when the message is processed with the public key and therefore, it
proves that the message was not altered and it comes from the sender as claimed. Here

it should be proved that r = x;, while (x;, y;) = u; X G + u, X PU.

The signing process is an essential part of the security process in any ECC based
system as it enables a way to authenticate the messages and also to ensure that they
have not been altered. It should be noted that the said characteristics are of utmost
importance when security and trust are the primary concerns, especially in areas of
applications like 10T where devices usually inter-communicate through insecure
networks.

More information is provided in section 2.2.3.

2. Decrypt the Cipher Mapped Points

Decrypting Cipher Mapped Points by Algorithm 14 in section 2.2.5.

Algorithm 14 ensures decrypting the mapped points, which is an important step here
in order to proceed with the remaining steps. Algorithm 14 uses ksh for decryption
which is known only by the 2 parties, which means the encrypted mapped points can
only be decrypted by the receiver.

3. Decode to Hexadecimal Values

Algorithm 23: Decoding Decrypted Points to Hexadecimal Values

The pseudo code of decoding decrypted points to hexadecimal values is represented in

Algorithm 23:
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Algorithm 23: Decoding Decrypted Points to Hexadecimal Values
Decoding Decrypted Points to Hexadecimal Values Algorithm

Input: Mapped points, random IV

Output: Decoded block

. Recipient: obtain xi value for the mapped point;
. Recipient: convert xi to the binary value;
. Recipient: remove the padding 5 bits for each block;
. Recipient: XOR first block with 1V;
. Recipient:
for each block, XOR it with the previous block;
. Recipient: repeat step 4 for all blocks;
. Hex values <- convert the results to hex;
8. Return Decoded Blocks

O~ wWwN PR

~N

Algorithm 23 processes the part of the decoded points and converts them into hex
values, while XORing by IV is also used as well. Algorithm 23 is necessary for
transformation of elliptic curve coordinates into hex values that can be converted to
characters.

4. Convert Hex Values to Plaintext

Algorithm 24: Converting Hexadecimal Values to Plain Text

The pseudo code of Algorithm 24 is shown below:

Algorithm 24: Converting Hexadecimal Values to Plaintext Algorithm
Converting Hexadecimal Values to Plain Text Algorithm

Input: Hex values

Output: Plaintext message M

1. Get the hex values

2. for i from 0 to number_of _hex_values - 1 do

3. Convert each hex value to its corresponding 4-bit binary string
4. Combine binary strings to form the full binary representation
5. Convert each set of 8 bits to its corresponding ASCII character
6. Aggregate to form the message M

7. end for

Return M
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Algorithm 24 is apparently necessary for the representation of hex values to readable

plaintext format that comes after their decryption and decoding in previous steps.

Algorithm 24 is the last phase of secure communication with ECC during which
encrypted data travels safely, gets decrypted and converted to its original state, thereby
guaranteeing that the information remains confidential and intact. The performance of
this algorithm, more specifically its ability to convert binary data back into plain text
accurately and fast play a crucial role in the function and security of the

communication system.

3.1.6 Design Phase Summary

The design phase of this thesis has carefully defined the subparts of an ECC-based
secure communication scheme designed for 10T environments. This stage has provided
a strong base for the deployment of a system, which focuses on both security and
efficiency.

The full design for the secure and efficient ECC scheme is shown in Figure 28:
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Figure 28: Connected Subparts Design for Secure and Efficient ECC Scheme [3]

Figure 28 connects all the subparts with their major steps, to show a summary for this

The design of the secure and efficient ECC scheme can be explained by breaking down
its four main parts and explaining how they are linked together. These parts are:

Parameters of the designed ECC Scheme, Key Agreement, Encryption Process, and




Linking the Parts:
The flowchart effectively illustrates how these parts are linked:
1. The Parameters of the Designed ECC Scheme includes all the basic details
which are used for all other functionalities.
2. These parameters are utilized in the Key Agreement phase to achieve a safe
and sound sharing of a symmetric key.
3. In the Encryption Process, the shared secret key is then applied to change
the plaintext to the ciphertext (encoding and mapping are done before
encryption), and the same is for the Decryption Process to provide secure
transference of information.
4. The Decryption Process is the inverse of the Encryption Process, utilizing
the shared secret key to decrypt the ciphertext back into the plaintext, thus
securing the message and its contents from any misinterpretation, and at last
decoding appears to have a decrypted message which contains characters.
3.2 Implementation and Testing of Secure and Efficient ECC Scheme
from [3]
Implementation and testing the ECC scheme for Internet of Things focuses in section
2.3.1 on the use of appropriate programming languages, cryptographic libraries and
development environments in order to produce a working and optimized system in
section 3.2.1. Whereas, in section 3.2.2 it consists of developing, integrating, and
testing ECC algorithms used for key agreement, encryption, decryption and digital

signatures in order to achieve seamless communication and run the system. Finally, in

section 3.2.3, a summary for implementation and testing the ECC scheme is discussed.
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3.2.1 Tools Used for Secure and Efficient ECC Scheme
The implementing tools refer to the development environment, programming language
and cryptographic libraries that the ECC scheme for 10T structure will use. These tools
are considered critical in the implementation phase since they might introduce security
vulnerabilities if wrong tools are selected. The development environment in part 1
refers to the integrated tool and platform where the code that implements the ECC
scheme is written, tested and debugged. The programming language in part 2 refers to
the programming language that should be suitable and enough expressive for the
cryptographic operations to be performed. The cryptographic libraries in part 3 refer
to the pre-implemented cryptographic algorithm functions that are needed in the ECC
scheme and are used to ensure both security and efficiency of the cryptographic
operations. The structure of these tools guarantees that the ECC scheme will be
implemented in an efficient, secure way.
1. Development Environment
Visual Studio Code
Microsoft has developed Visual Studio Code which is a highly flexible and dynamic
editor. Its detailed feature set, along with plugin support, makes it a top choice. The
user-friendly interface of VS Code, paired with its language support, makes it an
excellent platform for developing ECC-based schemes.
Key Features of Visual Studio Code:
Visual Studio Code is notable for its key features, which include:

e Cross-platform support (Windows, macOS, Linux)

e Automatically integrates Git version control into the development

environment.

e A wide range of extensions and plugins are available.
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e Debugging capabilities

e Integrated terminal
2. Programming Language
JavaScript
JavaScript is a high-level, interpreted programming language commonly used for web
development. However, its versatility and extensive library support make it suitable
for various applications, including cryptographic implementations. The integration of
non-blocking 1/0 in JavaScript accelerates the delivery of l0oT applications.
Key Features of JavaScript:

e Lightweight and fast

e Asynchronous processing capabilities

e Its technology selection is characterized by a wide range of libraries and

frameworks.

e Easy integration with various platforms and technologies.
3. Libraries Used
The implementation of ECC scheme for 10T structure incorporates two open source
libraries: BN.js and bcrypt.js. Part 3.1 introduces BN.js — a library that deals with
arbitrary-precision arithmetic. This becomes necessary when one considers the large
integers that are involved in the ECC operations and their eventual application in the
cryptographic algorithms. Part 3.2 introduces bcrypt.js — a library that is used to hash
and protect sensitive information (cryptographic keys and the like). This offers an
additional layer of protection and security for the key. Both libraries are combined to
produce an efficient and secure ECC scheme.
3.1.BN.js

BN.js is a JavaScript library for arbitrary-precision arithmetic. Evidently, the
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cryptography of elliptic curves necessitates the effective management of large integers.
By using BN.js, the mathematical methods developed for javascript guarantee the
precision and safety of ECC implementations.
Key Features of BN.js:
e Arbitrary-precision arithmetic
e A wide range of mathematical operations is enabled, including the four
fundamental operations: addition, subtraction, multiplication, and division.
e Performance optimization for large integers
e Compatibility with browser environments
3.2. berypt.js
berypt.js libraries rely on the Bcrypt algorithm to securely hash passwords. It's
designed to securely store passwords using a secure and reliable scheme. The library's
ECC-based scheme is secured by the cryptographic keys' integrity and confidentiality
through the use of robust hashing functions.
Key Features of bcrypt.js:
e To provide security and data protection, bcrypt is used as a secure password
hashing algorithm during the development life cycle.
e Salt generation for enhanced security
e Applies both asynchronous and synchronous algorithms for hashing operations
without issues.

e Compatibility with browser environments

The use of tools and libraries allows us to develop a trustworthy 10T scheme with
impressive performance and security. A common framework for building software

combines Visual Studio Code, JavaScript, BN.js, and bcrypt. The js infrastructure is
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known for being reliable and scalable, making it an ideal fit for our cryptographic
system.

3.2.2 ECC Scheme Implementation and Testing

The implementation and testing for the ECC scheme involves major steps to ensure
that the system runs securely and efficiently. The overall implementation structure and
workflow are presented in part 1. The initial parameter which produces the necessary
cryptographic keys for encryption and decryption is presented in part 2. Part 3 presents
the implementation and testing for the key agreement subpart. The implementation and
testing for the encryption process is discussed in part 4. While the implementation and
testing for ECC decryption process is presented in part 5. Finally, the testing for the
overall ECC scheme is presented in part 6.

1. Implementation Structure

The development of the secure and efficient ECC-based scheme requires organizing
JavaScript files into various directories. This section provides a detailed breakdown of
the project's file structure and the purpose of each file within it.

The system structure is shown in the Figure 29:
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v CODE-V2

> W experiments

v @ key agreements

JS reciever.js

JS sender.js

v il services
JS decrytpion.js
JS encryption.js
JS idHashFunction.js
JS initialSharedKeysGenerators.js
JS scalarMultiplicationFunction.js
JS xorTwoBigIntHex.js
JS index.s
package-lock.json

package.json

Figure 29: System Structure

Root Directory:

1. index.js: The primary route into the application is the starting point. This
system file is in charge of coordinating the interaction between various
modules.

2. package.json: Contains information about the project, including dependencies
and scripts.

3. package-lock.json: Generated automatically, the file locks the specific version

of dependencies used in the project.
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Key Agreement:
1. sender.js: It consists of methods for generating shared group key for the sender
by using the private key of sender, public key of receiver and base point G.
2. receiver.js: It consists of methods for generating shared group key for the
receiver by using the private key of receiver, public key of sender and base
point G.
Services Directory:
The utility functions and services that are essential for the system's operation are
contained in the services directory.
1. decryption.js: The decryption process is handled by the functions specified in
this file. The procedure includes steps for decrypting mapped points and converting
them back to plain text. This function includes decoding also.
2. encryption.js: The functions in this file are designed to encrypt data. The
encryption of mapped points is accomplished with the shared group key. This
function includes encoding also.
3. scalarMultiplicationFunction.js: Inside this file are the functions for carrying out
scalar multiplication operations on elliptic curves, a critical aspect of ECC. Point
Addition and point doubling methods are also implemented inside this file (scalar
multiplication uses point addition and point doubling in its steps).
4. xorTwoBigIntHex.js: The file contains functions for performing XOR
operations on large integers represented in hexadecimal format. This technology is
used for secure encoding and key generation.
5. idHashFunction.js: This file contains a hash function used for signing and

verifying the messages.
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6. initialSharedSecretKeyGeneration.js: This file is used to compute ksh for both
parties.
Explanation:
1. Initialization: The index.js file initializes edge and node instances, setting up
initial keys and controlling component interactivity.
2. Edge and Node Management: edgeClass.js and nodeClass.js handle the
secure transmission of data by encrypting and decrypting messages.
3. Encryption and Decryption: Begins with encryption.js and decryption.js.
Secure data transmission is ensured by js files through the process of
encrypting and decrypting messages.
4. Utility Functions: The file called scalarMultiplicationFunction.js, and
xorTwoBigIntHex.js. Essential utility functions in JS support the core
cryptographic operations.
The structure has been designed to be easily updated and extended.
2 Initializing Parameters

Figure 30 shows the implementation for EC parameters initialization:

26 const a = new BHN("2");

27 const b = new BH("7");

28 const p = new BN("6277181735386688763835780423176855813767194773182842284881" ),
29 const G = {

3@ ¥: new BN("6820462823756886567582134805875261119166589766368584684818"),

31 Vi new BN("1748583322036228314848575522868210418354823438027386658641" ),

32 I

Figure 30: Initializing Parameters

3. Key Agreement Implementation and Testing

In the key agreement (Algorithm 21), both the sender and the receiver generate key
pairs of their own (private key and public key by further calculations can be
determined). And both are able to compute the same shared secret key independently
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using its respective private key and other party's public key. This shared key is used to
encrypt further or to decrypt messages, enabling a secure communication between the

sides.

In Figure 31, the implementation for the key agreement is done, while Algorithm 21
is implemented, and both sender and receiver determine their private and public keys.
Also, a comparison for the shared secret key is done to ensure that both parties have
the same shared secret key.

Figure 31 shows the implementation for shared key generation (ksh) for both parties:

Figure 31: Key Agreement Implementation

Key agreement is implemented on both sides, but the operation is done as shown in
Figure 31 in the main page. Also, the encryption of IV is shown, and decryption as
well.

Figure 32 shows the implementation for useful functions for Key agreement

implementation:
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22 function pointaddition(P, Q) {

23 if (P.x === Q.x && P.y l== Q.y) return { x: @n, y: @n }; // P + (-P) = @
24 it (P.x === 6n && P.y === @n) return Q; // P + 8 = Q
25 it (Q.x === 6n && Q.y === @n) return P; // 8 + Q = P
26

27 let m;

28 if (P.x === Q.x && P.y === Q.y) {

29 m=mod((3n * P.x * P.x + a) * inverseMod(2Zn * P.y, p), p);
38 T else {

31 m=mod((Q.y - P.y) * inverseMod(Q.x - P.x, p), pJ);
32 1

33

34 const xR = mod(m * m - P.x - Q.%, p);

35 const yR = mod(m * (P.x - xR) - P.y, p);

36

37 return { x: xR, y: yR };

38 r

39

LE export function scalarMultiplication(k, P} {

41 let @ = { x: @n, y: &n };

a2 let M = P;

44 while (k > én) {

45 if (k & 1n) {

46 Q = pointAddition(Q, N);

48 N = pointAddition(N, H);

49 k »»= 1n;

58 ]

51

52 return Q;

53 1

Figure 32: Scala Multiplication and Point Addition Functions Implementation

Figure 32 shows the implementation for point addition, inverse modular, and scalar

multiplication which are used in key agreement process.

Key agreement implementation is manually tested to make sure it works with no
issues. It consists of running the code and testing that both the sender and the receiver
have the same secret key. The shown result in Figure 33 shows private, public and
shared keys of both the parties, sender and receiver, which proves the verification of

the key agreement process. The output is shown in Figure 33 as followed:
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[nodemon] clean exit - waiting for changes before restart
[nodemon] restarting due to changes...
[nodemon] starting "node index.js’
Signature for Sender: {
r: <BN: e1b794a9c0a911ea63464bccb256cc569accascle5272282>,
s: <BN: 32ble483bfcal650a78f6b551a334eee371689dag861abe2d>
}
Signature for Reciever: {
r: <BN: d41d8oeca334db2dcbbabbdb8623e46611aeb73eede2abaf>,

s: <BN: 6279bd5d3827b32e3f264c3c5af33aceb689270b9fe88366>

1
J

Verification for Sender: true

Verification for Reciever: true

Shared Key for Sender: {
X: <BN: 92514b4d7e0a9c561b81a22d526e4708295be195865a051b>,
y: <BN: a8ds57fc884abo4eeff8d341885bfab7fe4381dc3231bde18>

}

Shared Key for Reciever: {
X: <BN: 92514b4d7e0a9c561b81a22d526e4708295be195865a051b>,

y: <BN: a8d57fc884abose6ff8d341885bfab7fed381dc3231bde18>
1
I
Figure 33: Key Agreement Testing

As shown in the output above that sender has been able to generate their private and
public keys. The same goes for the receiver as well. The most important part is that
both parties have now the same shared secret key, validating the key agreement

process.

This proves for us that the ECC key agreement implementation is correct and reliable,
and allows both sides to use their private public keys to establish a shared secret key
for subsequent encrypted communication.

4. Encryption Process Implementation and Testing

Part 4 will cover 4 steps. Starting with the implementation of encoding plaintext to
numerical values, in addition of testing it which will be discussed in 4.A. Then, the
implementation of mapping the numerical value to EC, in addition of testing it will be

discussed in 4.B. Moving to the implementation of encrypting the mapped points, in
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addition of testing it which will be discussed in.4.C. Finally, the implementation of
signing the message, in addition of testing it will be discussed in 4.D.

4.A Implementation and Testing Encoding Plaintext to Numerical Values Step
Encoding of the plaintext presents in converting the given plaintext message into the
numerical representation suitable for the operations with the elliptic curves. This step
is critical for ECC since its goal is to prepare the data to undergo other encryption
stages of the process.

A piece of code for encoding plaintext to numerical values is shown in Figure 34

below:

//Function to generate array of BigInt chained blocks
async function bigIntChainedBlocks(blocks) {

const result = [];

blocks.forEach(({block) =» {

result.push(BigInt{new BN{block, 2).toString(18))),

1LY
I

return result:
I3
Figure 34: Implementation of Encoding Plaintext to Numerical VValue

Figure 34 shows the conversion from binary values blocks to decimal values, so each
block will have an integer x value which is ready to be mapped to elliptic curve point

in the further steps. This piece of code is a crucial step in Algorithm 22.

To verify the implementation of encoding plaintext to numerical values, a manually
testing to the function by providing a sample plaintext message. The output should
show the array of plain text characters, the ASCII values in the corresponding blocks
of binary values, chained blocks after XOR operation with IV is done, and the

numerical x values, while this step done in Figure 34. This helps ensure that the
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encoding process correctly converts the plaintext into a format suitable for ECC

operations.

The output of encoding plaintext to numerical values is shown in Figure 35 below:

PROBLEMS QUTPUT

Blocks: [

T, e, T

', tat,

PO
T et K

Binary Blocks: [

‘e1e01008" ,
‘elieilea’,
'80100008" ,
‘ee1eeee8° ,
‘e11e11e1’,
‘elieleel’,
‘e1ea11e1’,
‘elieelel’,

1
1

Binary Blocks: [
'9100100001100101811011009110110681161111001611606010606081601161611110616016000001101116011000010118110161100101601000000110100101116011081600000108118181
1eeeelellelleselleelelellelell”

1

Chained Blocks: [

DEBUG CONSOLE  TERMINAL Prede + v [@M @ - ~ x

S 0l 1

‘e11ee1e1’,
‘e11e1111’,
‘elee11e1’,
‘eliel1ie’,
‘e11ee1e1’,
‘e111ee1l’,
‘el1eeeel’,
‘ellelell’

‘e11e11ea’,
‘eeleliee’,
‘e1111ee1’,
‘elleeeel’,
‘eeleeees’,
‘eelesees’,
‘e11e11ea’,

'99101100011010116101000000110691069101160100806060111160611160111111606010010101010101110160111011110116010101111001000001111011111110118111111680811111111
1leeelelellllellleleeeeeleelel”

1

Coordinated Blocks: [

x: '13614442349915868312135052866083732517524607632637191%680° ,

Figure 35: Encoding Plaintext to Numerical Values Testing

From the output, it is clear that the plaintext is converted successfully to numerical

values represented in x values. This proves the correctness of the encoding process.

4.B Implementation and Testing Mapping the numerical value to EC Step

Mapping of a numeric value to an elliptic curve point has always been an essential step

of ECC encryption. This step involves a numerical value of the plaintext which allows

one to get the point (x, y) on the elliptic curve. It makes sure that the numerical values

can be applied in elliptical curve operations such that things like encrypting and

decrypting can be done.

Below is the implementation code for mapping a numerical value to elliptic curve,

which represents Algorithm 12, is shown in Figure 36:
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|
™

//Function to caclualte X and Y coordinates for each block
export async function generateXandyforBlocks{blocks, a, b, p) 4
ff console.log("Blocks:", blocks);
const result = [];
const arrayfCounters = [];
blocks.forEach((block) =» {
result.push{generateXandyYPoints(block, a, b, p).coordinates);
array0fCounters.push{generateXandyPoints(block, a, b, p).counter);

[ LY R v L I 1]

o

L T o N N R N
w4 I
=

]
[}

T
Irra

Figure 36: Mapping a Numerical Value to Elliptic Curve Implementation

For the testing a sample numerical value is used to ensure that a properly set up is done
for the conversion of numerical values to elliptic curve points. The expected output is
the elliptic curve points coordinates (x and y). This assists in verifying that the
mapping procedure is competent in the identification of proper points on the elliptic
curve.

Below is the output for mapping a numerical value to elliptic curve which shown in

Figure 37:

Coordinated Blocks:

1
x: "1361444284991586831213565286688373251752480876326371919685 ",

_ y: '6277181735386680763835789423176050013767194773182842284080"

F Figure 37: Mapping a Numerical Value to Elliptic Curve Testing
In the present case, the conversion of numerical x values to the actual elliptic curve
points with the (X, y) coordinates is achieved as demonstrated in Figure 37. This
verification confirms the correctness of the implementation of mapping a numerical
value to elliptic curve points.
4.C Implementation and Testing the Encrypting the Mapped Points

Encrypting the mapped points on the elliptic curve is a key step in ECC encryption.

This step uses the ksh derived from the key agreement to transform the points into
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ciphertext. The encryption ensures the data is encapsulated and not accessible to
unauthorized. In this step, ksh is added to each mapped point to obtain the encrypted
mapped points which are defined in Algorithm 13.

Below is the code to encrypt the mapped points shown in Figure 38:

429 //Function to apply points addition

438 async function encryptingBlocksPoints{blocks, ksh, p) {
431 const result = [];

4332 blocks.forEach({block) =» {

433 const point = { x: new BM(block.x), y: new BN(block.y) };
434 const addedPoint = addPoints(point, ksh, p);

435 result.push{addedPoint);

436 s

437 console.log("Encypted Block Points™, result);

438 return result;

439  }

Figure 38: Encrypting Mapped Point Implementation

A manual test will be done to encrypting the mapped points function by providing the
points. The output should show the encrypted mapped points so we can verify that the
encryption correctly transforms the mapped points to encrypted mapped points. Below

is the output for encrypting the points which is shown in Figure 39:

Encypted Block Points [

{
¥: <BN: 52dbZb%e237601d5853704cB876b840d177FEF058ed03fhs,

y: <BN: 7981cal2479e8c47e3a3a6bo849809215082041738bbo547 >
¥
]
Figure 39: Encrypting Mapped Points Testing

Figure 39 shows the encrypted mapped points, which are 2 points, while they are
represented in hex value. This verifies that the encryption correctly transforms the

mapped points to encrypted mapped points.
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4.D Implementation and Testing Signing the Message

Signing the message is an important step in the ECC scheme which guarantee the
integrity and authenticity for the transmitted data. Signing the message is discussed in
Algorithm 5, and this process will give a digital signature for the encrypted message
represented by object {r, s}.

Below the implementation code for signing the message which is shown in Figure 40:

462 //Function to sign encrypted message blocks
463 async function signMessage(points, ds, G, p, a) {

464 const e = hash(points);

465 const z = leftmostBits({e, p.bitLength{});

466

47 let k, r, =3

468

469 do {

470 do {

471 /f Step 3: Select k

472 k = new BN{crypto.randomBytes(32)).umod(p);

473

474 ff Step 4: Obtain r = x mod p where x is (x, v) =k * G
475 const kG = scalarMultiply(k, G, a, p);

476

477 r = kG.x.umod(p);

478 } while {(r.isZero()); // Step 5: if r == @ go to step 3
4749

488 S/ Step 6: Obtain s = (z + ds * r) * k™(-1) mod p
481 let kInverse = modInverse(k, p);

482 5 = z.add{ds.mul{r)).mul(kInverse).umod({p);

483 } while (s.isZerao());

434

485 {f Step 7: The pair (r, s) is the signature

486 console.log("Signed Message:", "r:", r, "s:", s5);
487 return { r, s };

488 1}

Figure 40: Signing the Message Implementation

To verify the implementation of signing the message, a manual testing should be done.
The output of this implementation should show the digital signature (r, s).

Below the output for signing the message which is shown in Figure 41.:
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Signed Message: r: <Bll: 17ecbhcb7afBf634b823a2083facc70d146dbeB150222c 5. (BN: 967cbbf2echlerbdd50ed879db7859989cd7bd7853a503C>
Figure 41: Signing the Message Testing

The digital signature (r, s) is shown in Figure 41, which proves the validity of signing
the message step.

5. Decryption Process Implementation and Testing

Part 5 covers 4 steps. Starting with the implementation of verifying the message, in
addition of testing it which will be discussed in 5.1. Then, the implementation of
decrypting the cipher mapped points, in addition of testing it will be discussed in 5.2.
Moving to the implementation of decoding to hex values, in addition of testing it which
will be discussed in 5.3. Finally, the implementation of converting the hex values to
plaintext, in addition of testing it will be discussed in 5.4.

5.1 Implementation and Testing of Verifying the Message

Verifying the message is a very important step, which is used to verify the digital
signature attached to the message. If the signature is valid, it confirms that the message

is authentic.

Below the implementation code for verifying the message (Algorithm 6) which shown

in Figure 42:
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77 async function verifySignature(message, signature, ds, G, p, a) {

78 const { r, s } = signature;

79 /f Step 1: Verify (r, s) are integers in [1, p - 1)]
88 if (

81 r.cmp{new BN{1)) === -1 ||

82 r.cmp{p.sub({new BN{1))) === 1 ||

83 s.cmp{new BHN{1)) === -1 ||

84 s.cmp{p.sub({new BN({1})) === 1

8% |

26 return false;

87

88

89 /f Step 2: Obtain e = HASH({Msent)

@ const e = hash(message);

91

92 /{ Step 3: Obtain z = leftmost p bits of e

93 const z = leftmostBits{e, p.bitLength());

94

g5 ff Step 4: Obtain ul = es*(-1) mod p

96 const sInverse = modInverse(s, p);

97 const ul = z.mul{sInverse).umod(p);

98

g9 /f Step 5: Obtain u2 = rs*({-1) mod p
1ee const u2 = r.mul(sInverse).umod(p);

181 const = z.add({r.mul(ds)).mul({sInverse).umod(p);
162

183 {/f Step 6: Calculate (x1, yl1) = ul * G + u2 * PUs
1a4 const x1yl = scalarMultiply(ul.add{u2.mul{ds)).umod(p), G, a, p);
185

186 /f Step 7: Verify r = x1 mod p

187 if (r.cmp(xlyl.x.umod{p)) === 8) {

188 console.log("r:", r);

Figure 42: Verifying the Message Implementation

To verify the correctness for the implementation of verifying the message, a manual
testing will be done by providing a sample message, its digital signature, and the
sender's public key. The output should show the result of the verification process. This
helps confirm that the verification process correctly determines whether the message

and signature are valid.

Below the output for verifying the message which is shown in Figure 43:
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r: <BN: 17ecbbcb7af8df634b823a2b83facc79d146dbe8150222 ¢
Message Verified.

Figure 43: Verifying the Message Testing

It shows “Message Verified”, which prove the correctness of verifying the message.
5.2 Implementation and Testing the Decryption of the Cipher Mapped Points
Decrypting the cipher points is the next step in ECC decryption where the cipher points
are converted back to their original mapped points by using ksh. This ensures the
encrypted data can be correctly decoded and converted back to its original number.
This step is done in Algorithm 14, while encrypted mapped points are subtracted from
ksh to obtain the decrypted mapped points.

Below is the code for decrypting the cipher mapped points shown in Figure 44:

18a //Function to Subtract Cipher Text

181 async function subtractCipherText({inputérray, ksh, p) {

182 const result = [];

183

184 inputArray.forEach((element) => {

185 const point = { x: new EN{element.x), y: new EN(element.y) };
186 const subtractedPoints = subtractPoints({point, ksh, p);
187 result.push{{

188 ¥: subtractedPoints.x,

189 y: subtractedPoints.y,

198 1);

191 13K

192 console.log("Decrypted Cipher Points:", result);

193

194 return result;

195 r

Figure 44: Decrypting the Cipher Mapped Points Implementation

We will manually test the function by providing a sample cipher point and ksh. The
output should show the decrypted mapped points so the decryption of cipher mapped
points step will be verified by converting the cipher points back to its original form
using ksh.
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Below is the output for the decryption of the cipher mapped points which is shown in
Figure 45:

Decrypted Cipher Points: [

{

X: <BN: 53d6aBc22c8878e7el2aaebdecaf2ef7fofcife2bddedals,
y: <BN: FRFFFFFFFFrFrfrfffffffiffoodefs36146bcob1bad2283e>
1
]
Figure 45: Decrypting the Cipher Mapped Points Testing

The decrypted cipher points are shown in Figure 45, and this proves the correctness of
the decryption of the cipher points because the transformation of mapped points is
done correctly.

5.3 Implementation and Testing the Decoding to Hex Values

Decoding to hex is an important step in ECC decryption, where the decrypted points
are converted back to their original numerical (hex) form. This ensures the decrypted
data can be converted back to the original plaintext in further step, so each decrypted
point represents one hex value in each block. While this step is done Algorithm 23.

Below is the code for decoding to hex which is shown in Figure 46:

//Function to transform binary blocks to hex blocks

async function binaryBlocksToHexEBlocks({inputarray) {

1

for (let i = @; 1 < inputArray.length; i++) {
result.push(binaryToHex(inputarray[i]));

W k= B 0 GO

const result

console.log("Hex Blocks",result);
return result:

I

L N ™ = s

[ O L T T L T L R o I

[ Ry |

Figure 46: Decoding to Hex Values Implementation
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A manual test is done for the function by providing a sample decrypted point. The
output should show the decrypted point and the hex values so the verification for the
decoding is done by converting the decrypted point back to its original numerical form.

This step is done in Algorithm 23.

Below is the output for decoding to hex is shown in Figure 47:

éina"y Block: [
*10911660116161101616600061160016661011001006666001111000111001111110000100161610161611161601116111161166161611110616600611110111111161161111110001111111111

0661810111101116166008109161668001"

]

Decoded blocks: [
'9160166601166101611011666116116661161111001611600610006601001161611116616016060061161116611006616116116161160101681600006118160101116611661600008168116161

166601611611666110016161181611"

]

Hex Blocks [ ‘48656c6c6f2c204d79206e616d65206973204d616c6560" ]

Figure 47: Decoding to Hex Values Testing

Decoded elliptic curve point is in its original hex form. Tested output is correct, since
decoded points are back to numerical form.

5.4 Implementation and Testing the Converting of Hexadecimal Values to
Plaintext

Converting hex values to plaintext is the last step of the ECC decryption process. This
step converts the numerical values (in hexadecimal) back to the original message using
ASCII table. This step belongs to Algorithm 24.

Below is the code to convert hexadecimal to plaintext which is shown in Figure 48:
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//Function to transform hex strings to ascii arrays
async function hexStringsToAsciifrrays(hexStrings) {
const asciiArrays = hexStrings.map((hexString) => {
/{ Ensure the hex string length is eued
const paddedHex = hexString.length % 2 === 8 2? hexString : "8" + hexString;

[FUF Y}

(SN

[ T = v I T R <

I~

/{ Convert each pair of hex digits to decimal and then to ASCII character
const asciifrray = [];
for (let i = 8, i < paddedHex.length; i += 2) {
const hexPair = paddedHex.substr(i, 2);
const decimalValue = parselnt(hexPair, 16);
const asciiChar = String.fromCharCode(decimalValue);
asciisrray.push(asciiChar);

un

[ T N N Y )

=@ G =]

return asciifirray;
Hs

console.log("ASCII Results:”, asciiArrays);

| I I
I o pa

return asciifirrays;
1
Figure 48: Converting Hexadecimal Values to Plaintext Implementation

[ N S W N VR WU W R VN T R N Y]

= oo

To test the hexadecimal to plaintext function we will manually test it by providing a
sample hexadecimal string. The output should show the hex string and the
corresponding plaintext message so the verification is done to the conversion which is
correct and converts the hex values back to the original message.

Here is the output of the conversion of hexadecimal to plaintext which is shown in

Figure 49

ASCTT Results:

L, ML Y,
n, 'a’", 'm’, ‘e, " °,
i, 'sY, " ', MY, tat,
1, e, 'k’

Final Message: Hello, My name is Malek
Figure 49: Converting Hexadecimal Values to Plaintext Testing

The hex is converted back to the plaintext message. The output is correct.

6. ECC Scheme Testing
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Here the testing of the encryption and decryption will be done for the whole system.

Below the testing for the ECC scheme is shown in Figure 50:

Original message from sender to receiver is: Malek is sending a new message!

Received decrypted message by receiver from sender is: Malek is sending a new message!

Figure 50: ECC Scheme from [3] Testing

3.2.3 Implementation and Testing Summary

The final and efficient ECC scheme for 10T involves a complete structure for
initializing parameters, key agreement, encoding and mapping the plaintext,
encrypting and decrypting points and signing and verifying messages. Some already
existing and proven libraries as BN.js and bcrypt.js are used to implement the proposed
scheme ensuring the security and efficiency of the system. This careful implementation
taking into account the special constraints and requirements of the IoT scenario leads
to a dependable cryptographic scheme that improves the secure communications and

the data integrity for the 10T.

The testing of the ECC system confirms that all stages, from key agreement to
decryption and conversion back to plaintext, work correctly, ensuring secure and

accurate communication.

3.3 Security Analysis

A security analysis is done for three types of attacks, which are: MITM attack, Chosen

Plaintext Attack (CPA), and Chosen Ciphertext Attack (CCA).

3.3.1 Proof for MITM Attack [28]

A Man-in-the-Middle attack is a type of cyber-attack where an attacker intercepts and
potentially alters the communication between two parties who believe they are directly
communicating with each other. The attacker can eavesdrop on the communication,
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steal sensitive information, or inject malicious data without either party being aware
of the intrusion. This type of attack exploits the lack of authentication and encryption
in the communication channel, making it a significant threat to data security and

privacy.

Diffie-Hellman key exchange is exposed by MITM attack, while to solve this problem,
trusted public keys should be used. This trusted public keys are used using certificate
authority (CA) which is a trusted third party. CA will generate its private key and
public key, then the public keys for sender and receiver will be signed and verified
using ECDSA in Algorithm 5 and Algorithm respectively.
Trusted public keys are used for Diffie-Hellman key exchange in Algorithm 21.
Blocking the MITM Attack:
Proof by Equations:
Let's denote the attacker as A, sender as S, and recipient as R.
With CA (Blocking MITM)
1. Signing and Verification of both public keys for sender and receiver by
authorized party:
PU; signed by CA_priv (CA private key): sender’s signature (o) = Signing
Message (PU,, CA_priv, G, a, b, p) using ECDSA in Algorithm 5, while a; (r,
S).
PU, signed by CA _priv: receiver’s signature (0,) = Sign Message
(PU,, CA_priv, G, a, b, p), while o, represents (r, s).
2. Exchange and Verification:
S sends (PUq, o) to R.

R sends (PU,., o,) to S.
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Both S and R verify the received signed public keys using CA_pub.
Verifying Message (PUs, o5, PU signed, G, a, b, p) using ECDSA in
Algorithm 6
Verifying Message (PU,., o,, PU, signed, G, a, b, p)
3. Authentication and Integrity: The attacker tries to intercept and alter the key
but in this case the verification step will lead for failing and he/she can’t
proceed to have the shared secret keys for both sender and receiver:
If A attempts to send PU, instead of PU, or PU,., the verification will fail:
Verifying Message (PU,, o5, d4, G, a, b, p) will fail because o, was not signed
by CA_priv for PU,,.
Key Exchange is secured now form MITM.
Conclusion
By introducing a CA to sign and verify public keys, the authenticity and integrity of
the public keys are ensured. This prevents an attacker from substituting the public keys
with their own. The equations demonstrate that:
1. Without CA: An attacker can substitute public keys and compute separate
keys with each party.
2. With CA: The attacker’s substitution attempt fails because the signatures

cannot be verified against the CA’s public key, blocking the MITM attack.

Thus, using a CA effectively mitigates the risk of a man-in-the-middle attack in the

Diffie-Hellman key exchange.
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3.3.2 Proof for CPA [24]

Proof of Security of CPA using Random IV (IV: random initial vector)

Proof:

The thesis’s ECC scheme is IND-CPA secure, meaning the probability that the
adversary can distinguish between ciphertexts of chosen plaintexts is negligible. The
proof is based on the fact that the scheme uses a different IV for each encryption. The
adversary, A, can submit as many messages as desired to the encryption oracle. For

each query, A receives the corresponding ciphertext.

The adversary submits q queries to the challenger to encrypt plaintexts of their choice.
The adversary then sends two messages, m, and m,, to the challenger for encryption.
The challenger encrypts one of the messages using a randomly chosen bit b, resulting

in ¢ = Enc(k, m, @ 1V). The adversary's task is to guess the value of b.

Consider the following games:

e Game 0: The adversary requests encryption of a message myand receives c,=
Enc(k, my, @ V).

e Game 1: The adversary sends two messages m, and m,, where m, is the same
as in Game 0. The challenger encrypts one of them m,,, and sends c; = Enc(k,
my, @ IV) to the adversary.

e Game 3: The adversary attempts to distinguish between myand m, based on
the received ciphertexts. The probability of A guessing b is negligible because
the ciphertexts in both games are generated with different 1Vs. In this case,
attacker can’t guess the bit because the cioher text in each game will be

different, and there is no unique ciphertext for each plaintext.
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e This ensures that the messages myand m; are not distinguishable. The
ciphertext from m, in Game 0 is different from the ciphertext from m, in
Game 1 due to the different IVs used in each game. Hence, the adversary's
advantage Adv_IND-CPA[A, E] is 0, proving the scheme's CPA security.
3.3.3 Proof for CCA [24]
A Chosen Ciphertext Attack (CCA) is a scenario where an attacker can choose
arbitrary ciphertexts and obtain their corresponding plaintexts using a decryption
oracle. This allows the attacker to gather information and potentially deduce the
encryption key or the encryption scheme used.
Proof of Security with Random 1V (IV: random initial vector) Using Equations
Proof:
The proof for Adv_IND-CCA[A, E] starts by noting the adversary's ability to access
both the encryption and decryption oracle. The adversary, A, can submit chosen
ciphertexts to the decryption oracle and chosen plaintexts to the encryption oracle. The
encryption process is defined as:
¢ = Enc(k, m, IV;)
The adversary submits two distinct messages, m, and m,, to the encryption oracle and
receives the corresponding ciphertexts c, and c;:
co =Enc(k, my@ 1V;)
c; =Enc(k, m; @ 1V;)
In the challenge phase, the adversary chooses m, and m; again, and the challenger
selects a random bit b. The challenger then encrypts m,, and returns the ciphertext c:
¢ = Enc(k, my, IV})
To distinguish between m, and m,, the adversary modifies the ciphertext ¢ by XORing

it with a random IV;and submits it to the decryption oracle:

144



¢’ = ¢ @ IV;The decryption oracle decrypts c' to obtain:

Dec(k, ¢') = Dec(k, c @ 1V;)

Since the decryption process relies on the modified 1V:

Dec(k, Enc(k, m, @ IV,) @ IV))

The adversary can’t then compare this result with the known plaintexts m, and m, to
determine b because the ciphertext is always changing and no unique ciphertext for

every plaintext.

This demonstrates that thesis’s ECC scheme is secure under IND-CCA when a random
IV is used. Therefore, using a random IV is essential to maintaining the security of the
encryption scheme under chosen ciphertext attacks.

Conclusion

The use of random 1Vs in the encryption process significantly enhances the security of
the scheme against chosen ciphertext attacks (CCA). By ensuring that each ciphertext
block is unique and indistinguishable, the proposed method provides a robust defense

against adversaries attempting to exploit decryption oracles.
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Chapter 4

EXPERIMENTAL SETTINGS AND RESULTS

This chapter discusses the experimental results of the ECC scheme designed for loT
and its comparison with the existing experimental results which will be discussed in
section 2.3.3. Section 4.1, shows the experimental results obtained for measuring the
encryption operation. Section 4.2, shows the experimental results of the iterative
mapping of values to points on an elliptic curve. Section 4.3, shows the experimental
results of the encoding/decoding operation for three systems. The results are discussed
in greater detail and the advantages and efficient aspects of the ECC scheme developed
in this thesis for loT devices are presented compared to an existing well established
and proven benchmark presented in 2.3.3.

4.1 Experimental Settings and Results for Experiment 1 for Security
Objective:

The objective of Experiment 1 is to involve encrypting (Algorithm 17 (updated in [5]
to have random 1V), Algorithm 12 and Algorithm 13) the same plaintext multiple times
to observe the effects of using a random initial vector (IV) on the encryption output,
where the output without using random IV for the same plaintext and EC parameters
will be the same (the same encrypted message is always obtained when the same plain
text is encrypted), while by using random 1V, if the same plaintext is encrypted, then
the encrypted message will be always different. The experiment is conducted in two
parts: first, the same plaintext is encrypted twice without using a random initial vector,

and this process is repeated twice to confirm consistency. Second, the same plaintext
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is encrypted twice using a random initial vector each time, and this process is also
repeated twice to observe the variations introduced by the random IV. By comparing
the outputs from both parts, we aim to ensure the security of the scheme (ciphertext)
against Chosen Ciphertext Attacks (CCA) and Chosen Plaintext Attacks (CPA).
Setup:

Plain Text: Same plain text is used for all scenarios of Experiment 4 in order to ensure
consistency in input data and to facilitate consistent measurement of the effects of the
encryption mechanism (same plain text used in Experiment 1 in 2.3.3 as well). The

plain text is:

“This is a test code of Java application and encryption system. It’s not an actual system

in real life.”

Encryption: Plaintext is encrypted through the ECC curve with and without varying
initial vectors (1V) to cover different scenarios of the crypto system.

ECC parameters used are shown in Figure 30.

Experimental Results:

Figure 51: Represents the encrypted points resulting from the first encryption run of
above plaintext (ECC parameters are a, b, base point G, and p).

Figure 52: Represents the second encryption run of same plain text with same
conditions (same parameters) as Figure 81, to observe any variance.

Figure 53: Represents the cipher text output when encryption run is done with an
additional random initial vector (V).

Figure 54: Represents the cipher text generated by second encryption run using the
same plain text with a random value of IV which for sure different compared to Figure

53.
147



This iz a test code of Java application and encryption system.
It’s not an actual system in real life.

Encrypted Block Points [

{
b7a62f2c671ac20c65dfd43d655bbalb7dbes2532135d161,
8747d88a6c8e857b63522abd6d8b181ab0d345f2a58ak55b
I

{

172fe5aale51fcf46118e6f11e70faab0c3f05505fel4ba6,
d6676dcce5757a8adcdd39898ac2d9alb34c529d18255del

2

{
3e9323260c571714bc9e48chdbbib550976chasedfe0e7db,
850d6750a3102a30f11d93b43c91a6338e6foee3b2030a88
b

{

f278d9d4084ce86bf2e6370c2balcd36265fd6fde 06002,
857c637bafb3913f52%acec743chthd233f75a57aa80ccoe

j#

{
96chf0e0344b24a540bca9535358805fec79e7bbleb9ebds>,
51h6b253edf32bafde3842b9680022d9c0e16135afe5095f

h

]

Figure 51: Encrypted Points Using ECC Encryption

Figure 51 shows the encrypted points of the plaintext used (mentioned in Figure 51)
and this plaintext is represented in 5 EC points, while random IV isn’t used which
means if running the encryption again for the same plaintext, it has to give the same

encrypted points.
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This iz a test code of Java application and encryption system.
It’s not an actual system in real life.

Encrypted Block Points [

{
b7a62f2c671ac20c65dfd43d655bbalb7dbes2532135d161,
8747d88a6c8e857b63522abd6d8b181ab0d345f2a58ak55b
I

{

172fe5aale51fcf46118e6f11e70faab0c3f05505fel4ba6,
d6676dcce5757a8adcdd39898ac2d9alb34c529d18255del

2

{
3e9323260c571714bc9e48chdbbib550976chasedfe0e7db,
850d6750a3102a30f11d93b43c91a6338e6foee3b2030a88
b

{

f278d9d4084ce86bf2e6370c2balcd36265fd6fde 06002,
857c637bafb3913f52%acec743chthd233f75a57aa80ccoe

j#

{
96chf0e0344b24a540bca9535358805fec79e7bbleb9ebds>,
51h6b253edf32bafde3842b9680022d9c0e16135afe5095f

h

]

Figure 52: Second Encryption Run for the Same Plaintext and Obtaining Encrypted
Points

Figure 52 shows the encrypted points of the plaintext used (mentioned in Figure 52
and it’s the same plaintext in Figure 51) and this plaintext is represented in 5 EC points,
while random IV isn’t used and the encrypted points are exactly the same as the ones
in Figure 51. This is expected and proves that without using random IV, the encryption

of the same plaintext will lead to the same encrypted points.
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This is a text code of Java application and encryption system. It is
not an actual system in real life.

Encrypted Paoints:
{e5600fch5142c48858e82cBob275f78cb59827605c8ed0a,

6e2078d553302fdb5cae5d3830c4bo78ecec52f92a45d9eds]}

{5acl1f05579f0335f83a6a5319beeBd7720f0DEB0145f605f0,

c266fad49cal06c7eTeTefd24cd5d5097d2c03cchd45e57d}

{89277034b0894af872222120e71f6fdc0be08e023bc73bel,

Ee528169495fboced3c54dc2dala2dcdd4bd8B3552720905])

{794ac0562e5248339552737b5cdd09447e04f5206886d1b36,

Sechladffda3iZced68decifdadcdd516f5628101229ef442}

{3B8da2dflfe37e5alB8677323cle2bfc53TecchB801cd043ab,

fcb6a7200e19162a4401ae02bd7b450ed1cb26520d88f 700}

Figure 53: Encrypted Points Using Random Initial VVector

Figure 53 shows the encrypted points of the plaintext used (mentioned in Figure 53)
and this plaintext is represented in 5 EC points, while random 1V is used and the
encrypted points are different than the ones in Figure 51 and Figure 52. This is
expected because of the using of random IV, but also it’s not enough because a new
variable is used this time so it’s normal to get different encrypted points compared to
the ones in Figure 51 and Figure 52, so the expectation to have different encrypted

points while running the encryption again using random 1V,
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This is a test code of Java application and encryption system.
It’s not an actual system in real life.

Encrypted Points [

{719712bb5df421838aa2bal0701edf2662d624aa1524eb2f,
45654810f7dbe0d18d475e3f23fbf5e1a19f55118fc7d486],

{383b34914affSabf4473echch2f4b8e2b70cc7f845f298ce,
120b1b815308d78dddad3b27f45eelcl 223807 d7aacc84ce],

121215ac37757cdoco05e4a3aeac2e0233770063790a5cc24a,
32fdbe1094f3bcd33cee21daad 588007 cal 7545795386099,

{acc0e03b5bbe52b3d12786f9054224dbo53f315bd13edfol,
126056ce013af3f75f7f1043bdaedeles5hbfedaa7449ca89],

{32aaceb647ddd518ac6538cd0b06095T0f5d75bab5c0besf,
39bcc2a7elb875b4d58b5262dd7cef3d7684585776e7c2dE]}
]

Figure 54: Second Encryption Run for the Same Plaintext Using Random Initial
Vector

Figure 54 shows the encrypted points of the plaintext used (mentioned in Figure 54)
and this plaintext is represented in 5 EC points, while random 1V is used and the
encrypted points are different than the ones in Figure 53 as expected. This proves that
using random IV leads to different encrypted point for the same plaintext in every run
of encryption. . Random IV changes which prevents the opponents from using
techniques such as CPA or CCA to expose or guess the secret key. As a result, this

scheme is more secure against advanced attacks.
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Experiment 1 Results Analysis:

From Experiment 1, it is observed that the random initial vectors (1V) effectively
contribute to the security of ECC encryption. The observations from the experiment
are summarized below:

Cipher text Variability: Re-encryption of same plain text with same conditions (Figure
51 and Figure 52) produced the same results, which indicates that the ECC is
deterministic without V.

IV provides additional security: When encryption occurs with an initial vector (IV)
(Figure 53 and Figure 54), resulted in different cipher text for each instance of
encryption. This cipher text variability prevents the attacker to detect any pattern and
hence provides security against CPA and CCA.

Comparison with Existing Experimental Results:

Existing Experiment Results: The existing experiments in Experiment 1 in 2.3.3 in
Figure 16, Figure 17, Figure 18 and Figure 19 also observed the similar effect of using
dynamic initial vectors in preventing the predictable cipher text generation. The
existing experiments observed that each instance of encryption should result in
different cipher text which in turns prevents the attacker to detect any pattern and hence
provides security against CPA and CCA. My Results: My experimental results suggest
the same observations. The IV when used in my ECC scheme resulted in non-
deterministic encryption output, and hence ascertained the robustness of the additional
security measures proposed in the existing experiment. This comparison ensures that
my ECC scheme adequately addresses the issues posed by the CPA and CCA attacks,
since encrypting the same plaintext with different initial vectors generates different

cipher texts.

So my experiment has the same approach compared to Experiment 1 in 2.3.3.
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Conclusion of Experiment 1:

The results from my experiment support the use of non-deterministic encryption
methods in ECC to avoid vulnerabilities associated with predictable cipher text
generation. By dynamically varying initial vectors, my ECC scheme demonstrates
enhanced security, making it robust against sophisticated attacks such as CPA and
CCA. These findings are consistent with known experimental results, underscoring the

importance of implementing dynamic encryption parameters in securing 1oT.
4.2 Experimental Settings and Results for Experiment 2 for Mapping

Points Successfully

Objective:
To evaluate the successful mapping rate, which mean the number of mapped points

over the number of x values (number of needed points to be mapped)

N b M d Point . . . .
( umber of Mapped Points ), for each iteration in Algorithm 12 and
Total Number of x values Needed to be MApped

number of iterations needed to map all points that are generated to the standard EC
curves: secpl92kl, secp224kl and secp256kl curves where ECC parameters are
introduced in Appendix D in Figure 73, Figure 74 and Figure 75, respectively.
Methodology:

Curve 1: secp192k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 192-bit) with 5 padding bits (used in this research’s ECC
scheme).

Curve 2: secp192k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 192-bit) with 3 padding bits (used in [3]).

Curve 3: secp192k1 in Appendix D which is a recommended elliptic curve over prime

field (F,, where p’s size is 192-bit) with 8 padding bits (used in [4]).
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Curve 4: secp224kl in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 224-bit) with 5 padding bits (used in this research’s ECC
scheme).

Curve 5: secp224k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 224-bit) with 3 padding bits (used in [3]).

Curve 6: secp224k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 224-bit) with 8 padding bits (used in [4]).

Curve 7: secp256k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 256-bit) with 5 padding bits (used in this research’s ECC
scheme).

Curve 8: secp256k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 256-bit) with 3 padding bits (used in [3]).

Curve 9: secp256k1 in Appendix D which is a recommended elliptic curve over prime
field (F,, where p’s size is 256-bit) with 8 padding bits (used in [4]).

Procedure:

Take a random generated number and try to map the number to points on the elliptic
curve. If no valid point exists for the value, increase the value by 1 and try again until
it is a valid point or the round reaches maximum number of iterations.

Setup:

Number of trials: 1000 random numbers were tested (for each curve).

Size of the Random Numbers: 192-bit random number size of secpl92k1, 224-bit

random number size of secp224k1 and 256-bit random number size of secp256k1.

154



Experiment 2 Results:
The result of Experiment 2 done on Curve 1 is displayed in Figure 55 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:

Parcentage of Mapping Points and Mumber of Mapped Points vs Mumber of Rounds
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Figure 55: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 1

Figure 55 shows the number of rounds needed to map all the point on Curve 1 and the
total number of points mapped after each round, while 9 rounds are taken to map all
the points on Curve 1. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 9. Five padding bits are used here (Algorithm 27), which means
32 rounds are accepted at most. So this result is expected and good, because five
padding bits can handle this number of rounds. Even though the number of rounds are
less than 32 in the result in Figure 55, that doesn’t guarantee that five padding bits are

enough because maybe other random numbers give more than 32 rounds.
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The result of Experiment 2 done on Curve 2 is displayed in Figure 56 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 56: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 2

Figure 56 shows the number of rounds needed to map all the point on Curve 2 and the
total number of points mapped after each round, while 11 rounds are taken to map all
the points on Curve 2. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 11. Three padding bits are used here (Algorithm 11), which
means 8 rounds are accepted at most. So this result isn’t as expected and bad, because
three padding bits can’t handle this number of rounds. This result proves that three

padding bits aren’t enough and can’t be used in [3].
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The result of Experiment 2 done on Curve 3 is displayed in Figure 57 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 57: Number of Mapped Points and Cumulative Percentage by Round for
Curve 3

10

Figure 57 shows the number of rounds needed to map all the point on Curve 3 and the
total number of points mapped after each round, while 10 rounds are taken to map all
the points on Curve 3. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 10. Eight padding bits are used here (Algorithm 3), which
means 256 rounds are accepted at most. So this result is expected and good, because
eight padding bits can handle this number of rounds. Even though the number of
rounds are less than 256 in the result in Figure 57, that doesn’t guarantee that eight

padding bits are enough because maybe other random numbers give more than 256

rounds.
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The result of Experiment 2 done on Curve 4 is displayed in Figure 58 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 58: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 4

Figure 58 shows the number of rounds needed to map all the point on Curve 4 and the
total number of points mapped after each round, while 9 rounds are taken to map all
the points on Curve 4. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 9. Five padding bits are used here (Algorithm 27), which means
32 rounds are accepted at most. So this result is expected and good, because five
padding bits can handle this number of rounds. Even though the number of rounds are
less than 32 in the result in Figure 58, that doesn’t guarantee that five padding bits are

enough because maybe other random numbers give more than 32 rounds.
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The result of Experiment 2 done on Curve 5 is displayed in Figure 59 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 59: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 5

Figure 59 shows the number of rounds needed to map all the point on Curve 5 and the
total number of points mapped after each round, while 11 rounds are taken to map all
the points on Curve 5. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 11. Three padding bits are used here (Algorithm 11), which
means 8 rounds are accepted at most. So this result isn’t as expected and bad, because
three padding bits can’t handle this number of rounds. This result proves that three

padding bits aren’t enough and can’t be used in [3].
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The result of Experiment 2 done on Curve 6 is displayed in Figure 60 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 60: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 6

Figure 60 shows the number of rounds needed to map all the point on Curve 6 and the
total number of points mapped after each round, while 12 rounds are taken to map all
the points on Curve 6. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 12. Eight padding bits are used here (Algorithm 3), which
means 256 rounds are accepted at most. So this result is expected and good, because
eight padding bits can handle this number of rounds. Even though the number of
rounds are less than 256 in the result in Figure 60, that doesn’t guarantee that eight
padding bits are enough because maybe other random numbers give more than 256

rounds.
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The result of Experiment 2 done on Curve 7 is displayed in Figure 61 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 61: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 7

Figure 61 shows the number of rounds needed to map all the point on Curve 7 and the
total number of points mapped after each round, while 11 rounds are taken to map all
the points on Curve 7. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 11. Five padding bits are used here (Algorithm 27), which
means 32 rounds are accepted at most. So this result is expected and good, because
five padding bits can handle this number of rounds. Even though the number of rounds
are less than 32 in the result in Figure 61, that doesn’t guarantee that five padding bits

are enough because maybe other random numbers give more than 32 rounds.
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The result of Experiment 2 done on Curve 8 is displayed in Figure 62 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 62: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 8

Figure 62 shows the number of rounds needed to map all the point on Curve 8 and the
total number of points mapped after each round, while 12 rounds are taken to map all
the points on Curve 8. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 12. Three padding bits are used here (Algorithm 11), which
means 8 rounds are accepted at most. So this result isn’t as expected and bad, because
three padding bits can’t handle this number of rounds. This result proves that three

padding bits aren’t enough and can’t be used in [3].

The result of Experiment 2 done on Curve 9 is displayed in Figure 63 below where x-
axis is the round and the number of points mapped is shown as well as the cumulative

percentage:
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Figure 63: Number of Mapped Points and Percentage of Mapping Points by Round
for Curve 9

Figure 63 shows the number of rounds needed to map all the point on Curve 9 and the
total number of points mapped after each round, while 12 rounds are taken to map all
the points on Curve 9. Round 1 shows around 50% mapped points and it keep going
to reach 100% at round 12. Eight padding bits are used here (Algorithm 3), which
means 256 rounds are accepted at most. So this result is expected and good, because
eight padding bits can handle this number of rounds. Even though the number of
rounds are less than 256 in the result in Figure 63, that doesn’t guarantee that eight
padding bits are enough because maybe other random numbers give more than 256
rounds.

Experiment 2 Results Analysis:

All the Curves (Curve 1 till Curve 9) in Figure 80 till Figure 88 mapped approximately
50% of the total number of points in the first round, but not all the curves have the
same number of rounds. Also, high successful mapping rate appears in the beginning
rounds (rounds 1, round 2 and round 3) for all the curves.

Curve 1, Curve 4 and Curve 7, where they are related to 5 padding bits in this

research’s ECC scheme, are represented in Figure 55, Figure 58 and Figure 61
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respectively, show 8 rounds for Curve 1, 9 rounds for Curve 4 and 11 rounds for Curve

7 to map all the points on the EC.

Curve 2, Curve 5 and Curve 8, where they are related to 3 padding bits in [3], are
represented in Figure 56, Figure 59 and Figure 62 respectively, show 11 rounds for

Curve 2 and Curve 5, and 12 rounds for Curve 8 to map all the point on the EC.

Curve 3, Curve 6 and Curve 9, where they are related to 8 padding bits in [4], are
represented in Figure 57, Figure 60 and Figure 63 respectively, show 10 rounds for
Curve 3 and 12 rounds for Curve 6 and Curve 9, to map all points on the EC.
Conclusion for Experiment 2:

Experiment 2 shows, in Figure 80 till Figure 88, that the number of rounds at most
appears to be 12 for [3] and [4] and 11 for this research’s ECC scheme, which are
small numbers to prove that high efficiency of mapping for the 3 schemes (this
research’s ECC scheme, [4] and [3]), however 12 rounds aren’t covered by the padded
3 bits (max 8 rounds are accepted for 3 bits) used in [3] leading to wrong decryption
output. Based on that, 3 padding bits may lead for wrong decryption so using it will
cause problems. On the other hand, the results of Experiment 3 accept using 5 or 8
padding bits, but it can’t guarantee using them because maybe some values will lead
for higher rounds. 5 padding bits accepts 32 rounds at most, while 8 padding bits
accepts 256 rounds at most, so both 32 rounds and 256 rounds are more than the double
of the highest number of rounds obtained, so using either 5 or 8 padding bits won’t

cause any problem based on Experiment 2 but this result isn’t guaranteed.

164



4.3 Experimental Settings and Results for Experiment 3 for Testing
the Performance (Time) of the Encryption of this Research’s ECC
Scheme

Objective:

The purpose of Experiment 3 is to compute the encryption time for Thesis’s ECC
Scheme and compare it to the one in Sengupta system [4].

Setup:

Tested Message size: The message size used are: 1 KB, 10 KB, 100 KB, 1 MB and 10
MB, where random generator messages of the mentioned size where used.

Tools and Environment: 11th Gen Intel(R) Core (TM) i7-1165G7 @ 2.80 GHz (4-
core, each core hyper-threaded) and 12 RAM is used to compute the performance of
the encryption in this research’s ECC scheme.

Experiment 3 Results:

Experiment 3 results are represented by Figure 64 below:

Performance of Encryption Process

Time in seconds
= [ [ [
(=] (9, (=] (9,

L

1KB 10 KB 100 Kb 1MB 10 MB
Size of the Mesage

Figure 64: Performance of the Encryption Process in the Research’s ECC Scheme
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The x-axis represents the size of the message and the y-axis represents time needed in

seconds to encrypt the message.

Figure 64 shows the time needed to encrypt a message having specific size. The time
needed to encrypt 1 KB message, 10 KB, and 100 KB message is less than 1 second,
while for 1 MB message is about 3 seconds, and for 10 MB message is 31 seconds.
The result in Figure 64 is as expected and it is good.

Analysis of the Experiment 3 Results:

The research’s encryption process takes around 31 seconds to encrypt the message of
size 10 MB, which is slightly less compared to the encryption process in [4], which
takes 27 seconds.

Conclusion for Experiment 3:

The results from Experiment 3 confirm in Figure 64 that this thesis’s ECC scheme
(which is based on [3]) has good efficiency which is almost the same as Sengupta [4]
which its main purpose to improve the efficiency. The gap between the research’s
scheme and [4] is 4 seconds which may vary depending on the messages used, because
mapping time varies from1 input to another and this small-time difference may reach

4 seconds or more while the message size is increasing.
4.4 Experimental Settings and Results for Experiment 4 for
Performance (Time) of Mapping Points by Using Different Number

of Padding Bits

Objective:
The purpose of Experiment 4 is to check whether using 3 padding bits, 5 padding bits
and 8 padding bits will affect the performance (time) for running the point searching

function used in Figure 72.
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Setup:

Message Size: 1000 random number are used for each trial. The size of each random
number used is 187 bits for 3 padding bits, 189 bits for 5 padding bits and 192 bits for
8 padding bits. Although all of them are dealing with 192 bis, but while saying padding
3 bits to 184 bits (23 characters * 8 bits = 184), it means the 187 bits will be mixture
between 0 and 1 and the last 5 bits on left for sure will be zero. The same way is
appeared for 5 padding bits and 8 padding bits, so this is done to have a fair
comparison.

Device used: The same device mentioned in 4.3 is used to compute all performances
(time)

Curve 1 (5 padding bits used), Curve 2 (3 padding bits used), Curve 3 (8 padding bits
used), Curve 4 (5 padding bits used), Curve 5 (3 padding bits used), Curve 6 (8 padding
bits used), Curve 7 (5 padding bits used), Curve 8 (3 padding bits used) and Curve 9
(8 padding bits used), which are mentioned in 4.1, are used to be tested.

Experiment 4 Results:

Figure 65 shows the performance for each curve, where group 1 includes: Curve 2,
Curve 1, and Curve 3 (in this order), group 2 includes: Curve 5, Curve 4, and Curve 6
(in this order) and group 3 includes: Curve 8, Curve 7, and Curve 9 (in this order).

Figure 65 is given below:
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Figure 65: Performance (Time) Testing Results

Figure 65 shows in group 1, the performance of 5 padding bits is the highest with
19306 microseconds. In group 2, the performance of 8 padding bits is the highest with
19097 microseconds, while in group 3, the performance of 3 padding bits is the highest
with 20728 microseconds. And in all curves, slight difference performance appears.
So based on the results in Figure 65, the number of padding bits won’t affect the
performance which is good because it let us to select 8 padding bits which has lower
risks (256 rounds are allowed) compared to 3 padding bits and 5 padding.
Conclusion of Experiment 4:

The results of Experiment 4 in Figure 65 shows that the size of padding bits doesn’t
affect the performance (time of running), which means the best option is to select 8
padding bits which allow the highest number of rounds, and this option won’t affect

the performance of the ECC scheme.
4.5 Summary for the Experimental Results

All the addressed problems in 2.4 are discussed and showed in the Experiments’
conclusions and a summary for the results is shown in Table 2.

Table 2 summarize all the results for the 4 schemes [3], [4], [5], and my scheme:
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Table 2: Results Summary

Scheme | AE Scheme | Rounds Needed to | Encryption Best Size of
Blocking Map  All  Points | Process Padding Bits
CCA and | Successfully  Based | Performance | to be Selected
CPA on Experiment 2 in | (Time) for 10 | in Section 4.4
Section 4.2 MB message
Size in section
2.3.3
SE-Enc No — Yes 12 NA No
[3]. [5]
Sengupta No 12 27 Yes
seconds
Thesis Yes 11 31 No
ECC seconds
Scheme

This table compares the features and performance of three cryptographic schemes

based on security analysis in 3.3 and experimental results (4.1 — 4.4): SE-Enc,

Sengupta, and the Thesis ECC Scheme. The SE-Enc scheme, as referenced in [3] and

[5], blocks Chosen Ciphertext Attacks (CCA) and Chosen Plaintext Attacks (CPA) in

[5] only, requiring 12 rounds to map all points. However, its data on encryption process

performance for a 10 MB message is not available, and it does not optimize the best

size of padding bits. The Sengupta scheme does not block CCA and CPA attacks but

requires 12 rounds to map all points and takes 27 seconds to encrypt a 10 MB message.

It is optimized for the best size of padding bits. The Thesis ECC Scheme fully blocks

CCA and CPA attacks, needing only 11 rounds to map all points. It takes 31 seconds

to encrypt a 10 MB message but is not optimized for the best size of padding bits.
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Chapter 5

CONCLUSION AND FUTURE WORK

5.1 Conclusion

This thesis presents the design, implementation, testing, and evaluation of an efficient
and secure ECC system for the 10T building upon the SE-Enc system [3]. While SE-
Enc has been effective in prior research, it has notable security deficiencies,

particularly concerning CPA, CCA, and MITM attacks.

To address these issues, the ECC scheme in this thesis introduces several key
modifications. Firstly, a random IV is used instead of a constant IV to block CPA and
CCA. Secondly, trusted public keys are incorporated into the Diffie-Hellman key
exchange protocol to mitigate MITM attacks. Lastly, the padding bits used in the
mapping function have been increased from three to five to ensure correct encryption

and decryption, as three bits are insufficient for mapping points effectively.

The security of the proposed ECC scheme is analyzed in 3.3, demonstrating its
robustness against MITM, CCA, and CPA attacks. Experiment 2 results in 4.2
confirms the insufficiency of using only three padding bits on the least significant bit
(LSB), highlighting the need for more padding bits like five or eight bits. The
encryption time achieved by thesis’s ECC scheme is considered as good as that of
Sengupta’s scheme [4], which is supported by the results of Experiment 4.3, which

demonstrate that the encryption times of both schemes are nearly identical. Overall,
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the experimental results and security analysis validate that the modified ECC scheme

provides a secure and efficient solution suitable for 10T applications.

5.2 Future Work

There are many interesting areas that should be work on to enhance the developed
ECC scheme for IoT in the future. This includes investigating and developing
advanced key management protocols that can handle frequent changes in loT
networks. Next, testing the ECC scheme in real I0T scenarios like edge computation
and further optimize it for practical usages. Also, exploring the integration of our ECC
scheme with other security protocols and frameworks to provide a multi-layered
security solution for lIoT systems. Finally, it is important to further enhance the

resilience.
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Appendix A: Experiments Raw Data Outputs and Source Code

1. Experiment 1 Raw Data Outputs

Figure 66 shows Experiment 1 outputs:

Encypted Blodk:Points [ éncypted'Block Points [
{
8
X: <BN: 1c6fe3eofbfc69257939ad346cT464b0239000b96b646d7a>, {

= % 5 X: <BN: b7a62f2c671ac20c65dfd43d655bbalb7dbc92532139d161>,
y: <BN: 95cef7dbd28bd22148392657e2165530c2c178517478c09¢>

y: <BN: 8747d88a6c8e857b63522abd6d8b181abod345f2a58ab9%b>

b )
{ {
X: <BN: 884dc1d354bc0c1149ae4f1cd29db29c4d03efl1aac246e20>, x: <BN: 172feSaaleS1fcfa6118e6f11e70faabdc3fO5505Fe14b865,
y: <BN: 809363fo41afbf54c774ee87cb1995bb6b62f236a5ec6c1e> y: <BN: d6676dcc09797a8a4c4d89898ac2d0a1b34c520d18255de1>
b }
{ {
x: <BN: 4dce2a21c1a795ef9420d2d%e2175ef155d6f4fe86dod30c>, X: <BN: 3e93e3260¢571714bc9e48cbd6b8b550076cbagedfed67db>,
y: <BN: 5d16e4b77e409305b4803ef7320d5165869d81cdffae350> y: <BN: 950d6756a3162a80f11d93b43c9126338e6f6ee3b2032a88>
b 3
{
X: <BN: cd6446f75db69e52f2872f50b32bbbccb321becacbc39b8d>, x: <BN: £278d9d4084ce86bf2e6370c2balcd86269fd6f4e06002C>,
y: <BN: fe4b3ddded35beb2blccd84cb53076b6c29bbdea787e7dec> y: <BN: 857c637b4fb3913f529acec743c6fbd233f75a57aa80cccc>
b b
{ {
x: <BN: a8423f284de54b817c2b5e47573203ddaf1fF066260e5396>, x: <BN: 96cbf0e0344b242040bca0535358880fec79e7bbleb0e6do>,
y: <BN: b437c033f87501408c377d1adefaf304b8c61e0df6200ec1> y: <BN: 51b6b253edf32b8fde9842b968b822d9c0e16135afe5095>
} }

] 1

Figure 66: Experiment 1 Data Outputs

2. Experiment 2 Raw Data Outputs:

Figure 67, Figure 68, and Figure 69 show the raw data outputs for Experiment 2:

Value 5 is repeated 38 times
Value 1 is repeated 524 times
Value 2 is repeated 246 times
Value 3 is repeated 112 times
WValue 11 is repeated 2 tTimes

Value & is repeated 14 times
Walue 4 is repeated 53 times
Value & is repeated 9 times
Value 7 is repeated 7 times
Value & is repeated 2 times

Value 18 is repeated 1 times
[nodemon] clean exit - waiting for changes before restart
Figure 67: Experiment 2 Output for Curve 1
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ﬁalue

3 is repeated 126 times
Value 1 is repeated 513 times
Value 2 is repeated 249 times
Value 5 is repeated 27 times
Value 4 is repeated 68 times
Value & is repeated 11 times
Value 7 is repeated 2 times
Value @ is repeated 2 times
Value 8 is repeated 3 times

Value 12 is repeated 1 times
Figure 68: Experiment 2 Result for Curve 2

Value 3 is repeated 145 times
Value 2 is repeated 237 times
Value 1 is repeated 492 times
Value 14 is repeated 1 times

Value 6 is repeated 12 times
Value 4 is repeated 68 times
Value & is repeated 6 Times
Value 5 is repeated 38 times
Value 7 is repeated 4 times

Value 11 is repeated 1 times
Value @ is repeated 3 times
Value 18 is repeated 1 times

_Figjure 69: Experirﬁent 2 Results for Curve 3

3. Experiment 3 Raw Data Outputs

Figure 70 show the raw data output of Experiment 3:
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» taken by E

milliseconds

* 160 KB e is 311.

or 10 MB

Figure 70: Raw Data Output of Experiment 3

4. Experiment 4 Raw Data Outputs

Figure 71 shows the raw data output of Experiment 4:

Time taken by generateXandYforBlocks for secp256kl by 8 padding bits is: 20.929108947 milliseconds

Time taken by generateXandYforBlo r secp224kl by 8 padding bits is: 19.097613924 milliseconds

Time taken by generateXandYforBlocks for secpl192kl by 8 padding bits is: 19.523719032 milliseconds

Time taken by generateXandYforBlocks for secp256kl by 3 i bits is: 20.728147304 milliseconds

Time taken by generateXandYforBlocks for secp256kl by § padding bits is: 20.986051976 milliseconds

Time taken by generateXandYforBlocks for secp224kl by 3 padding bits is: 20.08619362 milliseconds

Time taken by generateXandYforBlocks for secp224kl by § padding bits is: 20.40746139 milliseconds

Time taken by generateXandYforBlocks for secp192kl by § padding bits is: 19.306298696 milliseconds

Figure 71: Raw Data Outputs of Experiment 4
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5. ECC Scheme Source Code
ECC scheme source  code is  provided in the  following link:

https://drive.google.com/drive/folders/1dbeY RvGt1IfxA9IFyiUEj1x2JUoFayUd?usp

=sharing
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Appendix B: Calculations for Example 14 — Example 16

1. Calculations of @4 =6 X (5, 1) in Step 2 of Algorithm 7 in Example 14

Steps for Scalar Multiplication to compute Q4 = 6 x (5, 1) on curve (16) by using
algorithm 2:

Step 1: Compute 2 X G = (X3¢, Y26) =2 X (5, 1) using (12) for point doubling

1. Calculate A using (12):

3x2 +a
A=———mod 17
2y

Xg= 5, Ye= 1, a=2

3x5% +2 3x25 +2 75 + 2
=—— mod 17 =— mod 17 = mod 17
2x%x1 2 2
77
=7m0d17

To computeg mod 17, we need the modular inverse of 2 mod 17, which is 9,

calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.
A=77*9mod 17=693 mod 17==693 -40* 17 = 693 - 680 = 13
2. Calculate x,; on curve (16) using (12):
Xy = A% — 2x; mod 17 = 132 — 2+ 5mod 17 = 169 — 10 mod 17
= 159 mod 17
X, =159-9*17=159-153=6
3. Calculate y,. on curve (16) using (12):
Yac = Mxg — X26) — Yy mod 17 = 13(5 — 6) — 1 mod 17
= 13*(—1) —1mod 17
Yoo = —13—1mod 17 = —14mod 17 = 3

S0, 2 X G = (6, 3).
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Step 2: Compute 4 X G = (X4¢, Yag) = 2 X 2XG using (12) for point doubling
1. Calculate A using (12):

3x3; +a

mod 17
2Y26

X26=61 Y26=3

_3*62+2 d17_3*36+2 q17 = 417
=g mo = mo == mo

To compute % mod 17, we need the modular inverse of 6 mod 17, which is 3, and it

is calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.
Thus, =110 * 3 mod 17= 330 mod 17 =7
2. Calculate x,; on curve (16) using (12):
X4 =A% — 2x,,mod 17 =7?2 —2x6 mod 17 = 49 — 12 mod 17
= 37 mod 17
X4 =37-2%17=37-34=3
3. Calculate y,; on curve (16) using (12):
Vac = M2X26 - x,z) — Y26 mod 17 = 7(6 —3) —3mod 17 = 7 * 3 — 3 mod 17
Yag = 21 —3mod 17 =18 mod 17 =1
So0,4xG=(3,1).
Step 3: Compute 6G X = (X¢¢, Vog) = 4XG + 2XG using (11) for point addition (12)

1. Calculate A using (11):

X=Mm0d17

X26 — Xa6
4xG=(3,1)and 2 x G =(6, 3)

A= 2T ed17 = 2 moed 17
—6_3m0 —3m0
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To computezg mod 17, we need the modular inverse of 3 mod 17, which is 6, and it

is calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.
Therefore, A, =2 * 6 mod 17 = 12 mod 17= 12
2. Calculate x4, on curve (16) using (11):
Xeg = A2 — X4 — Xz mod 17 = 122 —3 — 6 mod 17 = 144 — 9 mod 17
X¢c = 135mod 17 =135—-7%x 17 =135—-119 = 16
3. Calculate y¢; on curve (16) using (11):
Yoo = MXag — Xgg) — Vag mod 17 = 12(3 — 16) — 1 mod 17
=12(—13) — 1 mod 17
Yec = —156 —1mod 17 = —157 mod 17 = 13
So, 6 X G = (16, 13).
2. Calculations of kxQ4= 2 x (16, 13) in Step 3 of Algorithm 8 in Example 15
Steps for Scalar Multiplication for kxQ,= 2 x (16, 13) on curve (16) using Algorithm
2:
Step 1: Compute 2 x (16, 13) on curve (16) using (12)
Qa = (xg, Yo,) = (16, 13)
k X Q4= (XK Yko,) =2 * (16, 13)
1. Calculate A using (12):

_ 3x84 ta

mod 17
zyQA

Xoa=16,y94=13,a=2

3%162 42 Ly 325642 . 76842
T T 2.3 MG TTT g Mmeal ET g mo
_m
—26m0
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To compute% mod 17, we need the modular inverse of 26 mod 17, which is 2,

calculated using the Extended Euclidean Algorithm [17], which is explained
Algorithm 1, and similar calculations are done in Example 5.
A=770 * 2 mod 17 = 1540 mod 17 = 1540 - 90 * 17 = 1540 - 1530 = 10
2. Calculate xq, on curve (16) using (12):
Xpo, = A — 2x, mod 17 = 10* — 2 x 16 mod 17 = 100 — 32 mod 17
= 68 mod 17
Xkg, =68 — 4 x 17 = 68 — 68 = 0
3. Calculate yy,, on curve (16) using (12):
Ykoa = M2ga — Xko,) — Yo, mod 17 = 10(16 — 0) — 13 mod 17
Yko, = 160 —13mod 17 = 147 mod 17 = 147 — 8 = 17 = 147 — 136
11

So, k X 0= (0, 11).

in

3. Calculations of M+ k X Q4= (9,1) + (0, 11) in Step 4 of Algorithm 8 in Example

15

Steps of Point Addition for M+ k X Q,=(9, 1) + (0, 11) on curve (16) using (11)
Step: Compute M + k X Q,4 using (11)

M = (xp, yu) = (9, 1)

kX Qa=(xkg, Yro,) = (0, 11)

R=(xg,yr) =M+ k X Q,

1. Calculate A using (11):

_ kaA —Ym

A mod 17

kuA - XM

P=(9,1)and k X Q4 = (0, 11)

11-1

A = == mod17 = =z mod 17 = =~ mod 17 , (-9 mod 17 = 8 mod 17)
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To compute % mod 17, the modular inverse of 8 mod 17 should be computed, which

Is 15, , calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.
Thus, A=10* 15mod 17 =150 mod 17=150-8* 17 =150 - 136 = 14
2. Calculate x5z on curve (16) using (11):
Xg = A* — Xy — Xgg, mod 17 = 14* —9 — 0 mod 17 = 196 — 9 mod 17

= 187 mod 17
xp =187 — 11 » 17 = 187 — 187 = 0
3. Calculate yg on curve (16) using (11)
Yr = AMxpy — xg) —yymod 17 = 14(9 — 0) —1mod 17 = 14(9) — 1 mod 17
Yr = 126 —1mod 17 = 125mod 17 = 125 — 7 * 17 = 125 — 119 = 6
So, R = (9, 1) + (0, 11) = (0, 6).
4. Calculations of d4 X P = 6% (6, 3) in Step 1 by Algorithm 9 in Example 16
Steps of Scalar Multiplication of d4 X P = 6x (6, 3) on curve (16) using Algorithm 2.
P=(xp,yp) =(6,3)
Step 1: Compute 2 X P = (x,p, y,p) =P + P =(2 X P) on curve (16) using (12) (Point
Doubling)
1. Calculate A using (12):

3x +a
A= mod 17
2yp

Xp=6,yp=3,a=2

3% 6% +2 3%36 +2 108 + 2 1
=——mod17= —— mod 17 = mod 17 = — mod 17
23 6 2 2

To computelzﬂ mod 17, we need the modular inverse of 6 mod 17, which is 3,

calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.
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Then, A =110*3 mod 17 =330 mod 17 =330-19*17=330-323 =7
2. Calculate x,p on curve (16) using (12):
Xop =A% —2xpmod 17 = 7% = 2* 6 mod 17 = 49 — 12 mod 17 = 37 mod 17
Xpp=37-2%17=37-34=3
3. Calculate y,p On curve (16) using (12):
Yap = Mxp_y,,) —yp mod 17 = 7(6 —3) —3mod 17 = 7 % (3) — 3 mod 17
Yop= 21—3mod17= 18mod 17 = 1
So,2x P =(3,1).
Step 2: Compute 4 X P = (x4p, Yap) =2 X P +2 X P (2 X 2 X P) on curve (16) using
(12) (Point Doubling)
1. Calculate A using (12):

3x%, + a
A= "2  mod17
2y,p

Xop =3, Yop =1

3%3%2 42 3x9+42
=——— mod17 =
2x1

29
mod 17 = > mod 17

To computezz—9 mod 17, we need the modular inverse of 2 mod 17, which is 9,

calculated using the Extended Euclidean Algorithm [17], which is explained in

Algorithm 1, and similar calculations are done in Example 5.

Thus, =29 * 9 mod 17 =261 mod 17 =261 -15* 17 =261 - 255 =6

2. Calculate x,p on curve (16) using (12):

Xup = A% — 2x,p mod 17 = 62 — 2 %3 mod 17 = 36 — 6 mod 17 = 30 mod 17
=13

3. Calculate y,p on curve (16) using (12):

Yap = M2p _x,,) — Y2p mod 17 = 6(3 — 13) — 1 mod 17
= 6x*(—10) — 1 mod 17
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yup=—61mod17 = —61 + 4 * 17 = —61 + 68 = 7

So, 4 x P =(13,7).

Step 3: Compute 6 X P = (x¢p, Yep) =4 X P + 2 X P on curve (16) using (11) (Point
Addition)

1. Calculate A using (11):

A:Mmodl7

Xop = Xap
4 X P=(13,7)and2 X P =(3,1)

6
A= 3_13mod17—ﬁmod17

To computef—0 mod 17, we need the modular inverse of 10 mod 17, which is 12,

calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.
Thus,A=6* 12mod 17=72mod 17=72-4*17=72-68=4
2. Calculate x¢p using (11):
Xep = A% — X4p — Xpp mod 17 = 4?2 — 13 — 3 mod 17 = 16 — 16 mod 17
=0mod 17 =0
3. Calculate y¢p using (11):
Yop = AM(X4p — Xgp) — Yap mod 17 = 4(13 — 0) — 7 mod 17 = 52 — 7 mod 17
Yep = 45 mod 17 = 11
So, 6 x P =(0, 11).
5. Calculations of C — d4 x P in Step 2 by Algorithm 9 in Example 16
Steps for Point Subtraction of C - d4 x P using (7)

Step 1: Find the negation of (0, 11)
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The negation of a point (x, y) on an elliptic curve is (x, -y mod p).
Negation of (O, 11):
11 mod 17 =6

so, the negation of (0, 11) is (0, 6).

Step 2: Compute (0, 6) - (0, 11) on curve (16) using (12)

(0, 6) - (0, 11) = (0, 6) + (0, 6).

Since both points are identical, we need to use the point doubling in  (12) to compute
2 x (0,6).

Let 2 X P = (xyp, Vop)-

Step 3: Point Doubling Calculation using (12)

For point P = (xp, yp) = (0, 6) on the elliptic curve (16), the point doubling steps are:
1. Compute A using (12):

3x3 +a

mod 17
2yp

xp=0,yp=6,a=2

_3><02 + 2

2
X6 m0d17—Em0d17

To computelz—2 mod 17, we need the modular inverse of 12 mod 17, which is 10,
calculated using the Extended Euclidean Algorithm [17], which is explained in
Algorithm 1, and similar calculations are done in Example 5.

Thus, A=2* 10 mod 17=20mod 17 =20-17=3

2. Calculate x,p on curve (16) using (12):

X,p =A% —2xpmod 17 =32 -2+ 0mod 17 = 9mod 17 =9

1. Calculate y,p on curve (16) using (12):
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Yap = Mxp — x3p) —yp mod 17 = 3(0 —9) — 6 mod 17
= 3% (—9)—6mod 17
Vop = —27—6mod 17 = —33mod 17 = 1
Result:
S0, 2 x P = (0, 6) + (0, 6) = (9, 1).
The point subtraction (0, 6) - (0, 11) on curve (16) results in the point (9, 1).
6. Elliptic Curve Y-Coordinate Search
Figure 72 shows the code which is used for searching for y coordinate for particular x

value, and returning a point on EC:

288 //Function to generate X & Y points for each block
289 export function generateXandYPoints(xOriginal, a, b, p) ﬂ

208 /f Convert input strings to BigInt

291 let x = xOriginal;

262 let counter = 8;

2583 a = a;

204 b = b;

295 P=p;

296

207 const pMinusOneOverTwo = (p - 1n) / 2n;

298 const pPlusOnelverFour = (p + 1n) / 4n;

299 while (true) {

308 counter += 1;

3e1 /{ Calculate symbol for the current x

382 let ySquared = (modPow(x, 3n, p) + ((a * %) X p) +b) % p;
383 let symbol = modPow(ySquared, pMinusOnzOverTwo, p);

304

385 // Check if symbol matches the target

306 if (symbol === 1n) {

387 f/ Calculate both possible y values using the square root of y~2 (mod p)
308 let y1 = modPow(ySquared, pPlusOneOverFour, p);

309 let y2 = p - y1; // Second solution, as yl and y2 are reflections across the x-axis
31e

311 // Print the higher value of y

312 let higherY = y1 > y2 2 yl1 @ y2;

313 // console.log( For x = ${xOriginal}, y = ${higher¥} );
314 return {

315 coordinates: { x: x.toString(), y: higherY.toString() },
316 counter: counter,

317 1;

318 ]

319

Figure 72: EC Point Searching Code
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Appendix C: Conversions of Data (Binary, Decimal, and

Hexadecimal)

1. Conversion of Data from Decimal to Binary:

The pseudo code for decimal to binary conversion is represented in Algorithm 25:

Algorithm 25: Decimal to Binary Conversion Algorithm
Converting Decimal to Binary Algorithm
function decimal_to_binary(decimal_number):
1. if decimal_number == 0:
return "0"
2. binary_string =""
3. while decimal_number > O:
3.1 remainder = decimal_number % 2
3.2 binary_string = str(remainder) + binary_string
3.3 decimal_number = decimal_number // 2
4. return binary_string

2. Conversion of Data from Binary to Decimal

The pseudo code for binary to decimal conversion is represented in Algorithm 26:

Algorithm 26: Binary to Decimal Conversion Algorithm
Converting Binary to Decimal Algorithm
function binary_to_decimal(binary_string):
1. decimal_number =0
2. length = len(binary_string)
3. for i from 0 to length-1:
3.1 bit = int(binary_string[length - 1 - i])
3.2 decimal_number += bit * (2 ** i)
4. return decimal_number

3. Conversion of Data from Hexadecimal to Binary

The pseudo code for hexadecimal to binary conversion is represented in Algorithm 27:
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Algorithm 27: Hexadecimal to Binary Conversion Algorithm

Converting Hexadecimal to Binary Algorithm

function hex_to_binary(hexadecimal_string):
I/ Step 1: Define a map from hexadecimal digits to binary strings
hex_to_bin_map = {
'0":'0000", '1": '0001", '2": '0010', '3": '0011",
'4'.'0100', '5": '0101', '6": '0110', '7": '0111",
'8".'1000', '9": '1001', 'A": '1010', 'B": '1011",
'C".'1100, 'D": '1101', 'E" '1110', 'F" "1111"
}

I/ Step 2: Initialize an empty string to store the binary representation
binary_string ="

/I Step 3: Loop through each digit in the hexadecimal string
for digit in hexadecimal_string:
I/ Step 4: Convert the digit to its uppercase form
upper_digit = digit.upper() // digit.upper() converts the lowercase letter to upper
/I case letter

/I Step 5: Append the corresponding binary string from the map to the binary
/] string
binary_string += hex_to_bin_map[upper_digit]

I/ Step 6: Return the binary string
return binary string

4. Conversion of Data from Binary to Hexadecimal

The pseudo code for binary to hexadecimal conversion is represented in Algorithm 28:

192



Algorithm 28: Binary to Hexadecimal Conversion Algorithm

Converting Binary to Hexadecimal Algorithm

function hex_to_binary(hexadecimal_string):
/I Step 1: Define a map from hexadecimal digits to binary strings
hex_to_bin_map = {
‘0': '0000, '1": '0001", '2": '0010', '3": '0011",
'4".'0100', '5": '0101', '6": '0110", '7": '0111",
'8':'1000', '9": '1001', ‘A" '1010', 'B": '1011",
'C'.'1100, 'D": '1101', 'E": '1110', 'F": '1111"
}

Il Step 2: Initialize an empty string to store the binary representation
binary_string =""

Il Step 3: Loop through each digit in the hexadecimal string
for digit in hexadecimal_string:
/I Step 4: Convert the digit to its uppercase form
upper_digit = digit.upper() // digit.upper() converts the lowercase letter to
upper case letter

/I Step 5: Append the corresponding binary string from the map to the binary
string
binary_string += hex_to_bin_map[upper_digit]

I/ Step 6: Return the binary string
return binary string
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Appendix D: EC Standard Curves

1. Secp192k1

Secp192k1 is a standard EC which has the following parameters represented in Figure

73:
Parameters
Name Value
p Oxfffffrffrrffrfffrrffrfferffrrrffrrffrrrrfffeffffees?
a X000V VOLRE
b X000 VERNRRVOVRRVERARYLRBRRVYA 3
G (exdb4ff10ec@57e9ae26b07d0280b7f4341da5d1lbleae@6c7d,
Ox9b2f2f6d9c5628a7844163d015be86344082aa88d95e219d)
n OxFfffrffffffffffffffffffe26f2fcl70f69466a74defd8d
h ox1

Figure 73: Secp192k1 EC Parameters

2. Secp224k1

Secp224k1 is a standard EC which has the following parameters represented in Figure

74:

Parameters

Name

P
a

b

Value
oxfffrfffrffffrffrfrffffffrrffffrfrfrfffrrrfrfffffeffffesed
[apalalslelalalslalalslelalalelalalalalselalalelala e Ta s e e slale el e ala] e s e e lal e o e e ul sl a o sl e o ]
0x0000000000LPVLRBNRYEEVROROVVRELVRERERVERVROREBVRAS

(@xald55b334dfe98df30fc28ale9ad67e9e47075a90f7e650ebbb7ad5¢c,
©x7e089fed7fba344282cafbdef7e319f7cObBbd59e2cadbdb556d61a5)

2x100000020000000000VRER0RERB1dce8d2ech184cat@a971769Tblf7
oxel

Figure 74: Secp224k1l EC Parameters
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3. Secp256k1
Secp256k1 is a standard EC which has the following parameters represented in Figure

75:

Parameters

s Name Value
p oxffffffffffffffffffffffffrffffffrrrffffrfrffffifffffffffefffffc2f
a 0x00P0DERYVVVPONLYREVREVERVRVLERVERREVYPLPELERYRYVEBDPDLELRREVVBBDG
b 0x0000LERYYYLPLVLYRERREYEOVBYLERYERREVYLLPEEEYEVLOLDRBERRRVYEVDT
(Bx79bebb7efSdcbbac55a086295¢ce878b087029bFcdb2dce28d959F2815b16F81798,
Ox483ada7726a3c4655dadfbfc0ell08a8Td17b448a68554199¢47d08ffblod4bs)
Oxfffffffffffffffffffffffffffffffebaaedcebat48a@3bbfd25e8cde364141
ox1

Figure 75: Secp256k1 EC Parameters
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