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ABSTRACT 

This thesis introduces the design, implementation, testing and evaluation of an 

efficient and secure Elliptic Curve Cryptography (ECC) system, previously designed 

in SE-Enc system article: DOI: 10.1109/ACCESS.2019.2957943, for the Internet of 

Things (IoT). SE-Enc system. The SE-Enc system is said to be a secure and efficient 

ECC encryption scheme successfully applied in later research on IoT systems. It is 

chosen because of this, but it has some security deficiencies concerning chosen plain 

text attack (CPA), chosen cipher text attack (CCA), and man-in-the-middle attacks 

(MITM), so in the thesis, several critical security and efficiency issues need to be 

addressed. Firstly, the use of a constant initial vector (IV) fails to effectively block 

CCA and CPA, thereby exposing the system to these significant security threats. 

Secondly, the implementation of the Diffie-Hellman Key Exchange mechanism leaves 

the system vulnerable to MITM attacks, which can compromise the security of key 

exchanges. Lastly, the current practice of using three padding bits on the least 

significant bit (LSB) for mapping points is insufficient, resulting in a higher number 

of rounds required for successful mapping. This method should be replaced with a 

more efficient approach to enhance the system's overall efficiency and security. 

Addressing these issues is crucial for developing a robust and secure Elliptic Curve 

Cryptography (ECC) scheme. 

In this thesis, an ECC scheme has been implemented equivalent to SE-Enc, with some 

modifications which are done to fix the problems found: 1) random IV is used instead 

of constant IV in order to block CPA and CCA. 2) Using trusted public keys for key 

agreement using the Diffie-Hellman protocol will be included, which will help to block 
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MITM which isn’t blocked in SE-Enc. 3) using 5 padding bits in the mapping function 

instead of 3 padding bits to ensure having correct encryption and decryption because 

3 padding bits accepts 8 rounds at most in mapping and more rounds are needed to 

map the points. 

Four experiments are conducted to prove that this ECC scheme has a good security 

and efficiency, where the first experiment’s purpose is to prove that this scheme blocks 

chosen CPA and CCA, while this experiment is discussed in the article: DOI: 

10.3390/s20216158, and this article is an updated SE-Enc, and proves that its scheme 

blocks CCA and CPA. The second experiment computes the successful rate for 

mapping points to ECC in each round and counts the rounds to check if these rounds 

are suitable for the used padded points and the results of my experiment show that 3 

padding bits aren’t enough, while the third experiment discusses the computation of 

the performance (time needed for compiling) of the encryption process of this 

research’s ECC scheme and compared to the one in Sengupta’s article: DOI: 

10.1002/sec.1702, and my results show 31 seconds which is slightly less than 

Sengupta’s scheme result, which is 27 seconds. And the last experiment is done to 

check if the size of padding bits has any effect on the performance, and based on the 

results, it doesn’t have any effect. The experimental results show the deficiencies of 

SE-Enc which appears with using constant IV, instead of using random IV, and in this 

research’s ECC scheme this is solved, and using trusted public keys for key agreement 

because Diffie-Hellman is susceptible for MITM attacks. Also SE-Enc uses 3 padding 

bits which won’t work for all mapping point and the second experiment proves it. This 

thesis designed, implemented, and tested an efficient and secure ECC which can be 

used for IoT.  

http://dx.doi.org/10.1002/sec.1702
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Keywords: SE-Enc, Elliptic Curve Cryptography (ECC), Internet of Things (IoT), 

Point Mapping, Diffie-Hellman Key Exchange, Initial Vector (IV).  
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ÖZ 

Bu tez, Internet of Things (IoT) için daha önce SE-Enc sistem makalesinde: DOI: 

10.1109/ACCESS.2019.2957943 tasarlanan verimli ve güvenli bir Eliptik Eğri 

Kriptografi (ECC) sisteminin tasarımını, uygulanmasını, test edilmesini ve 

değerlendirilmesini tanıtmaktadır. SE-Enc sistemi, IoT sistemleri üzerine yapılan 

sonraki araştırmalarda başarıyla uygulanan güvenli ve verimli bir ECC şifreleme 

şeması olarak kabul edilmektedir. Bu nedenle seçilmiştir, ancak seçilmiş düz metin 

saldırısı (CPA), seçilmiş şifre metni saldırısı (CCA) ve ortadaki adam saldırıları 

(MITM) ile ilgili bazı güvenlik eksiklikleri bulunmaktadır. Bu tezde, birkaç kritik 

güvenlik ve verimlilik sorununun ele alınması gerekmektedir. İlk olarak, sabit bir 

başlangıç vektörünün (IV) kullanılması, CCA ve CPA'yı etkili bir şekilde 

engelleyememekte, böylece sistemi bu önemli güvenlik tehditlerine maruz 

bırakmaktadır. İkinci olarak, Diffie-Hellman anahtar değişim mekanizmasının 

uygulanması, anahtar değişimlerinin güvenliğini tehlikeye atabilecek MITM 

saldırılarına karşı sistemi savunmasız bırakmaktadır. Son olarak, noktaları eşlemek 

için En Az Önemli Bit (LSB) üzerinde üç dolgu biti kullanma uygulaması yetersiz 

olup, başarılı eşleme için gereken daha fazla tur sayısına neden olmaktadır. Bu yöntem, 

sistemin genel verimliliğini ve güvenliğini artırmak için daha verimli bir yaklaşımla 

değiştirilmelidir. Bu sorunların ele alınması, sağlam ve güvenli bir Eliptik Eğri 

Kriptografi (ECC) şeması geliştirilmesi için çok önemlidir. 

Bu tezde, SE-Enc sistemine benzer bir ECC şeması, bulunan sorunları çözmek için 

bazı değişikliklerle uygulanmıştır: 1) CPA ve CCA'yı engellemek için sabit başlangıç 

vektörü (IV) yerine rastgele başlangıç vektörü (IV) kullanılmıştır. 2) Diffie-Hellman 
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protokolü kullanılarak anahtar anlaşması için güvenilir genel anahtarların 

kullanılması, SE-Enc'de engellenmeyen MITM saldırılarını engellemeye yardımcı 

olacaktır. 3) 3 dolgu biti yerine 5 dolgu biti kullanarak şifrelemenin ve şifre çözmenin 

doğru olmasını sağlamak, çünkü 3 bit (LSB) en fazla 8 tur kabul eder ve noktaları 

eşlemek için daha fazla tur gereklidir. 

Bu ECC şemasının iyi bir güvenlik ve verimliliğe sahip olduğunu kanıtlamak için dört 

deney yapılmıştır. İlk deneyin amacı, bu CPA ve CCA engellediğini kanıtlamaktır; bu 

deney makalede: DOI: 10.3390/s20216158 tartışılmıştır ve bu makale, SE-Enc'nin 

güncellenmiş halidir ve şemasının CCA ve CPA'yı engellediğini kanıtlar. İkinci deney, 

her turda ECC'ye noktaların eşlenmesinin başarı oranını hesaplar ve kullanılan dolgulu 

noktalar için bu turların uygun olup olmadığını kontrol etmek için turları sayar ve 

deney sonuçlarım, 3 dolgu bitinin yeterli olmadığını gösterir. Üçüncü deney, bu 

araştırmanın ECC şemasının şifreleme sürecinin performansının (derleme için gereken 

süre) hesaplanmasını ve Sengupta makalesindekiyle: DOI: 10.1002/sec.1702 

karşılaştırılmasını tartışır ve sonuçlarım 31 saniye gösterir, bu da Sengupta'nın şema 

sonucundan (27 saniye) biraz daha azdır. Ve son deney, dolgu bitlerinin boyutunun 

performans üzerinde herhangi bir etkisi olup olmadığını kontrol etmek için yapılmıştır 

ve sonuçlara göre, performans üzerinde hiçbir etkisi yoktur. Deney sonuçları, sabit IV 

kullanmanın SE-Enc'deki eksikliklerini göstermektedir, rastgele IV kullanılarak bu 

araştırmanın ECC şemasında bu sorun çözülmüştür ve güvenilir genel anahtarlar 

kullanarak anahtar anlaşması yapılmaktadır, çünkü Diffie-Hellman MITM 

saldırılarına karşı savunmasızdır. Ayrıca, SE-Enc 3 dolgu biti kullanmaktadır ve bu 

tüm noktaları eşlemek için yeterli değildir ve ikinci deney bunu kanıtlamaktadır. Bu 

tez, IoT için kullanılabilecek verimli ve güvenli bir ECC tasarlamış, uygulamış ve test 

etmiştir. 
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Chapter 1 

INTRODUCTION 

The Internet of Things (IoT) is rapidly becoming a wide-scale networked environment 

where smart devices and systems are linked through the internet to enhance 

communication and increase operational effectiveness [1]. The IoT provides a huge 

impetus to many industries; however, this does not come without a set of security 

challenges caused by the complexity of the technology and the sensitivity of the data 

involved [1]. 

The issue of security and efficiency in IoT network communications remains the 

central concern as the challenges grow more pronounced. Traditional cryptographic 

approaches are typically insufficient, both from security and performance 

perspectives, due to the fact that IoT devices are deployed in resource-constrained 

environments typical of IoT networks [2]. Hence, it is clear that we need solutions that 

not only secure data but are also agile enough to reflect the dynamic nature of IoT [2]. 

This thesis presents an Elliptic Curve Cryptography (ECC) scheme for IoT, aimed at 

addressing the aforementioned problems. ECC is widely acknowledged for its security 

and small key sizes compared to conventional cryptographic methods with preserving 

its security level, making it an ideal choice for systems that are power-constrained and 

have limited computational resources (less storage for example). In this context, the 
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proposed in [3] ECC-based scheme aims to strengthen the security of the network 

model designed for IoT applications and increase efficiency simultaneously.  

The present thesis aims to design, implement, and test a secure and efficient ECC 

scheme for IoT following the guidelines of [3], with modifications addressing several 

identified issues. Firstly, the ECC scheme will incorporate a random initial vector (IV) 

to mitigate chosen plaintext attack (CPA) [24] and chosen cipher text attack (CCA) 

[24], which is a feature missing in [3] (Problem 1). Secondly, it will address the 

number of rounds needed for Mapping Points to ECC (Problem 2). Thirdly, the thesis 

will evaluate the performance (encryption time) of using 3 padding bits to 8 padding 

bits, determining the efficiency of using 3 bits compared to 5 and 8 padding bits 

(Problem 3). Lastly, the encryption time will be evaluated and compared to the results 

presented in [4] (Problem 4). 

The purpose of this thesis is to focus on the security and efficiency of ECC scheme [3] 

for IoT, and to improve its security by using random IV instead of constant IV and 

using trusted public keys for key agreement process. These modifications help to block 

several type of attacks which lead to enhance security. Also, 5 padding bits are used 

instead of 3 padding bits as least significant bits (LSB), which means adding zero bits 

on the right side will affect the value, and 5 padding bits are used because it is sufficient 

for the number of rounds needed in mapping. In this thesis, an ECC scheme similar to 

[3] is designed, implemented, tested and evaluated by experiments which have similar 

results to [4], [3] and [5], using similar experimental settings, with taking into 

consideration the modifications that will lead to enhance the security of this scheme. 

So, to summarize the contributions of the thesis, they are mentioned below: 
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1. A secure and efficient ECC scheme for IoT has been designed, implemented, 

and tested, building upon SE-Enc framework with some modifications which 

are mentioned in other contributions. In addition of experiments that are 

conducted later. 

2. Implementation of a Random Initial Vector (IV): Introduced a random IV 

instead of a constant IV to block CPA) and CCA 

3. Enhanced Key Agreement Protocol: Adding the use of trusted public keys for 

key agreement using the Diffie-Hellman protocol to mitigate man-in-the-

middle (MITM) attacks. 

4. Improved Padding Bit Scheme: Replaced the use of three padding bits with 

five padding bits in the mapping function to ensure correct encryption and 

decryption, reducing the number of rounds required for successful mapping, 

and checking the most optimal padding bits number. 

5. Evaluating the encryption time compared to Sengupta [4]: Checking the 

performance (time) needed to encrypt the message in the thesis’s scheme and 

compare it to [4]. 

The rest of the thesis is structured as follows:  

• Chapter 2 considers the literature review that surveys the previous research in 

ECC Also, it includes an overview for IoT. The review points to the necessity 

of the ECC system model as suggested in [3], with slight modifications made 

for some algorithms to correct some typing mistakes and missing explanations.  

• Chapter 3 considers the design, implementation a of my system that follow the 

principles of [3] with few modifications, which are using random initial vector 

instead of constant initial vector, and using 5 padding bits to the right in the 

mapping Algorithm 12 in [3] instead of 3 padding bits to the right. 
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• Chapter 4 discusses the experimental settings and results which are similar with 

ones in [4], [3] and [5].  

• Chapter 5 concludes with a review of the contribution of my work, and 

directions for future improvements of ECC in IoT.   

• At the end, the references and the appendices are given.  
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Chapter 2 

REVIEW OF THE WORKS ON SECURE AND 

EFFICIENT ECC FOR IOT 

This chapter is divided into several sections starting with the Internet of Things (IoT) 

covering its network architecture, significant fields of application of IoT, and the IoT 

specific security and efficiency challenges (section 2.1). This is followed in section 

2.2 by an analysis of Elliptic Curve Cryptography (ECC) including its properties, 

functions like point addition, scalar multiplication and the procedures of ECC 

encryption and decryption. ECC security and efficiency challenges are also addressed. 

Section 2.3 includes survey of effective and secure ECC is provided by discussing 4 

schemes: SE-Enc [3] and [5], Singh [6], Sengupta [4], and Barman [27]. Also in 

section 2.3, known experiments from the mentioned systems: SE-Enc [3] and [5], 

Singh [6], and Sengupta [4] with their settings and results are analyzed. At last, this 

section closes a problem definition (section 2.4). 

2.1 IoT Network Architecture, Application Fields, and Security and 

Efficiency Characteristics 

The IoT links numerous devices, creating the connection between the digital and 

physical worlds which is both creative and revolutionary. Such devices, starting from 

common consumer objects to elaborate industrial systems, are made to gather, to send, 

and to process data by themselves. Their involvement into different sectors is 

transforming effectiveness and improving decision processes [1].  
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In section 2.1 we will cover the following: 

• Section 2.1.1 IoT Network Architecture: This section discusses the IoT 

network architecture with its layers. 

• Section 2.1.2 Application Fields: This section also focuses on detailing how 

IoT can be used across the various fields so as to see its potential. 

• Section 2.1.3 Security and Efficiency Characteristics: This section discusses 

some of the key challenges that are inherent in IoT systems, specifically 

concerning security and efficiency, which are fundamental requirements for 

preserving data integrity and utilizing limited resources constraints. 

2.1.1 IoT Network Architecture [7] 

IoT network architecture refers to the arrangement or design of connecting devices 

like sensors, which form a network within the IoT environment. The architecture 

typically comprises several layers, each responsible for different functions: 

• Perception Layer: consists of sensors and actuators that collect data from the 

physical environment 

• Network Layer: transmits, with the aid of communication protocols and 

network infrastructure, the collected data from the perception layer to the 

higher layer, with ensuring reliable transfer by managing data routing, 

addressing, and error handling. 

• Application Layer: contains data-driven applications that provide user 

interfaces and actionable insights. This layer consist of:  

Figure 1 shows the IoT architecture:  
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Figure 1: IoT Network Architecture [7]  

2.1.2 Important Fields of Applications of IoT [8] 

IoT is found in different fields of applications, like:  

1. Smart Homes and Healthcare: IoT devices control home surroundings and 

measure health parameters providing comfort and valuable health data at a 

distance. 

For Instance: Remote Monitoring System for patients 

Layer 1: Perception Layer 

• Devices: Health monitor devices which are wearable such as smart 

watches, fitness bands 

• Function: Wearable devices will be responsible for data collection as 

heart rate, pressure, etc... 

 Layer 2: Networking Layer 

• Protocols of communication: Zigbee, Wi-Fi 

• Function: Using the protocols the data will be transmitted from the IoT 

device to the central database 

 Layer 3: Application Layer 
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• Platforms: Cloud-based platforms for health monitoring such as Apple 

watch 

• Function: the collected data are analyzed carefully in order to provide 

health recommendations to the users 

2. Industrial IoT: In the industrial sector, IoT improves manufacturing operations 

through automation and continuous tracking. Machinery sensors can foresee 

failures in advance, while intelligent systems can optimize supply chains and 

inventory control 

For example: Predictive Maintenance System [9] 

Layer 1: Perception Layer 

• Devices: Sensors equipped by machine for example the temperature 

sensors 

• Function: These sensors will collect real time data for the machines 

 Layer 2: Networking Layer 

• Protocols of communication: Ethernet, Wi-Fi 

• Function: using the communication method data are transmitted to 

central 

Databases 

 Layer 3: Application Layer 

• Platforms: The IoT platforms which are related to industrial field such 

as Siemens Mind Sphere [10]. 

• Function: In order to optimize the maintenance system of the machines, 

the collected data will be used to predict potential failures. 
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3. Agriculture [11]: IoT technologies in agriculture provide a method for 

monitoring crop fields and automate irrigation systems which causes more crop 

yield and less waste. Drones and sensors collect information on the health of 

the crop, soil quality, and climate conditions. 

For example: Advanced Irrigation system [11] 

Layer 1: Perception Layer 

• Devices: Weather stations, moisture detectors in the soil. 

• Function: These sensors will collect data about weather conditions, soil 

moisture levels, and general data about the crop health 

 Layer 2: Networking Layer 

• Protocols of communication: Lora, cellular networks 

• Function: using the communication method data are transmitted to 

central database through low-range communication protocols 

 Layer 3: Application Layer 

• Platforms: The IoT platforms which are related to agriculture field such 

as Climate Field View. 

• Function: The collected data will be processed and analyzed in order to 

optimize the irrigation schedules; such optimization will regulate the 

quantity of water delivered to the crop regarding the crop stats. 

2.1.3 Security and Efficiency Requirements of IoT [5] 

The problem of design of IoT is efficiency and security [5] due to the required 

characteristics of security and efficiency and of IoT devices and networks. Let’s first 

see Elliptic Curve Cryptography ECC) in IoT, while ECC in an IoT application is 

typically used in the Security and Privacy Layer to ensure secure communication 
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and data protection. Here's an outline of an IoT healthcare application structure 

highlighting where ECC is implemented: 

1. Sensors and Devices Layer: 

o Health sensors and wearable devices collect patient data. 

2. Communication Network Layer: 

o Wireless communication protocols (Wi-Fi or Bluetooth) transmit data 

to the gateway. 

3. Gateway Layer: 

o Aggregates data from sensors, and preliminary data processing, and 

ensures secure transmission to the cloud. 

4. Cloud Platform Layer: 

o Data storage, processing, and analysis using advanced algorithms and 

machine learning. 

5. Security and Privacy Layer (where ECC is used): 

o Encryption: ECC is used to encrypt data during transmission between 

sensors, gateways, and the cloud to protect against eavesdropping. 

o Authentication: ECC provides secure key exchange mechanisms (e.g., 

Diffie-Hellman key exchange) to authenticate devices and users, 

preventing unauthorized access. 

o Digital Signatures: ECC-based digital signatures ensure the integrity 

and authenticity of data, confirming that it has not been tampered with. 

6. Healthcare Provider Interface: 

o User interface for doctors and healthcare providers to monitor patient 

data and make informed decisions. 

7. Patient Interface: 
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o Mobile apps or web portals for patients to track their health metrics, 

receive alerts, and communicate with healthcare providers. 

Now let’s consider these characteristics [5]:  

Required Characteristics of ECC Security for IoT: 

1. Data Protection [12]: The data in question typically includes health metrics, 

operational data, and personal preferences. Ensuring the privacy of this data is 

crucial in maintaining user trust. For instance, in healthcare, protecting patient 

health records is paramount to comply with regulations like HIPAA [6] (Health 

Insurance Portability and Accountability Act). HIPAA sets the standard for 

protecting sensitive patient data and mandates that healthcare providers 

implement measures to ensure the confidentiality, integrity, and availability of 

electronic protected health information. 

2. Strong Encryption [13]: through several testing and analysis, ECC proved to 

be efficient encrypting technique, after compared with famous encryption 

techniques ECC was able to provide a shorter key which is at the same time 

harder to crack by 10k times, meaning that ECC is efficient regarding space 

and security, also ECC meets the NIST standards [7]. 

Required Characteristics of ECC Efficiency for IoT: 

1. Resource Constraints [14]: Many IoT devices operate with limited 

computational capacity, memory, and energy. Efficient algorithms and 

protocols are needed to maximize their lifespan and performance. For example, 

using lightweight cryptographic protocols like ECC can reduce the 

computational burden on resource-constrained devices, allowing them to 

function effectively with minimal resources. 
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2. Cost Effectiveness [14]: IoT efficiency also implies cost-efficiency. Reducing 

power consumption and bandwidth needs lowers operational costs, making IoT 

solutions more affordable and scalable. For example, implementing energy-

saving modes and efficient data aggregation techniques can reduce the overall 

cost of IoT deployments in smart agriculture, enabling broader adoption and 

more extensive implementation. 

3. Scalability [13]: As the number of connected IoT devices grows, the potential 

attack surface expands, requiring robust security measures to protect the entire 

system. For example, in smart city applications, ensuring secure 

communication across thousands of sensors and devices is crucial to prevent 

large-scale disruptions. Effective security protocols must scale to handle 

increasing data traffic and device interactions without compromising 

performance. 

In summary, ECC is particularly well-suited for IoT environments due to its efficiency 

and advanced security properties. Its smaller key sizes reduce the computational load 

and memory usage, making it ideal for devices with limited resources. Additionally, 

ECC provides strong security to protect sensitive data and ensuring secure 

communication, which is critical in IoT applications where data privacy, network 

security, device integrity, and compliance with regulations are paramount. By 

addressing the scalability of IoT, ECC helps maintain security as the number of 

connected devices grows. 

2.2 Elliptic Curve Cryptography as an Efficient Tool for IoT Security 

Elliptic Curve Cryptography is a major class of public key cryptosystems that use pairs 

of keys (one public and one private) for secure communication. The key size in ECC 
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is smaller than several cryptographic algorithms, allowing for faster computations and 

less storage requirement compared to other cryptographic algorithms [15] like RSA, 

without compromising security. The power of ECC comes from the difficulty of 

solving the Elliptic Curve Discrete Logarithm Problem (ECDLP), which is a 

mathematical challenge that forms the basis for the security of Elliptic Curve 

Cryptography (ECC) [16]. 

Point on Curve (G, P, Q, etc.): Elliptic curve points are the solutions of the equation 

of the curve (1) that are contained within the specified field. For instance, G is a “base 

point” or “generator point”, because it is used to generate other points on the curve. 

This point is referred to as the starting point of cryptographic operations. Base point G 

can be any point on the curve, but this point is very important for its usage in the 

Encryption and Decryption of ECC, while more information will be discussed later in 

section 2.2.3. 

Section 2.2 provides a comprehensive overview of Elliptic Curve Cryptography 

(ECC). Section 2.2.1 discusses elliptic curve over real numbers, which includes some 

mathematical operations for elliptic curve. Section 2.2.2 discusses elliptic curve over 

𝐹𝑝, and some mathematical operations for elliptic curve. Section 2.2.3 covers 

background information which are needed to be known to proceed with ECC 

encryption and decryption. Section 2.2.4 explains the ECC encryption/decryption 

model 1 which is used in [4]. Finally, section 2.2.5 outlines encryption/decryption 

model 2 which is described in [3].  
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2.2.1 Elliptic Curve Over Real Numbers [12] 

Before discussing points on elliptic curves over finite fields, it is helpful to introduce 

elliptic curves over the real numbers. An elliptic curve over the real numbers is defined 

by an equation of the form [12]: 

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏  (1) 

where a and b are real numbers. This equation describes a smooth, non-intersecting 

curve in the plane. For the curve to be non-singular (having no self-intersections), the 

discriminant  

𝛥 = 4𝑎3 + 27𝑏2 (2) 

must be non-zero. 

Example 1: Check whether points P and Q are on    (3) 

Define the Curve:  

The equation for the elliptic curve is as in  (1): 

𝑦2 = 𝑥3 − 4𝑥 + 1    (3) 

Now, a = –4 and b =1. 

Verify the discriminant (2): 

The first test to do is checking that the curve is non-singular; checking the discriminant 

(2) for    (3): 

Δ = 4(−4)3 + 27(1)2 = 4(−64) +  27 = −256 +  27 =  −229 ≠ 0                                                                                                                                            

As Δ doesn't equal to 0, the curve is nonsingular. 

Points on the Curve    (3): 

Let’s prove that the following points lie on (3): 

P= (𝑥𝑃, 𝑦𝑃) = (3, 4) 

Q= (𝑥𝑄, 𝑦𝑄) = (0, 1) 

Let's just see if these points lie on the elliptic curve    (3). 
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1. For point P, let’s check the equality of the left-hand side (LHS) of curve    (3) and 

the right-hand side (RHS) of curve    (3) 

𝑦𝑃
2 = 𝑥𝑃

3 − 4𝑥 + 1 

42 = 33 − 4 × 3 + 1 

16 = 16 

This proves that point P is on the curve    (3). 

2. For Q, let’s check the equality of the left-hand side (LHS) of curve    (3) and the 

right-hand side (RHS) of curve    (3): 

𝑦𝑄
2 = 𝑥𝑄

3 − 4𝑥 + 1 

12 = 03 − 4 × 0 + 1 

1 = 1 

This proves that point Q is on the curve    (3). 

Figure 2 illustrates the elliptic curve for the equation    (3) over real numbers: 

 

Figure 2: Elliptic Curve for Equation    (3) Over Real Numbers 
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End of Example 1. 

Point Addition Over Real Numbers in ECC [17]: 

In ECC, point addition can be defined as mathematical calculation involving two 

points P and Q, where the result is to find a point R such that R= P+Q which defined 

in the coming lines. These operations are crucial to ECC for functions such as digital 

signatures and key exchanges in cryptographic algorithms that provide a very high 

level of security with small key sizes that can be implemented effectively in both 

hardware and software systems. 

Addition of two points P and Q on an elliptic curve  (1) (R=P+Q): 

• (𝑥𝑃 𝑦𝑃 ): Coordinates for point P 

• (𝑥𝑄, 𝑦𝑄 ): Coordinates for point Q 

• λ: Slope of the straight-line PQ (line between the 2 points P and Q) 

• (𝑥𝑅, 𝑦𝑅 ): Coordinates for point R which is shown in Figure 3 

1. Addition of Distinct Points (P ≠ Q): 

- Draw a straight line through points P and Q. 

- This line will intersect the elliptic curve at exactly one more point, -R. 

- Reflect this intersection point -R over the x-axis to get the point R. 

For P not equal to Q (Figure 3), find: 

𝜆 =
𝑦𝑄 − 𝑦𝑃

𝑥𝑄 − 𝑥𝑃
 

𝑥𝑅 = 𝜆2 − 𝑥𝑃 − 𝑥𝑄 

𝑦𝑅 =  𝜆(𝑥𝑃 −  𝑥𝑅) − 𝑦𝑃 

(4) 

2. Addition of a Point to Itself (Doubling, P = Q): 

- If P = Q, the line through P and Q is the tangent to the curve at P. 

- Draw the tangent line to the curve at P. 
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- This tangent will intersect the elliptic curve at another point, -R. 

- Reflect this intersection point -R over the x-axis to get the point R. 

If P equals Q (Figure 4 and Example 3), determine: 

𝜆 =
3𝑥𝑄

2 + 𝑎

2𝑦𝑄 
 

𝑥𝑅 = 𝜆2 − 2𝑥𝑃  

𝑦𝑅 =  𝜆(𝑥𝑃 − 𝑥𝑅,) − 𝑦𝑃  

(5) 

Example 2: Addition of two points 

For the following parameters for the Elliptic curve  (1):   

• a = -1 

• b = 1 

Thus, the equation of the curve becomes:  

𝑦2 = 𝑥3 − 𝑥 + 1 (6) 

The following two points are on curve (6): 

• P = (𝑥𝑃, 𝑦𝑃) = (1,1) 

• Q = (𝑥𝑄 , 𝑦𝑄) = (0, 1) 

Calculate R =(𝑥𝑅 , 𝑦𝑅) = P + Q. 

Steps to find R using (4):  

1. Calculate the slope 𝜆: 

𝜆 =
𝑦𝑄 − 𝑦𝑃

𝑥𝑄 − 𝑥𝑃
 =

1 − 1

0 − 1
=

0

−1
= 0 

2. Compute x and y for R on curve (6): 

• 𝑥𝑅 = 𝜆2 − 𝑥𝑃 − 𝑥𝑄 = 02 − 1 − 0 =  −1 

• 𝑦𝑅 =  𝜆(𝑥𝑃 −  𝑥𝑅) − 𝑦𝑃 = 0(1 − (−1)) − 1 = −1   

So, R = P + Q = (-1, -1) 
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Figure 3 shows the point addition for R = P + Q shown in Example 2 on curve (6) 

over real numbers: 

 

Figure 3: Point Addition for R = P + Q on Curve (6) Over Real Numbers 

End of Example 2. 

Example 3: Point doubling is held in this example 

Elliptic curve (6) is used for Example 3. 

The following point is on curve (6): 

• Q = (𝑥𝑄 , 𝑦𝑄) = (1,1) 

Calculate R =(𝑥𝑅 , 𝑦𝑅) = Q + Q. 

Steps to find R using (5):  

1. Calculate 𝜆: 
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𝜆 =
3𝑥𝑄

2 + 𝑎

2𝑦𝑄 
=  

3(1)2 − 1

2(1)
=

2

2
= 1 

2. Compute x and y for R on curve (6): 

𝑥𝑅 = 𝜆2 − 2𝑥𝑄 =  12 − 2(1) = −1  

𝑦𝑅 =  𝜆(𝑥𝑄 − 𝑥𝑅,) − 𝑦𝑄= 1(1 − (−1)) − 1 = 1 

So, R = Q + Q = (-1, 1) 

Figure 4 illustrates the point doubling operation for R = Q + Q discussed in Example 

3 on curve (6) where a tangent line on point Q is drawn in order to find R: 

 

Figure 4: Point Doubling for R = Q + Q on Curve (6)  Over Real Numbers 

End of Example 3. 

Subtraction of Two Points over Real Numbers [17]  

Let’s define the following points: 

• (𝑥𝑃, 𝑦𝑃 ): Coordinates for point P 

• (𝑥𝑄, 𝑦𝑄 ): Coordinates for point Q 

• (𝑥𝑅, 𝑦𝑅 ): Coordinates for point R 
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Then, subtraction of two points is denoted by R = P – Q, which is equivalent to: 

𝑅 = (𝑥𝑃, 𝑦𝑃 ) + (𝑥𝑄, − 𝑦𝑄 )  (7) 

Now equation  (7) represents an addition and has the same equations as point addition, 

so if 𝑃 ≠ 𝑄 then (4) is used, and if 𝑃 =  𝑄 then (5) is used. 

Definition of Group [12]: 

In mathematics, a group is a set G that has a binary operation * that allows it to combine 

any two of its elements, a and b, to create a new element. Four essential qualities of 

this structure are closure, associativity, identity, and invertibility.  

1. Closure: The outcome of the operation a * b is also in G for every a, b in G.  

2. Associativity: The operator * is associative, which means that the equation (a * b) 

* c = a * (b * c) holds for all a, b, and c in G.  

3. Identity Element: There is an identity element e in G such that the equation e * a = 

a * e = a hold for each element an in G.  

4. Inverse Element: Given any element an in G, there is an inverse element b in G such        

that e is the identity element and a * b = b * a = e. 

Elliptic Curve is Considered as Group Structure [17]: 

Because the set of points on an elliptic curve and a defined addition operation satisfy 

all the requirements for a group, elliptic curve can be considered as a group.  

1. Set of Points and Operation: The set G is made up of the points on an elliptic curve 

and the point at infinity O, which represent the identity element. Any two points on 

the curve can be combined to create a new point on the curve using the geometrically 

specified addition operation.  

2. Closure: Any two points P and Q on the elliptic curve have a point on the curve 

associated with their sum, P + Q. This is because the intersection of lines and 

reflections on the curve is used to describe the addition operation. 
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3. Associativity: On elliptic curve points, the addition operation is associative. This 

indicates that the equation (P + Q) + R = P + (Q + R) is true for any three points P, Q, 

and R. The geometric architecture of point addition guarantees this characteristic.  

4. Identity Element: The identity element is the point at infinity O. P + O = O + P = P 

is true for any point P on the curve.  

5. Inverse Elements: Given any point P = (x, y) on the curve, P + (-P) = O can be found 

for its inverse, -P = (x, -y). 

2.2.2 Elliptic Curves Over Finite Field 𝑭𝒑 [17] 

A non-singular elliptic curve over a finite field 𝐹𝑝 is described by the equation: 

𝑦2 𝑚𝑜𝑑 𝑝 = 𝑥3 + 𝑎𝑥 + 𝑏 𝑚𝑜𝑑 𝑝 (8) 

where a and b are coefficients that make the curve non-singular (it has no cusps or self-

intersections) by ensuring: 

4a2 + 27b2 mod p ≠ 0  (9) 

and p is a prime number related to the finite field 𝐹𝑝, which is a field containing a finite 

number of elements, these elements are numbers from 0 to p−1 obtained by performing 

arithmetic operations (addition, subtraction, multiplication, and division) modulo p, 

where every element x in a finite field satisfies the equation 𝑥𝑝= x mod p, which 

impacts the structure and solutions of equations defined over the field.  

Example 4: Verifying elliptic curve parameters 

Define the Curve:  

The equation for the elliptic curve is as in (8): 

y2 mod 23 = x3 + x + 1 mod 23 (10) 

Now, a = 1 and b =1. 

Verify the discriminant  (9):                                                                                                                                 
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Δ = 4(1)3 + 27(1)2 mod 23= 4(1) +  27 mod 23 =  4 +  27 mod 23 =  31 mod 

23 = 8≠ 0.                                                                                                                                  

As Δ doesn't equal to 0, the curve is nonsingular. 

Figure 5 illustrates an elliptic curve (10) points: 

 

Figure 5: Elliptic Curve (10) Over 𝐹23:(where p=23) 

End of Example 4. 

Addition of Two Points in ECC over Finite Field [17] 

Addition of two points P and Q on an elliptic curve (R=P+Q) over 𝐹𝑃: 

• (𝑥𝑃 𝑦𝑃 ): Coordinates for point P 

• (𝑥𝑄, 𝑦𝑄 ): Coordinates for point Q 

• (𝑥𝑅, 𝑦𝑅 ): Coordinates for point R 

• λ: normally it is the slope for straight line PQ, but no slope available in finite field, 

so it is a variable used to obtain coordinates of R. 

Point Addition (P ≠ Q): For P not equal to Q, find: 
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𝜆 =
𝑦𝑄 − 𝑦𝑃 

𝑥𝑄 − 𝑥𝑃 
 mo𝑑 𝑝 

𝑥𝑅, = 𝜆2 − 𝑥𝑃 −𝑥𝑄  mo𝑑 𝑝 

𝑦𝑅 = 𝜆(𝑥𝑃 − 𝑥𝑅,) − 𝑦𝑃 mo𝑑 𝑝 

(11) 

Point Doubling (P = Q): If P equals Q, determine: 

𝜆 =
3𝑥𝑃

2 + 𝑎

2𝑦𝑃 
 𝑚𝑜𝑑 𝑝 

𝑥𝑅 = 𝜆2 − 2𝑥𝑃  𝑚𝑜𝑑 𝑝 

𝑦𝑅 =  𝜆(𝑥𝑃 − 𝑥𝑅,) − 𝑦𝑃 𝑚𝑜𝑑 𝑝  

  (12) 

Extended Euclidean Algorithm [18]: 

The Extended Euclidean Algorithm computes the greatest common divisor (GCD) of 

two integers while also finding coefficients that express the GCD as a linear 

combination of these integers. This algorithm is essential in applications such as 

finding modular inverses in cryptography. 

The Extended Euclidean Algorithm (EEA) [18] is represented in Algorithm 1: 

Algorithm 1: Extended Euclidean Algorithm [18] 

Extended Euclidean Algorithm 

Inputs: 2 integer numbers 𝑎 𝑎𝑛𝑑 𝑏. 

Output: 𝑡𝑖 (parameter used to obtain GCD, which represented in 𝑎𝑠 +  𝑏𝑡 =
 𝐺𝑐𝑑(𝑎, 𝑏)). 

1. Initialization step: 

𝑟0 = 𝑎, 𝑟1 = 𝑏, 𝑠0 = 1, 𝑠1 = 0, 𝑡0 = 0, 𝑡1 = 1, 𝑖 =  1 

While these parameters are represented in 𝑎𝑠 +  𝑏𝑡 =  𝐺𝑐𝑑(𝑎, 𝑏) 

2. Iteration step i: 

2.1. 𝑞𝑖 = ⌊
𝑟𝑖−1

𝑟𝑖
⌋, while this is a floor division which means dividing two integers 

and rounding down to the nearest integer.  

2.2. 𝑟𝑖+1 = 𝑟𝑖−1 − 𝑞𝑖𝑟𝑖 

2.3. 𝑠𝑖+1 = 𝑠𝑖−1 − 𝑞𝑖𝑥𝑖 

2.4. 𝑡𝑖+1 = 𝑡𝑖−1 − 𝑞𝑖𝑦𝑖 

2.5. 𝑖 = 𝑖 + 1 

2.6. Repeat step 2 until 𝑟𝑖+1 = 0. 
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2.7. If 𝑟𝑖 = 1, then return 𝑡𝑖 

2.8. Otherwise, GCD isn’t available for 𝑎 𝑎𝑛𝑑 𝑏.  

Example 5: Here an example for point addition is done. 

For the following parameters for the Elliptic curve (8):  

• a = -1 

• b = 1 

• p = 17 

Thus, the equation of the curve becomes:  

𝑦2 𝑚𝑜𝑑 17 = 𝑥3 − 𝑥 + 1 𝑚𝑜𝑑 17 (13) 

The following two points are on the curve (13): 

• P = (𝑥𝑃, 𝑦𝑃) = (1,1) 

• Q = (𝑥𝑄 , 𝑦𝑄) = (5, 6) 

Calculate R =(𝑥𝑅 , 𝑦𝑅) = P + Q. 

Steps to find R using equation (11):  

1. Calculate 𝜆: 

𝜆 =
𝑦𝑄−𝑦𝑃

𝑥𝑄−𝑥𝑃
 𝑚𝑜𝑑 17 =

6−1

5−1
=

5

4
 𝑚𝑜𝑑 17   

 

To find 
5

4
 𝑚𝑜𝑑 17, we need the modular inverse of 4 modulo 17. The modular inverse 

of 4 modulo 17 can be found using the Extended Euclidean Algorithm [17]. The most 

common use of it is finding modular inverses. 

Now, finding Modular Inverse of 4 Modulo 17, where the starting step is using EEA 

in Algorithm 1: 

a. Initialization Step 

𝑟0 = 17, 𝑟1 = 4, 𝑠0 = 1, 𝑠1 = 0, 𝑡0 = 0, 𝑡1 = 1 

b. First Iteration 
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𝑞1 = ⌊
17

4
⌋ = 4 

𝑟2 = 𝑟0 − 𝑞1𝑟1 = 17 − 4(4) = 1 

𝑠2 = 𝑠0 − 𝑞1𝑠1 = 1 − 4(0) = 1 

𝑡2 = 𝑡0 − 𝑞1𝑡1 = 0 − 4(1) =  −4 

c. Second Iteration 

𝑞2 = ⌊
4

1
⌋ = 4 

𝑟3 = 𝑟1 − 𝑞2𝑟2 = 4 − 4(1) = 0 

𝑠3 = 𝑠1 − 𝑞2𝑠2 = 0 − 4(1) = −4 

𝑡3 = 𝑡1 − 𝑞2𝑡2 = 1 − 4(−4) =  17 

The algorithm terminates since 𝑟3 = 0. The GCD is 𝑟2 = 1, and the coefficients are 𝑠2   

= 1 and 𝑡2 = -4. 

17=4⋅4+1 

1=17−4⋅4 

Thus, the modular inverse of 4 modulo 17 is -4 and -4 mod 17 = 13. 

So, the value for λ is: 

λ = 5(13) mod 17 = 65 mod 17= 14 

2. Compute x and y for R using (11): 

• 𝑥𝑅 = 𝜆2 − 𝑥𝑃 − 𝑥𝑄  mod (17) = 142 − 1 − 5 𝑚𝑜𝑑 17 =  190  𝑚𝑜𝑑 17 =  3 

• 𝑦𝑅 =  𝜆(𝑥𝑝 − 𝑥𝑅) − 𝑦𝑃 𝑚𝑜𝑑(17) = 14(1 − 3) − 1 𝑚𝑜𝑑 17 = −29 𝑚𝑜𝑑 17 =

 5 

Now, the result of R is  

R = P + Q = (3, 5). (14) 

Let’s prove that R in (14) is on the curve (13): 

Calculations:  
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1. Substitute x=3 and y=5 into (13): 

𝐿𝐻𝑆 = 𝑦2 mod 17 =52 mod 17 = 25 mod 17 = 8    

𝑅𝐻𝑆 = 𝑥3 −x+1 mod 17= 33 −3+1 mod 17= 25 mod 17 = 8 

Thus, R= (3, 5) is a point on the curve (13). 

End of Example 5. 

In the proceeding parts, all elliptic curves are related to curve (8). 

Scalar Multiplication in ECC [19] 

The results of scalar multiplication k × P, is the addition of a point P to itself k times, 

for instance 4 × 𝑃= P + P + P + P. It employs the double-and-add method. 

The pseudo code for Scalar Multiplication represented in Algorithm 2: 

Algorithm 2: Scalar Multiplication of Point P by Scalar k Algorithm [19] 

Scalar Multiplication of Point P by Scalar k Algorithm 

function ScalarMultiplication(P, k) 

    Input:  

        P is a point on the elliptic curve (8)  

        k is a scalar (positive integer) 

    Output:  

        Q is the result of 𝑘 × 𝑃 

    Step 1: Q = O # O is the identity element. 

    Step 2: N = P 

    Step 3: while k > 0 do 

a. if k is odd then 

            Q = Q + N refers to point addition using (11) 

        end if 

b. N = N + N # or 2 × 𝑁 refers to point doubling using   (12) 

c. k = ⌊
𝑘

2
⌋  

    end while 

   Step 4: return Q 

end function 

Example 6: This example covers the scalar multiplication represented in Algorithm 2 

Let’s use the same settings as in Example 5.  

Thus, curve (13) is used. 
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Let’s have the point P = (𝑥𝑃, 𝑦𝑃 ) = (1, 1) and k = 3. 

2 × 𝑃 should be calculated. 

2 × 𝑃 = (𝑥2𝑃, 𝑦2𝑃) 

R= 𝑘 × 𝑃 =3 × 𝑃 = (𝑥3𝑃, 𝑦3𝑃). We want to find R. 

Steps to find R: 

1. Find 2 × 𝑃 using point doubling in   (12): 

• 𝜆 =
3𝑥𝑃

2 +𝑎

2𝑦𝑃
 mod17 = 

3∗12−1

2∗1
 𝑚𝑜𝑑 17 = 1 𝑚𝑜𝑑 17 = 1 

• 𝑥2𝑃 = 𝜆2 − 2𝑥𝑃  mod17 = 12 − 2 ∗ 1 mod 17 = −1 mod 17 =

 16 

• 𝑦2𝑃 = 𝜆(𝑥𝑃 − 𝑥2𝑃) − 𝑦𝑃 𝑚𝑜𝑑 17 = 1(1 − 16) − 1 𝑚𝑜𝑑 17 =

−16 mod 17 = 1 

𝑁𝑜𝑤, 2 × 𝑃 = (𝑥2𝑃, 𝑦2𝑃) = (16,1) 

2. Find 3P by adding P + 2P because k is odd using (11): 

• 𝜆 =
𝑦2𝑃−𝑦𝑃
𝑥2𝑃−𝑥𝑃

 mod (17) = 
1−1

16−1
 mod (17) = 0 mod 17 = 0 

• 𝑥3𝑃 = 𝜆2 − 𝑥𝑃 − 𝑥2𝑃 mod (17) = 02 − 1 − 16 𝑚𝑜𝑑 17 =

−17 𝑚𝑜𝑑 17= 0 

• 𝑦3𝑃 =  𝜆(𝑥𝑃 −  𝑥3𝑃) − 𝑦𝑃 𝑚𝑜𝑑(17) = 0(1-0) – 1 mod 17 =

−1 𝑚𝑜𝑑 17 =  16 

Finally, R= 3 × 𝑃 = (0, 16). 

End of Example 6. 

2.2.3 Background Information Used for ECC 

Before moving forward, some information should be introduced before discussing 

ECC encryption and ECC decryption. 
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Section 1 explains the base point G and the order n for subgroups of 𝑛 × 𝐺, where 

𝑛 × 𝐺 represents the identity element O, which has order n, and n represents the 

number of points represented inside a subgroup. Section 2 discusses the conversions 

of data from binary to decimal, hexadecimal to binary, and vice versa. Section 3 

introduces authenticated encryption (AE). At the end, section 4 introduces mapping 

points to elliptic curve and the reverse mapping of points to elliptic curve. 

1. Base Point G and Order n in Elliptic Curve [17] 

The base point G in elliptic curve cryptography is a base point on the curve that acts 

as the generator for the group of points on the curve. Because it is the starting point 

for all subsequent group points by scalar multiplication discussed in Algorithm 2, this 

base point is essential. The smallest positive integer such that 𝑛 × 𝐺 =  𝑂, where O is 

the identity element (the point at infinity), is the order n of the base point G. {O, G, 

2 × 𝐺, 3 × 𝐺,….. (𝑛 − 1) × 𝐺} provides points that together make up a cyclic 

subgroup, which means it is a repetitive cycle, so when obtaining the scalar 

multiplication of (𝑛 + 1) × 𝐺, the answer must be 1 × 𝐺, so that’s why it’s called 

cyclic subgroup of the elliptic curve group. 

Example 7: Computing order n for subgroup 𝑛 × 𝐺. 

Let’s use equation (10). 

G = (𝑥𝐺 , 𝑦𝐺)= (13, 7) 

Now we need to calculate the order n for the subgroup 𝑛 × 𝐺 of the elliptic curve (10). 

Now scalar multiplication is done in each round using Algorithm 2, and because a lot 

of calculation are done, an online calculator [20] is used for this example: 

For n = 1: G = (13, 7) 

For n= 2:  2 × 𝐺 = (5, 4) 

For n= 3:  3 × 𝐺 = (17, 3) 
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For n= 4:  4 × 𝐺 = (17, 20) 

For n= 5:  5 × 𝐺 = (5, 19) 

For n= 6:  6 × 𝐺 = (13, 16) 

For n= 7:  7 × 𝐺 = 𝑂 = (7, 𝑖𝑛𝑓𝑖𝑛𝑖𝑡𝑦) 

The identity point O is calculated at n=7, which means the order for this subgroup of 

elliptic curve (10) equals to 7. 

End of Example 7. 

2. Conversions (Hex, Decimal, and Binary) 

This part will discuss 4 types of conversions, which are:  

1. Decimal to Binary  

2. Binary to Decimal  

3. Hexadecimal to Binary  

4. Binary to Hexadecimal  

Decimal to Binary Conversion  

The process of converting a base-10 (decimal) number to a base-2 (binary) value is 

known as decimal to binary conversion. To accomplish this, divide the decimal value 

by two several times, then note the remaining amount. The binary version of the 

decimal number is made up of the remainders, which are read in reverse order. 

Steps for conversion are discussed in Algorithm 25 in Appendix C: 

Example 8: This example is discussing the conversion of 13 from decimal to binary 

using Algorithm 25 in Appendix C 

The decimal number 13 will be divided by 2, and the remainder is appended in the 

result from right to left, and then the same is done for quotient as the given decimal 

number 13, and the steps end when quotient reached zero: 

13 ÷ 2 = 6 and the remainder is 1, then append 1 to the result: 1 
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6 ÷ 2 = 3 and the remainder is 0, then append 0 to the result: 01 

3 ÷ 2 = 1 and the remainder is 1, then append 1 to the result: 101 

1 ÷ 2 = 0 and the remainder is 1, then append 1 to the result: 1101 

Quotient = 0, then we stop here. 

So, the binary representation for 13 is 1101. 

End of Example 8. 

Binary to Decimal Conversion  

The process of converting a base-2 (binary) number into a base-10 (decimal) value is 

known as binary to decimal conversion, which is discussed in Algorithm 26 in 

Appendix C. 

Example 9: Convert the binary value 1101 to decimal using Algorithm 26 in Appendix 

C 

The steps of Algorithm 26 are: 

Step 1: Set the length for the given binary number: length of 1101: 4 

Step 2: 4 iterations will be done from 𝑖 = 0 till 𝑖 = 3 to compute the result:  

a. For 𝑖 = 0: 

Result = 23 * 1 

b. For 𝑖 = 1: 

Result = 23 * 1 + 22 * 1 

c. For 𝑖 = 2: 

Result = 23 * 1 + 22 * 1 + 21 ∗ 0 

d. For 𝑖 = 3: 

Result = 23 * 1 + 22 * 1 + 21 ∗ 0 + 20 ∗ 1 

 Step 3: Result = 13 

Therefore, the decimal representation of the binary number 1101 is 13. 



31 
 

End of Example 9. 

Hex to Binary Conversion  

Converting a base-16 (hexadecimal) number to a base-2 (binary) value is known as 

hexadecimal to binary conversion, which is discussed in Algorithm 27 in Appendix C.  

Example 10: Convert the hexadecimal value 2F to binary using Algorithm 27 in 

Appendix C 

By using Algorithm 34 and the mapping object provided in step 1 of Algorithm 34: 

We should pass through all bits in 2F, one by one, then write its representation in 

binary using mapping object provided in step 1 of Algorithm. 

2: 0010 

F: 1111 

At the end, appending them in the results from left to right. 

So, 2F representation in binary is: 00101111. 

End of Example 10. 

Binary to Hex Conversion  

The process of converting a base-2 (binary) number to a base-16 (hexadecimal) 

number is known as binary to hexadecimal conversion, which is discussed in 

Algorithm 28 in Appendix C. 

Example 11: Convert the binary value 11110000 to hexadecimal using Algorithm 28 

in Appendix C. 

By using Algorithm 28 and the mapping object in step 1 of Algorithm 28: 

At the beginning, we should check if the length of the binary value is multiple of four. 

11110000 has length of eight which is a multiple of four, while if it isn’t multiple of 

four, padding zeros on left should be added until it becomes multiple of four. 
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Going on, we should separate all bits in 1111000 in group of four bits starting from 

left to right, then write its representation in hexadecimal using mapping object 

provided in step 1 of Algorithm 28. 

1111: F 

0000: 0 

At the end, we should append the hexadecimal representations from left to right. 

So, 11110000 represents in hexadecimal: F0. 

End of Example 11. 

3. Mapping Points to EC and Reverse Mapping to EC 

Mapping points to EC is a very important method which is used to convert the original 

message to a point mapped on elliptic curve (8).  

Mapping points to EC, in addition of encoding the message, are represented in 

Algorithm 3: 
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Algorithm 3: Steps for Mapping Algorithm [4] 

Mapping Algorithm in [4] 

Input: Message consisting of characters belonging to extended ASCII set.  

Output: Distinct points (X, Y) on the Elliptic curve 𝐸𝑝(𝑎, 𝑏) corresponding to the 

Message. 

 

Steps of the algorithm: 

Step 1: Begin 

 

Step 2: 

    a: Consider M characters of the message at a time 

    b: Convert each character into 8-bit ASCII codes 

    c: Insert each 8-bit binary number into an array of length M * 8 bits 

 

Step 3: Append N 0's at the end of the array 

 

Step 4: Extract the (M * 8 + N)-bit number from the array, convert it to a decimal 

number, and store it in X 

 

Step 5: 

    a: Find Y from the equation Y^2 ≡ X^3 + aX + b mod p 

    b: If Y does not have a solution increment X by 1 and go to step 5a 

 

Step 6: After obtaining Y use the distinct point (X, Y) for encryption using ECC 

 

Step 7: Repeat step 2 to step 6 until the end of message 

 

Step 8: End 

The input should include ECC parameters (a, b, and p) in addition to the mentioned 

input which is the original message.  

The input is the original message, while in step 2 in Algorithm 3, only M characters 

are taken from the original message, while 

𝑀 ≤ ⌊
𝑠𝑖𝑧𝑒 𝑜𝑓 (𝑝)−8

8
⌋ (15) 

and M is equal to the specified equation except in the last array, while it is possible to 

be less than the specified equation. In the second round M characters will be taken 

from the remaining message and it will keep going till the original message ends.  
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N will be equal to 8 bits of 0s, unless the number of characters taken is less than (15) 

characters, because N represents the padding bits (on the right side) until the array of 

binary numbers reaches the size of p in total. N bits are added to the right side of each 

array because while searching for y value of x, x may be incremented by one several 

times, so the value of x may change, so the added N (N= 8 bits except in the last array, 

it may be more) bits on the right side will be removed in the decoding process in step 

5 in Algorithm 4, which leads to neglect the effect of changing the value of x, if the 

incremental step is used. 

In Algorithm 3, every array will contain size of p bits, representing M characters of 

the original message, which will be converted from binary to decimal value which 

represents the x-coordinate of the point. Then the y value will be calculated and then 

it will be a mapped point on elliptic curve. This process will be repeated until the 

original message is all taken inside array/s and the output will be represented as 

mapped point/s on the elliptic curve. 

Example 12: This example is explaining the encoding process and computing for 

mapped point using Algorithm 3. 

Let’s use the equation of the standard EC curve represented in Appendix D, while the 

parameters of it is shown in Figure 73 in Appendix D. 

And the original message is: “Hello, my name is Bella” 

Find the Mapped Point using Algorithm 3: 

Step 1: Begin 

Step 2: a. by using (15) M≤ ⌊
198−8

8
⌋ ≤ 23 characters, and the original message exactly 

equals to 23 characters, which means M = 23 characters and by it covers the whole 

message. 
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 b. c. Convert each character using Ascii table to binary and concatenate them in an 

array: 

01001000 01100101 01101100 01101100 01101111 00101100 00100000 01101101 

01111001 00100000 01101110 01100001 01101101 01100101 00100000 01101001 

01110011 00100000 01000010 01100101 01101100 01101100 01100001 

Step 3: Append N 0s to the right side of the array, and here N = 8 bits because 8 bits 

are remaining to cover 192 bits array: 

01001000 01100101 01101100 01101100 01101111 00101100 00100000 01101101 

01111001 00100000 01101110 01100001 01101101 01100101 00100000 01101001 

01110011 00100000 01000010 01100101 01101100 01101100 01100001 00000000 

Step 4: Convert the binary array to a decimal number and store it in x: 

x = 1775149307253347677983714827454043352226162973166734696704 

Step 5: Find y using secp192k1 curve in Appendix D (searching for y code is discussed 

in Figure 72 in appendix B): 

y = 4244041545429258903134072478649060677398801667374950534093 

Figure 6 shows the output for the code in Appendix B (Figure 72): 

 
Figure 6: Output Point for Point Searching Code 
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Step 6: Return a mapped point on EC 

(x = 1775149307253347677983714827454043352226162973166734696704, y = 

4244041545429258903134072478649060677398801667374950534093) 

Step 7: No remaining characters so stop here. 

Mapped Point = 

(1775149307253347677983714827454043352226162973166734696704, 

4244041545429258903134072478649060677398801667374950534093) 

End of Example 12. 

Reverse Mapping Points to EC [4]: 

Reverse mapping points to EC is represented in Algorithm 4: 

Algorithm 4: Steps for Reverse Mapping Algorithm [4] 

Reverse Mapping Algorithm in [4] 

Input: Distinct points (X, Y) on the Elliptic Curve 𝐸𝑝(𝑎, 𝑏). 
Output: Original message sent by sender. 

 

Steps of the algorithm: 

Step 1: Begin 

 

Step 2: Ignore ‘Y’ coordinate 

 

Step 3: Convert ‘X’ coordinate into binary number and ignore the last N bits 

 

Step 4: Extract the rest of the bits and put it in a bit array 

 

Step 5: Start from the right most bit. Consider 8 bits from the array at a time: this 

8-bit is nothing but the original alpha-numeric ASCII character which formed the 

original plaintext. Repeat this step until M characters are retrieved 

 

Step 6: Repeat the earlier steps for each cipher point pair sent by the sender 

 

Step 7: End 

 

Algorithm 4 shows the reverse mapping of the point on elliptic curve. The input is the 

decrypted mapped points and the parameters of elliptic curve (a, b and p). While N 
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and M have the same conditions like the previous Algorithm 3. In step 5 in Algorithm 

4, the added N bits on the right are removed, which proves the usage of adding N bits 

on the right in Algorithm 3. 

The output is the decrypted message. 

Example 13: This example is explaining the decoding (reverse mapping) using 

Algorithm 3. 

Find the original message: 

Mapped Point = 

(1775149307253347677983714827454043352226162973166734696704, 

4244041545429258903134072478649060677398801667374950534093) 

Let’s use the equation of the standard EC curve represented in Appendix D, while the 

parameters of it is shown in Figure 73 in Appendix D. 

Find the original message steps using Algorithm 4: 

Step 1: Begin 

Step 2: Let’s ignore y coordinates 

Step 3: Select the x coordinate, and convert it to binary: 

X=1775149307253347677983714827454043352226162973166734696704 

Binary (X) = 

01001000011001010110110001101100011011110010110000100000011011010111

10010010000001101110011000010110110101100101001000000110100101110011

00100000010000100110010101101100011011000110000100000000 

Step 4: Discard the 8 bits on the right: 

Binary without last 8 bits = 
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01001000011001010110110001101100011011110010110000100000011011010111

10010010000001101110011000010110110101100101001000000110100101110011

001000000100001001100101011011000110110001100001 

Step 5: Obtain the message using Ascii table for every 8 bits starting from right: 

M= “Hello, my name is Bella” 

Step 6: No more mapped points, so the original message is: 

“Hello, my name is Bella” 

End of Example 13. 

4. Elliptic Curve Digital Signature Algorithm (ECDSA) [21] 

A cryptographic technique called the Elliptic Curve Digital Signature Algorithm 

(ECDSA) is used to guarantee the integrity and validity of digital messages and 

documents. Elliptic curve cryptography (ECC) is used in the Digital Signature 

Algorithm (DSA [21]) variation known as ECDSA. It is more effective than DSA since 

it offers the same level of security but with shorter key lengths [21]. 

ECDSA is a type of digital signature that makes it possible to confirm the authenticity 

and integrity of a message. There are two sections to it which are signing the message, 

and verifying the message. 

Here are some applications which use ECDSA: 

Cryptocurrencies: For signing transactions, for instance: Bitcoin. 

Smart Cards: For secure authentication. 

Software Signing [22]: To verify the authenticity of software updates. 

ECDSA is used for signing and verifying the message. 

ECDSA signing Algorithm 5:  

 

 



39 
 

Algorithm 5: Signing Message Algorithm [21] and [3] 

Signing Message Algorithm in [21] and [3] 

Input:  

   - The Sent Message M_sent,  

   - Sender's Private Key ds,  

   - Curve Generator Point G,  

   - ECC parameters (a, b and p) 

Output:  

   - The signed encrypted point (r, s) 

 

1. Sender: obtain e = HASH(M_sent); // HASH is hash function 

2. Sender: obtain z = most significant bit of e; 

3. Sender: select k; 

4. Sender: obtain r = x mod p where x is (x, y) = k.G and r ≠ 0; 

5. Sender: if r == 0 go to step 3; 

6. Sender: obtain s = (z + ds * r) * k^(-1) mod p if s == 0 go to step 3; 

7. Sender: the pair (r, s) is the signature; // Sender sends (M_sent and (r, s) to the 

receiver) 

8. Return (r, s); 

ECDSA verifying Algorithm 6: 

Algorithm 6: Verifying Message Algorithm [21] and [3] 

Verifying Message Algorithm in [21] and [3] 

Input:  

   - M_sent (Sender’s message which sent in step 7 in Algorithm 5),  

   - (r, s) (signature obtained and sent to receiver in Algorithm 5), PU_s (public key 

for sender),  

   - Curve Generator Point G,  

   - ECC parameters (a, b and p) 

 

Output:  

   - Verified message //(Verified message will return true or false ) 

 

1. Recipient: verify (r, s) are integers in [1, p − 1]; 

2. Recipient: obtain e = HASH(M_sent); 

3. Recipient: obtain z = most significant bit of e; 

4. Recipient: obtain u_1 = es^(-1) mod p; 

5. Recipient: obtain u_2 = rs^(-1) mod p; 

6. Recipient: calculate (x_1, y_1) = u_1 * G + u_2 * PU_s; 

7. Recipient: verify r ≡ x_1 mod p; 

8. Return Verified message; 
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The sender uses signing message Algorithm 5 to obtain the signature (r, s), while the 

receiver uses verifying message Algorithm 6 to verify that 𝑟 𝑚𝑜𝑑 𝑝 =  𝑥1 𝑚𝑜𝑑 𝑝 or 

not, which proves the verification of the message or not. 

Both r and s should be integers between 1 and p-1, both included.  

𝑒 𝑎𝑛𝑑 𝑧 in both Algorithm 5 and Algorithm 6 are equal because they have the same 

formula. 

Step 3 in signing Algorithm 5, k is a random number between 1 and n-1, both included. 

In signing Algorithm 5, the values of r and s are: 

• 𝑟 = 𝑘 × 𝐺, while r is the x coordinate of 𝑘 × 𝐺 mod p, and 𝑘 × 𝐺 is 

obtained by using scalar multiplication of point G on curve  (9) with scalar 

k using algorithm 2, also G is the base point of the curve  (9). If r = 0, 

another k value should be generated and the calculation will be done again. 

• 𝑠 = (𝑧 + 𝑑𝑠 ∗ 𝑟)𝑘−1, while 𝑠 ≠ 0. Also, if s = 0, then a new value of k 

should be chosen. 

 Let’s prove the correctness of verification in Algorithm 6 : 

 Now let’s prove that 𝑥1 = 𝑘 × 𝐺 also by the following: 

𝑢1 = 𝑠−1 × 𝑧 𝑚𝑜𝑑 𝑝 

𝑢2 = 𝑠−1 × 𝑟 𝑚𝑜𝑑 𝑝 

𝑠 =
𝑧 + 𝑑𝑠 × 𝑟

𝑘
 

𝑃𝑈𝑠 = 𝑑𝑠 × 𝐺 

(𝑥1, 𝑦1) =  𝑢1 × 𝐺 +   𝑢2 × 𝑃𝑈𝑠 

(𝑥1, 𝑦1) =  𝑠−1 × 𝑧 × 𝐺 +   𝑠−1 × 𝑟 × 𝑃𝑈𝑠 

(𝑥1, 𝑦1) =  𝑠−1 × 𝑧 × 𝐺 +   𝑠−1 × 𝑟 × 𝑑𝑠 × 𝐺 

(𝑥1, 𝑦1) =  𝑠−1 × (𝑧 + 𝑟 × 𝑑𝑠)  × 𝐺 
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(𝑥1, 𝑦1) =  
𝑘

𝑧 + 𝑑𝑠 × 𝑟
× (𝑧 + 𝑟 × 𝑑𝑠) × 𝐺 = 𝑘 × 𝐺 

So, 𝑟 = 𝑥1. 

End of proof. 

2.2.4 ECC Encryption/Decryption Model 1 [4] 

Encryption model 1 in Figure 7: 

1. a. Bob is the sender. 

     b. Alice (Receiver): Generates a private key 𝑑𝐴 and computes the corresponding 

public key 𝑄𝐴 (Algorithm 7). 

2. Message Encryption: Bob encrypts a plaintext message Pt using Alice's public key 

𝑄𝐴 and sends the encrypted message C along with the point 𝑃 = 𝑘 × 𝐺 (step 2 in 

Algorithm 8) to Alice. 

3. Message Decryption: Alice receives from Bob the Cipher text C (step 4 in Algorithm 

6) and point 𝑃 = 𝑘 × 𝐺 (Step 2 in Algorithm 8), and then computes point 𝑑𝑃 =

𝑑𝐴 × 𝑃 (step 1 in Algorithm 9) and then computes the original message 𝑀 =

 𝐶 –  𝑑𝑃 (step 2 in Algorithm 9). 

Figure 7 illustrates the steps for ECC encryption and decryption:  
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Figure 7: ECC Encryption and Decryption Model 1 [4] 

Key Generation: 

Public and Private Keys: The private key is generated by receiver—a randomly picked 

number, denoted d, and a public key denoted by Q, which is calculated by multiplying 

the private key with the base point G of the elliptic curve (In Elliptic Curve 

Cryptography (ECC), the base point G referred to as the fixed generator point, is a 

point with cyclic properties, meaning it generates a cyclic subgroup of the elliptic 

curve. Therefore, the public key Q = d×G is one point in this subgroup of elliptic 

curve, more information is discussed in 2.2.3.  

ECC offers the high security using small key sizes. For example, with ECC, a 210-bit 

key is thought to offer the same strength of security as a 2048-bit key in RSA [23].  

The pseudo code for key generation is represented in Algorithm 7: 
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Algorithm 7: Key Generation for Receiver Algorithm [4] 

Key Generation Algorithm in [4] 

KeyGeneration(a, b, p , G) 

  // Inputs: a, b, p - coefficients of the elliptic curve; G - base point 

  // Output: 𝑄𝐴 – receiver’s public key (point on the curve (8)); 𝑑𝐴- receiver's 

private key (integer) 

  begin 

    // Step 1. Generate the receiver's private key 𝑑𝐴 

    𝑑𝐴 = any random number in range (2, p-1) // 2 and p – 1 are included 

    // Step 2. Compute the receiver's public key 𝑄𝐴 

    𝑄𝐴 = 𝑑𝐴 × G // it is the operation to multiply a point G by an integer 

𝑑𝑟 according  

// to Algorithm 2. 

    // Step 3. Return the sender's public key and private key 

    return (𝑄𝐴, 𝑑𝐴) 

end 

 

Encryption Process in the Encryption/Decryption Model 1:  

The encryption process is shown in Algorithm 8: 
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Algorithm 8: ECC Encryption Process Algorithm [4] 

ECC Encryption Algorithm in [4] 

EllipticCurveEncryption(a, b, p, G, Pt, RecipientPublicKey) 

 

// Inputs: 

// a, b, p - coefficients and prime of the elliptic curve 

// G - base point (a well-known point on the elliptic curve) 

// Pt - Plaintext (represented as a point on the elliptic curve) 

// RecipientPublicKey - public key of the recipient 

 

begin 

 

    // Step 1. Choose a Random Key: 

    // Sender selects any random integer k from the range [2, p-1] 

    k = choose a random integer between 2 and p-1 

 

    // Step 2. Calculate Points on Curve: 

    // Sender computes the point P = k * G, where G is the base point on the curve  

   //(scalar multiplication by using Algorithm 2) 

    P = k * G // (scalar multiplication by using Algorithm 2) 

 

    // Step 3. Calculate the SharedSecret (shared secret key, used for  

// encryption): 

    // Sender computes k * Q, where Q is the public key of the recipient  

   //(scalar multiplication by using Algorithm 2) 

    Q = RecipientPublicKey 

    SharedSecret = k * Q // (Algorithm 2) 

 

    // Step 4. Construct CipherText (represented as a point): 

    // Add the plaintext point Pt to the SharedSecret by using (11) 

    C = Pt + SharedSecret // point addition by using (11) 

 

    // Step 5. Sending Process: 

    // The sender sends the data (P, C) to the receiver 

    SendData(P, C) 

End 

Example 14: A key generation will be done in this example by Algorithm 7 

Let us consider an elliptic curve (8) with parameters: a=2, b=2 over 𝐹𝑝, p=17 as in 

(16): 

𝑦2𝑚𝑜𝑑 17 = 𝑥3 + 2𝑥 + 2 mod 17 (16) 

and base point G is given as G = (5, 1).  

Bob wants to send a message to Alice. Key Generation according to Algorithm 7: 
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Step 1 in Algorithm 7: 

Private Key: Alice selects the private key randomly, let’s consider it as 𝑑𝐴= 6.  

Step 2 in Algorithm 7: 

Public Key: Alice computes her public key 𝑄𝐴 as 𝑑𝐴 × 𝐺. Multiplying them will give 

𝑄𝐴 = 6 × (5, 1) = (16, 13) using scalar multiplication of point G on curve (16) with 

scalar 𝑑𝐴 in Algorithm 2 (similar calculations are done in Example 6). Calculations are 

done in Appendix B.  

End of Example 14. 

In Example 15, an example is given for encrypting message represented by point. 

Example 15: Encrypting Message by Algorithm 8 

Let us consider ECC encryption of the plaintext represented by M= (9, 1) being a point 

that satisfies the curve (16) used in Example 14. Let Bob wish to send the plaintext 

message 𝑀. Mapping the message to its point isn’t from the encryption steps and it is 

introduced in 2.2.3 in Algorithm 3. 

To encrypt M= (9, 1), The steps for encryption process should be followed as 

mentioned in Algorithm 6:  

Step 1 in Algorithm 8: Bob chooses an arbitrary integer 𝑘 (random number) = 2, k 

should be in between 2 and 16, both included. 

Step 2 in Algorithm 8: Compute P = 𝑘 × 𝐺: 𝑘 × 𝐺 =  2 ×  (5, 1)  =  (6, 3), using 

scalar multiplication of point G on curve (16) with scalar 𝑘 in Algorithm 2 (similar 

calculations are done in Example 6). 

Step 3 Algorithm 8: Compute 𝑘 × 𝑄𝐴: k×𝑄𝐴= 2 × (16, 13) = (9, 16), using scalar 

multiplication of point 𝑄𝐴 on curve (16) with scalar 𝑘 in Algorithm 2 (similar 

calculations are done in Example 6). Calculations are done in Appendix B. 

Step 4 in Algorithm 8: Encrypt the Message: Bob encrypts the message: C = 𝑀+ 
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𝑘 × 𝑄𝐴= (9, 1) + (0, 11) = (0, 6), and it is done using point addition of two points, 

discussed in (11). Calculations are done in Appendix B. 

Step 5 in Algorithm 6: Bob sends Alice (𝑃, 𝐶) = ((6, 3), (0, 6)). 

End of Example 15. 

ECC Decryption Process: 

In this section, ECC decryption process is represented in Algorithm 9 (ECC 

decryption): 

Algorithm 9: ECC Decryption Process Algorithm [4] 

ECC Decryption Algorithm in [4] 

// ECC Decryption Algorithm 

// Input: Encrypted data (P, C), private key d (recipient's private key), EC 

parameters a, b, and // p 

// Output: Original message point M 

 

// Step 1: Calculate the Shared Secret Key 

// The receiver computes dP from the point P using the private key d 

// Given P = k * G, then dP = d * k * G 

 

1. dP = d * P // dP is the shared secret key 

 

// Step 2: Extract the Original Message 

// By subtracting dP from C, retrieve the original message point M 

// For subtraction: (x_P, y_P) + (x_Q, -y_Q) 

 

// The subtraction operation on elliptic curve involves computing the negative // 

of the point (x_Q,  

// y_Q) modulo p 

2. M = C - dP // Point Subtraction using (7) 

 

Return M 

Description: 

Upon receiving the encrypted data (P, C), the recipient performs the following steps 

to decrypt the message:  

Step 1: Calculate the Shared Secret Key:  
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The receiver computes 𝑑𝐴 × 𝑃 from the point P using the private key d. Given that P 

= 𝑘 × 𝐺 from Algorithm 1b, then 𝑑𝐴 × 𝑃 = 𝑑𝐴 × 𝑘 × 𝐺.  

Let’s prove the correctness of the decryption: 

𝑑𝑃 = 𝑑𝐴 × 𝑃   (step 1 in Algorithm 9) and 𝑃 = 𝑘 × 𝐺 (step 2 in Algorithm 6), which 

means  

𝑑𝑃 = 𝑑𝐴 × 𝑘 × 𝐺  

𝑆ℎ𝑎𝑟𝑒𝑑𝑆𝑒𝑐𝑟𝑒𝑡 = 𝑘 × 𝑄𝐴 (step 3 in Algorithm 8) and 𝑄𝐴 = 𝑑𝐴 × 𝐺 (step 1 in 

Algorithm 7), which means 𝑆ℎ𝑎𝑟𝑒𝑑𝑆𝑒𝑐𝑟𝑒𝑡 = 𝑘 × 𝑑𝐴 × 𝐺 

Step 2: Extract the Original Message 

𝑀 = 𝐶 − 𝑑𝑃 = 𝐶 − 𝑑𝐴 × 𝑘 × 𝐺  (step 2 in Algorithm 9) 

C = Pt + 𝑆ℎ𝑎𝑟𝑒𝑑𝑆𝑒𝑐𝑟𝑒𝑡(step 4 in Algorithm 8), then Pt = C - 𝑆ℎ𝑎𝑟𝑒𝑑𝑆𝑒𝑐𝑟𝑒𝑡, which 

leads to 𝑃𝑡 = 𝐶 − 𝑑𝐴 × 𝑘 × 𝐺   

 Pt = M, which proves the correctness of encryption/decryption model 1. 

Example 16: Decryption Process by Algorithm 9 

This example is covering the decryption of the encrypted data sent by Bob to Alice in 

Example 15.  

Now, the decryption for the sent points (C, P) in Example 15 will be shown here. 

Decryption:  

Curve (16) is used. 

Alice is getting (𝑃, 𝐶) = ((6, 3), (0, 6)).  

Step 1 in Algorithm 9: Compute 𝑑𝐴 × 𝑃 = 6× (6, 3) = (0, 11), using scalar 

multiplication of point P on curve (16) with scalar 𝑑𝐴 in Algorithm 2 (similar 

calculations are done in Example 6). The calculations are provided in Appendix B. 
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Step 2 in Algorithm 9: Decrypt the Message: C- 𝑑𝐴 ×P= (0, 6) - (0, 11) = (9, 1) on 

curve (16) using  (7), and then point doubling using   (12). The calculations are 

provided in Appendix B. 

The message point 𝑀= (9, 1) is the plaintext retrieved by Alice. 

End of Example 16. 

Reversing the mapped points in order to obtain a decrypted message of characters is 

done in section 2.2.3 in Algorithm 4 and the steps of Algorithm 4 are shown in 

Example 13. 

The end of encryption/decryption model 1. 

2.2.5 ECC Encryption/Decryption Model 2 [3] 

Figure 8 shows the overall structure for ECC Encryption/Decryption model 2: 

 
Figure 8: ECC Encryption/Decryption Model 2 Overall Structure [3] 
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This model passes through several steps listed as follows: 

1. Initializing parameters: 

𝑑𝑠  : Private key of sender 

𝑑𝑟 :  Private key of receiver 

𝐺 :  Base point on elliptic curve 

𝑃𝑈𝑠: Public key for sender computed by 𝑑𝑠 × 𝐺 using scalar multiplication of 

point G on curve (8) with scalar 𝑑𝑠 in The pseudo code for Scalar Multiplication 

represented in. 

𝑃𝑈𝑟: Public key for receiver computed by 𝑑𝑟 × 𝐺 using scalar multiplication of 

point G on curve (8) with scalar 𝑑𝑟 in The pseudo code for Scalar Multiplication 

represented in. 

𝑝: Large prime number  

𝑎, 𝑏: EC coefficients 

(8): EC equation over 𝐹𝑝 

𝐶𝑚: Cipher message (encrypted points) 

HASH: Hash function to sign the message 𝐶𝑚 which is used to sign the message 

𝑘𝑠ℎ: Shared session key (represented as a point) 

𝑀: Number of characters in the message 

𝐵: Number of blocks for each message 

𝑁: Number of characters in each block 

𝐼𝑉: Initial vector ((size of p) – 8 bits) 

𝑘: Random number selected between 2 and p-1, both included 

IV is said to be random variable in [3], but it isn’t random. 

2. Key Agreement:  

Both sender and receiver should have the same shared session key. 
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Algorithm 10 used for computing the shared session key for both sender and 

receiver which is known as ECC Diffie-Hellman Key Exchange [25]: 

Algorithm 10: Key Agreement Algorithm [3] 

Key Agreement Algorithm in [3] 

Input: PUr, ds, PUs, dr, a, b, p // a, b, and p are the EC parameters 

Output: Shared key ksh 

 

1. Parallel Execution: 

    a. Sender: apply following scalar multiplication ds * PUr; 

    b. Recipient: apply following scalar multiplication dr * PUs; 

 

2. Both multiplications are equal; 

 

3. Return ksh; 

Algorithm 10 here discuss the key agreement between sender and receiver with the 

execution of step 1a and step 1b in Algorithm 10 can be in parallel which it’s not 

mentioned in [3]. Further discussion will be done in the analysis of [3] in 2.3.1.  

Sender side: 

𝑘𝑠ℎ = 𝑑𝑠 × 𝑃𝑈𝑟 =  𝑑𝑠 × 𝑑𝑟 × 𝐺 

Receiver side: 

𝑘𝑠ℎ = 𝑑𝑟 × 𝑃𝑈𝑠 =  𝑑𝑟 × 𝑑𝑠 × 𝐺 

So, both sender and receiver have the same shared session key 

Below Example 17 shows key agreement process: 

Example 17: Key Agreement by Algorithm 10 

Let’s use equation (16) 

G= (5, 1) 

𝑑𝑠 = 4, 𝑃𝑈𝑠 = 𝑑𝑠 × 𝐺 = 4 × (5, 1) = (3, 1), using scalar multiplication in algorithm 

2 on curve (16). 
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𝑑𝑟 = 6, 𝑃𝑈𝑟 = 𝑑𝑟 × 𝐺 = 6 × (5, 1) = (16, 13), using scalar multiplication in 

Algorithm 2 on curve (16). 

Computing the shared session key for both sender and receiver by using Algorithm 10:   

Step 1 in Algorithm 10:      

a. Sender: 𝑘𝑠ℎ = 𝑑𝑠 × 𝑃𝑈𝑟 = 4 × (16, 13) = (9, 16)             

b. Receiver: 𝑘𝑠ℎ = 𝑑𝑟 × 𝑃𝑈𝑠 = 6 × (3, 1) = (9, 16) 

Step 2 in Algorithm 10: 

Sender’s 𝑘𝑠ℎ = Receiver’s 𝑘𝑠ℎ = (9, 16) 

Step 3 in Algorithm 10:  

Shared session key 𝑘𝑠ℎ =  (9, 16). 

End of Example 17. 

3.  Encoding the Message to Numerical Values: 

Encoding the message is a very important step, while the message should be 

converted from characters to integer number assigned to x coordinate to be ready 

for step 4. 

In Algorithm 11, some phrases are corrected compared to the one in [3]. Further 

discussion will be done in the analysis of [3] in section 2.3.1. 

In order to understand Algorithm 11 in a better way, some points should be discussed: 

• 𝑁 ≤ ⌊
𝑠𝑖𝑧𝑒 𝑜𝑓 𝑝 −8

8
⌋ by (15), which is discussed in Algorithm 3 in 2.2.3.4  

• 𝐵 = ⌈
𝑀

𝑁
⌉ (M is the number of characters in the original message), where this 

means ceiling division, which maps the result of division to the smallest integer 

greater than or equal to the division result. 



52 
 

The pseudo code for encoding the message which is represented in Algorithm 11: 

Algorithm 11: Encoding Algorithm [3] 

Encoding the Message to Numerical Values Algorithm in [3] 

Input: The original message, p, and IV 

Output: Encoded message 

 

1. Sender: obtain the M of the original message while M is the number of characters 

in the original message; 

2. Sender: calculate N = floor((number of bits of p - 8) / 8) representing the number 

of characters in one block; 

3. Sender: calculate B = ceiling (M / N), where B represents the number of blocks, 

where ceiling division is the operation of dividing two numbers and mapping the 

result of division to the smallest integer greater than or equal to the division result. 

4. Sender: divide the message into B blocks; 

5. Sender: divide each block into N characters; 

6. Sender: convert each character to binary using ASCII table; 

7. Sender: XOR the first block with IV; 

8. Sender: for each subsequent block, XOR it with the previous XORed block; 

9. Sender: pad 3 bits of zeros into each XORed block; 

10. Sender: add 5 zeros to the left of the encoded message to make it 192 bits; 

11. Return Encoded message; 

In encryption/decryption model, the encoding process in Algorithm 3 mentioned 8 

padding bits of zeros are added to the right.  On the other hand, in step 9 of Algorithm 

11 in encryption/decryption model 2, 3 bits of zeros are padded to the right. As 

mentioned in 2.2.3 (section 3), the purpose of adding the padding bits to the right is 

eliminate the possible incremental of x value in order to obtain y (in 

encryption/decryption model 2, mapping points to EC is discussed alone in Algorithm 

12), which eliminated by removing the padded bits in the decoding process. Based on 

this info, a lot of questions must be asked now. Why 3 padded bits are added in model 

2, while 8 bits is added in model 1? Are 3 padding bits enough to eliminate the change 

of x value later? Are 8 padding bits enough?  
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3 bits means 23 rounds to find y, meaning maximum to add 7 to the x value, and 8 bits 

means 28 rounds, meaning maximum to add 255 to the x value. Here Problem 2 is 

introduced, where the question is: how many padding bits needed to encode and 

decode the points correctly? 

To clarify Algorithm 11, Example 18 is provided below: 

Example 18: Encoding the message by Algorithm 11 

Let’s use the equation of the standard EC curve represented in Appendix D, while the 

parameters of it is shown in Appendix D in Figure 73. 

Original Message: “Hello, my name is Bella” 

IV: 

“0000000000000000000000000000000000000000101110011011100111011000111

00010110101010101111101111000101111001011010111100010101101000101111

1011100111001010111011010011101111010101001011110” 

Step 1 in Algorithm 11: M = 23 characters. 

Step 2 in Algorithm 11: 𝑁 = {𝑁1 ≤ ⌊
𝑠𝑖𝑧𝑒 𝑜𝑓 𝑝 −8

8
⌋} = 23 characters, because 23 

characters are in M. 

Step 3 in Algorithm 11: 𝐵 = ⌈
𝑀

𝑁1
⌉ = ⌈

23

23
⌉ = 1 block, so we have 𝐵 = {𝐵1} 

Step 4 in Algorithm 11: Divide the message into blocks. Since we have only 23 

characters in the original message, then 𝐵1= “Hello, my name is Bella” 

Step 5 in Algorithm 11: 𝐵1= ['H', 'e', 'l', 'l', 'o', ',', ' ', 'm', 'y', ' ', 'n', 'a', 'm', 'e', ' ', 'i', 's', ' 

', 'B', 'e', 'l', 'l', 'a'] 

Step 6 in Algorithm 11: From ASCII table, the decimal value representation of each 

character will be concerted to binary and then concatenated in one block from right to 

left. 
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“0100100001100101011011000110110001101111001011000010000001101101011

11001001000000110111001100001011011010110010100100000011010010111001

1001000000100001001100101011011000110110001100001” 

Step 7 in Algorithm 11: 𝐵1
′ = 𝐵1 XOR IV: 

“0100100001100101011011000110110001101111001011000010000001101101011

11001001000000110111001100001011011010110010100100000011010010111001

1001000000100001001100101011011000110110001100001” XOR 

“0000000000000000000000000000000000000000101110011011100111011000111

00010110101010101111101111000101111001011010111100010101101000101111

1011100111001010111011010011101111010101001011110” = 

“0100100001100101011011000110110001101111100101011001100110110101100

11011111101010011000100011001110100011101000011000010110111010010110

0010100111101011110111111000110111100011000111111” 

Step 8 in Algorithm 11:  No subsequent Blocks, so no need for this step in Example 

18. 

Step 9 and 10: Padding 3 bits of zero to 𝐵1
′  to the right and 5 bits of zero to the left 

𝐵1
′= 

“0000001001000011001010110110001101100011011111001010110011001101101

01100110111111010100110001000110011101000111010000110000101101110100

101100010100111101011110111111000110111100011000111111000” 

Step 10 in Algorithm 11: Return encoded message which is 𝐵 = {𝐵1
′ }. 

End of Example 18. 

4. Mapping the Encoded Message to EC: 

The pseudo code for mapping points to EC which is represented in Algorithm 12: 
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Algorithm 12: Mapping the Encoded Messages Algorithm [3] 

Mapping the Encoded Messages Algorithm in [3] 

Input: Encoded block 

Output: Mapped points 

  

1. Sender: 

    obtain the decimal value for the encoded block; 

2. Sender: obtain y_1 from the EC equation; 

3. Sender: if x_1 cannot have corresponding y_1: 

4. Sender: increment x_1 by 1; 

5. Sender: repeat steps 2 – 4 until find y_1; 

6. Return Mapped points; 

In step 1 in Algorithm 12, the converted decimal value should be stored in 𝑥𝑖, while 𝑖 

is representing the block number. 

From step 2 to step 5 in Algorithm 12, 𝑥1 𝑎𝑛𝑑 𝑦1 should be replaced by 𝑥𝑖  𝑎𝑛𝑑 𝑦𝑖. 

A step should be added between step 5 and step 6 in Algorithm 12, which increments 

𝑖, and if 𝑖 < 𝐵, then repeat step 1 till step 5. 

Some x values have two y values, so based on that, in step 2 in Algorithm 12, any y 

value can be selected because it won’t affect the encryption or decryption process. 

Here EC coefficients a, b and p should be in the input, but they consider EC 

coefficients as global variables which are visible for the functions used, so this will be 

assume for all remaining functions in encryption/decryption model 2. 

Example 19 shows mapping points to EC by Algorithm 12: 

Example 19: 

Let’s use the equation of the secp192k1 curve represented in Appendix D, while the 

parameters of it is shown in Appendix D in Figure 73. 
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Encoded Block (the output of previous Example 18): 𝐵 = {𝐵1
′ } 

𝐵1
′= 

“0000001001000011001010110110001101100011011111001010110011001101101

01100110111111010100110001000110011101000111010000110000101101110100

101100010100111101011110111111000110111100011000111111000” 

Step 1 in Algorithm 12: Convert 𝐵1
′  from binary to decimal and store it in 𝑥1: 

𝑥1= 55473415851740619417587099136516824090225159400031400440 

Step 2 in Algorithm 12: Searching for y is discussed in Appendix B using the code in 

Figure 72 to map a point using x. 

x incremented = 

55473415851740619417587099136516824090225159400031400445 (6 rounds) 

y = 3202847018879865638147947358543409408045741262875104715934. 

Figure 9 shows the output of the code provided in Appendix B (Figure 72):   

 
Figure 9: Another Result for Mapping a Point Code 

Step 3 in Algorithm 12: A value for 𝑦1is found, so go to Step 6 in Algorithm 12 

Step 6 in Algorithm 12: 

Mapped Point: 
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{(55473415851740619417587099136516824090225159400031400445, 

3202847018879865638147947358543409408045741262875104715934)} 

End of Example 19. 

4. Encrypt the Message using Shared Key: 

In this step, each mapped point should be added to the shared session key. 

The pseudo code for encrypting mapped points is represented in Algorithm 13: 

Algorithm 13: Encrypting the Message Algorithm [3] 

Encrypt the Message Using Shared Key Algorithm in [3] 

Input: Mapped points, k_sh 

Output: Encrypted points 

 

1. Sender: obtain k_sh; 

2. Sender: add k_sh from the mapped point; 

3. Sender: repeat step 2 for all mapped points; 

4. Return Encrypted points; 

Step 1 in Algorithm 13 shouldn’t be there because 𝑘𝑠ℎ is already computed in 

Algorithm 8. Then 𝑘𝑠ℎ will be added to each mapped point. 

Step 2 in Algorithm 13 is done by point addition using (11). 

 

Example 20 shows the encryption of mapped points by Algorithm 13. 

Example 20: 

Let’s consider equation (16). 

Mapped point = {(3, 1)} (mapped point result in Example 19 can’t be used here 

because I used small p for simplicity). 

𝑘𝑠ℎ = (9, 16) (the same one obtained in Example 17). 

Find the encrypted mapped points: 
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Step 1 in Algorithm 13: 𝑘𝑠ℎ is already available and 𝑘𝑠ℎ = (9, 16). 

Step 2 in Algorithm 13: Mapped point + 𝑘𝑠ℎ while both points are on (15) and it is 

done by using point addition in (8) 

(3, 1) + (9, 16) = (7, 6), where similar example for point addition using (11) is done in 

Example 4. 

Step 3 in Algorithm 13: No mapped points are remaining 

Step 4 in Algorithm 13: Encrypted point = {(7, 6)}. 

End of Example 20. 

5. Signing and Verifying the Message:  

Signing and verifying the message are discussed in 2.2.3 by Algorithm 5 and 

Algorithm 6, respectively. 

6. Decrypt the Message using Shared Key: 

The decryption of encrypted mapped points is represented in Algorithm 14: 

Algorithm 14: Decrypting the Message Algorithm [3] 

Decrypt the Message Using Shared Key Algorithm in [3] 

Input: Encrypted points, k_sh 

Output: Mapped points 

 

1. Recipient: obtain k_sh; 

2. Recipient: subtract k_sh from the encrypted point; 

3. Recipient: repeat step 2 for all encrypted points; 

4. Return Mapped points; 

Decrypting the encrypted points is done by subtracting the encrypted mapped point 

from 𝑘𝑠ℎ.  

Step 1 in Algorithm 14 is already done in Algorithm 8. 

Example 21 shows the decryption of mapped points by Algorithm 14: 

Example 21: 
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Let’s use equation (16). 

Encrypted Mapped Point= {(7, 6)}. 

𝑘𝑠ℎ = (9, 16). 

Step 1 in Algorithm 14: 𝑘𝑠ℎ =  (9, 16) 

Step 2 in Algorithm 14: Encrypted Mapped Point - 𝑘𝑠ℎ by using point subtraction and 

equation  (7). 

(7, 6) – (9, 16) = (7, 6) + (9, -16) by using equation  (7). 

(7, 6) + (9, -16) = (7, 6) + (9, 1) because -16 mod 17 = 1. 

(7, 6) + (9, 1) = (3, 1) by using equation (11) which used for point addition. 

Step 3 in Algorithm 14: No more encrypted points. 

Step 4 in Algorithm 14: Mapped Point = {(3, 1)}. 

End of Example 21. 

7. Decoding the Mapped Points to the Decrypted Message 

This step converts the mapped points to plain text message. 

The pseudo code for decoding the mapped points to the decrypted message is 

represented in Algorithm 15: 

Algorithm 15: Decode the Mapped Points to Decrypted Message Algorithm [3] 

Decoding the Message and Convert it to Plaintext Algorithm in [3] 

Input: Mapped points 

Output: The decrypted plain text message 

 

1. Recipient: obtain x_i value for the mapped point; 

2. Recipient: convert x_i to the binary value; 

3. Recipient: remove the padding 3 bits for each block; 

4. Recipient: XOR first block with IV; 

5. Recipient: 

    for each block, XOR it with the previous block; 

6. Recipient: repeat step 4 for all blocks; 

7. Recipient: convert each 8 bits into its corresponding char; 

8. Recipient: repeat step 8 for all blocks; 

9. Recipient: for each N char aggregate to single blocks; 

10. Return The decrypted plain text message; 
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All of these steps will be more understood while moving through Example 22. 

Example 22: Decoding the Decrypted Mapped Points 

IV: 

“0000000000000000000000000000000000000000000000001011100110111001110

11000111000101101010101011111011110001011110010110101111000101011010

001011111011100111001010111011010011101111010101001011110” 

Let’s use the equation of the scep192k1 curve represented in Appendix D, while the 

parameters of it is shown in Appendix D in Figure 73. 

Mapped Point: 

{(55473415851740619417587099136516824090225159400031400445, 

3202847018879865638147947358543409408045741262875104715934)} (the 

output of Example 18, so we can prove the work if the same original message is found) 

Step 1 in Algorithm 15: 

Mapped Point: 

{(55473415851740619417587099136516824090225159400031400445, 

3202847018879865638147947358543409408045741262875104715934)} 

One x value will be there because the mapped point only includes one point. 

𝑥 1 = 55473415851740619417587099136516824090225159400031400445 

Step 2 in Algorithm 15:  

Binary representation of 𝑥 1 = 

00000010010000110010101101100011011000110111110010101100110011011010

11001101111110101001100010001100111010001110100001100001011011101001

01100010100111101011110111111000110111100011000111111101 

Step 3 in Algorithm 15:  

Binary representation of 𝑥 1 after removing 3 padding bits = 
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00000010010000110010101101100011011000110111110010101100110011011010

11001101111110101001100010001100111010001110100001100001011011101001

01100010100111101011110111111000110111100011000111111 

Step 4 in Algorithm 15: 𝑥 1 XOR IV (3 bits are added to the left of 𝑥 1 to have the 

same size of IV in order to XOR 𝑥 1 with IV) 

“0000000010010000110010101101100011011000110111110010101100110011011

01011001101111110101001100010001100111010001110100001100001011011101

00101100010100111101011110111111000110111100011000111111” XOR  

“0000000000000000000000000000000000000000000000001011100110111001110

11000111000101101010101011111011110001011110010110101111000101011010

001011111011100111001010111011010011101111010101001011110” = 

“0100100001100101011011000110110001101111001011000010000001101101011

11001001000000110111001100001011011010110010100100000011010010111001

1001000000100001001100101011011000110110001100001” 

Step 5 in Algorithm 15: Go to step 6 in Algorithm 15, no other points available 

Step 6 in Algorithm 15: Go to step 7 in Algorithm 15, no other points available 

Step 7 in Algorithm 15: ASSCII representation for each 8 bits starting from left: 

[ 

    ("01001000", 'H'), 

    ("01100101", 'e'), 

    ("01101100", 'l'), 

    ("01101100", 'l'), 

    ("01101111", 'o'), 

    ("00101100", ','), 

    ("00100000", ' '), 
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    ("01101101", 'm'), 

    ("01111001", 'y'), 

    ("00100000", ' '), 

    ("01101110", 'n'), 

    ("01100001", 'a'), 

    ("01101101", 'm'), 

    ("01100101", 'e'), 

    ("00100000", ' '), 

    ("01101001", 'i'), 

    ("01110011", 's'), 

    ("00100000", ' '), 

    ("01000010", 'B'), 

    ("01100101", 'e'), 

    ("01101100", 'l'), 

    ("01101100", 'l'), 

    ("01100001", 'a') 

] 

Step 8 in Algorithm 15: No more blocks, go to step 9 in Algorithm 15. 

Step 9 in Algorithm 15: Decrypted message for each block= {“Hello, my name is 

Bella”}. 

Step 10 in Algorithm 15: Decrypted message: “Hello, my name is Bella”. 

End of Example 22. 

The end of encryption/decryption model 2. 

In this model problem 1 should be discussed. Here is Problem 1, where IV should be 

random in order to block chosen plaintext attack (CPA) [24], which means the attacker 
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will have the full ability to select some arbitrary plaintext for encryption and get the 

corresponding ciphertext while the attacker know the encryption algorithm and has the 

ability to encrypt messages from sender side using the sender’s secre key but without 

knowing it. The attacker aim is to obtain some clue about the key. Also, the usage of 

random IV is to block chosen ciphertext attack (CCA) [24], which is defined as an 

attack for which the attacker is allowed to select a ciphertext and obtain its decryption 

under an unknown key. It is a much stronger attack than the chosen plaintext attack, 

especially in public-key cryptography, and same as CPA, the attacker has the ability 

to encrypt and decrypt messages in this case. Also, Deffie-Hellman key exchange is 

exposed for man-in-the-middle [28] (MITM) attack so trusted public keys should be 

used to block MITM attack, while MITM attack is a cyberattack where an attacker 

intercepts and potentially alters the communication between two parties without their 

knowledge. This attack allows the attacker to eavesdrop, steal information, or 

manipulate data exchanged in the communication. The solution is done using trusted 

public keys to block Man-in-the-Middle (MITM) attacks in Diffie-Hellman key 

exchange involves Certificate-Based Authentication, where each party presents a 

digital certificate from a trusted Certificate Authority (CA) to verify the authenticity 

of the public keys exchanged. This modification is done in Algorithm 21. 

Proof by Equations: 

Let's denote the attacker as A, sender as S, and recipient as R. 

Without CA (Vulnerable to MITM): 

1. The attacker will intercept and alter the public key for sender and receiver by his/her 

public key: 

A intercepts 𝑃𝑈𝑠 from S and sends 𝑃𝑈𝑎 to R. 

A intercepts 𝑃𝑈𝑟 from R and sends 𝑃𝑈𝑎 to S. 
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2. For key calculation, now the attacker will have the shared secret key for both sender 

and reciever: 

S computes: 𝑘𝑠(sender’s shared key) = 𝑑𝑠  ×  𝑃𝑈𝑎 

 R computes: 𝑘𝑟 (receiver’s shared key) = dr * 𝑃𝑈𝑎 

A computes two keys: 

 𝑘𝑠𝑎 (sender’s shared key calculated by attacker) = 𝑑𝑎  × 𝑃𝑈𝑠 

𝑘𝑟𝑎 (receiver’s shared key calculated by attacker) = 𝑑𝑎 × 𝑃𝑈𝑟 

In this case, the attacker will know both shared keys for sender and receiver. 

Encryption/Decryption oracle: An encryption oracle is a theoretical black box used in 

cryptographic analysis, particularly in chosen plaintext attacks (CPA), that provides 

the encryption of any submitted plaintext, allowing adversaries to analyze 

corresponding ciphertexts to break the encryption scheme. Conversely, a decryption 

oracle, used in chosen ciphertext attacks (CCA), is a black box that decrypts any 

submitted ciphertext (except those submitted for encryption) and returns the plaintext, 

helping adversaries to exploit the decryption process and potentially reveal the secret 

key or construct valid ciphertexts that can expose sensitive information. 

Proof of Insecurity Regarding CPA with Constant IV Using Equations 

Abbreviations: 

• IND-CPA: Indistinguishability under Chosen Plaintext Attack, which is a 

security notion for encryption schemes, where an adversary cannot 

distinguish between the ciphertexts of two chosen plaintexts, even after 

having access to the encryption oracle. It ensures that the encryption 

scheme remains secure under the assumption that the attacker can choose 
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plaintexts and see their corresponding ciphertexts but cannot gain any 

additional information about the plaintext from the ciphertext. 

• A: Adversary 

• E: Encryption scheme 

• Enc: Encryption function (Algorithm 11, Algorithm 12, Algorithm 13) 

• k: shared secret key (isn’t known by the attacker, but is used in the 

encryption algorithm) 

• IV: random Initialization Vector 

• 𝑚0, 𝑚1: Messages chosen by the adversary 

• c: Ciphertext 

The Encryption/Decryption model 2 in [3] is not IND-CPA secure if the IV is constant. 

This is because the probability that the adversary can distinguish between ciphertexts 

of chosen plaintexts becomes significant when the IV does not change. The adversary, 

A, can submit as many messages as desired to the encryption oracle. For each query, 

A receives the corresponding ciphertext. If the IV is constant, the encryption process 

becomes predictable. 

The adversary submits q queries to the challenger to encrypt plaintexts of their choice. 

The adversary then sends two messages, 𝑚0 and 𝑚1, to the challenger for encryption. 

The challenger encrypts one of the messages using a randomly chosen bit b, resulting 

in 𝑐𝑏 =Enc(k, 𝑚𝑏⊕ IV). The adversary's task is to guess the value of b. 

Consider the following games: 
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1. Game 0: The adversary requests encryption of a message 𝑚0 and receives 𝑐0 = 

Enc(k, 𝑚0⊕ IV). 

2. Game 1: The adversary sends two messages 𝑚0 and 𝑚1, where 𝑚0 is the same 

as in Game 0. The challenger encrypts one of them, 𝑚𝑏, and sends 𝑐𝑏 =Enc(k, 

𝑚𝑏⊕ IV) to the adversary. 

3. Game 3: The adversary attempts to distinguish between  𝑚0 and 𝑚1 based on 

the received ciphertexts. The probability of A guessing b is high because the 

ciphertexts in both games are generated with the same IV. So both ciphertexts will 

be the same if b = 0, and if it is different then b  = 1, which means guessing between 

bits 0 or 1 is easy for the attacker. 

This results in the messages  𝑚0 and 𝑚1 being distinguishable. The ciphertext from 

 𝑚0 in Game 0 is the same as the ciphertext from  𝑚0 in Game 1 because the same IV 

is used in each game. Hence, the adversary's advantage Adv_IND-CPA[A, E] is non-

zero, proving the scheme's insecurity under CPA when the IV is constant. 

Proof of Insecurity Regarding CCA with Constant IV Using Equations 

Abbreviations: 

• IND-CCA: Indistinguishability under Chosen Ciphertext Attack, which is 

a stronger security notion where an adversary cannot distinguish between 

the ciphertexts of two chosen plaintexts, even when the attacker has access 

to a decryption oracle, except for the challenge ciphertext. It ensures that 

even if an attacker can decrypt arbitrary ciphertexts (other than the 

challenge ciphertext), they still cannot gain any information about the 

plaintext from the challenge ciphertext. 

• Dec: Decryption function (Algorithm 14, 15 and 16) 
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Proof: 

The proof for Adv_IND-CCA[A, E] starts by noting the adversary's ability to access 

both the encryption and decryption oracle. The adversary, A, can submit chosen 

ciphertexts to the decryption oracle and chosen plaintexts to the encryption oracle. The 

encryption process is defined as: 

c = Enc(k, m, 𝐼𝑉)  

The adversary submits two distinct messages, 𝑚0 and 𝑚1, to the encryption oracle and 

receives the corresponding ciphertexts 𝑐0 and 𝑐1: 

𝑐0 =Enc(k, 𝑚0⊕ 𝐼𝑉) 

𝑐1 =Enc(k, 𝑚1⊕ 𝐼𝑉) 

In the challenge phase, the adversary chooses 𝑚0 and 𝑚1 again, and the challenger 

selects a random bit b. The challenger then encrypts 𝑚𝑏 and returns the ciphertext 𝑐𝑏: 

𝑐𝑏 = Enc(k, 𝑚𝑏, 𝐼𝑉) 

To distinguish between 𝑚0 and 𝑚1, the adversary modifies the ciphertext c by XORing 

it with a constant 𝐼𝑉 and submits it to the decryption oracle: 

𝑐′ =  𝑐 ⊕ 𝐼𝑉𝑖The decryption oracle decrypts c' to obtain: 

Dec(k, c') = Dec(k, c ⊕ 𝐼𝑉𝑖) 

Since the decryption process relies on IV: 

Dec(k, Enc(k, 𝑚𝑏 ⊕ 𝐼𝑉)  ⊕  𝐼𝑉) 

The adversary can then compare this result with the known plaintexts 𝑚0 and 𝑚1 to 

determine b because the ciphertext is always the same and unique ciphertext for every 

plaintext, so this will lead to compute the shared key as well. So guessing between the 

bits is easy for the attacker, as a result, it will lead the attacker to guess both the 

ciphertext and the plaintext. 
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This demonstrates that Encryption/decryption model 2 in [3] isn’t secure under CCA 

when a constant IV is used. Therefore, using constant IV is essential to maintaining 

the security of the encryption scheme under chosen ciphertext attacks. 

2.3 Secure and Efficient ECC Systems 

In this section, we explore various secure and efficient systems implemented using 

Elliptic Curve Cryptography (ECC). These systems are evaluated based on their 

features, security mechanisms, and efficiency in handling cryptographic tasks. The 

primary focus is on SE-Enc [3] in 2.3.1 which focuses on a secure and efficient ECC 

for IoT. Also, some brief discussion will be done for Singh [6], and Sengupta [4] 

systems in section 2.3.2. Moreover, section 2.2.3 shows a brief discussion for Barman 

system [27]. Also section 2.3.4, analysis of the known experimental results on security, 

mapping EC points successfully and encoding/decoding operations will be done. 

Finally, section 2.3.5 shows a summary which leads to choose SE-Enc [3] as a main 

reference for this thesis. 

2.3.1 SE-Enc System Description [3]  

The system called SE-Enc, which has been developed by Hisham N. Almajed and 

Ahmad S. Almogren [3], employs an advanced Elliptic Curve Cryptography (ECC) 

that is specifically designed for resources-constrained high-security environments. 

This system is represented in Figure 10. 

This system takes the original message as an input and sends it encrypted to the 

receiver, then the output of the decryption process should be the decrypted message 

(same as the original message taken in the input). The following diagram, represented 

in Figure 10, provides a detailed visual representation of the SE-Enc [3] encoding and 
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encryption process, illustrating each step from message encoding to mapping onto the 

elliptic curve and the secure encryption and decryption processes: 

 
Figure 10: SE-Enc Encryption and Decryption Process [3] 

The parts of Figure 10 will be discussed in the detailed algorithms used in SE-Enc. 

Detailed Algorithms Used in SE-Enc:  

The following list shows the algorithms used in SE-Enc and referred to which part in 

Figure 10: 

Algorithm 10: Key Agreement Algorithm, refers to system generating parameter’s 

part, while this is used to agree for the same shared key between the 2 parties (sender 

and receiver).  

Algorithm 11:  Message Encoding Algorithm, refers to encode plaintext to numerical 

values part 

Algorithm 12: Block Map for EC Algorithm, refers to mapping encoded message to 

EC part 
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Algorithm 13: Encrypting Mapped Points Using Shared Key (𝑘𝑠ℎ) Algorithm, refers 

to encrypt the message using shared key part 

Algorithm 5: Signing the Message Algorithm, refers to sign the encrypted message 

part. 

Algorithm 6 Verifying the Message Algorithm, refers to verify the received message 

part. 

Algorithm 14: Decrypted points Algorithm, refers to decrypt the message using shared 

key part. 

Algorithm 16: Decoding Mapped Points to Binary Values Algorithm, refers to decode 

the message to numerical value part. 

Algorithm 17: Decoding Binary Values to Text Algorithm, refers to convert the 

numerical values to plain text part. 

1. Initialization of System Parameters:  

System parameters for SE-Enc [3] are represented in Figure 11, however H which 

represents the hash function is notated in a wrong way because other notation is used 

in the algorithms for [3]. Hence, the correct notation is HASH. Also, the initial vector 

isn’t a random number. In addition, k is a random number as mentioned in Figure 11, 

but it has to be between 2 and p-1, both included, because it is used for scalar 

multiplication in Algorithm 2, so it isn’t reasonable to accept 1 as a value for k. These 

adjustments are done in step 1 for encryption/decryption model 2 in section 2.2.5. 

ECC parameters a, b, and p, in addition of base point G are considered as global 

variables to be used in all SE-Enc system algorithms even if they don’t appear in the 

input of the algorithms.  

Figure 11 shows the system parameters’ notations and their description: 
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Figure 11: List of Notations Used to Generate Scheme Parameters [3] 

In this step, key agreement algorithm (Algorithm 10) will be done between sender and 

receiver. Algorithm 10 helps to establish a shared key between the sender and receiver, 

which is essential for secure encryption of communication. 

Step 1 and step 2 in Algorithm 10 can be executed in parallel, while it is corrected 

from the one in [3] in the encryption/decryption model 2 in section 2.2.5 (Algorithm 

10). In the encryption/decryption model 2, all details related to key agreement are 

explained there. 

2. Message Encoding refers to Algorithm 11 in 2.2.5:  

Algorithm 11 transforms the plaintext message to the format suitable for ECC 

processing, which includes padding, converting to binary and XORing.  

Figure 12 is illustrating message encoding Algorithm 11: 
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Figure 12: Message Encoding Diagram for Algorithm 11 [3] 

Algorithm 11 corrects a mistake in step 2 in [3], while N is the number of characters 

in each block. Also, [3] misses a lot of explanations of Algorithm 11 as defining M 

(number of characters in original message), defining the equation used for N, and the 

equation used for B. Algorithm 11 in encryption/decryption model 2 includes more 

explanations for message encoding in [3]. 

3. Block Map for EC (Algorithm 12 in 2.2.5):  

Mapping points to EC is used to map the encoded blocks of the message to the points 

which lie on the elliptic curve. 
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This step is very important to obtain points on EC. More details are explained in 

encryption/decryption model 2, in step 4. 

4. Encrypting Mapped Points Using Shared Key (𝒌𝒔𝒉) (Algorithm 13 in 2.2.5) 

The purpose of Algorithm 13 in section 2.2.5 is to encrypt the mapped points by adding 

them with the Shared key 𝑘𝑠ℎ by using point addition equation (11). Each point is 

added to the shared key and that’s how the encrypted coordinates are generated.  

Algorithm 13 represents step 5 in the encryption/decryption model 2, where it is 

explained in details in the model. 

5. Signing the Encrypted Points and Message Validation by the Recipient  

A digital signature is a cryptographic technique, which allows one party to prove the 

authenticity and integrity of a message in a digital way. Digital signatures are used to 

ensure authenticity of the sender and integrity of the message during transit. In 

addition, they take away from the sender the ability to reject the delivery of the 

message (non-repudiation).  

Encrypted points signature b sender is represented in Algorithm 5 in Section 2.2.3 in 

step 6. Verifying the message by the receiver is represented in Algorithm 6 in Section 

2.2.3 in step 6. ECDSA is used in both Algorithm 5 and Algorithm 6 where more 

explanation is done in step 6 in Section 2.2.3.4. 

6. Decrypted points Algorithm 14 in Section 2.2.5 

Each encrypted point is subtracted from the shared group key by using equation  (7).  

This actually decrypts the points, putting them back to their original mapped positions 

on the curve. 

More explanation is done for Algorithm 14 in step 7 in Section 2.2.5. 
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7. Decoding Deciphered Points to Binary Values Algorithm 16 

The pseudo code for decoding deciphered points to binary values is represented in 

Algorithm 16: 

Algorithm 16: Decoding Mapped Points to Binary Values Algorithm [3] 

Decoding Deciphered Points to Binary Values Algorithm in [3] 

Input: Mapped points 

Output: Encoded block 

 

1. Recipient: obtain x_i value for the mapped point; 

2. Recipient: convert x_i to the binary value; 

3. Recipient: remove the padding 3 bits for each block; 

4. Recipient: XOR first block with IV; 

5. Recipient: 

    for each block, XOR it with previous block; 

6. Recipient: repeat step 4 for all blocks; 

7. Return Binary values; 

Algorithm 16 is a part of The pseudo code for decoding the mapped points to the 

decrypted message is represented in Algorithm 15: 15 in section 2.2.5. It is all 

explained in step 8 in section 2.2.5.  

Algorithm 16 transfers the mapped points, by using the x value of each point, and does 

the steps mentioned in the algorithm, to reach at the end the encoded blocks which 

contains binary numbers. 

8. Decoding Binary Values to Text Algorithm 17  

The pseudo code of decoding binary values to plaintext is represented in Algorithm 

17: 
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Algorithm 17: Binary to Characters by Using ASCII Table Algorithm [3] 

Decoding Binary Values to Text Algorithm in [3] 

Input: Binary values 

Output: The plain text message M 

 

1. Recipient: obtain the binary values; 

2. Recipient: 

    convert each 8 bits into its corresponding char; 

3. Recipient: repeat step 3 for all blocks; 

4. Recipient: for each N char aggregate to single blocks; 

5. Return The message M; 

Algorithm 17 is a part of Algorithm 15 in section 2.2.5. It is all explained in step 8 in 

section 2.2.5.  

Conclusion: 

SE-Enc is considered to be a good ECC scheme for security and efficiency. However, 

some deficiencies appeared by addressing some problems concerning this scheme. 

Starting with Problem 1 ( in Section 2.2.5 in step 1) which is the random IV, which is 

introduced to be used but it is constant IV, while this problem is solved in an updated 

version of SE-Enc [5], but without a clear explanation on the procedure for creating 

this random IV. Also several questions are asked about the 3 padded bits which end 

up with 2 problems, which are specifying whether 3 padding bits are enough for 

successfully mapping for all EC points (Problem 2 in Section 2.2.5), and if these 3 

padding bits have better performance (less compilation time) than 8 bits padding bits 

(Problem 3 in this section).   

2.3.2 Singh [6] and Sengupta [4] Systems 

Here Singh [6] and Sengupta [4] systems will be discussed, which are based on Elliptic 

Curve Cryptography (ECC) and offer improved security and performance. Even 

though these systems are intended for general purpose applications, we can adopt some 
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of their techniques to the IoT area in order to obtain an efficient and secure ECC 

implementations for IoT.  

Singh System [6]:  

The Singh system proposes an ECC scheme which is useful for the communication of 

images. The main aim of the Singh system is to encrypt and decrypt images using 

elliptic curve cryptography. The main objective is to map the points to elliptic curve 

formatted as (8) in a simple way. This is done by adding group of pixels representing 

x value and then compute y value which represented on elliptic curve. This approach 

is better so mapping process isn’t repeated for every pixel.  

Figure 13 shows the overall structure of Singh System: 

 
Figure 13: Overall Structure for Singh System [6] 

Detailed Steps Used in Singh: 

1. Pixel Grouping into a single integer 

Images are represented by pixels. Normally, to encrypt image, each pixel should be 

encrypted. This step is working on grouping pixels in a single integer so every group 

of pixels will be encrypted, instead of encrypting each pixel alone. The number of the 
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grouped pixels is depended on the prime field of the ECC. For instance, 512 bits ECC 

prime field groups up to 63 pixels together. To find the single integer which represents 

the group of pixels, a function from Mathematica is used called FromDigits [list of 

pixels, b], where list of pixels represents the pixels which will be grouped and b 

represents the base for pixels which is 256 (max range + 1). 1 or 2 is added to each 

pixel to avoid the error done by FromDigits function. The value for each pixel varies 

between 0 and 255 (both included), because of the addition of 1 or 2 to each byte, then 

the range may reach 257. Based on that, the base used in FromDigits is 258. 

2. Getting the group of pixels from the big integer 

This step will convert back the single big integer to list of pixels in range 0 and 255, 

both included. To achieve this goal, IntegerDigits function form Mathematica is used, 

while IntegerrDigits[big integer value, 256] provides a list of pixels ranges between 0 

and 255 (base -1), both included. IntegerDigits is the inverse fnction for FormDigits.  

3. Algorithm 18: Image Encryption 

The pseudo code of image encryption is represented in Algorithm 18: 

Algorithm 18: Image Encryption Algorithm [6] 

Image Encryption Algorithm in [6] 

Input: Image to be encrypted 

Output: Cipher image 

 

1. Get the pixel value of the image to be encrypted and randomly add 1 or 2 to each 

pixel.      Record the number of channels present in the image. 

2. Group the pixels and convert to single large integer value for each group. Number 

of pixel to be group using Mathematica is given by grp = Length[IntegerDigits[p, 

258]] - 1 

3. Pair up the result obtained from step 2 and store as 'Pm' which is the plain message 

input for the ECC system. 

4. Select a random 'k' and compute 'kG' and 'kPb' where 'Pb' is the public key of the 

receiver. 

5. Perform point addition of 'kPb' with each value of 'Pm' and store as 'Pc' which is 

the cipher text. 

6. Convert the cipher text list from step 5 to value ranging from 0 to 255. 
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7. Pad left with 0 to each list from step 6 which have less than grp + 1 number of 

elements, to make each list equal in length. 

8. Flatten the list from step 7, group them according to the number of image channels 

that we have recorded and partition them to the width of the plain image. 

9. Convert the values from step 8 into cipher image. 

 

Return cipher_image 

The steps in Algorithm 18 explains the encryption of the image used in Singh system, 

while a step is missed between step 2 and step 3, which is mapping each integer to its 

point on elliptic curve. 

Step 4 and step 5 in Algorithm 18 are described in section 2.2.4 in Algorithm 7. 

4. Digital Signature on Cipher Image 

Signing the message is related to ECDSA discussed in section 2.2.3 (Algorithm 5). 

5. Verifying the Signature 

Verifying the signature is related to ECDSA discussed in section 2.2.3 in Algorithm 6. 

6. Algorithm 19: Image Decryption: 

The pseudo code of image encryption is represented in Algorithm 19: 

Algorithm 19: Image Decryption Algorithm [6] 

Image Decryption Algorithm in [6] 

Input: Cipher image to be decrypted 

Output: Plain image 

 

1. Get the pixel value of the cipher image and group by grp + 1 number of pixels 

and form single big integer value for each group with base 256. Record the 

number of image channels of the cipher image. 

2. Pair up the value obtained from step 1. 

3. Perform point multiplication of 'kG' with 'nB' where 'nB' is the private key of 

the receiver. 

4. Perform point subtraction between values from step 2 with value from step 3. 

5. Get the value in the range of 0 to 255 from step 4 with base 258 and subtract 

random 2 from each value. 

6. Group the flatten value obtained in step 5 in terms of recorded number of 

image channels of the cipher image and partition them to the width of the cipher 

image. 

7. Convert the values from step 6 into plain image. 
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Return plain_image 

The steps in Algorithm 19 explain the image decryption which is done in Singh system. 

Conclusion for Singh System: 

In order to guarantee the integrity and validity of the received image, the Singh system 

presents the implementation technique for image encryption and decryption in addition 

to the insertion of a digital signature to the encrypted image. The process entails 

putting pixels in groups and describing how many groups of pixels are possible given 

the ECC parameters. They paired these grouped pixel values rather of translating them 

to Elliptic curve coordinates, which obviates the requirement for a reference mapping 

table both during encryption and decryption. The approach generates a cipher image 

with minimal correlation even in cases where the source image has uniform pixel 

values. They examine the methodology as well to highlight the algorithm's power. 

Sengupta System [4]: 

 ECC is utilized as a public-key cryptosystem for encryption and decryption. To 

encrypt a message, it is mapped to a distinct point on the elliptic curve using a mapping 

algorithm. While ECC arithmetic is computationally simpler than that of other 

cryptographic algorithms, converting simple messages to elliptic curve points remains 

a challenge. In Sengupta scheme, they examine various message mapping schemes in 

ECC, highlighting the flaws and vulnerabilities of each to cryptanalysis. They also 

outline the characteristics of an effective message mapping scheme in ECC. In the 

latter part of [4], they introduce a new mapping scheme that resists frequency analysis 

and other cryptanalytic attacks. 

Figure 14 shows the steps for Sengupta system: 
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Figure 14: Steps for Sengupta System [4] 

 

 

 

Steps for Sengupta scheme: 

1. Original Message:  

Original message is obtained by the sender and it should be represented as a text 

containing character/s. 

2. Mapping Points: 

This step is discussed in section 2.2.3 in Algorithm 3. 

3. Encrypt Points using ECC: 

This step is done exactly like the introduced section 2.2.4 in Algorithm 8. 

4. Send Pair of cipher points: 

This step discussed also in section 2.2.4 in Algorithm 8. 

5. Decrypt Points using ECC: 

This step is discussed in section 2.2.4 in Algorithm 9. 

6. Reversed Mapping: 

This step is discussed in section 2.2.3 in Algorithm 4. 
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7. Original Message:  

The decrypted message in step 6 should be equal to the original message in step 1.   

Conclusion: 

In [4], a new message mapping scheme for elliptic curve cryptosystems is proposed, 

accompanied by derived guidelines for an effective mapping scheme. The proposed 

scheme adheres to these guidelines, demonstrating its quality as a mapping scheme. 

Security analysis reveals that the new scheme prevents many attacks that previous 

schemes discussed in [4] were vulnerable to. Additionally, the proposed scheme is 

faster than those previously discussed schemes in [4]. Its main advantage is that no 

prior information needs to be shared for the mapping or reverse mapping process.  

2.3.3 Barman System [27] Description 

Introduction: 

The paper addresses security challenges in IoT, proposing a security framework 

combining ECC with DNA encoding. ECC is known for its efficiency and security, 

suitable for resource-constrained IoT devices. The paper details how DNA encoding 

can enhance ECC encryption to provide robust security for IoT environments. 

Security Challenges within IoT Systems: 

IoT systems face several security challenges due to their diverse applications and 

limited resources. These challenges include:  

- Physical security of devices. 

- Computational limitations preventing complex security algorithms. 

- The need for secure remote management. 

- Scalability issues with identifying and managing billions of devices. 

- Ensuring the longevity of cryptographic algorithms beyond the lifespan of 

IoT devices. 
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Solution for IoT Security: 

The paper discusses the necessity of encryption for IoT security, highlighting common 

algorithms such as RSA and ECC. It emphasizes the need for security at multiple 

layers and introduces the concept of DNA encoding to strengthen cryptographic 

methods. 

The steps for Barman system are shown in Algorithm 20: 

 

Algorithm 20: Plaintext Conversion to Encrypted DNA-Based ECC Ciphertext 

Algorithm in [27] 

Plaintext Conversion to Encrypted DNA-Based ECC Ciphertext Algorithm in 

[27]  

Inputs: 

    - P: Plaintext message 

    - D: Known DNA sequence 

    - k: Segment size for binary DNA 

sequence (k > 2) 

    - ECC_params: (a, b, p) // Elliptic 

curve parameters 

    - G: Base point on the elliptic curve 

    - P_B: Public key of the receiver 

    - n_B: Private key for receiver 

 

Steps: 

 

1. Plaintext Conversion to Binary: 

    a. Start with the plaintext message P. 

    b. Convert the plaintext P into its 

binary representation P'. 

 

2. DNA Sequence Conversion: 

    a. Select a known DNA sequence D. 

    b. Convert the DNA sequence D into 

its binary equivalent D' using a 

predefined conversion table: 

        - Adenine (A) = 00 

        - Thymine (T) = 01 

        - Guanine (G) = 10 

        - Cytosine (C) = 11 

4. Reconstruction and DNA 

Conversion: 

    a. Concatenate the modified 

segments to form a new binary 

sequence. 

    b. Convert this binary sequence 

back into a DNA sequence DN using 

the same binary-to-nucleotide table. 

 

5. Decimal Conversion: 

    a. Convert the newly formed DNA 

sequence DN into a decimal number 

N using a nucleotide-to-number 

conversion table: 

        - Adenine (A) = 10 

        - Thymine (T) = 20 

        - Guanine (G) = 30 

        - Cytosine (C) = 40 

 

6. Elliptic Curve Mapping: 

    a. Map the decimal number N to a 

point P_m on the elliptic curve using 

ECC_params. 

 

7. Elliptic Curve Encryption: 

    a. Randomly select a private key k. 
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3. Binary Segmentation and Insertion: 

    a. Segment the binary DNA 

sequence D' into smaller chunks, where 

each segment contains k bits. 

    b. Insert each bit of the binary 

plaintext P' into the beginning of each 

segment of D'. 

 

4. Reconstruction and DNA 

Conversion: 

    a. Concatenate the modified 

segments to form a new binary 

sequence. 

    b. Convert this binary sequence back 

into a DNA sequence DN using the 

same binary-to-nucleotide table. 

 

    b. Compute the encryption 

components: 

        i. k×G  // Multiply k with the 

base point G 

        ii. P_m + k×P_B  // Add the 

point P_m to the product of k and the 

receiver's public key P_B 

 

8. Transmission: 

    a. Transmit the ciphertext {k×G, 

P_m + k×P_B} to the receiver. 

 

Notes: 

    - Steps 6–8 correspond to the 

operations mentioned in Algorithm 3 

and Algorithm 8, including more 

detailed explanations. 

 

End Algorithm 

For Decryption: only this equation is mentioned: 𝑃𝑚 +  𝑘𝑃𝐵 . − 𝑛𝐵 (𝑘𝐺)  =  𝑃𝑚 +

 𝑘 (𝑛𝐵) 𝐺 −  𝑛𝐵  (𝑘𝐺)  =  𝑃𝑚, where 𝑛𝐵 is the private key of the receiver, but in [27] 

the decryption isn’t explained. And the equation is similar to the one in Algorithm 9. 

Based on that, the overall structure for the Barman System is represented in Figure 15: 

 
Figure 15: Barman System Overall Structure 
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DNA Encoded ECC for IoT Security: 

DNA cryptography uses the sequences of DNA bases (A, T, G, C) as information 

carriers. This method involves converting plaintext into DNA sequences and using 

these sequences for encryption. The combination of DNA cryptography with ECC 

leverages the strengths of both methods to create a highly secure system. 

Encoding Mechanism: 

1. DNA Cryptography Basics: DNA cryptography utilizes the biological properties of 

DNA sequences. The four nucleotides (A, T, G, C) are encoded into binary values 

(A=00, T=01, G=10, C=11). 

2. Insertion Method: The plaintext is first converted into binary. This binary sequence 

is inserted into the beginning of segments of a binary DNA sequence. The segments 

are then concatenated and converted back to nucleotide sequences. 

3. ECC Integration: The resulting DNA sequences are converted into decimal values, 

which are then mapped to points on an elliptic curve using Algorithm 3. These points 

represent the plaintext points (𝑃𝑚). 

4. Encryption (using Algorithm 8): Using ECC, the plaintext points are encrypted into 

ciphertext points using the ECC encryption formula: {𝑘 × 𝐺, 𝑃𝑚+𝑘 × 𝑃𝐵}, where k is 

a random number, G is the base point, and 𝑃𝐵is the public key of the receiver. 

5. Decryption (using Algorithm 9): The receiver deciphers the ciphertext points using 

ECC decryption, converting them back into numbers, and then decoding the DNA 

sequence to retrieve the original plaintext. 

Conclusion: 

The proposed DNA encoded ECC system provides a dual-layer security mechanism 

for IoT devices. It combines the efficiency of ECC with the complexity of DNA 

cryptography, making it secure against modern threats but having some deficiencies 
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while digital signature isn’t used and it’s exposed to CCA and CPA. The paper 

suggests further development and practical implementation to validate the proposed 

scheme. 

2.3.4 Experimental Settings and Results on ECC System Security and Efficiency 

[3] - [4] - [5] (Results are Taken from [3], [4] and [5]) 

Problems Statements and Goals of [3], [4], and [5] 

The listed and known experimental studies have been done to solve several problems 

towards secure and efficient implementation of ECC. The main problems statements 

and goals of the experimental studies are given below:  

1. Experiment 1: Analyze the encryption operation of ECC scheme while encrypting 

the message twice without using random IV, and twice with using random IV, 

which proves that the generated ciphertext is secured against possible 

cryptographic attacks, like CCA and CPA. 

2. Experiment 2: Evaluate the number of rounds needed for mapping number of 

numeric values to points on an elliptic curve, and include the successful rate of 

mapping the points in each round. This experiment is done on three standard 

elliptic curves which are secp192k1, secp224k1 and secp256k1 mentioned in 

Appendices D.1, D.2 and D.3 respectively. 

3. Experiment 3: Evaluate the performance of the encryption of Sengupta system [4], 

which computes the time needed for the encryption process, while its performance 

is compared to another scheme discussed in [4]. 

Results of three known experiments from [4], [3], and [5] are analyzed in the next parts 

1-3: 

1. Experimental Settings and Results of Experiment 1 [5]: 
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Objective: 

The objective of Experiment 1 is to involve encrypting (Algorithm 17 (updated in [5] 

to have random IV), Algorithm 12 and Algorithm 13) the same plaintext multiple times 

to observe the effects of using a random initial vector (IV) on the encryption output, 

where the output without using random IV for the same plaintext and EC parameters 

will be the same (the same encrypted message is always obtained when the same plain 

text is encrypted), while by using random IV, if the same plaintext is encrypted, then 

the encrypted message will be always different. The experiment is conducted in two 

parts: first, the same plaintext is encrypted twice without using a random initial vector, 

and this process is repeated twice to confirm consistency. Second, the same plaintext 

is encrypted twice using a random initial vector each time, and this process is also 

repeated twice to observe the variations introduced by the random IV. By comparing 

the outputs from both parts, we aim to ensure the security of the scheme (ciphertext) 

against Chosen Ciphertext Attacks (CCA) and Chosen Plaintext Attacks (CPA).  

Experimental Setup: 

Plaintext Input: The same sample of plaintext (only one sample plain text) is used in 

all runs in Experiment 1 for ensuring the consistency of input data and to examine the 

impact of encryption process on the same input by varying the parameters. The used 

plaintext is:  

"This is a test code of Java application and encryption system. It's not an actual system 

in real life."  

All the runs of the encryption process in Experiment 1 have the same ECC parameters 

(a, b and p) and the same base point G (while there exact values aren’t mentioned in 

[5], but probably the standard EC secp192k1 (in Appendix D) is used), while the first 
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2 runs doesn’t have IV, and the second 2 runs have random IV (different IV for each 

one because it is random).  

Encryption Process: The plaintext is encrypted to ciphertext by using the ECC 

encryption in model. The encryption process may vary depending on the random initial 

vector (IV) used in Figure 18 and Figure 19.  

Experiment 1 Results: 

Figure 16 and Figure 17 show the encrypted points of the same plaintext without using 

a random initial vector which are computed twice, the first encryption run is done in 

Figure 16 while the second run is done in Figure 17, while both give the same 

encrypted points as outputs, which is as expected because random IV isn’t used. 

Figure 18 and Figure 19 show the encrypted points of the same plaintext with using a 

random initial vector which are computed twice, the first encryption run is done in 

Figure 18 while the second run is done in Figure 19, while give different encrypted 

points as outputs, as expected and which is good so the same plaintext won’t have a 

unique output in this case. 
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Figure 16: Cipher Text Generated by the First Run of Encryption Function [5] 

Figure 16 shows the encrypted points of the plaintext used (mentioned in Figure 16) 

and this plaintext is represented in 5 EC points, while random IV isn’t used which 

means if running the encryption again for the same plaintext, it has to give the same 

encrypted points.  
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Figure 17: Cipher Text Generated by Second Run of the Encryption Function Using 

the Same Plaintext as in Figure 17 [5] 

Figure 17 shows the encrypted points of the plaintext used (mentioned in Figure 17 

and it’s the same plaintext in Figure 16) and this plaintext is represented in 5 EC points, 

while random IV isn’t used and the encrypted points are exactly the same as the ones 

in Figure 16. This is expected and proves that without using random IV, the encryption 

of the same plaintext will lead to the same encrypted points.  
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Figure 18: Cipher Text Generated by the First Encryption Function Using XOR with 

random IV [5] 

Figure 18 shows the encrypted points of the plaintext used (mentioned in Figure 18) 

and this plaintext is represented in 5 EC points, while random IV is used and the 

encrypted points are different than the ones in Figure 16 and Figure 17. This is 

expected because of the using of random IV, but also it’s not enough because a new 

variable is used this time so it’s normal to get different encrypted points compared to 

the ones in Figure 16 and Figure 17, so the expectation to have different encrypted 

points while running the encryption again using random IV. 
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Figure 19: Cipher Text Generated by Second Run of the Encryption Function with 

XOR random IV Using the Same Plaintext in Figure 18 [5] 

Figure 19 shows the encrypted points of the plaintext used (mentioned in Figure 19) 

and this plaintext is represented in 5 EC points as encrypted points after applying 

encoding, mapping and ECC encryption in Algorithm 11, Algorithm 12, and 

Algorithm 13, respectively, while random IV is used and the encrypted points are 

different than the ones in Figure 18 as expected. This proves that using random IV 

leads to different encrypted point for the same plaintext in every run of encryption. . 

Random IV changes which prevents the opponents from using techniques such as CPA 

or CCA to expose or guess the secret key. As a result, this scheme is more secure 

against advanced attacks. 
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Conclusion of Experiment 1 Results: 

Experiment 1 supports the concept of non-deterministic encryption methods in ECC 

to prevent the vulnerabilities of predictable ciphertext generation. It ensures the 

variation in the encryption parameters, such as random IVs, strengthens the security. 

The results in Figure 16, Figure 17, Figure 18, and Figure 19 proves role of random 

IV in blocking such attacks like CCA and CPA, and correlate with the concepts 

discussed in the referenced paper [5] and emphasize the requirement of ECC in making 

the cryptographic systems efficient and secure for IoT. These results are acquired from 

SE-Enc [5] but not implemented in [3] and are very secure. 

2. Experimental Settings and Results of Experiment 2 [3] 

Objective: 

 Evaluate the successful mapping rate, which mean the number of mapped points over 

the number of x values (number of needed points to be mapped) 

(
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑀𝑎𝑝𝑝𝑒𝑑 𝑃𝑜𝑖𝑛𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑥 𝑣𝑎𝑙𝑢𝑒𝑠 𝑁𝑒𝑒𝑑𝑒𝑑 𝑡𝑜 𝑏𝑒 𝑀𝐴𝑝𝑝𝑒𝑑
), for each iteration in Algorithm 12 and 

number of iterations needed to map all points that are generated to the standard EC 

curves: secp192k1, secp224k1 and secp256k1 curves where ECC parameters are 

introduced in Appendix D in Figure 73, Figure 74 and Figure 75,  respectively.  

Methodology:  

1. Elliptic Curve: The curves aimed are secp192k1, secp224k1 and secp256k1, 

discussed in A6.  

2. Process: Make several trials to map a random set of several numeric values (x 

values) into the elliptic curve. The process includes the increase (increment by 1 in 

each round) of numerical values until the mapping is finally successful (Algorithm 

12).  
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3. Metrics: Number of mapped points as well as the cumulative percentage of points 

mapped successfully out of the total number of points mapped in each round is 

documented.  

Setup:  

1. Number of Trials: One thousand numbers were chosen at random, which represents 

choosing any 1000 random numbers by Algorithm 12 for 1000 different x- coordinate 

values. 

2. Random Numbers Size: 192-bit values of the curve secp192k1, 224-bit values for 

the curve secp224k1, and 256-bit values of the curve secp256k1. 

Experiment 2 Results:  

Figure 20, Figure 21 and Figure 22 illustrate the results from trials that measured the 

percentage of mapped points followed by each round, the number of mapped points in 

each rounds and the number of rounds needed to achieve a complete mapping of points 

to the curves secp192k1, secp224k1 and secp256k1 (Appendix D), respectively: 

 
Figure 20: Number of Rounds Needed to Map Points to Secp192k1 Curve (in 

Appendix D) with Percentage of Mapping Points [3] 

The bars in Figure 20 represents the number of mapped point in each round, while the 

curve represents the percentage of mapped points after each round. 
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Figure 20 shows 8 rounds in total to complete the mapping of points to EC with more 

than 50% of successful mapping points in the first round, and finishes at 100% 

successful mapping points at round 8. The result is good, because padding 3 bits to the 

right in Algorithm 17, means at most 8 rounds are allowed, which means this result is 

good. 

 
Figure 21: Number of Rounds Needed to Map Points to Secp224k1 (Appendix D) 

Curve with Percentage of Mapping Points [3] 

The bars in Figure 21 represents the number of mapped point in each round, while the 

curve represents the percentage of mapped points after each round. 

Figure 21 shows mainly similar results to Figure 20, where it needs 8 rounds in total 

to complete the mapping of points to EC with more than 50% of successful mapping 

points in the first round, and finishes at 100% successful mapping points at round 8. 

The result is good, because padding 3 bits to the right in Algorithm 11, means at most 

8 rounds are allowed, which means this result is good. 
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Figure 22: Number of Rounds Needed to Map Points to Secp256k1 Curve (Appendix 

D) with Percentage of Mapping Points [3] 

The bars in Figure 22 represents the number of mapped point in each round, while the 

curve represents the percentage of mapped points after each round. 

Figure 22 shows mainly similar results to Figure 20 and Figure 21, where it needs 8 

rounds in total to complete the mapping of points to EC with more than 50% of 

successful mapping points in the first round, and finishes at 100% successful mapping 

points at round 8. The result is good, because padding 3 bits to the right in Algorithm 

11, means at most 8 rounds are allowed, which means this result is good. 

Conclusion of Experiment 2:  

Experiment 2 shows that 8 rounds are enough to map all points to EC for all curves 

secp192k1, secp224k1 and secp256k1 in Figure 20, Figure 21 and Figure 22, which 

means 3 padding bits in Algorithm 11 are accepted based on the results, but that 

doesn’t guarantee that 3 padding bits are enough because some other random numbers 

may lead to more rounds than 8, and the maximum number of rounds that allowed by 

the 3 padded bits is 8 rounds. 
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3. Experimental Settings and Results of Experiment 3 [4] 

Experimental Settings:  

For Experiment 3, a machine with Intel XeonE5645@2.40 GHz (6core, each core 

hyper threaded) and 16-GB RAM is used. The compiler is gcc version 4.4.7 (The 

machine is given because compilation time may have slight differences from 1 

machine to another). Experiment 3 is measuring the time taken for the encryption 

process by Algorithm 3 and Algorithm 8, used in encryption/decryption model 1, to 

be done by the compiler for different size of messages, which are: 1 KB, 10 KB, 100 

KB, 1 MB, and 10 MB.  

In Experiment 3, two schemes are compared based on their performance (time), while 

the first scheme is the proposed scheme in [4], and the other one is a scheme [26] 

discussed in [4]. 

Experimental Result: 

Figure 23 shows a comparison of time needed for encryption process to be compiled 

between Sengupta [4] and V [26] scheme discussed in [4] with respect to different 

sizes of message: 

 
Figure 23: Encryption Performance Comparison Between Two Schemes [26] [4] 

mailto:XeonE5645@2.40
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Figure 23 shows the time needed to encrypt a message (Algorithm 3 and Algorithm 8) 

for different size of messages of 2 schemes which are [4] and [26], where 1 KB 

message size and 10 KB take less than 1 second for both schemes [4] and [26].The 

significant different starts to appear at size 1 MB of the message, where [4] takes 

around 3 seconds to encrypt the message, while [26] takes around 40 seconds to run 

it. When substantial data is taken into account, the time required to encrypt using the 

[4] algorithms is significantly less than the time required by scheme V. A 10-MB 

message can be encrypted in 370 seconds using scheme V [26], whereas it only takes 

27 seconds to encrypt the same data using scheme [4]. This significant difference can 

be attributed to [4]'s algorithms, which (Algorithm 3) consider M characters when 

mapping, which is for sure preferable than mapping each character separately. 

Conclusion of Experiment 3:  

Experiment 3 shows the good performance of [4] and the comparison with V (existing 

scheme mentioned in [4]), shows a big difference for 10-MB data. For article [3], also 

mapping of group of characters is discussed in Algorithm 12, sharing the same formula 

with [4], so do [3] has a similar performance to [4]? Problem 4 is introduced here, 

where checking the performance for the encryption for any scheme is a major thing to 

prove the good efficiency, so the running time for encryption should be similar to [4] 

which is considered to have good efficiency. 

2.3.5 Summary of Review 

SE-Enc provides a higher level of security compared to the schemes proposed by 

Sengupta [4] and Barman, making it the preferred choice for this study. One of the key 

security features of SE-Enc is the use of an IV. Even with a constant IV, SE-Enc [3] 

ensures robust protection against various attacks, and it discusses the implementation 

of random IVs, further strengthening its security mechanisms. In contrast, Sengupta's 
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scheme, while providing foundational cryptographic concepts, lacks the advanced 

security features of SE-Enc, particularly the robust IV mechanism. Barman's scheme 

[27] is designed for IoT security, which aligns with the goals of SE-Enc. However, 

SE-Enc offers a more comprehensive approach by incorporating IVs, enhancing the 

overall security of the encryption process. 

Moreover, SE-Enc utilizes ECDSA, adding an additional layer of security through 

digital signatures, which is not present in Sengupta's and Barman's schemes. While 

Barman's article addresses IoT security and is suitable for such applications, it does 

not use IV or any similar idea to enhance the security. The superior security features 

of SE-Enc, including the use of IVs and ECDSA, make it the preferred choice for 

conducting this study, as it offers a more secure and resilient encryption process 

compared to Sengupta's and Barman's schemes. 

2.4 Thesis Problem Definition 

The present thesis aims to design, implement, and test a secure and efficient ECC 

scheme for IoT following [3], with necessary modifications to address the following 

problems: 

1. Block CPA and CCA: Implement an ECC scheme that uses a random IV and 

trusted public keys. Adding a random IV, which is missing in [3], will help block 

CPA and CCA. Trusted public keys will be used to block Man-in-the-Middle 

(MITM) attacks (Problem 1 in 2.2.5). 

2. Determine Required Padding Bits: Compute the number of rounds needed for 

mapping points to ECC to determine the appropriate number of padding bits 

required for efficient mapping (Problem 2 in 2.2.5). 
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3. Evaluate Padding Bits Performance: Evaluate the performance (time) of using 

3 to 8 padding bits and decide whether using 3 bits is more efficient than 8 bits or 

not (Problem 3 in 2.3.1). 

4. Assess Encryption Time: Evaluate the encryption time and compare it to the one 

in [4] (Problem 4 in 2.3.3). 
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Chapter 3 

DEVELOPMENT OF EFFICIENT AND SECURE ECC 

SCHEME FROM [3] 

An efficient and secured ECC scheme for IoT structure can be developed by 

combining the design, implementation and testing of the scheme. The design (section 

3.1) of the ECC scheme involves the architecture of the network model and the 

optimized ECC algorithms. The implementation and testing in section 3.2 refer to the 

development and integration of the optimized ECC algorithms into a working system 

optimized for IoT. The testing also discussed in section 3.2 which evaluates the scheme 

developed to ensure that the algorithms are effectively encrypting and decrypting the 

message. This combined development of ECC scheme ensures the security and 

efficiency of the scheme. 

3.1 Design of Secure and Efficient ECC Scheme from [3] 

The overall design of the efficient and secure ECC scheme is discussed in section 3.1.1. 

The design phase of the efficient and secure ECC scheme for IoT will be done with 

much attentions to the parameters considered in section 3.1.2. In section 3.1.3 the key 

agreement subpart design is established. In section 3.1.4, encryption process design is 

discussed with its steps. In section 3.1.5, decryption process design is discussed with 

its steps. Finally, the discussion in section 3.1.6 involves summary of the design of all 

the subparts of the ECC scheme.  
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3.1.1 General Design of ECC Scheme 

The design for an efficient and secure ECC scheme can be segmented into the four key 

subparts shown in this Figure 24: initialization of parameters, wherein the necessary 

elliptic curve parameters are set up; key agreement, in which communicating parties 

agree on the same key with the help of their private and public keys; and the shared 

secret key would act as the key to secure communication. This is then followed by a 

procedure for encryption, where the sender encrypts the message using the shared key. 

Lastly, a decryption procedure at the end will enable the receiver to decrypt the 

message using their private key and the shared key. Again, this well-structured 

approach makes it very suitable for all applications, including the resource-constrained 

environments like IoT, due to the attainment of security together with efficiency. 

The algorithms used for this design are based on encryption/decryption model 2 in 

section 2.2.5, while the only major is in Key agreement represented in Algorithm 26. 

Figure 24 shows the design of overall subparts (3.12 - 3.15), where each subpart will 

be explained in details in its section, of the ECC scheme: 

 
Figure 24: ECC Scheme Overall Design 
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3.1.2 Initializing Parameters in the Designed System 

System Parameters:  

The system parameters determine the configuration of the cryptographic operations 

within the ECC. These include:  

• Prime Number (p): A prime large number that defines the field ECC operations work 

over. The size of the hash (like 192-bit for strong security) is the factor that governs 

the security level provided by the scheme. 

• Elliptic Curve Coefficients (a, b): The coefficients which characterize the particular 

elliptic curve employed in cryptographic procedures. This equation 𝑦2 𝑚𝑜𝑑 𝑝 =  𝑥3  +

 𝑎𝑥 +  𝑏 𝑚𝑜𝑑 𝑝 depends on these coefficients to characterize the curve. 

• Base Point (G): A base point of elliptic curve that serves as a point of reference for 

the generation of public and private key pairs. The ECC scheme security and efficiency 

characteristics depend upon the selection of appropriate base point. 

Cryptographic Keys:  

The scheme's security is largely contingent on the generation, distribution, and 

management of cryptographic keys. The scheme's security is largely contingent on the 

generation, distribution, and management of cryptographic keys:  

• Private Keys (𝑑𝑠, 𝑑𝑟): Private keys with sender side and receiver, used for signature 

creation and decryption of incoming messages. 

• Public Keys (𝑃𝑈𝑠, 𝑃𝑈𝑟): Obtained from the same private keys and the base point, 

these ones are made public and are critical for encryption and signature verification. 

• Static public keys (PUs_signed, PUr_signed):  This is static public key that has been 

certified and digitally signed by the CA. The certification ensures that the public key 

is legitimate and can be trusted by the Sender and respective private key is the private 
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key corresponds to the PUs_signed/PUr_signed. Respective private key is used to sign 

session-specific public keys during each communication session. 

Hash Function and Random Data: 

• Hash Function: Used in signing the message for maintaining the integrity of the 

message. 

• Initialization Vector (IV): A random vector used to guarantee that the same plaintext 

will produce different cipher texts in various encryption runs. 

• Cipher Text (𝐶𝑚): The encryption of the plaintext message, which will be the result 

of secure transmission over the network. 

• Signed Messages: Digitally signed using private keys that assure the correctness and 

integrity of the messages. 

All these parameters and components are essential for the safe and effective 

functioning of the suggested ECC scheme. The careful selection and controlling are 

the central part of system design that both security and functionality of the whole 

communications network depends on. Subsequent sections will also cover the 

architecture that makes use of these parameters and the detailed methodology for 

building the scheme. 

Table 1 shows the parameter notations and description taken from [3] with simple 

modifications:  
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Table 1: Notation Used in the Scheme [3] 

Notation Description 

𝑑𝑠 Sender private key which is random number between 

2 and p-1, both included 

𝑑𝑟 Receiver private key which is random number 

between 2 and p-1, both included 

G EC base point 

𝑃𝑈𝑠 Sender public key = ds * G 

𝑃𝑈𝑟 Receiver public key = dr * G 

p Large prime number 

a, b EC coefficients, such that 4a^3 + 27b^2 mod p ≠ 0 

𝑦2 𝑚𝑜𝑑 𝑝
=  𝑥3  +  𝑎𝑥 
+  𝑏 𝑚𝑜𝑑 𝑝 

EC map points equation 

HASH Signing message Cm hash function 

𝑘𝑠ℎ Shared group key 

IV Random initial vector ((size of p) – 8 bits) 

k Random integer chosen from [2, p - 1] 

𝐶𝑚 Cipher text (all encrypted points) 

M Message sent (Plain text) 

+ Addition operation used in ECC to encrypt mapped 

points with 𝑘𝑠ℎ using (11) 

IVS A variable calculated by IV XOR 𝑥𝑘𝑠ℎ, used for 

sending IV securely 

CA_pub Public key for Certificate Authority (CA) 

PUs_signed Sender’s static public key 

PUr_signed Receiver’s static public key 

ECC parameters (a, b and p) and base point G are global variables so no need to include 

them in the input of algorithms. 

3.1.3 Key Agreement Design 

The key agreement phase in an ECC-based system allows two parties (the sender and 

receiver) to securely establish a shared secret key. This phase leverages the properties 

of elliptic curves to ensure that the shared key is derived securely without exposing the 

private keys of the parties involved. Also, a random IV is generated here and shared 

between the two parties. This step is modified and not mentioned in [3]. 

Figure 25 illustrates the key agreement process between the sender and the receiver: 
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Figure 25: Key Agreement Subpart 

Algorithm 21: Key Agreement (Modification of Algorithm 10 in 2.2.5) 

The pseudo code for Key Agreement is represented in Algorithm 21: 

Algorithm 21: Thesis's ECC Scheme Key Agreement Algorithm 

Key Agreement Algorithm  

Inputs: 

- PUs: Sender's Public Key 

- ds: Sender's Private Key 

- PUr: Recipient's Public Key 

- dr: Recipient's Private Key 

- G: Curve Generator Point 

- ECC parameters: (a, b, p) 

- PUs_signed: Sender’s static public 

key signed by a trusted third party 

(Certificate Authority) 

- PUr_signed: Recipient’s static 

public key signed by a trusted third 

party (Certificate Authority) 

- CA_public_key: Public key of the 

Certificate Authority used to verify 

PUs_signed and PUr_signed 

Note: The CA-signed public keys 

PUs_signed and PUr_signed must be 

trusted and verified against the CA's 

public key before the exchange and 

verification phase. 

Algorithm: 

//Explanation: 

/*The Signing Message function 

takes the public key (either PUs or 

PUr), the respective private key 

(either ds or dr), the curve generator 

point G, and ECC parameters (a, b, 

p) as inputs, and produces a 

signature (r, s). This signature 

ensures the authenticity and integrity 

of the public key being exchanged */ 

3. Verification Phase: 

   a. The Sender verifies the received 

PUr and its signature (r, s) using the 

Verifying Message function: 

      - Verifying Message(PUr, (r, s), 

PUr_signed, G, a, b, p) using 

ECDSA in Algorithm 6 

   b. The Recipient verifies the 

received PUs and its signature (r, s) 

using the Verifying Message 

function: 



106 
 

1. Certificate Validation: a. Sender 

and Recipient: - Each party uses the 

Verify CA Signature function to 

validate PUs_signed and PUr_signed 

against the CA_public_key:  

- Verifying Message(PUs_signed, (r, 

s), CA_public_key, G, a, b, p) using 

ECDSA in Algorithm 6 /* (r, s) is the 

signature when CA already signed 

public keys for sender and receiver */ 

- Verifying Message(PUr_signed, (r, 

s),  CA_public_key, G, a, b, p) using 

ECDSA in Algorithm 6 

//Explanation:  

/* The Verify CA Signature function 

takes a signed public key (either 

PUs_signed or PUr_signed), the 

CA_public_key, the curve generator 

point G, and the ECC parameters (a, 

b, p). It verifies that the public key 

was signed by the CA and has not 

been tampered with. Successful 

validation confirms that the public 

key is authentic */ 

2. Public Key Exchange (No CA 

Involvement in Each Session): 

   a. The Sender signs the public key 

PUs using the Signing Message 

function: 

      - Signing Message(PUs, ds, G, a, 

b, p) using ECDSA in Algorithm 5 

   b. The Recipient signs the public 

key PUr using the Signing Message 

function: 

      - Signing Message(PUr, dr, G, a, 

b, p) using ECDSA in Algorithm 5 

   c. The Sender and Recipient then 

exchange PUs, PUr, and their 

corresponding signatures (r, s) from 

the above step. 

      - Verifying Message(PUs, (r, s), 

PUs_signed, G, a, b, p) using 

ECDSA in Algorithm 6 

//Explanation: 

/*The Verifying Message function 

takes the received public key (either 

PUr or PUs), the received signature 

(r, s), the signed public key 

PUs_signed or PUr_signed 

(previously validated against the 

CA's public key), the curve 

generator point G, and the ECC 

parameters (a, b, p) to validate the 

authenticity of the received public 

key. This ensures that the public 

keys were indeed signed by the 

sender's private key and verified 

using the corresponding signed 

public key */ 

 

4. Scalar Multiplication (Parallel 

Execution): 

   a. The Sender computes K_s = ds 

* PUr and sends the result to the 

Recipient. 

   b. The Recipient computes K_r = 

dr * PUs. 

 

5. Shared Key Calculation (by 

Recipient): 

   a. If K_s == K_r: 

        i. The shared key ksh is set to 

K_s. 

   b. Else: 

        i. Output "Key exchange failed" 

and terminate. 

6. Initialization Vector (IV) Sharing: 

   a. The Sender generates a random 

IV. 

   b. The Sender computes IVS = IV 

XOR ksh.x. 

   c. The Sender sends IVS to the 

Recipient. 

   d. The Recipient computes IV = 

IVS XOR ksh.x. 

 

End Algorithm 
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This pseudo code is used to ensure secure shared secret key derivation between the 

sender and receiver without sharing their private keys directly, and using elliptical 

curves for secure key exchange. These are all done in 2.2.5 except steps related to IV. 

Here the trusted public keys are used by using certificate authority (CA), which is a 

trusted third party. The public key and private key for CA are generated by CA, and 

used for signing and verifying the public key for both sender and receiver as shown in 

Algorithm 21.  Signing and verifying are done using ECDSA in Algorithms 5 and 6, 

respectively. Now using trusted public keys will lead to block MITM attack as proved 

in 3.3. 

3.1.4 Encryption Process Design 

The encryption process which is carried out in the ECC-based secure communication 

scheme entail, the transformation of plaintext to cipher mapped points in the coming 

steps shown in Figure 26. This process provides security in that the data becomes 

unknown for unwanted parties. Figure 26 shows the encryption process consists of 

encoding the plaintext, conversion of the numerical value to elliptic curve, encryption 

of the mapped points and the signing of the message. Figure 26 illustrates the steps for 

encryption process: 



108 
 

 
Figure 26: Encryption Process Subpart [3] 

Figure 26 shows the encryption process subpart in details and steps, while in [3] it is 

introduced as steps in Figure 10, but here a subpart is taken to show the exact steps 

that are used for encryption process. 

Section 3.1.3 will cover 4 steps. Starting with encoding plaintext to numerical values 

which will be discussed in part 1. Then, mapping the numerical value to EC will be 

discussed in part 2. Moving to encrypt the mapped points which will be discussed in 

part 3. Finally, sign the message will be discussed in part 4. 
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1. Encoding Plaintext to Numerical Value: 

This step includes 2 main parts which represented in Algorithm 22 (which is a 

modification of Algorithm 11 in 2.2.5): 

Algorithm 22: Encoding Plaintext to Numerical Values in Thesis’s ECC Scheme 

Algorithm 

Encoding the Message to Numerical Values Algorithm  

// Input: Plaintext M, large prime number p, Random Initial Vector IV 

// Output: Encoded message 

 

begin 

  // Step 1: Determine Block Size and Divide Message 

  1. Determine the block size N based on p, N = ⌊(number of bits(p) −  8) / 8. ⌋  
  2. Calculate the number of blocks B needed for plaintext M, B = ⌈number of 

characters (M) / N⌉. 
  3. Divide M into B blocks of size N (last block size can be less than or equal to N). 

  4. For each block, encode the characters into ASCII values. 

  5. Combine the ASCII values to form the blocks B. // set of B now is obtained 

  6. For each block Bi in B do 

    6.1. Bi' = Bi XOR IV 

    6.2. IV = Bi' 

  end for 

 

  // Step 7 and 8: Pad and Return Encoded Message 

  7. Pad 5 bits of zeros to the right and 3 bits to the left of each XORed block. 

  8. Return Encoded message. 

End 

Algorithm 22 is different than Algorithm 11 which use in its step 8 three padding bits, 

while here step 8 in Algorithm 25, five padding bits are used.  

1.1. Converting plaintext to Encoded blocks 

Converting plaintext to Encoded blocks is a base element in plaintext preparation for 

encryption in the ECC structure, making it to be transformed into a set of blocks. This 

step is crucial to make sure that the encryption stage works on small and secure data 

segments, compliant with the field size of the elliptic curve.  

5 padding bits are used here on the right (Least Significant Bit). 
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1.2. Securing blocks against encryption attacks using IV 

Block security is enhanced in algorithm 16 by securing blocks for resistance against 

encryption attacks such as Chosen Plaintext Attack and Chosen Ciphertext Attack 

employing Cipher Block Chaining (CBC) [3], which is an encryption mode where each 

plaintext block is XORed with the previous ciphertext block before being encrypted. 

This ensures that identical plaintext blocks produce different ciphertexts, enhancing 

security. The algorithm processes each block of the message with an XOR operation 

with an Initial Vector (IV). This stage is very important for preventing the possible 

attacks on encryption that are aimed at predictability and patterns inside the blocks. 

 

The CBC and IV are used in the process of securing blocks in order to prevent identical 

blocks of plaintext from producing identical ciphertext blocks, a common weakness in 

simpler encryption methods. This approach introduces complexity to the would-be 

attackers in analyzing patterns in the encrypted data which strengthens the 

communication channel against highly sophisticated encryption attacks. 

The use of the XOR operation in CBC mode is especially powerful because it 

introduces a measure of randomness and dependence on the previous block’s 

encryption, making it practically impossible for an attacker to crack the encryption 

without the proper key. The scheme by using the consistent changing of the Initial 

Vector IV after each block is processed guarantees that the encryption of each block 

is unique. Therefore, even if the same plaintext is encrypted multiple times a strong 

level of security is provided. 
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2. Mapping the Numerical Value to Elliptic Curve (similar to Algorithm 12 in 

2.2.5) 

When the secured blocks are ready, Algorithm 12 is activated to carry out the mapping 

of these blocks onto the elliptic curve, a fundamental step in ECC encryption of 

information. This procedure converts the numbers obtained from the secure blocks into 

points on the elliptic curve using the curve (8). 

This step is done to find the point on elliptic curve by using x coordinate and if this 

point doesn’t exist, then x will be incremented by 1 and the search for the point starts 

again till finding the point on EC. 

In ECC this mapping process is essential since the encryption and decryption 

operations are mathematical operations on these points. Highly efficient data mapping 

to elliptic curve points not only ensures the security of the encryption process but also 

its efficiency, which is especially important when dealing with the limited resources 

and high-performance requirements of IoT. 

3. Encrypt the Mapped Points (refer to Algorithm 13 in 2.2.5) 

In this scheme, Algorithm 13 is very important, as it deals with the encryption of 

mapped points using the Elliptic Curve Cryptography (ECC), making sure the integrity 

of the data as it is transmitted over the network. This is an essential step in turning the 

readable data into a safe format that can only be read by authorized parties with the 

appropriate shared key. 

Algorithm 27 not only guarantees data confidentiality but also embeds into the 

framework of ECC, taking advantages of strengths of ECC providing effective security 

features. The encrypted points can be securely sent via public or insecure networks 

without exposing the original data, protecting the data from eavesdropping [28], which 
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is the unauthorized interception and listening to private communications or data 

transmissions between parties. It is a common security threat where an attacker gains 

access to the information being transmitted without the knowledge or consent of the 

participants. 

4. Sign the Message 

Process of Signing the Message (by Algorithm 5 in 2.2.3). 

Algorithm 5 deals with the sign of the message using elliptic curve cryptography that 

is essential in ensuring the integrity and authenticity of the message’s transmission. 

Here, 𝑟 = 𝑘 × 𝐺. 

More information is discussed in 2.2.3. 

3.1.5 Decryption Process Design 

While the encryption process in the ECC-based secure communication scheme are 

used to convert a message into cipher mapped points, the decryption process is 

designed to reverse encryption process and convert the cipher mapped points back to 

plaintext. This process also helps to ensure that the data and its content can be 

understood or read by the target recipient the check for the message integrity and 

authenticity. The detailed decryption process is also presented in the form of the 

diagram in Figure 27 that consist several steps including Verify the message, Decrypt 

the cipher mapped points, decode hex value, and Hex values to plaintext.  

Figure 27 illustrates the decryption process: 
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Figure 27: Decryption Process Subpart [3] 

Figure 27 shows the decryption process subpart, related to Figure 10, while Figure 10 

discusses the steps for the whole scheme [3], without showing the exact steps for 

decryption, so Figure 27 shows the steps needed for the decryption process. 

Section 3.1.4 covers 4 steps. Starting with verifying the message which will be 

discussed in part 1. Then, decrypt the cipher mapped points will be discussed in part 

2. Moving to decode to hex values which will be discussed in part 3. Finally, convert 

the hex values to plaintext will be discussed in part 4. 
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1. Verifying the Message 

Recipient Verification of a Signed Message (by Algorithm 6 in 2.2.3). 

The receiver of the message can check the signature (r, s) with the sender’s public key. 

This process entails a number of steps to see to it that the signature matches the hash 

of the message when the message is processed with the public key and therefore, it 

proves that the message was not altered and it comes from the sender as claimed. Here 

it should be proved that r = 𝑥1, while (𝑥1, 𝑦1) =  𝑢1 × 𝐺 +   𝑢2 × 𝑃𝑈. 

The signing process is an essential part of the security process in any ECC based 

system as it enables a way to authenticate the messages and also to ensure that they 

have not been altered. It should be noted that the said characteristics are of utmost 

importance when security and trust are the primary concerns, especially in areas of 

applications like IoT where devices usually inter-communicate through insecure 

networks. 

More information is provided in section 2.2.3. 

2. Decrypt the Cipher Mapped Points 

Decrypting Cipher Mapped Points by Algorithm 14 in section 2.2.5. 

Algorithm 14 ensures decrypting the mapped points, which is an important step here 

in order to proceed with the remaining steps. Algorithm 14 uses 𝑘𝑠ℎ for decryption 

which is known only by the 2 parties, which means the encrypted mapped points can 

only be decrypted by the receiver. 

3. Decode to Hexadecimal Values 

Algorithm 23: Decoding Decrypted Points to Hexadecimal Values 

The pseudo code of decoding decrypted points to hexadecimal values is represented in 

Algorithm 23: 
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Algorithm 23: Decoding Decrypted Points to Hexadecimal Values 

Decoding Decrypted Points to Hexadecimal Values Algorithm 

Input: Mapped points, random IV 

Output: Decoded block 

 

1. Recipient: obtain xi value for the mapped point; 

2. Recipient: convert xi to the binary value; 

3. Recipient: remove the padding 5 bits for each block; 

4. Recipient: XOR first block with IV; 

5. Recipient: 

      for each block, XOR it with the previous block; 

6. Recipient: repeat step 4 for all blocks; 

7. Hex values <- convert the results to hex; 

8. Return Decoded Blocks 

 

Algorithm 23 processes the part of the decoded points and converts them into hex 

values, while XORing by IV is also used as well. Algorithm 23 is necessary for 

transformation of elliptic curve coordinates into hex values that can be converted to 

characters. 

4. Convert Hex Values to Plaintext 

Algorithm 24: Converting Hexadecimal Values to Plain Text 

The pseudo code of Algorithm 24 is shown below: 

Algorithm 24: Converting Hexadecimal Values to Plaintext Algorithm 

Converting Hexadecimal Values to Plain Text Algorithm 

Input: Hex values 

Output: Plaintext message M 

 

1. Get the hex values 

2. for 𝑖 from 0 to number_of_hex_values - 1 do 

3.     Convert each hex value to its corresponding 4-bit binary string 

4.     Combine binary strings to form the full binary representation 

5.     Convert each set of 8 bits to its corresponding ASCII character 

6.     Aggregate to form the message M 

7. end for 

Return M 
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Algorithm 24 is apparently necessary for the representation of hex values to readable 

plaintext format that comes after their decryption and decoding in previous steps. 

Algorithm 24 is the last phase of secure communication with ECC during which 

encrypted data travels safely, gets decrypted and converted to its original state, thereby 

guaranteeing that the information remains confidential and intact. The performance of 

this algorithm, more specifically its ability to convert binary data back into plain text 

accurately and fast play a crucial role in the function and security of the 

communication system. 

3.1.6 Design Phase Summary 

The design phase of this thesis has carefully defined the subparts of an ECC-based 

secure communication scheme designed for IoT environments. This stage has provided 

a strong base for the deployment of a system, which focuses on both security and 

efficiency. 

The full design for the secure and efficient ECC scheme is shown in Figure 28: 
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Figure 28: Connected Subparts Design for Secure and Efficient ECC Scheme [3] 

Figure 28 connects all the subparts with their major steps, to show a summary for this 

thesis’s scheme design.  

The design of the secure and efficient ECC scheme can be explained by breaking down 

its four main parts and explaining how they are linked together. These parts are: 

Parameters of the designed ECC Scheme, Key Agreement, Encryption Process, and 

Decryption Process. 
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Linking the Parts:  

The flowchart effectively illustrates how these parts are linked: 

1. The Parameters of the Designed ECC Scheme includes all the basic details 

which are used for all other functionalities. 

2. These parameters are utilized in the Key Agreement phase to achieve a safe 

and sound sharing of a symmetric key. 

3. In the Encryption Process, the shared secret key is then applied to change 

the plaintext to the ciphertext (encoding and mapping are done before 

encryption), and the same is for the Decryption Process to provide secure 

transference of information. 

4. The Decryption Process is the inverse of the Encryption Process, utilizing 

the shared secret key to decrypt the ciphertext back into the plaintext, thus 

securing the message and its contents from any misinterpretation, and at last 

decoding appears to have a decrypted message which contains characters. 

3.2 Implementation and Testing of Secure and Efficient ECC Scheme 

from [3] 

Implementation and testing the ECC scheme for Internet of Things focuses in section 

2.3.1 on the use of appropriate programming languages, cryptographic libraries and 

development environments in order to produce a working and optimized system in 

section 3.2.1. Whereas, in section 3.2.2 it consists of developing, integrating, and 

testing ECC algorithms used for key agreement, encryption, decryption and digital 

signatures in order to achieve seamless communication and run the system. Finally, in 

section 3.2.3, a summary for implementation and testing the ECC scheme is discussed. 
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3.2.1 Tools Used for Secure and Efficient ECC Scheme 

The implementing tools refer to the development environment, programming language 

and cryptographic libraries that the ECC scheme for IoT structure will use. These tools 

are considered critical in the implementation phase since they might introduce security 

vulnerabilities if wrong tools are selected. The development environment in part 1 

refers to the integrated tool and platform where the code that implements the ECC 

scheme is written, tested and debugged. The programming language in part 2 refers to 

the programming language that should be suitable and enough expressive for the 

cryptographic operations to be performed. The cryptographic libraries in part 3 refer 

to the pre-implemented cryptographic algorithm functions that are needed in the ECC 

scheme and are used to ensure both security and efficiency of the cryptographic 

operations. The structure of these tools guarantees that the ECC scheme will be 

implemented in an efficient, secure way. 

1. Development Environment 

Visual Studio Code 

Microsoft has developed Visual Studio Code which is a highly flexible and dynamic 

editor. Its detailed feature set, along with plugin support, makes it a top choice. The 

user-friendly interface of VS Code, paired with its language support, makes it an 

excellent platform for developing ECC-based schemes. 

Key Features of Visual Studio Code: 

Visual Studio Code is notable for its key features, which include: 

• Cross-platform support (Windows, macOS, Linux) 

• Automatically integrates Git version control into the development 

environment. 

• A wide range of extensions and plugins are available. 
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• Debugging capabilities 

• Integrated terminal 

2. Programming Language 

JavaScript 

JavaScript is a high-level, interpreted programming language commonly used for web 

development. However, its versatility and extensive library support make it suitable 

for various applications, including cryptographic implementations. The integration of 

non-blocking I/O in JavaScript accelerates the delivery of IoT applications. 

Key Features of JavaScript:  

• Lightweight and fast 

• Asynchronous processing capabilities 

• Its technology selection is characterized by a wide range of libraries and 

frameworks. 

• Easy integration with various platforms and technologies. 

3. Libraries Used 

The implementation of ECC scheme for IoT structure incorporates two open source 

libraries: BN.js and bcrypt.js. Part 3.1 introduces BN.js – a library that deals with 

arbitrary-precision arithmetic. This becomes necessary when one considers the large 

integers that are involved in the ECC operations and their eventual application in the 

cryptographic algorithms. Part 3.2 introduces bcrypt.js – a library that is used to hash 

and protect sensitive information (cryptographic keys and the like). This offers an 

additional layer of protection and security for the key. Both libraries are combined to 

produce an efficient and secure ECC scheme. 

3.1.BN.js 

BN.js is a JavaScript library for arbitrary-precision arithmetic. Evidently, the 
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cryptography of elliptic curves necessitates the effective management of large integers. 

By using BN.js, the mathematical methods developed for javascript guarantee the 

precision and safety of ECC implementations. 

Key Features of BN.js:  

• Arbitrary-precision arithmetic 

• A wide range of mathematical operations is enabled, including the four 

fundamental operations: addition, subtraction, multiplication, and division. 

• Performance optimization for large integers 

• Compatibility with browser environments 

3.2. bcrypt.js 

bcrypt.js libraries rely on the Bcrypt algorithm to securely hash passwords. It's 

designed to securely store passwords using a secure and reliable scheme. The library's 

ECC-based scheme is secured by the cryptographic keys' integrity and confidentiality 

through the use of robust hashing functions. 

Key Features of bcrypt.js:  

• To provide security and data protection, bcrypt is used as a secure password 

hashing algorithm during the development life cycle. 

• Salt generation for enhanced security 

• Applies both asynchronous and synchronous algorithms for hashing operations 

without issues. 

• Compatibility with browser environments 

The use of tools and libraries allows us to develop a trustworthy IoT scheme with 

impressive performance and security. A common framework for building software 

combines Visual Studio Code, JavaScript, BN.js, and bcrypt. The js infrastructure is 
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known for being reliable and scalable, making it an ideal fit for our cryptographic 

system. 

3.2.2 ECC Scheme Implementation and Testing 

The implementation and testing for the ECC scheme involves major steps to ensure 

that the system runs securely and efficiently. The overall implementation structure and 

workflow are presented in part 1. The initial parameter which produces the necessary 

cryptographic keys for encryption and decryption is presented in part 2. Part 3 presents 

the implementation and testing for the key agreement subpart. The implementation and 

testing for the encryption process is discussed in part 4. While the implementation and 

testing for ECC decryption process is presented in part 5. Finally, the testing for the 

overall ECC scheme is presented in part 6.  

1. Implementation Structure 

The development of the secure and efficient ECC-based scheme requires organizing 

JavaScript files into various directories. This section provides a detailed breakdown of 

the project's file structure and the purpose of each file within it. 

The system structure is shown in the Figure 29: 
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Figure 29: System Structure 

Root Directory:  

1. index.js: The primary route into the application is the starting point. This 

system file is in charge of coordinating the interaction between various 

modules. 

2. package.json: Contains information about the project, including dependencies 

and scripts. 

3. package-lock.json: Generated automatically, the file locks the specific version 

of dependencies used in the project. 
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Key Agreement:  

1. sender.js: It consists of methods for generating shared group key for the sender 

by using the private key of sender, public key of receiver and base point G. 

2. receiver.js: It consists of methods for generating shared group key for the 

receiver by using the private key of receiver, public key of sender and base 

point G. 

Services Directory:  

The utility functions and services that are essential for the system's operation are 

contained in the services directory. 

1. decryption.js: The decryption process is handled by the functions specified in 

this file. The procedure includes steps for decrypting mapped points and converting 

them back to plain text. This function includes decoding also. 

2. encryption.js: The functions in this file are designed to encrypt data. The 

encryption of mapped points is accomplished with the shared group key. This 

function includes encoding also. 

3. scalarMultiplicationFunction.js: Inside this file are the functions for carrying out 

scalar multiplication operations on elliptic curves, a critical aspect of ECC. Point 

Addition and point doubling methods are also implemented inside this file (scalar 

multiplication uses point addition and point doubling in its steps). 

4. xorTwoBigIntHex.js: The file contains functions for performing XOR 

operations on large integers represented in hexadecimal format. This technology is 

used for secure encoding and key generation. 

5. idHashFunction.js: This file contains a hash function used for signing and 

verifying the messages. 
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6. initialSharedSecretKeyGeneration.js: This file is used to compute ksh for both 

parties. 

Explanation:  

1. Initialization: The index.js file initializes edge and node instances, setting up 

initial keys and controlling component interactivity. 

2. Edge and Node Management: edgeClass.js and nodeClass.js handle the 

secure transmission of data by encrypting and decrypting messages. 

3. Encryption and Decryption: Begins with encryption.js and decryption.js. 

Secure data transmission is ensured by js files through the process of 

encrypting and decrypting messages. 

4. Utility Functions: The file called scalarMultiplicationFunction.js, and 

xorTwoBigIntHex.js. Essential utility functions in JS support the core 

cryptographic operations. 

The structure has been designed to be easily updated and extended. 

2 Initializing Parameters 

Figure 30 shows the implementation for EC parameters initialization: 

 
Figure 30: Initializing Parameters 

3. Key Agreement Implementation and Testing 

In the key agreement (Algorithm 21), both the sender and the receiver generate key 

pairs of their own (private key and public key by further calculations can be 

determined). And both are able to compute the same shared secret key independently 
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using its respective private key and other party's public key. This shared key is used to 

encrypt further or to decrypt messages, enabling a secure communication between the 

sides. 

In Figure 31, the implementation for the key agreement is done, while Algorithm 21 

is implemented, and both sender and receiver determine their private and public keys. 

Also, a comparison for the shared secret key is done to ensure that both parties have 

the same shared secret key. 

Figure 31 shows the implementation for shared key generation (𝑘𝑠ℎ) for both parties: 

 
Figure 31: Key Agreement Implementation 

Key agreement is implemented on both sides, but the operation is done as shown in 

Figure 31 in the main page. Also, the encryption of IV is shown, and decryption as 

well. 

Figure 32 shows the implementation for useful functions for Key agreement 

implementation:  



127 
 

 

 
Figure 32: Scala Multiplication and Point Addition Functions Implementation 

Figure 32 shows the implementation for point addition, inverse modular, and scalar 

multiplication which are used in key agreement process. 

Key agreement implementation is manually tested to make sure it works with no 

issues. It consists of running the code and testing that both the sender and the receiver 

have the same secret key. The shown result in Figure 33 shows private, public and 

shared keys of both the parties, sender and receiver, which proves the verification of 

the key agreement process. The output is shown in Figure 33 as followed: 
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Figure 33: Key Agreement Testing 

As shown in the output above that sender has been able to generate their private and 

public keys. The same goes for the receiver as well. The most important part is that 

both parties have now the same shared secret key, validating the key agreement 

process. 

This proves for us that the ECC key agreement implementation is correct and reliable, 

and allows both sides to use their private public keys to establish a shared secret key 

for subsequent encrypted communication. 

4. Encryption Process Implementation and Testing 

Part 4 will cover 4 steps. Starting with the implementation of encoding plaintext to 

numerical values, in addition of testing it which will be discussed in 4.A. Then, the 

implementation of mapping the numerical value to EC, in addition of testing it will be 

discussed in 4.B. Moving to the implementation of encrypting the mapped points, in 
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addition of testing it which will be discussed in.4.C. Finally, the implementation of 

signing the message, in addition of testing it will be discussed in 4.D. 

4.A Implementation and Testing Encoding Plaintext to Numerical Values Step 

Encoding of the plaintext presents in converting the given plaintext message into the 

numerical representation suitable for the operations with the elliptic curves. This step 

is critical for ECC since its goal is to prepare the data to undergo other encryption 

stages of the process. 

A piece of code for encoding plaintext to numerical values is shown in Figure 34 

below:  

 
Figure 34: Implementation of Encoding Plaintext to Numerical Value 

Figure 34 shows the conversion from binary values blocks to decimal values, so each 

block will have an integer x value which is ready to be mapped to elliptic curve point 

in the further steps. This piece of code is a crucial step in Algorithm 22. 

To verify the implementation of encoding plaintext to numerical values, a manually 

testing to the function by providing a sample plaintext message. The output should 

show the array of plain text characters, the ASCII values in the corresponding blocks 

of binary values, chained blocks after XOR operation with IV is done, and the 

numerical x values, while this step done in Figure 34. This helps ensure that the 
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encoding process correctly converts the plaintext into a format suitable for ECC 

operations. 

The output of encoding plaintext to numerical values is shown in Figure 35 below: 

 
Figure 35: Encoding Plaintext to Numerical Values Testing 

From the output, it is clear that the plaintext is converted successfully to numerical 

values represented in x values. This proves the correctness of the encoding process. 

4.B Implementation and Testing Mapping the numerical value to EC Step 

Mapping of a numeric value to an elliptic curve point has always been an essential step 

of ECC encryption. This step involves a numerical value of the plaintext which allows 

one to get the point (x, y) on the elliptic curve. It makes sure that the numerical values 

can be applied in elliptical curve operations such that things like encrypting and 

decrypting can be done. 

Below is the implementation code for mapping a numerical value to elliptic curve, 

which represents Algorithm 12, is shown in Figure 36: 
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Figure 36: Mapping a Numerical Value to Elliptic Curve Implementation 

For the testing a sample numerical value is used to ensure that a properly set up is done 

for the conversion of numerical values to elliptic curve points. The expected output is 

the elliptic curve points coordinates (x and y). This assists in verifying that the 

mapping procedure is competent in the identification of proper points on the elliptic 

curve. 

Below is the output for mapping a numerical value to elliptic curve which shown in 

Figure 37: 

 
Figure 37: Mapping a Numerical Value to Elliptic Curve Testing 

In the present case, the conversion of numerical x values to the actual elliptic curve 

points with the (x, y) coordinates is achieved as demonstrated in Figure 37. This 

verification confirms the correctness of the implementation of mapping a numerical 

value to elliptic curve points. 

4.C Implementation and Testing the Encrypting the Mapped Points 

Encrypting the mapped points on the elliptic curve is a key step in ECC encryption. 

This step uses the 𝑘𝑠ℎ derived from the key agreement to transform the points into 
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ciphertext. The encryption ensures the data is encapsulated and not accessible to 

unauthorized.  In this step, 𝑘𝑠ℎ is added to each mapped point to obtain the encrypted 

mapped points which are defined in Algorithm 13.  

Below is the code to encrypt the mapped points shown in Figure 38:  

 
Figure 38: Encrypting Mapped Point Implementation 

A manual test will be done to encrypting the mapped points function by providing the 

points. The output should show the encrypted mapped points so we can verify that the 

encryption correctly transforms the mapped points to encrypted mapped points. Below 

is the output for encrypting the points which is shown in Figure 39: 

 
Figure 39: Encrypting Mapped Points Testing 

Figure 39 shows the encrypted mapped points, which are 2 points, while they are 

represented in hex value. This verifies that the encryption correctly transforms the 

mapped points to encrypted mapped points. 
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4.D Implementation and Testing Signing the Message 

Signing the message is an important step in the ECC scheme which guarantee the 

integrity and authenticity for the transmitted data. Signing the message is discussed in 

Algorithm 5 , and this process will give a digital signature for the encrypted message 

represented by object {r, s}.  

Below the implementation code for signing the message which is shown in Figure 40: 

 
Figure 40: Signing the Message Implementation 

To verify the implementation of signing the message, a manual testing should be done. 

The output of this implementation should show the digital signature (r, s). 

Below the output for signing the message which is shown in Figure 41: 
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Figure 41: Signing the Message Testing 

The digital signature (r, s) is shown in Figure 41, which proves the validity of signing 

the message step. 

5. Decryption Process Implementation and Testing 

Part 5 covers 4 steps. Starting with the implementation of verifying the message, in 

addition of testing it which will be discussed in 5.1. Then, the implementation of 

decrypting the cipher mapped points, in addition of testing it will be discussed in 5.2. 

Moving to the implementation of decoding to hex values, in addition of testing it which 

will be discussed in 5.3. Finally, the implementation of converting the hex values to 

plaintext, in addition of testing it will be discussed in 5.4. 

5.1 Implementation and Testing of Verifying the Message 

Verifying the message is a very important step, which is used to verify the digital 

signature attached to the message. If the signature is valid, it confirms that the message 

is authentic. 

Below the implementation code for verifying the message (Algorithm 6) which shown 

in Figure 42: 
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Figure 42: Verifying the Message Implementation 

To verify the correctness for the implementation of verifying the message, a manual 

testing will be done by providing a sample message, its digital signature, and the 

sender's public key. The output should show the result of the verification process. This 

helps confirm that the verification process correctly determines whether the message 

and signature are valid. 

Below the output for verifying the message which is shown in Figure 43: 



136 
 

 
Figure 43: Verifying the Message Testing 

It shows “Message Verified”, which prove the correctness of verifying the message. 

5.2 Implementation and Testing the Decryption of the Cipher Mapped Points 

Decrypting the cipher points is the next step in ECC decryption where the cipher points 

are converted back to their original mapped points by using 𝑘𝑠ℎ. This ensures the 

encrypted data can be correctly decoded and converted back to its original number. 

This step is done in Algorithm 14, while encrypted mapped points are subtracted from 

𝑘𝑠ℎ to obtain the decrypted mapped points. 

Below is the code for decrypting the cipher mapped points shown in Figure 44: 

 
Figure 44: Decrypting the Cipher Mapped Points Implementation 

We will manually test the function by providing a sample cipher point and 𝑘𝑠ℎ. The 

output should show the decrypted mapped points so the decryption of cipher mapped 

points step will be verified by converting the cipher points back to its original form 

using 𝑘𝑠ℎ. 
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Below is the output for the decryption of the cipher mapped points which is shown in 

Figure 45: 

 
Figure 45: Decrypting the Cipher Mapped Points Testing 

The decrypted cipher points are shown in Figure 45, and this proves the correctness of 

the decryption of the cipher points because the transformation of mapped points is 

done correctly. 

5.3 Implementation and Testing the Decoding to Hex Values 

Decoding to hex is an important step in ECC decryption, where the decrypted points 

are converted back to their original numerical (hex) form. This ensures the decrypted 

data can be converted back to the original plaintext in further step, so each decrypted 

point represents one hex value in each block. While this step is done Algorithm 23. 

Below is the code for decoding to hex which is shown in Figure 46: 

 

Figure 46: Decoding to Hex Values Implementation 
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A manual test is done for the function by providing a sample decrypted point. The 

output should show the decrypted point and the hex values so the verification for the 

decoding is done by converting the decrypted point back to its original numerical form. 

This step is done in Algorithm 23. 

Below is the output for decoding to hex is shown in Figure 47: 

 

Figure 47: Decoding to Hex Values Testing 

Decoded elliptic curve point is in its original hex form. Tested output is correct, since 

decoded points are back to numerical form. 

5.4 Implementation and Testing the Converting of Hexadecimal Values to 

Plaintext 

Converting hex values to plaintext is the last step of the ECC decryption process. This 

step converts the numerical values (in hexadecimal) back to the original message using 

ASCII table. This step belongs to Algorithm 24. 

Below is the code to convert hexadecimal to plaintext which is shown in Figure 48: 
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Figure 48: Converting Hexadecimal Values to Plaintext Implementation 

To test the hexadecimal to plaintext function we will manually test it by providing a 

sample hexadecimal string. The output should show the hex string and the 

corresponding plaintext message so the verification is done to the conversion which is 

correct and converts the hex values back to the original message. 

Here is the output of the conversion of hexadecimal to plaintext which is shown in 

Figure 49 

 
Figure 49: Converting Hexadecimal Values to Plaintext Testing 

The hex is converted back to the plaintext message. The output is correct. 

6. ECC Scheme Testing 
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Here the testing of the encryption and decryption will be done for the whole system. 

Below the testing for the ECC scheme is shown in Figure 50: 

 
Figure 50: ECC Scheme from [3] Testing 

3.2.3 Implementation and Testing Summary 

The final and efficient ECC scheme for IoT involves a complete structure for 

initializing parameters, key agreement, encoding and mapping the plaintext, 

encrypting and decrypting points and signing and verifying messages. Some already 

existing and proven libraries as BN.js and bcrypt.js are used to implement the proposed 

scheme ensuring the security and efficiency of the system. This careful implementation 

taking into account the special constraints and requirements of the IoT scenario leads 

to a dependable cryptographic scheme that improves the secure communications and 

the data integrity for the IoT. 

The testing of the ECC system confirms that all stages, from key agreement to 

decryption and conversion back to plaintext, work correctly, ensuring secure and 

accurate communication. 

3.3 Security Analysis 

A security analysis is done for three types of attacks, which are: MITM attack, Chosen 

Plaintext Attack (CPA), and Chosen Ciphertext Attack (CCA). 

3.3.1 Proof for MITM Attack [28] 

A Man-in-the-Middle attack is a type of cyber-attack where an attacker intercepts and 

potentially alters the communication between two parties who believe they are directly 

communicating with each other. The attacker can eavesdrop on the communication, 
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steal sensitive information, or inject malicious data without either party being aware 

of the intrusion. This type of attack exploits the lack of authentication and encryption 

in the communication channel, making it a significant threat to data security and 

privacy. 

Diffie-Hellman key exchange is exposed by MITM attack, while to solve this problem, 

trusted public keys should be used. This trusted public keys are used using certificate 

authority (CA) which is a trusted third party. CA will generate its private key and 

public key, then the public keys for sender and receiver will be signed and verified 

using ECDSA in Algorithm 5 and Algorithm respectively.  

Trusted public keys are used for Diffie-Hellman key exchange in Algorithm 21. 

Blocking the MITM Attack: 

Proof by Equations: 

Let's denote the attacker as A, sender as S, and recipient as R. 

With CA (Blocking MITM) 

1. Signing and Verification of both public keys for sender and receiver by 

authorized party: 

 𝑃𝑈𝑠  signed by CA_priv (CA private key): sender’s signature (𝜎𝑠) = Signing 

Message (𝑃𝑈𝑠, CA_priv, G, a, b, p) using ECDSA in Algorithm 5, while 𝜎𝑠 (r, 

s). 

𝑃𝑈𝑟 signed by CA_priv: receiver’s signature (𝜎𝑟) = Sign Message 

(𝑃𝑈,𝑟 , CA_priv, G, a, b, p), while 𝜎𝑟 represents (r, s). 

2. Exchange and Verification: 

S sends (𝑃𝑈𝑠, 𝜎𝑠) to R. 

R sends (𝑃𝑈𝑟, 𝜎𝑟) to S. 
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Both S and R verify the received signed public keys using CA_pub. 

Verifying Message (𝑃𝑈𝑠, 𝜎𝑠,  𝑃𝑈𝑠  signed, G, a, b, p) using ECDSA in 

Algorithm 6 

Verifying Message (𝑃𝑈𝑟, 𝜎𝑟, 𝑃𝑈𝑟  signed, G, a, b, p) 

3. Authentication and Integrity: The attacker tries to intercept and alter the key 

but in this case the verification step will lead for failing and he/she can’t 

proceed to have the shared secret keys for both sender and receiver: 

If A attempts to send 𝑃𝑈𝑎 instead of 𝑃𝑈𝑠 or 𝑃𝑈𝑟, the verification will fail: 

Verifying Message (𝑃𝑈𝑎, 𝜎𝑠, 𝑑𝑎, G, a, b, p) will fail because 𝜎𝑎was not signed 

by CA_priv for 𝑃𝑈𝑎. 

Key Exchange is secured now form MITM. 

Conclusion 

By introducing a CA to sign and verify public keys, the authenticity and integrity of 

the public keys are ensured. This prevents an attacker from substituting the public keys 

with their own. The equations demonstrate that: 

1. Without CA: An attacker can substitute public keys and compute separate 

keys with each party. 

2. With CA: The attacker’s substitution attempt fails because the signatures 

cannot be verified against the CA’s public key, blocking the MITM attack. 

Thus, using a CA effectively mitigates the risk of a man-in-the-middle attack in the 

Diffie-Hellman key exchange. 
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3.3.2 Proof for CPA [24] 

Proof of Security of CPA using Random IV (IV: random initial vector) 

Proof: 

The thesis’s ECC scheme is IND-CPA secure, meaning the probability that the 

adversary can distinguish between ciphertexts of chosen plaintexts is negligible. The 

proof is based on the fact that the scheme uses a different IV for each encryption. The 

adversary, A, can submit as many messages as desired to the encryption oracle. For 

each query, A receives the corresponding ciphertext. 

The adversary submits q queries to the challenger to encrypt plaintexts of their choice. 

The adversary then sends two messages, 𝑚0 and 𝑚1, to the challenger for encryption. 

The challenger encrypts one of the messages using a randomly chosen bit b, resulting 

in c = Enc(k, 𝑚𝑏⊕ IV). The adversary's task is to guess the value of b. 

Consider the following games: 

• Game 0: The adversary requests encryption of a message 𝑚0and receives 𝑐0= 

Enc(k, 𝑚0 ⊕ IV). 

• Game 1: The adversary sends two messages 𝑚0 and 𝑚1, where 𝑚0 is the same 

as in Game 0. The challenger encrypts one of them 𝑚𝑏, and sends 𝑐𝑏 = Enc(k, 

𝑚𝑏 ⊕ IV) to the adversary. 

• Game 3: The adversary attempts to distinguish between 𝑚0and 𝑚1 based on 

the received ciphertexts. The probability of A guessing b is negligible because 

the ciphertexts in both games are generated with different IVs. In this case, 

attacker can’t guess the bit because the cioher text in each game will be 

different, and there is no unique ciphertext for each plaintext. 
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• This ensures that the messages 𝑚0 and 𝑚1 are not distinguishable. The 

ciphertext from 𝑚0 in Game 0 is different from the ciphertext from 𝑚0 in 

Game 1 due to the different IVs used in each game. Hence, the adversary's 

advantage Adv_IND-CPA[A, E] is 0, proving the scheme's CPA security. 

3.3.3 Proof for CCA [24] 

A Chosen Ciphertext Attack (CCA) is a scenario where an attacker can choose 

arbitrary ciphertexts and obtain their corresponding plaintexts using a decryption 

oracle. This allows the attacker to gather information and potentially deduce the 

encryption key or the encryption scheme used. 

Proof of Security with Random IV (IV: random initial vector) Using Equations 

Proof: 

The proof for Adv_IND-CCA[A, E] starts by noting the adversary's ability to access 

both the encryption and decryption oracle. The adversary, A, can submit chosen 

ciphertexts to the decryption oracle and chosen plaintexts to the encryption oracle. The 

encryption process is defined as: 

c = Enc(k, m, 𝐼𝑉𝑖)  

The adversary submits two distinct messages, 𝑚0 and 𝑚1, to the encryption oracle and 

receives the corresponding ciphertexts 𝑐0 and 𝑐1: 

𝑐0 =Enc(k, 𝑚0⊕ 𝐼𝑉0) 

𝑐1 =Enc(k, 𝑚1⊕ 𝐼𝑉1) 

In the challenge phase, the adversary chooses 𝑚0 and 𝑚1 again, and the challenger 

selects a random bit b. The challenger then encrypts 𝑚𝑏 and returns the ciphertext c: 

c = Enc(k, 𝑚𝑏, 𝐼𝑉𝑖) 

To distinguish between 𝑚0 and 𝑚1, the adversary modifies the ciphertext c by XORing 

it with a random 𝐼𝑉𝑖and submits it to the decryption oracle: 
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𝑐′ =  𝑐 ⊕ 𝐼𝑉𝑖The decryption oracle decrypts c' to obtain: 

Dec(k, c') = Dec(k, c ⊕ 𝐼𝑉𝑖) 

Since the decryption process relies on the modified IV: 

Dec(k, Enc(k, 𝑚𝑏 ⊕ 𝐼𝑉𝑏)  ⊕  𝐼𝑉𝑖) 

The adversary can’t then compare this result with the known plaintexts 𝑚0 and 𝑚1 to 

determine b because the ciphertext is always changing and no unique ciphertext for 

every plaintext.  

This demonstrates that thesis’s ECC scheme is secure under IND-CCA when a random 

IV is used. Therefore, using a random IV is essential to maintaining the security of the 

encryption scheme under chosen ciphertext attacks. 

Conclusion 

The use of random IVs in the encryption process significantly enhances the security of 

the scheme against chosen ciphertext attacks (CCA). By ensuring that each ciphertext 

block is unique and indistinguishable, the proposed method provides a robust defense 

against adversaries attempting to exploit decryption oracles.  
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Chapter 4 

EXPERIMENTAL SETTINGS AND RESULTS 

This chapter discusses the experimental results of the ECC scheme designed for IoT 

and its comparison with the existing experimental results which will be discussed in 

section 2.3.3. Section 4.1, shows the experimental results obtained for measuring the 

encryption operation. Section 4.2, shows the experimental results of the iterative 

mapping of values to points on an elliptic curve. Section 4.3, shows the experimental 

results of the encoding/decoding operation for three systems. The results are discussed 

in greater detail and the advantages and efficient aspects of the ECC scheme developed 

in this thesis for IoT devices are presented compared to an existing well established 

and proven benchmark presented in 2.3.3. 

4.1 Experimental Settings and Results for Experiment 1 for Security 

Objective:  

The objective of Experiment 1 is to involve encrypting (Algorithm 17 (updated in [5] 

to have random IV), Algorithm 12 and Algorithm 13) the same plaintext multiple times 

to observe the effects of using a random initial vector (IV) on the encryption output, 

where the output without using random IV for the same plaintext and EC parameters 

will be the same (the same encrypted message is always obtained when the same plain 

text is encrypted), while by using random IV, if the same plaintext is encrypted, then 

the encrypted message will be always different. The experiment is conducted in two 

parts: first, the same plaintext is encrypted twice without using a random initial vector, 

and this process is repeated twice to confirm consistency. Second, the same plaintext 
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is encrypted twice using a random initial vector each time, and this process is also 

repeated twice to observe the variations introduced by the random IV. By comparing 

the outputs from both parts, we aim to ensure the security of the scheme (ciphertext) 

against Chosen Ciphertext Attacks (CCA) and Chosen Plaintext Attacks (CPA).  

Setup:  

Plain Text: Same plain text is used for all scenarios of Experiment 4 in order to ensure 

consistency in input data and to facilitate consistent measurement of the effects of the 

encryption mechanism (same plain text used in Experiment 1 in 2.3.3 as well). The 

plain text is:  

“This is a test code of Java application and encryption system. It’s not an actual system 

in real life.” 

Encryption: Plaintext is encrypted through the ECC curve with and without varying 

initial vectors (IV) to cover different scenarios of the crypto system. 

ECC parameters used are shown in Figure 30. 

Experimental Results: 

Figure 51: Represents the encrypted points resulting from the first encryption run of 

above plaintext (ECC parameters are a, b, base point G, and p). 

Figure 52: Represents the second encryption run of same plain text with same 

conditions (same parameters) as Figure 81, to observe any variance. 

Figure 53: Represents the cipher text output when encryption run is done with an 

additional random initial vector (IV). 

Figure 54: Represents the cipher text generated by second encryption run using the 

same plain text with a random value of IV which for sure different compared to Figure 

53. 
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Figure 51: Encrypted Points Using ECC Encryption 

Figure 51 shows the encrypted points of the plaintext used (mentioned in Figure 51) 

and this plaintext is represented in 5 EC points, while random IV isn’t used which 

means if running the encryption again for the same plaintext, it has to give the same 

encrypted points.  
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Figure 52: Second Encryption Run for the Same Plaintext and Obtaining Encrypted 

Points 

Figure 52 shows the encrypted points of the plaintext used (mentioned in Figure 52 

and it’s the same plaintext in Figure 51) and this plaintext is represented in 5 EC points, 

while random IV isn’t used and the encrypted points are exactly the same as the ones 

in Figure 51. This is expected and proves that without using random IV, the encryption 

of the same plaintext will lead to the same encrypted points.  
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Figure 53: Encrypted Points Using Random Initial Vector 

Figure 53 shows the encrypted points of the plaintext used (mentioned in Figure 53) 

and this plaintext is represented in 5 EC points, while random IV is used and the 

encrypted points are different than the ones in Figure 51 and Figure 52. This is 

expected because of the using of random IV, but also it’s not enough because a new 

variable is used this time so it’s normal to get different encrypted points compared to 

the ones in Figure 51 and Figure 52, so the expectation to have different encrypted 

points while running the encryption again using random IV. 
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Figure 54: Second Encryption Run for the Same Plaintext Using Random Initial 

Vector 

Figure 54 shows the encrypted points of the plaintext used (mentioned in Figure 54) 

and this plaintext is represented in 5 EC points, while random IV is used and the 

encrypted points are different than the ones in Figure 53 as expected. This proves that 

using random IV leads to different encrypted point for the same plaintext in every run 

of encryption. . Random IV changes which prevents the opponents from using 

techniques such as CPA or CCA to expose or guess the secret key. As a result, this 

scheme is more secure against advanced attacks. 
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Experiment 1 Results Analysis:  

From Experiment 1, it is observed that the random initial vectors (IV) effectively 

contribute to the security of ECC encryption. The observations from the experiment 

are summarized below:  

Cipher text Variability: Re-encryption of same plain text with same conditions (Figure 

51 and Figure 52) produced the same results, which indicates that the ECC is 

deterministic without IV. 

IV provides additional security: When encryption occurs with an initial vector (IV) 

(Figure 53 and Figure 54), resulted in different cipher text for each instance of 

encryption. This cipher text variability prevents the attacker to detect any pattern and 

hence provides security against CPA and CCA. 

Comparison with Existing Experimental Results:  

Existing Experiment Results: The existing experiments in Experiment 1 in 2.3.3 in 

Figure 16, Figure 17, Figure 18 and Figure 19 also observed the similar effect of using 

dynamic initial vectors in preventing the predictable cipher text generation. The 

existing experiments observed that each instance of encryption should result in 

different cipher text which in turns prevents the attacker to detect any pattern and hence 

provides security against CPA and CCA. My Results: My experimental results suggest 

the same observations. The IV when used in my ECC scheme resulted in non-

deterministic encryption output, and hence ascertained the robustness of the additional 

security measures proposed in the existing experiment. This comparison ensures that 

my ECC scheme adequately addresses the issues posed by the CPA and CCA attacks, 

since encrypting the same plaintext with different initial vectors generates different 

cipher texts. 

So my experiment has the same approach compared to Experiment 1 in 2.3.3. 
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Conclusion of Experiment 1: 

The results from my experiment support the use of non-deterministic encryption 

methods in ECC to avoid vulnerabilities associated with predictable cipher text 

generation. By dynamically varying initial vectors, my ECC scheme demonstrates 

enhanced security, making it robust against sophisticated attacks such as CPA and 

CCA. These findings are consistent with known experimental results, underscoring the 

importance of implementing dynamic encryption parameters in securing IoT. 

4.2 Experimental Settings and Results for Experiment 2 for Mapping 

Points Successfully 

Objective:  

To evaluate the successful mapping rate, which mean the number of mapped points 

over the number of x values (number of needed points to be mapped) 

(
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑀𝑎𝑝𝑝𝑒𝑑 𝑃𝑜𝑖𝑛𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑥 𝑣𝑎𝑙𝑢𝑒𝑠 𝑁𝑒𝑒𝑑𝑒𝑑 𝑡𝑜 𝑏𝑒 𝑀𝐴𝑝𝑝𝑒𝑑
), for each iteration in Algorithm 12 and 

number of iterations needed to map all points that are generated to the standard EC 

curves: secp192k1, secp224k1 and secp256k1 curves where ECC parameters are 

introduced in Appendix D in Figure 73, Figure 74 and Figure 75,  respectively. 

Methodology:  

Curve 1: secp192k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 192-bit) with 5 padding bits (used in this research’s ECC 

scheme). 

Curve 2: secp192k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 192-bit) with 3 padding bits (used in [3]). 

Curve 3: secp192k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 192-bit) with 8 padding bits (used in [4]). 
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Curve 4: secp224k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 224-bit) with 5 padding bits (used in this research’s ECC 

scheme). 

Curve 5: secp224k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 224-bit) with 3 padding bits (used in [3]). 

Curve 6: secp224k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 224-bit) with 8 padding bits (used in [4]). 

Curve 7: secp256k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 256-bit) with 5 padding bits (used in this research’s ECC 

scheme). 

Curve 8: secp256k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 256-bit) with 3 padding bits (used in [3]). 

Curve 9: secp256k1 in Appendix D which is a recommended elliptic curve over prime 

field (𝐹𝑝, where p’s size is 256-bit) with 8 padding bits (used in [4]). 

Procedure:  

Take a random generated number and try to map the number to points on the elliptic 

curve. If no valid point exists for the value, increase the value by 1 and try again until 

it is a valid point or the round reaches maximum number of iterations.  

Setup:  

Number of trials: 1000 random numbers were tested (for each curve). 

Size of the Random Numbers: 192-bit random number size of secp192k1, 224-bit 

random number size of secp224k1 and 256-bit random number size of secp256k1. 
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Experiment 2 Results:  

The result of Experiment 2 done on Curve 1 is displayed in Figure 55 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 55: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 1 

Figure 55 shows the number of rounds needed to map all the point on Curve 1 and the 

total number of points mapped after each round, while 9 rounds are taken to map all 

the points on Curve 1. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 9. Five padding bits are used here (Algorithm 27), which means 

32 rounds are accepted at most. So this result is expected and good, because five 

padding bits can handle this number of rounds. Even though the number of rounds are 

less than 32 in the result in Figure 55, that doesn’t guarantee that five padding bits are 

enough because maybe other random numbers give more than 32 rounds. 
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The result of Experiment 2 done on Curve 2 is displayed in Figure 56 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 56: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 2 

Figure 56 shows the number of rounds needed to map all the point on Curve 2 and the 

total number of points mapped after each round, while 11 rounds are taken to map all 

the points on Curve 2. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 11. Three padding bits are used here (Algorithm 11), which 

means 8 rounds are accepted at most. So this result isn’t as expected and bad, because 

three padding bits can’t handle this number of rounds. This result proves that three 

padding bits aren’t enough and can’t be used in [3]. 
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The result of Experiment 2 done on Curve 3 is displayed in Figure 57 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 57: Number of Mapped Points and Cumulative Percentage by Round for 

Curve 3 

Figure 57 shows the number of rounds needed to map all the point on Curve 3 and the 

total number of points mapped after each round, while 10 rounds are taken to map all 

the points on Curve 3. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 10. Eight padding bits are used here (Algorithm 3), which 

means 256 rounds are accepted at most. So this result is expected and good, because 

eight padding bits can handle this number of rounds. Even though the number of 

rounds are less than 256 in the result in Figure 57, that doesn’t guarantee that eight 

padding bits are enough because maybe other random numbers give more than 256 

rounds. 
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The result of Experiment 2 done on Curve 4 is displayed in Figure 58 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 58: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 4 

Figure 58 shows the number of rounds needed to map all the point on Curve 4 and the 

total number of points mapped after each round, while 9 rounds are taken to map all 

the points on Curve 4. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 9. Five padding bits are used here (Algorithm 27), which means 

32 rounds are accepted at most. So this result is expected and good, because five 

padding bits can handle this number of rounds. Even though the number of rounds are 

less than 32 in the result in Figure 58, that doesn’t guarantee that five padding bits are 

enough because maybe other random numbers give more than 32 rounds. 
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The result of Experiment 2 done on Curve 5 is displayed in Figure 59 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 59: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 5 

Figure 59 shows the number of rounds needed to map all the point on Curve 5 and the 

total number of points mapped after each round, while 11 rounds are taken to map all 

the points on Curve 5. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 11. Three padding bits are used here (Algorithm 11), which 

means 8 rounds are accepted at most. So this result isn’t as expected and bad, because 

three padding bits can’t handle this number of rounds. This result proves that three 

padding bits aren’t enough and can’t be used in [3]. 
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The result of Experiment 2 done on Curve 6 is displayed in Figure 60 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 60: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 6 

Figure 60 shows the number of rounds needed to map all the point on Curve 6 and the 

total number of points mapped after each round, while 12 rounds are taken to map all 

the points on Curve 6. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 12. Eight padding bits are used here (Algorithm 3), which 

means 256 rounds are accepted at most. So this result is expected and good, because 

eight padding bits can handle this number of rounds. Even though the number of 

rounds are less than 256 in the result in Figure 60, that doesn’t guarantee that eight 

padding bits are enough because maybe other random numbers give more than 256 

rounds. 
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The result of Experiment 2 done on Curve 7 is displayed in Figure 61 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 61: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 7 

Figure 61 shows the number of rounds needed to map all the point on Curve 7 and the 

total number of points mapped after each round, while 11 rounds are taken to map all 

the points on Curve 7. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 11. Five padding bits are used here (Algorithm 27), which 

means 32 rounds are accepted at most. So this result is expected and good, because 

five padding bits can handle this number of rounds. Even though the number of rounds 

are less than 32 in the result in Figure 61, that doesn’t guarantee that five padding bits 

are enough because maybe other random numbers give more than 32 rounds. 
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The result of Experiment 2 done on Curve 8 is displayed in Figure 62 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 

 
Figure 62: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 8 

Figure 62 shows the number of rounds needed to map all the point on Curve 8 and the 

total number of points mapped after each round, while 12 rounds are taken to map all 

the points on Curve 8. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 12. Three padding bits are used here (Algorithm 11), which 

means 8 rounds are accepted at most. So this result isn’t as expected and bad, because 

three padding bits can’t handle this number of rounds. This result proves that three 

padding bits aren’t enough and can’t be used in [3]. 

The result of Experiment 2 done on Curve 9 is displayed in Figure 63 below where x-

axis is the round and the number of points mapped is shown as well as the cumulative 

percentage: 
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Figure 63: Number of Mapped Points and Percentage of Mapping Points by Round 

for Curve 9 

Figure 63 shows the number of rounds needed to map all the point on Curve 9 and the 

total number of points mapped after each round, while 12 rounds are taken to map all 

the points on Curve 9. Round 1 shows around 50% mapped points and it keep going 

to reach 100% at round 12. Eight padding bits are used here (Algorithm 3), which 

means 256 rounds are accepted at most. So this result is expected and good, because 

eight padding bits can handle this number of rounds. Even though the number of 

rounds are less than 256 in the result in Figure 63, that doesn’t guarantee that eight 

padding bits are enough because maybe other random numbers give more than 256 

rounds. 

Experiment 2 Results Analysis:  

All the Curves (Curve 1 till Curve 9) in Figure 80 till Figure 88 mapped approximately 

50% of the total number of points in the first round, but not all the curves have the 

same number of rounds. Also, high successful mapping rate appears in the beginning 

rounds (rounds 1, round 2 and round 3) for all the curves. 

Curve 1, Curve 4 and Curve 7, where they are related to 5 padding bits in this 

research’s ECC scheme, are represented in Figure 55, Figure 58 and Figure 61 
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respectively, show 8 rounds for Curve 1, 9 rounds for Curve 4 and  11 rounds for Curve 

7 to map all the points on the EC. 

Curve 2, Curve 5 and Curve 8, where they are related to 3 padding bits in [3], are 

represented in Figure 56, Figure 59 and Figure 62 respectively, show 11 rounds for 

Curve 2 and Curve 5, and 12 rounds for Curve 8 to map all the point on the EC. 

Curve 3, Curve 6 and Curve 9, where they are related to 8 padding bits in [4], are 

represented in Figure 57, Figure 60 and Figure 63 respectively, show 10 rounds for 

Curve 3 and 12 rounds for Curve 6 and Curve 9, to map all points on the EC. 

Conclusion for Experiment 2:  

Experiment 2 shows, in Figure 80 till Figure 88, that the number of rounds at most 

appears to be 12 for [3] and [4] and 11 for this research’s ECC scheme, which are 

small numbers to prove that high efficiency of mapping for the 3 schemes (this 

research’s ECC scheme, [4] and [3]), however 12 rounds aren’t covered by the padded 

3 bits (max 8 rounds are accepted for 3 bits) used in [3] leading to wrong decryption 

output. Based on that, 3 padding bits may lead for wrong decryption so using it will 

cause problems. On the other hand, the results of Experiment 3 accept using 5 or 8 

padding bits, but it can’t guarantee using them because maybe some values will lead 

for higher rounds. 5 padding bits accepts 32 rounds at most, while 8 padding bits 

accepts 256 rounds at most, so both 32 rounds and 256 rounds are more than the double 

of the highest number of rounds obtained, so using either 5 or 8 padding bits won’t 

cause any problem based on Experiment 2 but this result isn’t guaranteed. 
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4.3 Experimental Settings and Results for Experiment 3 for Testing 

the Performance (Time) of the Encryption of this Research’s ECC 

Scheme 

Objective: 

The purpose of Experiment 3 is to compute the encryption time for Thesis’s ECC 

Scheme and compare it to the one in Sengupta system [4].  

Setup: 

Tested Message size: The message size used are: 1 KB, 10 KB, 100 KB, 1 MB and 10 

MB, where random generator messages of the mentioned size where used. 

Tools and Environment: 11th Gen Intel(R) Core (TM) i7-1165G7 @ 2.80 GHz (4-

core, each core hyper-threaded) and 12 RAM is used to compute the performance of 

the encryption in this research’s ECC scheme. 

Experiment 3 Results: 

Experiment 3 results are represented by Figure 64 below: 

 
Figure 64: Performance of the Encryption Process in the Research’s ECC Scheme 
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The x-axis represents the size of the message and the y-axis represents time needed in 

seconds to encrypt the message. 

Figure 64 shows the time needed to encrypt a message having specific size. The time 

needed to encrypt 1 KB message, 10 KB, and 100 KB message is less than 1 second, 

while for 1 MB message is about 3 seconds, and for 10 MB message is 31 seconds. 

The result in Figure 64 is as expected and it is good. 

Analysis of the Experiment 3 Results: 

The research’s encryption process takes around 31 seconds to encrypt the message of 

size 10 MB, which is slightly less compared to the encryption process in [4], which 

takes 27 seconds. 

Conclusion for Experiment 3: 

The results from Experiment 3 confirm in Figure 64 that this thesis’s ECC scheme 

(which is based on [3]) has good efficiency which is almost the same as Sengupta [4] 

which its main purpose to improve the efficiency. The gap between the research’s 

scheme and [4] is 4 seconds which may vary depending on the messages used, because 

mapping time varies from1 input to another and this small-time difference may reach 

4 seconds or more while the message size is increasing.  

4.4 Experimental Settings and Results for Experiment 4 for 

Performance (Time) of Mapping Points by Using Different Number 

of Padding Bits 

Objective: 

The purpose of Experiment 4 is to check whether using 3 padding bits, 5 padding bits 

and 8 padding bits will affect the performance (time) for running the point searching 

function used in Figure 72. 
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Setup: 

Message Size: 1000 random number are used for each trial. The size of each random 

number used is 187 bits for 3 padding bits, 189 bits for 5 padding bits and 192 bits for 

8 padding bits. Although all of them are dealing with 192 bis, but while saying padding 

3 bits to 184 bits (23 characters * 8 bits = 184), it means the 187 bits will be mixture 

between 0 and 1 and the last 5 bits on left for sure will be zero. The same way is 

appeared for 5 padding bits and 8 padding bits, so this is done to have a fair 

comparison.  

Device used: The same device mentioned in 4.3 is used to compute all performances 

(time) 

Curve 1 (5 padding bits used), Curve 2 (3 padding bits used), Curve 3 (8 padding bits 

used), Curve 4 (5 padding bits used), Curve 5 (3 padding bits used), Curve 6 (8 padding 

bits used), Curve 7 (5 padding bits used), Curve 8 (3 padding bits used) and Curve 9 

(8 padding bits used), which are mentioned in 4.1, are used to be tested. 

Experiment 4 Results: 

Figure 65 shows the performance for each curve, where group 1 includes: Curve 2, 

Curve 1, and Curve 3 (in this order), group 2 includes: Curve 5, Curve 4, and Curve 6 

(in this order) and group 3 includes: Curve 8, Curve 7, and Curve 9 (in this order). 

Figure 65 is given below: 
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Figure 65: Performance (Time) Testing Results 

Figure 65 shows in group 1, the performance of 5 padding bits is the highest with 

19306 microseconds. In group 2, the performance of 8 padding bits is the highest with 

19097 microseconds, while in group 3, the performance of 3 padding bits is the highest 

with 20728 microseconds. And in all curves, slight difference performance appears. 

So based on the results in Figure 65, the number of padding bits won’t affect the 

performance which is good because it let us to select 8 padding bits which has lower 

risks (256 rounds are allowed) compared to 3 padding bits and 5 padding. 

Conclusion of Experiment 4: 

The results of Experiment 4 in Figure 65 shows that the size of padding bits doesn’t 

affect the performance (time of running), which means the best option is to select 8 

padding bits which allow the highest number of rounds, and this option won’t affect 

the performance of the ECC scheme.  

4.5 Summary for the Experimental Results 

All the addressed problems in 2.4 are discussed and showed in the Experiments’ 

conclusions and a summary for the results is shown in Table 2. 

Table 2 summarize all the results for the 4 schemes [3], [4], [5], and my scheme: 

1 2 3

3 padding bits 19498 20086 20728

5 padding bits 19306 20407 20906

8 padding bits 19523 19097 20929
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Table 2: Results Summary 

This table compares the features and performance of three cryptographic schemes 

based on security analysis in 3.3 and experimental results (4.1 – 4.4): SE-Enc, 

Sengupta, and the Thesis ECC Scheme. The SE-Enc scheme, as referenced in [3] and 

[5], blocks Chosen Ciphertext Attacks (CCA) and Chosen Plaintext Attacks (CPA) in 

[5] only, requiring 12 rounds to map all points. However, its data on encryption process 

performance for a 10 MB message is not available, and it does not optimize the best 

size of padding bits. The Sengupta scheme does not block CCA and CPA attacks but 

requires 12 rounds to map all points and takes 27 seconds to encrypt a 10 MB message. 

It is optimized for the best size of padding bits. The Thesis ECC Scheme fully blocks 

CCA and CPA attacks, needing only 11 rounds to map all points. It takes 31 seconds 

to encrypt a 10 MB message but is not optimized for the best size of padding bits. 

  

Scheme AE Scheme 

Blocking 

CCA and 

CPA  

Rounds Needed to 

Map All Points 

Successfully Based 

on Experiment 2 in 

Section 4.2  

Encryption 

Process 

Performance 

(Time) for 10 

MB message 

Size in section 

2.3.3   

Best Size of 

Padding Bits 

to be Selected 

in Section 4.4  

SE-Enc 

[3], [5] 

No – Yes 12 NA No 

Sengupta No 12 27 

seconds 

Yes 

Thesis 

ECC 

Scheme 

Yes 11 31 

seconds 

No 
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Chapter 5 

CONCLUSION AND FUTURE WORK 

5.1 Conclusion 

This thesis presents the design, implementation, testing, and evaluation of an efficient 

and secure ECC system for the IoT building upon the SE-Enc system [3]. While SE-

Enc has been effective in prior research, it has notable security deficiencies, 

particularly concerning CPA, CCA, and MITM attacks. 

To address these issues, the ECC scheme in this thesis introduces several key 

modifications. Firstly, a random IV is used instead of a constant IV to block CPA and 

CCA. Secondly, trusted public keys are incorporated into the Diffie-Hellman key 

exchange protocol to mitigate MITM attacks. Lastly, the padding bits used in the 

mapping function have been increased from three to five to ensure correct encryption 

and decryption, as three bits are insufficient for mapping points effectively. 

The security of the proposed ECC scheme is analyzed in 3.3, demonstrating its 

robustness against MITM, CCA, and CPA attacks. Experiment 2 results in 4.2 

confirms the insufficiency of using only three padding bits on the least significant bit 

(LSB), highlighting the need for more padding bits like five or eight bits. The 

encryption time achieved by thesis’s ECC scheme is considered as good as that of 

Sengupta’s scheme [4], which is supported by the results of Experiment 4.3, which 

demonstrate that the encryption times of both schemes are nearly identical. Overall, 
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the experimental results and security analysis validate that the modified ECC scheme 

provides a secure and efficient solution suitable for IoT applications. 

5.2 Future Work 

There are many interesting areas that should be work on to enhance the developed 

ECC scheme for IoT in the future. This includes investigating and developing 

advanced key management protocols that can handle frequent changes in IoT 

networks. Next, testing the ECC scheme in real IoT scenarios like edge computation 

and further optimize it for practical usages. Also, exploring the integration of our ECC 

scheme with other security protocols and frameworks to provide a multi-layered 

security solution for IoT systems. Finally, it is important to further enhance the 

resilience. 
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Appendix A: Experiments Raw Data Outputs and Source Code 

1. Experiment 1 Raw Data Outputs 

Figure 66 shows Experiment 1 outputs: 

 
Figure 66: Experiment 1 Data Outputs 

2. Experiment 2 Raw Data Outputs:  

Figure 67, Figure 68, and Figure 69 show the raw data outputs for Experiment 2: 

 
Figure 67: Experiment 2 Output for Curve 1 
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Figure 68: Experiment 2 Result for Curve 2 

 
Figure 69: Experiment 2 Results for Curve 3 

3. Experiment 3 Raw Data Outputs 

Figure 70 show the raw data output of Experiment 3:  
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Figure 70: Raw Data Output of Experiment 3 

4. Experiment 4 Raw Data Outputs 

Figure 71 shows the raw data output of Experiment 4: 

 
Figure 71: Raw Data Outputs of Experiment 4 



181 
 

5. ECC Scheme Source Code  

ECC scheme source code is provided in the following link:  

https://drive.google.com/drive/folders/1dbeYRvGt1lfxA9IFyiUEj1x2JUoFayUd?usp

=sharing 

  

https://drive.google.com/drive/folders/1dbeYRvGt1lfxA9IFyiUEj1x2JUoFayUd?usp=sharing
https://drive.google.com/drive/folders/1dbeYRvGt1lfxA9IFyiUEj1x2JUoFayUd?usp=sharing
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Appendix B: Calculations for Example 14 – Example 16 

1. Calculations of 𝑸𝑨 = 6 × (5, 1) in Step 2 of Algorithm 7 in Example 14 

Steps for Scalar Multiplication to compute 𝑄𝐴 = 6 × (5, 1) on curve (16) by using 

algorithm 2: 

Step 1: Compute 2 × 𝐺 = (𝑥2𝐺 , 𝑦2𝐺) = 2 × (5, 1) using   (12) for point doubling 

1. Calculate λ using   (12): 

λ =
3𝑥𝐺

2  + 𝑎

2𝑦𝐺
 𝑚𝑜𝑑 17 

𝑥𝐺= 5, 𝑦𝐺= 1, a = 2 

 λ =
3 × 52  + 2

2 × 1
 𝑚𝑜𝑑 17 =

3 × 25 + 2

2
 𝑚𝑜𝑑 17 =

75 + 2

2
 𝑚𝑜𝑑 17

=
77

2
 𝑚𝑜𝑑 17 

To compute 
77

2
 𝑚𝑜𝑑 17, we need the modular inverse of 2 mod 17, which is 9, 

calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5. 

λ= 77 * 9 mod 17 = 693 mod 17 = = 693 - 40 * 17 = 693 - 680 = 13 

2. Calculate 𝑥2𝐺  on curve (16) using   (12): 

𝑥2𝐺 = λ2 − 2𝑥𝐺 𝑚𝑜𝑑 17 = 132 − 2 ∗ 5 𝑚𝑜𝑑 17 = 169 − 10 𝑚𝑜𝑑 17

= 159 𝑚𝑜𝑑 17 

𝑥2𝐺 =159 - 9 * 17 = 159 - 153 = 6 

3. Calculate 𝑦2𝐺  on curve (16) using   (12): 

𝑦2𝐺 =  λ(𝑥𝐺 −  𝑥2𝐺) − 𝑦𝐺  𝑚𝑜𝑑 17 =  13(5 − 6) − 1 𝑚𝑜𝑑 17

=  13 ∗ (−1) − 1 𝑚𝑜𝑑 17 

𝑦2𝐺 =  −13 − 1 𝑚𝑜𝑑 17 =   −14 mod 17 =  3 

So, 2 × 𝐺 = (6, 3). 
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Step 2: Compute 4 × 𝐺 = (𝑥4𝐺 , 𝑦4𝐺) = 2 × 2×G using   (12) for point doubling 

1. Calculate λ using   (12): 

λ =  
3𝑥2𝐺

2 + 𝑎 

2𝑦2𝐺
 𝑚𝑜𝑑 17 

𝑥2𝐺=6,  𝑦2𝐺=3 

 λ =
3 ∗ 62  + 2

2 ∗ 3
 𝑚𝑜𝑑 17 =

3 ∗ 36 + 2

6
 𝑚𝑜𝑑 17 =

110

6
 𝑚𝑜𝑑 17 

To compute 
110

6
 𝑚𝑜𝑑 17, we need the modular inverse of 6 mod 17, which is 3, and it 

is calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5. 

Thus, λ = 110 * 3 mod 17= 330 mod 17 = 7 

2. Calculate 𝑥4𝐺  on curve (16) using   (12): 

𝑥4𝐺 = λ2 − 2𝑥2𝐺  𝑚𝑜𝑑 17 = 72 − 2 ∗ 6  𝑚𝑜𝑑 17 = 49 − 12  𝑚𝑜𝑑 17

= 37  𝑚𝑜𝑑 17 

𝑥4𝐺 =37 - 2 ∗ 17 = 37 - 34 = 3 

3. Calculate 𝑦4𝐺 on curve (16) using   (12): 

𝑦4𝐺 =  λ(𝑥2𝐺 − 𝑥4𝐺
) − 𝑦2𝐺  𝑚𝑜𝑑 17 =  7(6 − 3) − 3 𝑚𝑜𝑑 17 =  7 ∗ 3 − 3 𝑚𝑜𝑑 17 

𝑦4𝐺 =  21 − 3 𝑚𝑜𝑑 17 = 18 𝑚𝑜𝑑 17 = 1 

So, 4 × 𝐺 = (3, 1). 

Step 3: Compute 6𝐺 × = (𝑥6𝐺 , 𝑦6𝐺) = 4×G + 2×G using (11) for point addition   (12) 

1. Calculate λ using (11): 

λ =  
𝑦2𝐺 − 𝑦4𝐺 

𝑥2𝐺 −  𝑥4𝐺
 𝑚𝑜𝑑 17 

4 × 𝐺 = (3, 1) and 2 × 𝐺 = (6, 3) 

λ =  
 3 − 1

6 − 3
 𝑚𝑜𝑑 17 =  

2 

3
 𝑚𝑜𝑑 17 
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To compute 
2 

3
 𝑚𝑜𝑑 17, we need the modular inverse of 3 mod 17, which is 6, and it 

is calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5. 

Therefore, λ = 2 * 6 mod 17 = 12 mod 17= 12 

2. Calculate 𝑥6𝐺  on curve (16) using (11): 

𝑥6𝐺 = λ2 − 𝑥4𝐺 − 𝑥2𝐺  𝑚𝑜𝑑 17 = 122 − 3 − 6 𝑚𝑜𝑑 17 = 144 − 9 𝑚𝑜𝑑 17 

𝑥6𝐺 = 135 𝑚𝑜𝑑 17 = 135 − 7 × 17 = 135 − 119 = 16 

3. Calculate 𝑦6𝐺  on curve (16) using (11): 

𝑦6𝐺 = λ(𝑥4𝐺 − 𝑥6𝐺) − 𝑦4𝐺  𝑚𝑜𝑑 17 = 12(3 − 16) − 1 𝑚𝑜𝑑 17

= 12(−13) − 1 𝑚𝑜𝑑 17 

𝑦6𝐺 = −156 − 1 𝑚𝑜𝑑 17 = −157 𝑚𝑜𝑑 17 = 13 

So, 6 × 𝐺 = (16, 13). 

2. Calculations of k×𝑸𝑨= 2 × (16, 13) in Step 3 of Algorithm 8 in Example 15 

Steps for Scalar Multiplication for k×𝑄𝐴= 2 × (16, 13) on curve (16) using Algorithm 

2: 

Step 1: Compute 2 × (16, 13) on curve (16) using   (12) 

𝑄𝐴 = (𝑥𝑄𝐴
, 𝑦𝑄𝐴

) = (16, 13) 

𝑘 × 𝑄𝐴= (𝑥𝑘𝑄𝐴
, 𝑦𝑘𝑄𝐴

) = 2 * (16, 13) 

1. Calculate λ using   (12): 

λ =
3𝑥𝑄𝐴

2  + 𝑎

2𝑦𝑄𝐴
 𝑚𝑜𝑑 17 

𝑥𝑄𝐴 = 16, 𝑦𝑄𝐴 = 13, a = 2 

λ =
3 ∗ 162 + 2

2 ∗ 13
 𝑚𝑜𝑑 17 =

3 ∗ 256 + 2

26
 𝑚𝑜𝑑 17 =

768 + 2

26
 𝑚𝑜𝑑 17

=
770

26
 𝑚𝑜𝑑 17 
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To compute 
770

26
 𝑚𝑜𝑑 17, we need the modular inverse of 26 mod 17, which is 2, 

calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5. 

λ = 770 * 2 mod 17 = 1540 mod 17 = 1540 - 90 * 17 = 1540 - 1530 = 10 

2. Calculate 𝑥𝑘𝑄𝐴
 on curve (16) using   (12): 

𝑥𝑘𝑄𝐴
= λ2 − 2𝑥𝑄𝐴

 𝑚𝑜𝑑 17 = 102 − 2 × 16 𝑚𝑜𝑑 17 = 100 − 32 𝑚𝑜𝑑 17

= 68 𝑚𝑜𝑑 17 

𝑥𝑘𝑄𝐴
= 68 −  4 ∗  17 =  68 −  68 =  0 

3. Calculate 𝑦𝑘𝑄𝐴
 on curve (16) using   (12): 

𝑦𝑘𝑄𝐴
=  λ(𝑥𝑄𝐴 − 𝑥𝑘𝑄𝐴

) − 𝑦𝑄𝐴
 𝑚𝑜𝑑 17 =  10(16 − 0) − 13 𝑚𝑜𝑑 17 

𝑦𝑘𝑄𝐴
=  160 − 13 𝑚𝑜𝑑 17 = 147 𝑚𝑜𝑑 17 =  147 −  8 ∗  17 =  147 −  136 =

 11 

So, 𝑘 × 𝑄𝐴= (0, 11). 

3. Calculations of 𝑀+ 𝒌 × 𝑸𝑨= (9, 1) + (0, 11) in Step 4 of Algorithm 8 in Example 

15 

Steps of Point Addition for 𝑀+ 𝑘 × 𝑄𝐴= (9, 1) + (0, 11) on curve (16) using (11) 

Step: Compute M + 𝑘 × 𝑄𝐴 using (11) 

M = (𝑥𝑀, 𝑦𝑀) = (9, 1) 

𝑘 × 𝑄𝐴 = (𝑥𝑘𝑄𝐴
, 𝑦𝑘𝑄𝐴

) = (0, 11) 

R = (𝑥𝑅 , 𝑦𝑅) = M + 𝑘 × 𝑄𝐴 

1. Calculate λ using (11): 

λ =  
𝑦𝑘𝑄𝐴

 − 𝑦𝑀 

𝑥𝑘𝑄𝐴
−  𝑥𝑀

 𝑚𝑜𝑑 17 

P = (9, 1) and 𝑘 × 𝑄𝐴 = (0, 11) 

λ =  
11−1

0−9
 𝑚𝑜𝑑 17 =  

10 

−9
 𝑚𝑜𝑑 17 =  

10 

8
 𝑚𝑜𝑑 17  , (-9 mod 17 = 8 mod 17) 
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To compute  
10 

8
 𝑚𝑜𝑑 17, the modular inverse of 8 mod 17 should be computed, which 

is 15, , calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5. 

 Thus, λ = 10 * 15 mod 17 = 150 mod 17 = 150 - 8 * 17 = 150 - 136 = 14 

2. Calculate 𝑥𝑅 on curve (16) using (11): 

𝑥𝑅 = λ2 − 𝑥𝑀 − 𝑥𝑘𝑄𝐴
 𝑚𝑜𝑑 17 = 142 − 9 − 0 𝑚𝑜𝑑 17 = 196 − 9 𝑚𝑜𝑑 17

= 187 𝑚𝑜𝑑 17 

𝑥𝑅 = 187 −  11 ∗  17 =  187 −  187 =  0 

3. Calculate 𝑦𝑅 on curve (16) using (11) 

𝑦𝑅 =  λ(𝑥𝑀  −  𝑥𝑅) − 𝑦𝑀 𝑚𝑜𝑑 17 =  14(9 − 0) − 1 𝑚𝑜𝑑 17 =  14(9) − 1 𝑚𝑜𝑑 17 

𝑦𝑅 =  126 − 1 𝑚𝑜𝑑 17 =  125 𝑚𝑜𝑑 17 =  125 −  7 ∗  17 =  125 −  119 =  6 

So, R = (9, 1) + (0, 11) = (0, 6). 

4. Calculations of 𝒅𝑨 × 𝑷 = 6× (6, 3) in Step 1 by Algorithm 9 in Example 16 

Steps of Scalar Multiplication of 𝑑𝐴 × 𝑃 = 6× (6, 3) on curve (16) using Algorithm 2. 

P = (𝑥𝑃, 𝑦𝑃) = (6, 3)  

Step 1: Compute 2 × 𝑃 = (𝑥2𝑃, 𝑦2𝑃) = P + P = (2 × P) on curve (16) using   (12) (Point 

Doubling) 

1. Calculate λ using   (12): 

λ =
3𝑥𝑃

2  + 𝑎

2𝑦𝑃
 𝑚𝑜𝑑 17 

𝑥𝑃= 6, 𝑦𝑃= 3, a = 2 

 λ =
3 ∗ 62  + 2

2 ∗ 3
 𝑚𝑜𝑑 17 =  

3 ∗ 36 + 2

6
 𝑚𝑜𝑑 17 =  

108 + 2

2
 𝑚𝑜𝑑 17 =  

110

2
 𝑚𝑜𝑑 17 

To compute 
110

2
 𝑚𝑜𝑑 17, we need the modular inverse of 6 mod 17, which is 3, 

calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5. 
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  Then, λ = 110 * 3 mod 17 = 330 mod 17 = 330 - 19 * 17 = 330 - 323 = 7 

2. Calculate 𝑥2𝑃 on curve (16) using   (12): 

𝑥2𝑃 = λ2 − 2𝑥𝑃 𝑚𝑜𝑑 17 = 72 − 2 ∗ 6 𝑚𝑜𝑑 17 = 49 − 12 𝑚𝑜𝑑 17 = 37 𝑚𝑜𝑑 17 

𝑥2𝑃 = 37 - 2 * 17 = 37 - 34 = 3 

3. Calculate 𝑦2𝑃 on curve (16) using   (12): 

𝑦2𝑃 =   λ(𝑥𝑃 − 𝑥2𝑃
) − 𝑦𝑃  𝑚𝑜𝑑 17 =  7(6 − 3) − 3 𝑚𝑜𝑑 17 =  7 ∗ (3) − 3 𝑚𝑜𝑑 17  

𝑦2𝑃 =  21 − 3 𝑚𝑜𝑑 17 =   18 mod 17 =  1 

So, 2 × 𝑃 = (3, 1). 

Step 2: Compute 4 × 𝑃 = (𝑥4𝑃, 𝑦4𝑃) = 2 × 𝑃 + 2 × 𝑃 (2 × 2 × 𝑃)  on curve (16) using   

(12) (Point Doubling) 

1. Calculate λ using   (12): 

λ =  
3𝑥2𝑃

2 + 𝑎 

2𝑦2𝑃
 𝑚𝑜𝑑 17 

𝑥2𝑃 = 3,  𝑦2𝑃 = 1 

 λ =
3 ∗ 32  + 2

2 ∗ 1
 𝑚𝑜𝑑 17 =

3 ∗ 9 + 2

2
 𝑚𝑜𝑑 17 =

29

2
 𝑚𝑜𝑑 17 

To compute 
29

2
 𝑚𝑜𝑑 17, we need the modular inverse of 2 mod 17, which is 9, 

calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5.  

Thus, λ = 29 * 9 mod 17 = 261 mod 17 = 261 - 15 * 17 = 261 - 255 = 6 

2. Calculate 𝑥4𝑃 on curve (16) using   (12): 

𝑥4𝑃 = λ2 − 2𝑥2𝑃 𝑚𝑜𝑑 17 = 62 − 2 ∗ 3  𝑚𝑜𝑑 17 = 36 − 6 𝑚𝑜𝑑 17 = 30  𝑚𝑜𝑑 17

= 13 

3. Calculate 𝑦4𝑃 on curve (16) using   (12): 

𝑦4𝑃 =  λ(𝑥2𝑃 − 𝑥4𝑃
) − 𝑦2𝑃 𝑚𝑜𝑑 17 = 6(3 − 13) − 1 𝑚𝑜𝑑 17

=  6 ∗ (−10) − 1 𝑚𝑜𝑑 17 



188 
 

𝑦4𝑃 = −61 𝑚𝑜𝑑 17 = −61 +  4 ∗  17 =  −61 +  68 =  7 

So, 4 × 𝑃 = (13, 7). 

Step 3: Compute 6 × 𝑃 = (𝑥6𝑃, 𝑦6𝑃) = 4 × 𝑃 + 2 × 𝑃 on curve (16) using (11) (Point 

Addition) 

1. Calculate λ using (11): 

λ =  
𝑦2𝑃 − 𝑦4𝑃 

𝑥2𝑃 − 𝑥4𝑃
 𝑚𝑜𝑑 17 

4 × 𝑃 = (13, 7) and 2 × 𝑃 = (3, 1) 

λ =  
 1 − 7

3 − 13
 𝑚𝑜𝑑 17 =  

6 

10
 𝑚𝑜𝑑 17 

To compute
6 

10
 𝑚𝑜𝑑 17, we need the modular inverse of 10 mod 17, which is 12, 

calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5.  

Thus, λ = 6 * 12 mod 17= 72 mod 17 = 72 - 4 * 17 = 72 - 68 = 4 

   2. Calculate 𝑥6𝑃 using (11): 

𝑥6𝑃 = λ2 − 𝑥4𝑃 − 𝑥2𝑃  𝑚𝑜𝑑 17 = 42 − 13 − 3 𝑚𝑜𝑑 17 = 16 − 16 𝑚𝑜𝑑 17

= 0 𝑚𝑜𝑑 17 = 0 

3. Calculate 𝑦6𝑃 using (11): 

𝑦6𝑃 = λ(𝑥4𝑃 − 𝑥6𝑃) − 𝑦4𝑃  𝑚𝑜𝑑 17 = 4(13 − 0) − 7 𝑚𝑜𝑑 17 = 52 − 7 𝑚𝑜𝑑 17 

𝑦6𝑃 = 45 𝑚𝑜𝑑 17 = 11 

So, 6 × 𝑃 = (0, 11). 

5. Calculations of 𝐂 −  𝒅𝑨  ×  𝐏 in Step 2 by Algorithm 9 in Example 16 

Steps for Point Subtraction of C - 𝑑𝐴 × P using   (7) 

Step 1: Find the negation of (0, 11) 
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The negation of a point (x, y) on an elliptic curve is (x, -y mod p). 

Negation of (0, 11): 

11 mod 17 = 6 

so, the negation of (0, 11) is (0, 6). 

Step 2: Compute (0, 6) - (0, 11) on curve (16) using   (12) 

(0, 6) - (0, 11) = (0, 6) + (0, 6). 

Since both points are identical, we need to use the point doubling in   (12) to compute 

2 × (0, 6). 

Let 2 × 𝑃 = (𝑥2𝑃, 𝑦2𝑃). 

Step 3: Point Doubling Calculation using   (12) 

For point P = (𝑥𝑃, 𝑦𝑃) = (0, 6) on the elliptic curve (16), the point doubling steps are: 

1. Compute λ using   (12): 

λ =
3𝑥𝑃

2  + 𝑎

2𝑦𝑃
 𝑚𝑜𝑑 17 

𝑥𝑃= 0, 𝑦𝑃= 6, a = 2 

 λ =
3 × 02  + 2

2 × 6
 𝑚𝑜𝑑 17 =  

2

12
 𝑚𝑜𝑑 17 

To compute 
2

12
 𝑚𝑜𝑑 17, we need the modular inverse of 12 mod 17, which is 10, 

calculated using the Extended Euclidean Algorithm [17], which is explained in 

Algorithm 1, and similar calculations are done in Example 5.  

Thus, λ = 2 * 10 mod 17 = 20 mod 17 = 20 - 17 = 3 

2. Calculate 𝑥2𝑃 on curve (16) using   (12): 

𝑥2𝑃 = λ2 − 2𝑥𝑃 𝑚𝑜𝑑 17 = 32 − 2 ∗ 0 𝑚𝑜𝑑 17 = 9 𝑚𝑜𝑑 17 = 9 

1. Calculate 𝑦2𝑃 on curve (16) using   (12): 
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𝑦2𝑃 =  λ(𝑥𝑃 −  𝑥2𝑃) − 𝑦𝑃  𝑚𝑜𝑑 17 =  3(0 − 9) − 6 𝑚𝑜𝑑 17

=  3 ∗ (−9) − 6 𝑚𝑜𝑑 17 

𝑦2𝑃 =  −27 − 6 𝑚𝑜𝑑 17 =  −33 mod 17 =  1 

Result: 

So, 2 × 𝑃 = (0, 6) + (0, 6) = (9, 1). 

The point subtraction (0, 6) - (0, 11) on curve (16) results in the point (9, 1). 

6. Elliptic Curve Y-Coordinate Search 

Figure 72 shows the code which is used for searching for y coordinate for particular x 

value, and returning a point on EC: 

 
Figure 72: EC Point Searching Code  

  



191 
 

Appendix C: Conversions of Data (Binary, Decimal, and 

Hexadecimal) 

1. Conversion of Data from Decimal to Binary: 

The pseudo code for decimal to binary conversion is represented in Algorithm 25: 

Algorithm 25: Decimal to Binary Conversion Algorithm 

Converting Decimal to Binary Algorithm 

function decimal_to_binary(decimal_number): 

    1. if decimal_number == 0: 

           return "0" 

    2. binary_string = "" 

    3. while decimal_number > 0: 

        3.1 remainder = decimal_number % 2 

        3.2 binary_string = str(remainder) + binary_string 

        3.3 decimal_number = decimal_number // 2 

    4. return binary_string 

2. Conversion of Data from Binary to Decimal 

The pseudo code for binary to decimal conversion is represented in Algorithm 26: 

Algorithm 26: Binary to Decimal Conversion Algorithm 

Converting Binary to Decimal Algorithm 

function binary_to_decimal(binary_string): 

    1. decimal_number = 0 

    2. length = len(binary_string) 

    3. for i from 0 to length-1: 

        3.1 bit = int(binary_string[length - 1 - i]) 

        3.2 decimal_number += bit * (2 ** i) 

    4. return decimal_number 

3. Conversion of Data from Hexadecimal to Binary 

The pseudo code for hexadecimal to binary conversion is represented in Algorithm 27: 
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Algorithm 27: Hexadecimal to Binary Conversion Algorithm 

Converting Hexadecimal to Binary Algorithm 

function hex_to_binary(hexadecimal_string): 

    // Step 1: Define a map from hexadecimal digits to binary strings 

    hex_to_bin_map = { 

        '0': '0000', '1': '0001', '2': '0010', '3': '0011', 

        '4': '0100', '5': '0101', '6': '0110', '7': '0111', 

        '8': '1000', '9': '1001', 'A': '1010', 'B': '1011', 

        'C': '1100', 'D': '1101', 'E': '1110', 'F': '1111' 

    } 

 

    // Step 2: Initialize an empty string to store the binary representation 

    binary_string = "" 

 

    // Step 3: Loop through each digit in the hexadecimal string 

    for digit in hexadecimal_string: 

        // Step 4: Convert the digit to its uppercase form 

        upper_digit = digit.upper() // digit.upper() converts the lowercase letter to upper 

// case letter 

 

        // Step 5: Append the corresponding binary string from the map to the binary  

// string 

        binary_string += hex_to_bin_map[upper_digit] 

 

    // Step 6: Return the binary string 

    return binary_string 

4. Conversion of Data from Binary to Hexadecimal 

The pseudo code for binary to hexadecimal conversion is represented in Algorithm 28: 
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Algorithm 28: Binary to Hexadecimal Conversion Algorithm 

Converting Binary to Hexadecimal Algorithm 

function hex_to_binary(hexadecimal_string): 

    // Step 1: Define a map from hexadecimal digits to binary strings 

    hex_to_bin_map = { 

        '0': '0000', '1': '0001', '2': '0010', '3': '0011', 

        '4': '0100', '5': '0101', '6': '0110', '7': '0111', 

        '8': '1000', '9': '1001', 'A': '1010', 'B': '1011', 

        'C': '1100', 'D': '1101', 'E': '1110', 'F': '1111' 

    } 

 

    // Step 2: Initialize an empty string to store the binary representation 

    binary_string = "" 

 

    // Step 3: Loop through each digit in the hexadecimal string 

    for digit in hexadecimal_string: 

        // Step 4: Convert the digit to its uppercase form 

        upper_digit = digit.upper() // digit.upper() converts the lowercase letter to 

upper case letter 

 

        // Step 5: Append the corresponding binary string from the map to the binary 

string 

        binary_string += hex_to_bin_map[upper_digit] 

 

    // Step 6: Return the binary string 

    return binary_string 
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Appendix D: EC Standard Curves 

1. Secp192k1 

Secp192k1 is a standard EC which has the following parameters represented in Figure 

73: 

 
Figure 73: Secp192k1 EC Parameters 

2. Secp224k1 

Secp224k1 is a standard EC which has the following parameters represented in Figure 

74: 

 
Figure 74: Secp224k1 EC Parameters 
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3. Secp256k1 

Secp256k1 is a standard EC which has the following parameters represented in Figure 

75: 

 
Figure 75: Secp256k1 EC Parameters 

 

 

 


